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Abstract—This document describes how to use the
Trusted Platform Module (TPM) in the method of secure
transmission of data stored on the Flash RAM through inse-
cure transport channel. In this method the sender of the file
specifies the recipient and the recipient knows who is the
sender of the file. The idea of a solution that uses symmetric
and asymmetric encryption is described. The TPM is used to
safely generate symmetric and asymmetric keys, and theirs
the safe collection, storage and management in order to pro-
tect files during transfer. The way of organizing data in a
cryptographic keystore for users authorized to use the sys-
tem for the secure transmission of files stored in Flash RAM
is described.

1. INTRODUCTION

N THE era of widespread use of the Internet moving

data from one location to another is a natural phenome-
non. Data may be transferred with the use, for example, of
HTTP protocol (files describing the presentation of Web-
sites in HTML) FTP protocol or others. Transferring a
non-confidential data over the Internet is not born of trou-
ble. The problem occurs when the transferred data are
sensitive and can be made available only for selected re-
cipients. Then securing the data transferred on the route
between the sender and the recipient is necessary. For this
purpose, in Internet TLS protocol (Transport Layer Secu-
rity) at the application layer or IPSec protocol (Internet
Protocol Security) at the network layer are commonly
used. The applied solutions in this area use symmetric and
asymmetric cryptography. In both approaches from the
point of view of security, the most important task is au-
thentication both sides communicating against each other.
This can be achieved by using one of the following meth-
ods:

e password known for both sides (shared secret);
e manually exchange of public keys of both sides;
® using public key certificate (X.509).

Normally is used the last solution, which is most com-
fortable, but requires the access to the Certification Au-
thority.

Transfer data in the data processing systems of differ-
ent classification levels is much more complicated prob-
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lem [4]. In such systems, it is important not just who is
the data recipient, but also whether the data recipient has
adequate security clearance certification. Due to the legis-
lation regarding of classified data processing very often it
is not possible using a computer network to data transfer
and building a mechanism for user authentication [12].
Then the transfer of sensitive data over insecure transport
channels becomes a necessity. In such systems, the only
way to safe data transfers is secured a removable media
(i.e. Flash RAM or removable disk) connected to the sys-
tem by USB interface [3].

This paper presents a solution to such preparation the
data stored in Flash RAM so that storage medium can be
used for secure transmission of the data [3]. In this solu-
tion a sender of the data (ie, the creator of the protected
media content) can be sure that the data will only be
available for a designated recipient, and the recipient can
be sure that the received data originates from the expected
sender. The described mechanism uses both symmetric
encryption algorithms and asymmetric. The presented so-
lution uses a filter driver [1][5][6][9]. In this solution, it is
assumed that in terms of operating system the data can be
processed in two directions: from plain text form stored
on your hard disk, to protected form on removable media
(e.g. Flash RAM, hard drive) connected to the system via
the USB bus and, conversely, from protected form on re-
movable media to plain text form on the hard drive.

The process of securing exchange of data is transparent
for the user except for moment at which the system will
recognize new storage media Flash RAM connected to
the station. Then, the user is forced to specify his prefer-
ence of data encryption algorithms, origin of crypto-
graphic keys and location of protected files. For this rea-
son to implement the process securing data it is necessary
using separate operating system modules (drivers) run-
ning on the system kernel mode [5][9][10]. Schematic di-
agram of developed solution is shown in Fig 1.

User have access to the described solution through the
Control Applications (CApp). The basic elements of con-
structed system are cooperating with each other drivers:
encryption driver [1][2][3] and driver supporting, which
are compatible to the Windows Driver Model [5][9]. Both
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elements work in operating system kernel mode and
communicate with each other using the internal mechanisms
of the operating system (in the figure these mechanisms are
labeled as IRP (Input-Output Request Packet) [S][7][9][10].
The purpose of the encryption driver (EnD) is realization of
the process of encryption / decryption data and
determination a value of hash function for these data. The
tasks of the Driver Supporting (DSu) are among other
things, creation of signatures for protected data and
intermediation in transmitting messages / commands
between DSu and CApp. Both drivers cooperate with the
Trusted Platform Module (TPM). The purpose of the TPM
are a secure cryptographic key generation, storing them and
sharing, and supporting cryptographic  procedures.
Management Console for Cryptographic Module (MCCM)
is used to management of TPM and cryptographic keystore
management. An important element of the system is a DLL
library that provides the encryption functions.
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Fig. 1 Schematic diagram of securing data stored on removable media

The products of the process of securing data are two files:
a file with encrypted data and signature of that file
describing the file containing the encrypted data. The both
files can be saved on one medium, or each file on different
medium. Choosing a storage location of the signature file is
defined by the user through CApp. It should be noted that
saving the encrypted file and the signature file on separate
media increases the security of stored data, but it is
cumbersome to use. In the next sections of the paper is
presented the process of creating and reading a protected file
and the concept of using the capabilities of TPM to
management of the cryptographic keys for procedures of
protecting the file on a removable Flash RAM.
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II. THE PROCESS OF CREATING AND READING A PROTECTED
FILE

In the process of creating a protected file on removable
flash memory (that is a creating an encrypted file and the
signature of this file) and reading (decrypting) the file from
the removable flash memory are necessary attributes of the
user who created the protected file (this user will be called
the sender) and user for whom the protected file was created
(this user will be called the recipient). When a protected file
is created the user logged into the system is the sender, and
he specifies the file recipient using the CApp. When reading
a protected file with using the CApp logged user plays the
recipient role, a sender's attributes are read after successful
decryption of signature of this file, using a private key of the
logged on user. Permissible is a situation in which the
logged user is simultaneously sender and the recipient of
data.

The process of creating a protected file includes the step
of encryption, and then creating a signature for that file.
However during the process of reading a protected file in
a first step the attributes needed for decrypting this file are
obtained from the signature. In the second step the file is
decrypted.

A. Creating a protected file

The process of writing the file, including file encryption
and hash generation, is performed by the EnD. Operation of
EnD has been presented in [1]. The diagram describing the
process of writing the file is shown in Fig. 2. Dashed line in
Fig. 2 indicates operations implemented by the EnD. During
the process of file encryption is determined the value of the
hash function to ensure the integrity of the file.

Determined value of the hash function, and the generated
session key after completion of record are transferred to the
DSu in order to generate a signature for the stored data. The
process transferring the hash function value and the session
key transferring is implemented using the system
mechanisms marked in Fig. 2, as the IRP.
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Fig. 2 The process of writing data to removable flash memory
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B. Determining the signature

For each of the protected file the signature is generated
which containing the information needed to read of this file.
Signature of the file contains the following fields:

SeK - random key to encrypt / decrypt the secure file;

HASH - value of hash function which is determined
based on the content of protected file after
encrypting this file;

H_ID - identifier of the algorithm used to generate the
hash;

En_ID - identifier of the algorithm used to encrypting;

O_ID - identifier of the logged user (the sender) who
initiated the operation of data write - this
identifier is required to determine the public key
of sender when the file is read;

TMS -time stamp of file creation - this value

corresponds to the date of file creation.
The structure of signature is shown in Fig. 4, and process
of signature creation proceeds according to the diagram is
shown in Fig. 3.
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Fig. 4 The structure of signature secure file

C. Reading a protected file

The process of reading the file requires that the signature
was read before and then decrypted. These activities are
performed by the logged user (recipient of file) using CApp.
The process starts with decrypting the signature file using
the private key of the logged user, then reading time stamp
and user identifier (O_ID) which assumed the role the sender
creating a protected file. The time stamp protects the an
encrypted file before moving it to another medium than that
on which was originally written. Incompatibility of date and
time stored in the time stamp and date and time, when the
file was created, causes displaying the message and
terminating the procedure of file reading. With compatibility
of the parameters the next part of the signature is decrypted
using the user public key which identifier (O_ID) has been
read. The next steps of file decoding are schematically
shown in Fig. 5.

Driver supporting
P iy e =
_ ; Delete the| |
PLAIN TEXT FILE <
—— | file

Hard Disk

Y Encryption driver

IF
HASH_sig 1=
HASH_de

Determination
4> of a hash value
HASH_de

Decryption sek | HasHsig |

Decrypt the
signature

ENCRYPTED FILE

Removable Flash
RAM

ENCRYPTED FILE
SIGNATURE

Removable Flash
RAM

Fig. 5 The process of data reading from an external file

On the Fig. 5 operations performed by the EnD are
marked using thick dashed line, and the operations
performed by the DSu are marked using the thinner line
(two dots dash).

During the read data the value of hash function
(HASH_de) is determined. If the value HASH_de is
different from the values obtained from the signature
(HASH_sig) a message is displayed and the decrypted file,
which was saved on hard disk, is being deleted [7].
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III. THE CONCEPT OF USING TPM

Trusted Platform Module (TPM) is an implementation of
a standard developed by the Trusted Computing Group [11].
This module is designed to support the cryptographic
procedures and protocols that can be used for securing data
[12]. Trusted Paltform Module, software TrouSerSwin
consistent with TSS' and OpenSSL? library is a full-featured
encryption system that provides the following functions:

e generating an asymmetric key pair;

secure storage of keys;

generating an electronic signatures;

encryption and decryption;

implementation of an operation defined by the standard

PKCS # 11 cryptographic.

The TPM uses the mechanism of Root of Trust (RT) of
secure data transmission in a computer system and is the
basis to perform trusted cryptographic operations. This
mechanism consists of the following components [8]:

e Root of Trust for Measurement (RTM) — uses Platform
Configuration Registers (PCR) to record the state of
a system,

e Root of Trust for Reporting (RTR) — uses PCR and
RSA signatures to report the platform state to external
parties in an unforgettable way;

e Root of Trust for Storage (RTS) — Uses PCR and RSA
encryption to protect data and ensure that data can only
be accessed if platform is in a known state.

The following algorithms are typically implemented in
TPM: RSA, SHA-1, HMAC and AES®. In addition, each
TPM chip stores a unique serial number and your RSA
private key that is never available to read. TPM components
are shown in Fig. 6.

The most important element of TPM is the cryptographic
coprocessor. It performs the following actions:

e generating keys for asymmetric and symmetric
cryptography using a Random Numbers Generator;

e encryption/decryption of data using the RSA algorithm;

e supporting of the integrity protection (SHA-1 Engine)
and authentication (HMAC Engine).

The non-volatile memory of the module stores the
asymmetric keys*: Endorsement Key (EK), Storage Root
Key (SRK) and symmetric key NV_KEY. The EK key is
usually generated during the production of the TPM and is
used to decrypt the certificates for the other keys generated

TSS — Trusted Computing Group Software Stack — specification of the
software that allows the implementation of applications based on the
TPM. For Windows OS, it is a project "TrouSerSwin", and in the case of
Linux systems, it is possible to use the project "TrouSerS".

2 OpenSSL — OpenSource cross-platform library that contains the
implementation of protocols and general-purpose cryptographic
algorithms.

TPM uses a symmetric algorithm AES to protect the confidentiality of the
session in which it participates following the recommendations of the
TCG. However, symmetric encryption functions are not normally
accessible outside the TPM.

* The Endorsement Key (EK) and the Storage Root Key (SRK) are
mandatory for TPM while the Roaming Key (RK) and NV_KEY are
necessary for the implementation of security procedures for files on Flash
RAM.

w
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by the TPM. The SRK key is generated during the
initialization of the TPM and is used as a master key to
secure store of users’ keys. In the key store are stored a keys
of users who can create protected files (file sender) and users
who will be recipients of protected files. The RK key is used
to import the public key of recipients protected files. The
NV_KEY key is designed to encrypt adata resource of

users.
(P | Communication Bus
1/0

Cryptographic

Co-Processor Key Generator

HMAC Engine
Random Numbers
) Generator
SHA-1 Engine
Opt-In

Power Detection

Non-Volatile Memory 1 Execution Engine

Volatile Memory

Fig. 6 TPM Component Architecture (based on [11])

For secure storage of user data involved in the exchange
of protected files, especially cryptographic keys for that
users, in the system created two protected resources:
cryptographic keystore and TPM users’ table.

A. Cryptographic keystore

The cryptographic keystore is designed to securely store,
manage and share keys of all users involved in the exchange
of protected files. These users include:

e local users who are on the station will be acted as the
sender of uploaded files or recipient of received files;

e external users who are adequately recipient uploaded
files and sender received files.

Keys for local users is generated by the TPM. The private
key and public key of local users are stored in the
cryptographic keystore. For each external user is kept only
the public part of the key. The keys of external users are
imported from other stations. Each key in the cryptographic
keystore is identified by Universally Unique Identifier
(UUID).

Cryptographic keystore has a hierarchical structure
(Fig. 7). At the top of the hierarchy is placed Storage Root
Key (SRK). That key is generated by the TPM during the
initialization of the module and is always stored in the non-
volatile memory of TPM. Public part of the SRK key is used
to encrypt the keys present in the hierarchy below the SRK
key. The SRK key is the predecessor of the following keys:

> In the present solution as the UUID is used Globally Unique Identifier
(GUID) of objects in Windows which is assigned to individual users.
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e Roaming Key (RK) - used in the procedure to import
the public keys of external users;
e Storage Key (SK) of local or external user - is used to
encrypt the encryption keys used by individual users.
The safest place for storing cryptographic keys is non-
volatile memory of the TPM, but due to the small size of the
memory only the most important keys are stored there. Other
keys are placed on your hard disk. The arrangement of keys
is show in Fig. 7 to cryptographic keystore management is
used the TrouSerSwin library with service TCSD® which
works according to recommendations of the Trusted
Computing Group.
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Fig. 7 Hierarchy of cryptographic keys supported by TPM

B. TPM users' table

The TPM users' table stores users data involved in the
exchange of protected files. These refers to local and
external users. A user with an access account to resources of
the station may be considered as the local user. Otherwise an
external user is the user with an access account to another
station and whose data were imported from that station. The
following record is combined with each TPM user:

e name of access account;
e display name of user;

® TCSD - software for management of TPM resources and support of local
and remote requests. The software is part of TrouSerSwin software or
TrouSerS software.

e user Security Identifier (SID) on the local station -
identifier used in Windows systems to determine
access rights - USER_SID;

e  Globally Unique Identifier of User - is used to identify
the SK key of user — USER_GUID;

e identifier of user Legacy Key - this key is used to
encrypt data intended for that user -
USER_LEG_GUID.

The data of TPM users are encrypted with a symmetric
key NV_KEY stored in non-volatile memory of TPM.

C. Cryptographic module

The cryptographic module is used to manage TPM users.
This module consists of the following components:
e TPM;
e cryptographic keystore and a table of TPM users;
e  TrouSerSwin library with service TCSD and Open SSL
library;
e Management
(MCCM).
Architecture of cryptographic module is shown in Fig. 8.

Console for Cryptographic Module

Application Level

Libraries

Windows Services

Hardware level

Fig. 8 Architecture of cryptographic module
The management console can be operated in
a cryptographic module configuration mode and in TPM
user management mode. The following functions are
available in cryptographic module configuration mode:

e login/logout — opening/closing session of the
cryptographic module configuration (entering the
password for the owner of the TPM is necessary to
opening the session);

e reset TPM — cleaning of TPM, i.e. delete all data from
the cryptographic keystore and from TPM users' table;

o initiate TPM - creation of data structures for
cryptographic keystore and for TPM users' table, and in
particular the following keys: SRK, RK and NV_KEY.

A screenshot of the management console in configuration
mode is shown on Fig. 9.

The following functions are available in user management
mode:

e  Add user — add a local user;

¢ Remove user — remove the user together with his keys
stored in the cryptographic keystore;
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e Generate keys — generating the cryptographic keys for
a local user;

e Remove keys — removal of previously generated
cryptographic keys for the user;

e Initiate import — preparation of removable media to
import external users data;

e Import users — import external users data;

e [Export users — save the data of local user on
previously prepared USB stick to transfer the data to
another station.

A screenshot of the management console in user
management mode is shown on Fig. 10.
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Fig. 9 A screenshot of the management console in Configuration Mode
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Fig. 10 A screenshot of the management console in User Management
Mode

The "Add user" is designed to select from among the
users defined in the system users who will be able to transfer
protected files. For each selected user the GUID is
generated. Data for these users are placed in TPM users'
table.

The "Generate keys" is designed to generate the SK key

and Legacy Key for local TPM user and put the keys in the
keystore.

D. Export / import of user data

The procedure for preparing a protected file requires
public key of the external user (file recipient) The source
from which the keys are obtained, are stations where target
user is a local user. The procedure for transfer of selected
data about the local users of station ST2 to station STI
includes the following activities (Fig. 11):

e transfer the public part of the RK key of ST1 station
(e.g. via Flash RAM) - preparing a Flash RAM using
the action "initiate import";

e providing media to the station ST2;
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e preparation of a protected file that contains data about
the local users of station ST2 using the action "Export
users'";

e providing the file and signature to the station ST1;

e decrypt user data, adding data these users (as an
external users) to TPM users' table, and keys of that
users to the keystore using the action "Import users".

Transfered protected file contains data of only selected
local users of station ST2. The data of each user include:

e display name of user;

e  Globally Unique Identifier of User — USER_GUID;

e identifier of the user Legacy
USER_LEG_GUID;

e public part of the user Legacy Key.
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Fig. 11 Import data of users from station ST2 to station ST1

The file containing the user data is encrypted using
a symmetric key generated at the station ST2. For that file is
prepared other file (signature) containing symmetric key
used to encrypt that file and value of SHAT1 hash function for
that file. The file (signature) is encrypted using the
previously supplied public part of the key RK ST1 station.

At the station ST1 the received file containing signature is
decrypted using the private key RK of the station ST1. In the
next step the integrity of the file is checked up, then the file
is decrypted using the symmetric key contained in the
signature file.

The new records are created in TPM users' table basing on
contents of received file. For each new external user in
cryptographic keystore creates a hierarchy of keys
containing the key SK and Legacy Key. The key SK is
generated and will be identified by the sent user identifier
USER_GUID. Lower in the hierarchy will be placed sent the
Legacy Key.
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IV. HANDLING FOR CREATING AND READING A SECURE FILE

The process of creating protected file requires first of all
connection one or two (depending on where the file with the
signature will be stored) removable Flash RAM memories to
a computer through USB interface. The devices are
automatically detected by EnD, which transmits information
about them via the DSu to CApp.

Logged user (file sender) configures the parameters of the
process of creating a protected file using CApp. These
parameters are as the following:
location of public key data recipient file ("Location of
Public Key" field) — TPM is default (see Fig. 12), but it is
possible provide the recipient public key from a disk (see
Fig. 13);
identifier for user (receiver) encrypted data (“Data
Recipient" field) — one of the users whose keys are stored
in the assets managed by the TPM;
drive in which will be stored the protected file ("Data
Drive" field);

— drive and path to the directory in which will be stored the
file with the signature ("Signature Drive" field);

identifier for the algorithm used to encrypt ("The
encryption algorithm" field);

identifier for the algorithm used to generate hash value
for the protected file ("The Hash function algorithm"
field).

p
u! Configuration Write/Read to/from USB Memory C=aEe
Location of Public Key Source Drive for Data
@ TPM F: v
) Disk
Signature Drive
5 \SYGNATURA\| v
Data Recipient
User Name:  Janusz v
The algorithms
The encryption algorithm:
DES -
The Hash function algorithm:
[ ok | [ Cancel SHAS =
| |

Fig. 12 The window of control application CApp for write data -
recipient's public key is derived from the TPM

Identifier (O_ID) and the private key of the sender (the
elements required to generate the signature) are
automatically retrieved from the cryptographic keys storage
managed by TPM. After determining the data configuration
logged user can begin the process of copy the file using , e.g.
Windows Explorer. The name of file which stores the
signature will be concatenation of the name of protected file
and string "SIG". The process of creating a file with the
signature is started after the encryption process is finished
and is, just as the encryption process, invisible to the user.
When next file for the same recipient is being encrypted it
does not need to change the configuration data unless the
other parameters (that is the identifier of encryption
algorithm or identifier of algorithm generating of hash

value) will be changed. Always for the next file a new
session key will be automatically generated.

e .
ol Configuration Write/Read to/from USB Memory C=nrenl X
Location of Public Key Source Drive for Data
TPM F: -
@ Disk
Signature Drive
Public Key G:\SYGNATURA\ -
‘ File Location ‘
= The algorithms
G:\Danejwanek.PUK
The encryption algorithm:
BlowFish v
The Hash function algorithm:
[ ok | Cancel | MD5 =
I 1

Fig. 13 The window of control application CApp for write data -
recipient's public key is derived from disk

The process of reading protected file requires connection
to a computer through USB interface one or two (depending
on where is stored the file with the signature) removable
Flash RAM memories. The devices are automatically
detected by EnD, which transmit information about them via
the DSu to CApp. The logged user (recipient of the data)
using CApp has to specify the drive on which is stored
encrypted file and indicate the file with the signature
corresponding to the encrypted file. He accomplishes this by
selecting (see the Fig. 14):

— drive on which is stored the protected file ("Data Drive"
field);

— drive and path to the directory on which is stored the file
with the signature ("Signature Drive" field).

e .
ol Configuration Write/Read to/from USB Memory C=nrenl X
Source Drive for Data
H: v
Signature Drive
ASYGNATURA\ v
[ ok | Cancel |
I I
[

Fig. 14 The window of control application CApp for read data

Other parameters required to decrypt the file are
determined based on the signature. After initializing by the
logged user the process of copying a file EnD sends to the
DSu the name of the copied file and pauses the copy process
to the moment when receives data required to decrypt the
file (that is the identifier of encryption algorithm, session
key and identifier of algorithm generating of hash value).
Based on submitted by the EnD the name of encrypted file,
DSu identifies a file containing the signature and performs



the process of signature decryption and reading the con-
figuration data. Then performs the verification process
read out TMS with the date and time of the creation of an
encrypted file. In the case of inequality of these values
message is displayed and the file reading process is inter-
rupted. In the case of equality of those values other con-
figuration data read from the signature are passed to EnD,
which resumes the process of decryption. During the
process of decrypting the file the EnD determines the
value of a hash function for that file. After completion the
process of copy EnD transmit to DSu determined value of
the hash function for verification. If the designated hash
value is not equal to the value read from the signature a
message is displayed and the DSu deletes the file which
has just been decrypted.

II. CONCLUSION

This paper presents a method for securing data on re-
movable Flash RAM used to transfer sensitive data over
insecure channels of transmission, such as a courier, tradi-
tional mail system and so on.

The developed method ensures the integrity and confi-
dentiality of protected file. File sender (i.e., the creator of
the protected content) is to ensure that the data will be
available only to the specified recipient. The recipient can
be sure that the resulting data are derived from the appro-
priate sender. Protecting the original file consists in pre-
paring two files. The first one contains the encrypted con-
tents of the original file (symmetric algorithm is here
used). The second file is the signature for the encrypted
file and contains the encryption key and the hash function
value for encrypted file. The second file is encrypted us-
ing asymmetric cryptography. This approach ensures the
safe transfer of the encryption key between stakeholders.

Both parties involved in transferring such protected
data are forced to safely generate asymmetric keys and
the safe theirs collection, storage and management. Partic-
ularly important is the proper procedure to generate sym-
metric key. For this purpose, the TPM has been used. This
module supports (by using the hardware) many activities
related to securing data on removable media and provides
secure management of cryptographic keys.

From the safety point of view the most sensitive point
of presented system for protecting the files transferred us-
ing removable Flash RAM is the procedure for export /
import keys of external users. Particularly sensitive opera-
tion is "manual" transfer of a public key of station to
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which the data of users should be imported. The presented
method is intended for use in an environment where it is
not possible to use a computer network for data transfer.
Such restrictions may apply in case of data transferring
between systems, which belong to different security do-
mains (i.e. with different levels of classification)[2][4]
[12]. For this reason, it is not possible to use public key
infrastructure (PKI) and Certificate Authority (CA). On
the other hand organizational requirements for how to
process data in such systems and how to use the remov-
able media give a guarantee for safe transfer of the public
key by the described procedure of export/import data. It
should be noted that in cases where there are no obstacles
to the use of computer networks in the presented proce-
dure of export / import data is possible to use PKI
and CA.
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