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Usage of RBF Networks in prediction of network traffic
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Abstract—Prediction of future time series values is area of
statistics and computer science research related to pattern
recognition. Especially possibility of prediction of the future
computer network traffic may be usable in detection of abnor-
mal situations like DoS attacks or occurrence of problems with
network infrastructure. The article is devoted to usage artificial
neural networks, with radial basis activation function for pre-
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I. INTRODUCTION

N MANY areas the occurrence of atypical value (named
anomaly or outlier) of the particular variable may indicate
existence of undesirable phenomenon (especially threat),
like symptom of the disease in medicine, change the charac-
teristics of the process in engineering or security incident in
telecommunication networks. Anomaly Detection (AD) also

diction of network traffic in sample local area networks. called Outlier Detection, is area of statistics and computer

science research (see e.g. [1]) related to pattern recognition.

TABLE 1.
INVESTIGATED NETWORKS DESCRIPTION. SOURCE: OWN RESEARCH.

Symb

ol Description

Amateur campus network consisting of circa 25 workstations. Snort has worked on the router which acts
also as the gateway to the Internet and as FTP, www, SAMBA and TeamSpeak servers. Data were
w1 collected from 13th September to 5th December 2006 with a ten minute interval (a total of 11 969
measurements).

Campus network provided by a mid-size Internet Access Provider — (about 400 clients). Data were
collected from 3rd January to 16th March 2007 with ten-minute intervals (a total of 10 001

T2 measurements) on the link between the network and the Internet in housing estates.

A network in a block of flats; one of the subnetworks mentioned in the examples T2 containing about 20
T3 clients. The data were collected from 20th November 2006 to 16th March 2007 with ten-minute intervals
(a total of 16402 measurements) on the same link as above (T2) but with address filtering.

Home network connected to the campus amateur network (with maximum speed of inbound traffic set
on the bandwidth manager to 4 Mbps. Home network consists of five computers protected by corporate
firewall and two intranet servers (ftp and PrintServer). The network has no servers providing outside

MM services and there is no remote access to the home network from the outside. IDS was placed on the link
to the campus network before the firewall. The data were collected from 12th February to 1% July 2011

(a total of 20113 measurements).
I Local Area Network in small company (about 40 computers, two intranet servers). The data were

collected from 3™ February 2011 to 4* July 2011 (a total of 21747 measurements).
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Anomaly Detection approach needs firstly recognize a
pattern of system behavior and next - find observations that
differs from the expected ones. The first task may be done
using various types of models form classic mathematical and
statistical models up to Artificial Intelligence based ones.

Detection of anomalies in computer security domain is
one of three approaches used in Intruder Detection Systems
(among misuse detection systems and integrity verification —
see e.g. [4], [25]). Especially the analysis may concern be-
havior of single hosts (HBAD — Host Behavior Anomaly
Detection) or computer networks (NBAD — Network Behav-
ior Anomaly Detection). NBAD research may focuses on
single packets structure anomalies (monitoring phenomena
like untypical flag sets in TCP packets, incorrect fragmenta-
tion of IP packets etc. — see e.g. [26]) or on network traffic
flows (see [21]-[23]).

The previous works of us (see e.g.: [4]-[11], [18]) were
according to time series modelling and forecasting using
econometric and Artificial Intelligence methods on applica-
tion of selected time series prediction models in computer
networks security area and to methods of detection anom-
alies of network traffic at the packet level measurements
(see e.g.: [12], [13], [19], [24]) using confidence band-based
algorithms (see e.g.: [1]-[3]). We focus on classical statisti-
cal models like naive method, autoregression-based (AR,
SARIMA), exponential smoothing (Holt-Winters model and
its modification) etc. Especially in the article [10] we tried
to use multilayer perceptron (MLP) artificial neural net-
works for modelling and forecasting of network traffic in
some local area and campus networks. The current article is
devoted to usage of the other kind of neural networks, with
radial basis activation function (called RBF Networks) in
computer network traffic prediction.

II. THE OBJECTIVES AND THE METHOD OF THE RESEARCH

Like in previous researches we use time series with net-
work traffic data collected from five computer networks de-
scribed in Table i (detailed information about these networks
and descriptive statistics of collected time series are de-
scribed in [9]).

We collect several time series, containing data about net-
work traffic (overall number of packets received by network
probe in five minutes period) according to the three most
popular network protocols: TCP, UDP and ICMP and next
modeled these time series using RBF networks.

A radial basis functions (see e.g.: [14]-[16]) are a real-val-
ued functions whose value depends only on the distance
from the some other point ¢ called a center

Fla,cd = f{llx —clly (1)

The norm is often euclidean distance, however other dis-
tance functions are also possible.

Radial basis function networks are artificial neural net-
works uses radial basis functions as activation functions.
Typically RBF networks typically contains from three lay-
ers: input layer which is designed only to sends input signals
for all neurons in hidden layer, a hidden layer with radial ac-
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tivation function and a linear output layer so the output of
the network are a linear combination of radial basis func-
tions of the inputs and neuron parameters (see Fig. 1).
The value on j output neuron network may be described
as a function of the input vector x given by the equation
N
yj:;Wif(”X—Ci”) (2)
i=
where:
N is the number of neurons in the hidden layer,
X is the input vector,

C; is the center vector for neuron ;/ and

W, is the weight of neuron J in the linear output neu-

ron.

Fig. 1. Sample RBF Network. Source: own research.

We used RBF ANN simulator build in Statistica packet
with default algorithm of network structure determination.

Like in previous research we decided to use MAE (Mean
Absolute Error), rather than MSE (Mean Squared Error)
based measure because there were a lot of so-called outliers
are noted in the analysed samples and MSE-based measure
can be oversensitive in those cases (see e.g.:[17]). As a me-
ter of model fit we use a quotient:

Mean _Absolute _ Error
Mean

expressed as a percentage.

III. RESULTS AND CONCLUSSIONS

For each time series we tried to predict single value (num-
ber of particular packets in the next 5 minutes), so all of the
networks has one neuron in output layer. On the input ANNs
can get information about previous value of time series. In
all of cases the explanatory variable were value of the series
delayed by 1, 2 and 3 periods, and in the most of cases addi-
tionally the explanatory variables were value of the series
delayed by 144 and 145 periods (that mean delayed by one
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TABLE IL
RBF AND MLP ANNS STRUCTURES AND FIT. SOURCE: [10], OWN RESEARCH.

Series Protocol MLP MLP MAE/M RBF Topology RBF MAE/M
Topology
2-1-1 46,18% 4-7-1 47,33%
W1 TCP (-1,-3)
1-2-1 31,73% 3-7-1 33,28%
W1 UDP (-D
4-2-1 34,54% 6-7-1 36,63%
W1 ICMP (-1,-2,-3,-144)
1-1-1 4,23% 3-10-1 4,28%
T2 TCP (-1)
5-1-1 15,41% 5-2-1 17,07%
T2 UDP (-1,-2,-3, -144, -1009)
2-2-1 8,66% 3-12-1 9,65%
T2 ICMP (-1,-2)
1-1-1 4,07% 3-7-1 4,31%
T3 TCP (-1
1-1-1 15,05% 5-2-1 22,13%
T3 UDP (-1)
3-1-1 8,91% 5-2-1 21,86%
T3 ICMP (-1, -3,-1008)
2-2-1 75,72% 6-10-1 82,64%
MM TCP (-1,-2)
4-1-1 30,12% 3-7-1 29,11%
MM UDP (-1,-2,-3)
3-1-1 10,93% 3-13-1 10,77%
MM ICMP (-1,-2,-3)
2-1-1 41,14% 4-10-1 38,97%
11 TCP (-1,-2,-3,-1008)
5-1-1 48,42% 5-8-1 49,24%
11 UDP (-1,-2,-3,-144, 1008)
1-1-1 116,44% 3-7-1 114,43%
11 ICMP (-1,-2,-144)

day and one and five minutes) and in several cases the algo-
rithm select also values delayed by 1008 and 1009 that
means week and week and five minutes).

The Table ii includes number of neurons in input, hidden
and layer in each RBF ANN. presents fits of the model
(MAE/M) compared with results gets by Multilayer Percep-
tron (MLP) ANN described in article [10]. For winner
ANNE its topology and explanatory variables are described.

As one can see RBF ANNSs structure determination algo-
rithm tend to choose a larger number of explanatory vari-
ables comparing the analogous one for MLP ANNSs, but it
does not often lead to better model fit. Only in TCP in II net-
work traffic time series the results of RBF were significantly
better then MLP.
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