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Abstract—This paper addresses the modeling of an IaaS cloud
e-Ordering and e-Invoicing solution. We have faced several challenges in the process of migration of the existing web application
on the cloud, such as the reorganization of the proposed noncloud model and the definition of the software modules that can
communicate in a dynamic environment with various number
of virtual machines. In the design process we have classified two
kinds of software modules: static and dynamic. The classification
is based on the level of required elasticity and scalability, as well
as the activity that is associated with the corresponding module
(tool). To finalize implementation of this idea, we have developed
indicators to determine the required conditions for activation of
additional cloud resources, or deactivation of involved resources.
The result of this design process is a new cost effective solution
with increased availability and performance compared to the
non-cloud model. We have also recognized the advantages and
disadvantages of such cloud solution, and discussed the characteristics that make our approach unique.
Index Terms—Cloud Architecture; Cloud Computing; e-Invoicing; e-Ordering.

I. I NTRODUCTION

P

ROCUREMENT is the fundamental business process of
each company, organization or government institution,
since its basic functionality is to use or offer various products,
services and/or information. Electronic procurement provides
basic means to fulfill these processes, since it enables a
faster, more meaningful and more integrated way to carry
out corresponding purchases or sales. While electronic procurement represents a wide area of interest, authors in this
paper concentrate on electronic orders and electronic invoices,
as constituting parts of the post-award phase of electronic
procurement.
E-Ordering and e-Invoicing are two basic processes in the
e-Business area, since the essence of the business activity of a
given company is the exchange of goods that another company
provides. Therefore, each business process ends with a kind
of an offer, order and invoice that defines the parameters of
the exchange and its value.
Cloud computing, on the other hand, is a relatively new
technology, which has been in use in some kind of form
for decades [1]. For example, virtualization is a technique
for masking the physical characteristics of computers and
computer related resources, thus enabling a uniform way for
other systems, applications or end-users to interact with the
above mentioned resources [2]. It is arguably the biggest
technology driver behind cloud computing present for almost
40 years, having a long history, starting in the mainframe
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environment and arising from the need to provide isolation
among users [3], i.e. to enable a multi-tenant environment.
Modern computers are sufficiently powerful to use virtualization to present the illusion of many smaller virtual machines
(VMs), each running a separate operating system instance [4].
Cloud computing introduces security, scalability and reliability
into a group of centrally managed and virtualized physical
machines. It offers scalability and elasticity on a large scale,
and makes an illusion of limitless resources.
The overall research and development problem in this paper
is the description of the design process to develop an IaaS
(Infrastructure as a Service) cloud e-Ordering and e-Invoicing
solution, although the ideas can be also exploited on other
service models, like PaaS (Platform as a Service) and SaaS
(Software as a Service).
In this paper, we propose a solution that can efficiently
utilize the cloud resources to achieve scalable and elastic
system in a multi-tenant environment for e-Ordering and
e-Invoicing. The paper is organized as follows. Section II
presents the related work that we found in the literature. In
Section III, we lay the background for e-Procurement, with
accent on e-Ordering and e-Invoicing. Section IV describes the
required transformations to migrate the existing web application solution to a cloud based web services. We elaborate the
pros and cons of the newly proposed model and its architecture
in Section V. Section VI discusses how the model mitigates the
virtualization negative impact to the performance and achieves
maximum performance with the minimal utilized resources.
Finally, Section VII presents conclusions and plan for future
work.
II. R ELATED W ORK
In this section we provide an overview of recent research
in this field, and give an overview of e-Ordering and eInvoicing solutions available on the market for general use,
most frequently in the form of e-Procurement or e-Purchasing.
Today’s global competitive market marshals new and innovative technologies into everyday processes. According to
Boss et al. [5], procurement processes that take longer time,
can be streamlined with cloud computing. The vast number
of various researches has proven that public procurement
conducted through electronic means can be vital to create new
jobs and generate sustainable and long-term development of
businesses, providing tax payers and public services’ users
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with best value for money, as stated by Carayannis and
Popescu [6].
Research of e-Procurement in Europe, conducted by Bof
and Previtali [7], provides investigative insight into various
national models and their respective economic impact on both
government and citizens’s welfare. Trkman and McCormack
[8] analyze e-Procurement benefits through related technological and organizational changes, while also estimating
advantages and disadvantages of public procurement through
electronic means.
Kiroski et al. [9] evaluate the development and trends for
e-Government services, especially e-Procurement and its sub
phases, i.e. e-Ordering and e-Invoicing. They show that the
most optimal path for modeling and developing functional
e-Ordering and e-Invoicing solution is to utilize all benefits
of cloud computing, and particularly Software as a Service
(SaaS), being today’s most utilized and popular form of cloud
computing. The authors have previously established the major
characteristics of the existing software solutions, measured
their success in implementation of the major software goals,
and evaluated the level of completion of the objectives, the
system should possess. The main idea is to follow international
standards regarding ordering and invoicing software, and thus
ensure interoperability with most European platforms [10]. In
this paper we present means to enable cloud functionalities
of the improved model for e-Ordering and e-Invoicing solution [11].
The ultimate goal of e-Purchasing through electronic means
is to minimize the cost of producing, transporting and storing
this kind of documents, to minimize cost and expenses of the
procurement process. Estimates of decreased prices through
electronic purchases go as high as fantastical 20 percent
[12]. According to Pan-European Public Procurement OnLine
(PEPPOL), if all public procurement can be accomplished
through such platform, annual savings will surpass 50 billion
Euros [13].
III. BACKGROUND
Every company, as it begins working, regards computers
and printers as basic costs of work. Then, they need to
be interconnected within a company, after which servers for
data storage and centralized resource management should be
acquired. These steps, of course, require the involvement of
trained and educated staff which will take care of installing,
maintaining and servicing of the software.
While the company grows, the need for using new technologies, platforms, software and new employees who will
maintain the information system arises. These additional expenses impose an additional burden on companies, regarding
both the initial and system maintenance costs.
Cloud computing can help in this kind of situation, since
it enables lease and use of new software only when needed,
and then cancels the services or replaces them with other ones,
without the obligation to change the business process structure,
information technology or IT staff in the company. This is all
due to the fact that everything is ”on the Cloud” [14].

Advantages of using such a system based on Web service,
and particularly through cloud implementation, instead of Web
application are numerous, and include:
•

•

•

•

•

•

Elasticity and scalability - resources are provided and
freed according to current needs.
Simplicity - information provided through services are
very easily adaptable to a suitable form for our needs,
and sometimes it is even not necessary to adapt them.
Cost-effectiveness - using cloud services does not require additional technical staff, or additional hardware
resources.
Business agility - cloud computing enables companies
to quickly start using a service, scale used resources
according to actual needs, forge links to other cloud
services, or stop using them altogether.
Resiliency - clouds are built from a large number of inexpensive hardware resources, and applications are hosted
in virtualized environments, thus lowering the chances to
lost connectivity, functionality or even data in cases of
failures in the cloud.
Interoperability - if need arises to exchange information
between different systems, web services (in case of
accordingly correctly formatted attributes) can facilitate
this process to great extent.

The main goal of this paper is to propose a cloud enabled
model, which enables the above stated benefits, and at the
same time minimizes the problems that are encountered while
working on Internet.
Implementations of an e-Ordering and e-Invoicing solution
through traditional provision of web services cannot offer sustainable performance since the predicted system may require
huge amount of unpredictable resources only in appropriate
small periods during the peak period (such as end of one year
and beginning of another), while most of the time, this system
requires much less predictable resources. Using server-cluster
architecture to create scalable and highly available solutions
[15] will only partially solve a performance peak problem
since it is hard to be managed and administered. On the other
hand, the software solution has to be scalable. The solution
presented in previous sections can be hosted on a classic,
third generation system architecture, as depicted in Figure 1.
The third generation system architecture consists of three subsystems, i.e. Application Layer, Middleware and Application
Domains. We can notice that there are no mechanisms for
providing support in case of increased usage, hardware or
network problems, and so on.
Cloud computing, as a new technology trend, provides computing resources in addition to software in form of a service
[17]. Cloud providers offer on-demand illusion of infinite
elastic resources using virtualization [18]. Cloud computing
addresses a set of services providing scalable, QoS guaranteed, normally personalized, inexpensive computing platforms
on demand [19]. Cloud billing model is similar to basic
utilities billing models, i.e. it is proportional to the amount
of use. Therefore, cloud computing is admissible for small
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TABLE I
P ROPOSED ORGANIZATION OF SOFTWARE MODULES ( TOOLS ).
Activity
Static

Modules
Management
Usability

Domainbased
Services

Internet

Dynamic

Web
Application

Fig. 1.

Web
Services

Basic Ops.
Advanced Ops.

Related Tools
User and web site administration tool
Backup and recovery tool
Creating and managing catalogues
Customization tool
Workflow establishing tool
Reporting tool
Order creation and editing tool
Invoice creation and editing tool
Search and view tool
Invoice dispute tool
Resolve dispute tool
Invoice revoke tool
Order revoke request tool
Resolve revokes tool

Third generation architecture, using Web services [16]
Administrator

and medium business enterprises, especially in the present
economic crisis.
Small and medium enterprises can benefit if they migrate
their e-Ordering and e-Invoicing systems onto the cloud since
the cloud is capable of offering excellent flexibility and scalability of resources, storage space, computational power and
network access, and most importantly lower cost. Cloud lowers
the disk space requirements, and enables newest software
versions and monitoring of the installation progress in each
of the cloud service models, i.e. IaaS, PaaS and SaaS.

Customer

Basic
Operations
Module

Advanced
Operations
Module

Management
Module
Usability
Module

IV. M ODELING THE C LOUD S OLUTION
In this section we describe the required transformations to
migrate an existing solution from a web application to an IaaS
cloud-based solution. The cloud-based modular approach is
used to realize e-Ordering and e-Invoicing software modules
and tools. A new idea is introduced to enable elasticity and
scalability based upon used resources, i.e., virtual machines
(VMs), in a multi-tenant cloud environment.
We have faced several challenges to move the existing
solution onto a cloud. The main problem concerned how to
organize different software tools in modules and than schedule
them on a particular VM in an efficient cost-effective architecture model. The first step was to find out which software
tools need extensive processing and therefore to classify them
according to the needed resources for their execution. Finally,
this process will determine the scheduling of software tools
into modules and map them onto various VMs.
Based on previous research and experimenting, and model
developed for e-Ordering and e-Invoicing, inclusion of model’s
software tools into modules resulted with the following classification. The classification criteria is based on determination of
processing demand and possible scheduling to a VM instance.
We propose an organization of system modules into two
groups: Static and Dynamic. The former is composed of
the software modules (tools) that do not require increased
computing power, as these modules (tools) are not utilized
on a regular basis, and will not be accessed by every user.
The latter refers to e-Orders and e-Invoices creation tools,
and related common activities. Software modules (tools) to be

Manager

Employee

Fig. 2. Cloud-based modular approach to e-Ordering and e-Invoicing tools
and modules.

realized can be clustered in relation to these requirements. The
results of software module analysis are presented in Table I.
In addition to the proposed classification of software tools
into Static and Dynamic groups, we have also applied a
clustering method. Our deeper analysis showed that classified
software modules can be implemented as four different clusters
- software modules, created according to static or dynamic nature, in addition to the basic criteria for clustering as a logical
group. This process will allow improved functionality, security,
and access control. An example of such a implementation of
modular solution can be found in [16].
The new design resulting from both the classification and
clustering of software modules of e-Ordering and e-Invoicing
is shown in Figure 2.
Static software modules for the proposed solution are:
• Management module - intended for Administrators and
partially Managers, since main activities involve occasionally used tools for user administration, web site
administration, and backup and recovery tool.
• Usability module - used by Employees to create and
maintain Catalogues, and tool for forms customization. It
also contains Workflow establishing tool and Reporting
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tool, used by Managers and Employees to automate
document creation and for reporting activities.
Dynamic software modules, which require more resources at
peak times, and provide critical functionalities of the solution,
are:
• Basic operations module - used by Managers, Employees
and Customers alike, in order to create, edit and delete
orders and invoices. It also provides Search and view tool
for created orders and invoices.
• Advanced operations module - this module involves
advanced activities with invoices and orders, such as
disputing invoices and revoking invoices and orders, in
most part by Employees and Customers. It also enables
Managers to resolve disputes, and decide about revoke
requests.
Figure 2 presents four different types of users. Each of those
users access one or more of the indicated modules to accomplish authorized tasks. Breakdown of users and respective tasks
are shown in Table II. Functionalities provided through system
modules were mapped for appropriate user groups:
• The administrator can manage users, by giving certain
roles to different types of users. He/she also customizes
the look and functionalities on the web site. Backup and
recovery are also the responsibility of the administrator.
• The manager can manage employees and customers, and
customize certain global fields (tax rates, discounts...).
He/she can determine the level of automation and workflow for different employees, and is able to make decisive
conclusions regarding orders and invoices. The manager
resolves order revocation requests. The manager can also
use Search and view tool and Reporting tool.
• The employee can create order or invoice when required,
and can edit them when approved by a manager. He/she
can resolve invoice disputes in case he/she is authorized
to. The employee is responsible for creating catalogues
and linking them to orders. He/she can also use Search
and view tool and Reporting tool, and track customers’
payment history.
• The customer can view the catalogue and use it to create
orders. He/she can also edit still unprocessed orders and
require manager attention when items in question surpassing employee authority, or dispute about order/invoice
content. The customer can request an order to be revoked
entirely.
V. P ROS AND C ONS
This section addresses a discussion of possible cloud solution’s advantages and disadvantages. A great deal of both
positive and negative effects is due to the nature of the cloud
approach, while the solution’s scope and area of application
also provides for some of the possible benefits and shortcomings.
A. Advantages
This section discusses the benefits of the new proposed
model and architecture. The proposed model is capable of
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TABLE II
U SER GROUPS FOR E -O RDERING AND E -I NVOICING SOLUTION .
User Groups
Administrator

Manager

Employee

Customer

Roles
Designs the Home page
Edits the home page fields
Manages user accounts for managers, employees and
customers
Manages backup and recovery facility
Creates list of employees
Manages customer accounts
Views/analyses reports about incoming orders
Views/analyses status reports for invoices
Edits invoices
Edits global invoice settings
Edits global order settings
Approval of invoices/orders
Revoke invoices
Approve revoking of orders
Creates invoices
Edits common invoice fields
Views status reports for invoices
Contacts slow paying customers
Maintain Catalogues
View orders
Resolve invoice disputes
Revoke invoices
Creates orders
View order status
View/pay invoices
Dispute invoices
Request revoking of orders

utilizing features and characteristics offered as a solution for
each cloud service layer from IaaS to SaaS. This model for eOrdering and e-Invoicing system can be hosted onto the cloud
and can use seemingly infinite cloud resources dynamically to
reduce the costs and to provide better performance.
1) Elasticity and Scalability: The underlying infrastructure
in the proposed cloud platform is based on VMs, all sharing
a common resource pool, enabling automated utilization of
more resources in peak times, and less resources (which will
be routed to other VMs hosted in the Cloud) when there is no
more need for them. Such benefits could be enabled through
the use of data clusters, web server load-balancing, etc.
2) Simplicity: Basic services can be provided as individual
services or applications. Those are:
• User access management;
• Orders, Catalogues and Invoices;
• Automated purchase lifecycle; and
• Document export and import.
Above could be provided as a simple web service or an
complete web application on discretionary of the software user.
3) Cost-effectiveness: Management and maintenance of the
e-Ordering and e-Invoicing solution will be a responsibility
of the provider, requiring no technical staff on behalf of the
service consumer different software level agreements:
• Web based solution available for purchase;
• Paying for using the service on periodical bases; and
• Per-transaction fee.
4) Business agility: Software lifecycle is provided in a few
quick steps, such as:
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•

•

•

•

Companies and individuals will be able to apply for using
the service;
Administrator will be able to register new clients in the
roles of managers and employees;
Manager will be able to register new customers, as well
as grant or revoke special permissions to employees; and
Revoke order shall also permit requests for nullifying the
contract for using the service.

Authorized users that are assigned with a role of Administrator will be able to disable clients, i.e. the managers and
employees. A backup and recovery tool enable the users to
download the documents.
5) Resiliency: E-Ordering and e-Invoicing solution is intended to run on several VMs on a specific cloud platform.
A number of cloud platforms are capable of running such a
software.
B. Disadvantages
There is a wide application area of an e-Ordering and
e-Invoicing system, especially when most of the European
countries will support the electronic procurement. Electronic
documents will not just replace the existing orders and invoices, but will enable efficient usage in company’s inventory
systems and bookkeeping software, or in realization of the
ERP (Enterprise Resource Planning) at broader sense. Nonexistence of such a solution shall inquire additional initial
effort for its development. On the other hand, the necessity
for interoperability with an existing platform on European or
world level, shall necessarily define the way such a system
should be designed. Although this model for e-Ordering and eInvoicing cloud-based solution offers significant benefits both
for business and individuals, its architecture implies additional
effort on resolving following challenges.
1) Service model: In this paper, the accent is mostly on presenting an IaaS solution for e-Ordering and e-Invoicing, while
our future efforts will include PaaS and SaaS counterparts.
2) Interoperability: Realization of the solution in order
to integrate with existing platforms. While the software is
distinctive and provides unique features, it must provide an
interoperability with software from other vendors and/or countries.
3) Portability: Designing software capable for migration
between platforms and service providers. Solution can be
developed on one platform, but it must enable fast and
streamlined porting on another platform.
4) Security: Implementing security mechanisms and best
practices in order to guarantee data security, integrity, and
confidentiality. Financial data is one of the most sensible data
in today’s world, so great deal of problems may source out
from lack of safety and security measures.
5) Data privacy: Catalogs, orders and especially invoices,
are sensitive data and the customers require access management. Different economic operators may not gain access into
one another’s personified data.
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6) Law compliance: Validity and legality of electronic documents, especially invoices must be compliant with governing
laws for both parties’ countries. Since this software is intended
for multinational use, in-compliance to national governing
laws and regulations is not acceptable and may incur further
implications. Additionally, the private data should not leave
the EU countries, regardless if they are paper or electronic.
7) Total Costs: Although cloud solutions are cost-effective,
total costs may incur over-expenditure in case of excessive use.
Software economic model must take into account economic
justifiability for using cloud solution on agreed SLA, and not
simply buying and owning the platform.
VI. D ISCUSSION
The cloud virtrual environment behaves different for the
same load in differently time depending on the number of
active VMs on a particular cloud node and the total number
of active VMs in the whole cloud [20]. Ristov et al. [21]
determined that the virtualization in cloud computing degrades
almost 30% of the SOA (Service Oriented Architecture) web
service performance compared to traditional ”bare metal”
web service hosting infrastructure with the same hardware
resources. Lloyd [22] found that the performance decreases
enormously for input / output intensive applications (more than
110% overhead) and decreases lightly (about 10% overhead)
for CPU intensive applications. Windows Azure can achieve
even superlinear speedup (speedup greater than linear speed,
i.e., greater than the number of used threads and CPU cores
while scaling the resources) [23].
Therefore, the real challenge is how to mitigate this relatively huge performance degradation and performance discrepancy. Migrating the existing third generation system architectures on the cloud and thus using the cloud features of scalable
and elastic theoretically unlimited resources can even increase
the cost, rather than to decrease it.
The most common cloud providers, such as Microsoft
(Windows Azure), Google (Compute), or Amazon (EC2) offer
different types of VM instances. Although the prices and
SLAs (Service Level Agreements) are different for each cloud
provider for the same resources, their pricing models have
the common issue, that is, the price increases linearly while
scaling the resources [24], [25], [26]. But many authors show
that the performance is not scaling the same as the resources
(and the price). The maximum speedup (performance) is
limited by Gustafson’s Law [27].
Gusev et al. determined that Multi-VM environment (many
VMs with a single CPU core) provides up to 10 times better
performance compared to the Single-VM environment (one
huge VM allocated with all cores) [28]. Therefore, scaling
the number of VMs (and balancing the load among them)
is the better solution rather than scaling the resources in a
single VM instance. The former solution is more reliable and
available, because the system will continue to work if some
VMs fail. Introducing a resource broker in our solution reduces
the number of active VMs, thus reducing the overall cost of
the solution and making it a green cloud solution.
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VII. C ONCLUSION AND F UTURE W ORK
E-Ordering and e-Invoicing are the most important parts of
an e-Procurement business process. In this paper, we presented
the design of an IaaS cloud e-Ordering and e-Invoicing model.
The final goal is to efficiently and effectively utilize the cloud
using scalable, elastic and theoretically unlimited computing
and storage resources.
We have realized a new IaaS cloud solution, by identifying
and organizing static and dynamic software modules. Dynamic
modules can activate various virtual machines, forming an
efficient solution.
Future work will be based on experimental research of performance of this solution and compare several other solutions.
Also we plan to develop PaaS and SaaS elastic and scalable
solutions.
Our proposed cloud model focuses only on a part of eProcurement, i.e. for e-Ordering and e-Invoicing. We will
continue with our research to propose a comprehend cloud
model for the whole e-Procurement business process.
While proposing cloud model for partial e-Procurement
solution, we are confident that proposed model can be also
beneficial in other application domains, such as asset management, content delivery networks, computing, etc.
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