
Abstract. This paper presents an application of spline-wavelet 

transformation and bent-functions for the construction of 

robust codes. To improve the 
1
non-linear properties of 

presented robust codes, bent-functions were used. Bent-

functions ensure maximum non-linearity of functions, 

increasing the probability of detecting an error in the data 

channel. In the work different designs of codes based on 

wavelet transform and bent-functions are developed. The 

difference of constructions consists of using different grids for 

wavelet transformation and using different bent-functions. 

The developed robust codes have higher characteristics 

compared to existing. These codes can be used for ensuring the 

security of transmitted information. 

I. INTRODUCTION 

Wavelet transformation has become well known and 

widely used in many fields of science [1-3]. The basic 

concepts of wavelet theory can be found in the work of 

Daubechies [3]. Also, wavelet theory 

has found implementation in the technical fields such as 

data compression, signal analysis, and communication 

applications [4-7].    

One new direction of implementing wavelet theory is 

error protection codes [6-7, 9-15]. Error detecting codes are 

used for the protection in telecommunication channels, they 

ensure the reliability and security of devices from soft, hard 

errors and side channel attacks [17]. The purpose of error 

correcting codes is to provide digital communication over 

the channel in such a way that errors in the transmission of 

bits can be detected and corrected by the receiver. This goal 

is achieved by using coding algorithms that convert 

information before sending it [16-19].   

By exercising various effects on the hardware component 

of a cryptographic device in order to cause distortion of 

information at some stages of coding, managing and 

analyzing errors, an attacker can change the information 

transmitted over the channel. This type of attack is called a 

calculation error attack [17]. To provide protection against 

this type of attack, robust codes built on non-linear 

functions are used because linear functions do not show all 

errors due to linear properties [16-17]. And often the most 

interesting are non-linear functions for which the property 

of non-linearity is bent function [8].  

In this article, was investigated the properties of robust 

codes constructed on bent functions and wavelet 

decompositions. Will be presented various methods for 

constructing this class of codes, their advantages and 

disadvantages are analyzed, and their comparison with 

existing codes is carried out.  

II. WAVELET TRANSFORM 
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In this section, will be explained the idea of wavelet 

transformation [1-7], more detailed information can be 

found in the works of Daubechies [3]. 

Let function s(t) belong to the Hilbert space 𝐿!(𝑅) with 

the scalar product 𝑓(𝑡),𝑔(𝑡)   =   𝑓(𝑡)𝑔(𝑡)𝑑𝑡     and the 

norm   |s(t)|  !     < ∞ . The idea of the wavelet transform is 

based on the partition of the signal  s t   into two 

components, approximating 𝐴!(𝑡) and detailing 𝐷!(𝑡). 

𝑠 𝑡 =   𝐴! 𝑡   + 𝐷! 𝑡   

!

!!!

, 

where m denotes the decomposition (reconstruction) 

level. 

In this article, will be used wavelet transformation or 

rather a spline-wavelet transformation for creating an error 

detection code. In this paper will be explained the idea of 

splain-wavelet transformation, only for the splines of the 

first order, which will be used for the construction of codes.	  

Let X be a non-uniform grid of elements, 𝑋 = 𝑥! !∈!
, 

where Z is the set of integers. Splines of the first order on 

the grid X are defined as follows: 

                        𝜔! 𝑡 = 𝑡 − 𝑥! 𝑥!!! − 𝑥!

!!

, 𝑡 ∈ 𝑥! , 𝑥!!! ,  

𝜔! 𝑡 = 𝑡 − 𝑥! 𝑥!!! − 𝑥!

!!

, 𝑡 ∈ 𝑥!!!, 𝑥!!! ,  

                          𝜔! 𝑡 = 0  , 𝑡 ∉ 𝑥! , 𝑥!!! , 

𝑤ℎ𝑒𝑟𝑒  𝜔! 𝑡 − 𝑠𝑝𝑙𝑖𝑛𝑒𝑠, 𝑥! − 𝑒𝑙𝑒𝑚𝑒𝑛𝑡𝑠  𝑜𝑓  𝑋. 

In the process of wavelet decompositions, some element 

𝑥! is thrown out of the grid X, after this transformation a 

new grid 𝑋, on the basis of which new splines  

𝜔! 𝑡   are  constructed.	   New and old splines are 

interconnected. This relationship between the elements 

𝜔! 𝑡  and 𝜔! 𝑡  can be shown by the formulas: 

𝑥! = 𝑥! , 𝑖𝑓  𝑗 ≤ 𝑘 − 1,   𝑥! = 𝑥!!!, 𝑖𝑓  𝑗 ≥ 𝑘, 

      𝜀 = 𝑥! ,𝜔! 𝑡 = 𝜔! 𝑡 , 𝑖𝑓  𝑗 ≤ 𝑘 − 3 

  𝜔! 𝑡 = 𝜔!!! 𝑡 , 𝑖𝑓  𝑗 ≥ 𝑘 

  𝜔!!! 𝑡 = 𝜔!!! 𝑡 + 𝜔!!! 𝑥! 𝜔!!! 𝑡  

𝜔!!! 𝑡 = 𝜔!!! 𝑡 + 𝜔!!! 𝑥! 𝜔!!! 𝑡  

With the help of spline-wavelet decompositions, it is 

possible to create a large number of different codes 

constructions among themselves. 

III. BENT FUNCTION 

The measure of nonlinearity is an important 

characteristic of a Boolean function in cryptography. 

Linearity and properties close to it often indicate a simple 

(in a certain sense) structure of this function and, as a rule, 

represent a rich source of information about many of its 

other properties. The problem of constructing Boolean 
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functions possessing nonlinear properties naturally arises in 

many areas of discrete mathematics. And often the most 

interesting are those functions for which these properties 

are extreme. Such Boolean functions are called bent 

functions. A bent function can be defined as a function that 

is extremely poorly approximated by affine functions [1]. 

The nonlinearity of a function f is the distance from 𝑓 to 

a class of affine functions. Lets denote the nonlinearity of 

the function 𝑓 in terms of   𝑁!  :  𝑁! = 𝑑 𝑓,𝐴 𝑛 =

min!∈!(!)   𝑑(𝑓,𝑔), where A(n) is the class of linear 

functions. 

The function f ∈ 𝑃!(𝑛) is called maximally nonlinear if 

𝑁! = 2
!!!

− 2
(! !)!!. 

Definition: A bent function is a Boolean function with an 

even number of variables for which the Hamming distance 

from the set of affine Boolean functions with the same 

number of variables is maximal. 

Example: 𝑓 𝑥!, 𝑥!, 𝑥!, 𝑥! = 𝑥!𝑥! + 𝑥!𝑥!    

From the point of view of cryptography, the important 

criteria that a Boolean function f of n variables must satisfy 

are the following:  

1) equilibrium — the function 𝑓 takes values 0 and 1 

equally often; 

2) the propagation criterion 𝑃𝐶(𝑘) of order k- for any 

nonzero vector  𝑦 ∈ 𝑍!
! weight at most k, the function 

𝑓 𝑥 + 𝑦 + 𝑓(𝑥) is balanced; 

3) the maximum nonlinearity - the function 𝑓 is such 

that the value of its nonlinearity NF is maximal; 

The bent function matches the criteria for propagation 

and maximum non-linearity, which allows it to detect all 

errors in the channel and to have a uniform probability of 

detecting errors, but the function is not balanced. 

IV. SPLINE-WAVELET ROBUST CODE  

In this section, will be described the rules for the 

formation of code words for a particular code construction, 

a comparison of these codes with examples of linear and 

nonlinear codes are also will be given. 

Robust codes are nonlinear systematic error-detecting 

codes that provide uniform protection against all errors 

without any (or that minimize) assumptions about the error 

and fault distributions, capabilities and methods of an 

attacker [12, 16-18]. 

Let M = | C |, this is the number of codewords in code C. 

By the definition of an R-robust code, there are no more 

than R code words that cannot be detected for any fixed 

error e.  

𝑅 = 𝑚𝑎𝑥    𝑥  |  𝑥 ∈ 𝐶, 𝑥 + 𝑒 ∈ 𝐶  

The probability of masking the error 𝑒 can be defined as: 

𝑄 𝑒 =
!  |  !∈!,!!!∈!

!
  

One of the main criteria for evaluating the effectiveness 

of a robust code is the maximum error masking probability. 

The maximum error masking probability can be defined as 

𝑚𝑎𝑥  𝑄 𝑒 = 𝑚𝑎𝑥  
!  |  !∈!,!!!∈!

!
      =       

!

!
       

The following is the construction of robust codes based 

on bent functions and spline-wavelets with the static grid, 

and grid based on the codeword. The additional elements 

are calculated on the basis of bent functions from 

information elements and spline-wavelet elements, the 

result is also a bent function. The function for the additional 

elements is the bent function (code Kerdock), the elements 

are the informational elements and wavelet elements. So, 

the new function is created, because wavelet elements are 

the function of several informational elements. This 

function is also bent function, it was checked for all grid 

values. The new bent function is created, with another 

properties. 

Let 𝑐 = 𝑐!, 𝑐!,… , 𝑐!!!, 𝑐!   denotes the code word of 

some shared (𝑛, 𝑘) code. Then 𝑐!, 𝑐!,… , 𝑐!!!, 𝑐!    is the 

information part, and  𝑐!!!,… , 𝑐!   - additional. 

Construction 1. Spline-wavelet bent robust code with a 

static grid. 

In this construction, for all code, a grid is selected 

𝑥 = 𝑥!, 𝑥!,… , 𝑥!!!, 𝑥! , any elements are discarded at the 

discretion of the specialist, the number of discarded items is 

equal to (𝑛 − 𝑘)/2.	  Number of characters is strictly even 

and multiple 4, attitudes 
!

!
=

!

!
. The ejected elements will be 

denoted by the set 𝑧 = 𝑧!,… , 𝑧(!!!)/!   . The wavelet 

elements will be denoted by the set   𝑏  = 𝑏!,… , 𝑏(!!!)/! . 

Let 𝑐 = (𝑐!, 𝑐!,… , 𝑐!) - vector field 𝐺𝐹(2!), . The 

vector 𝑐 belongs to the code if 

с!!! = 𝑏!   = 𝑐!!
+ 𝑐!!!!

+ 𝑥!!!!
+ 𝑥!!!!

𝑥!!!!
+

𝑥!!

!!

(𝑐!!!! + 𝑐!!!! ) 

For even 𝑧!: 

с!!!!(!!!)/! = 𝑐! ∗ 𝑐! +⋯+ 𝑏!   ∗ 𝑐!!!!
+⋯+𝑐!!! ∗ 𝑐!   

For odd 𝑧!: 

  с!!!!(!!!)/! = 𝑐! ∗ 𝑐! +⋯+ 𝑏!   ∗ 𝑐!!!!
+⋯+𝑐!!! ∗ 𝑐!  

Where 1 ≤ 𝑗 ≤ (𝑛 − 𝑘)/2,  𝑘 – the number of parity 

symbols in the code, 𝑧! ∈ 𝑧,+ - addition mod 2, 

с!!!!(!!!)/! is the bent function’s element. 

This construction is built on a static grid, which is not 

always good, because it will be necessary to transfer the 

grid between the receiver and the transmitter. 

Construction 2. Spline-wavelet bent robust code with a 

grid based on the codeword. 

In this construction, for all code, a grid is selected 

𝑥 = 𝑥!, 𝑥!,… , 𝑥!!!, 𝑥! , based on the information part of 

the codeword, and depending on the number of the ejected 

element. The grid is equal to the shift relative to the number 

of the element that is thrown, that is x[i]=c[(i-𝑧!)(mod n-k)]. 

The wavelet elements will be denoted by the set   𝑏  = 

𝑏!,… , 𝑏(!!!)/! . Let 𝑐 = (𝑐!, 𝑐!,… , 𝑐!) - vector field 

𝐺𝐹(2!), . The vector 𝑐 belongs to the code if 

с!!! = 𝑏!   = 𝑐!!
+ 𝑐!!!!

+ 𝑥!!!!
+ 𝑥!!!!

𝑥!!!!
+

𝑥!!

!!

(𝑐!!!! + 𝑐!!!! ) 

For even 𝑧!: 

с!!!!(!!!)/! = 𝑐! ∗ 𝑐! +⋯+ 𝑏!   ∗ 𝑐!!!!
+⋯+𝑐!!! ∗ 𝑐!   

For odd 𝑧!: 

ni ≤≤1

ni ≤≤1
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  с!!!!(!!!)/! = 𝑐! ∗ 𝑐! +⋯+ 𝑏!   ∗ 𝑐!!!!
+⋯+𝑐!!! ∗ 𝑐!  

Where 1 ≤ 𝑗 ≤ (𝑛 − 𝑘)/2,  𝑘 - the number of parity 

symbols in the code, 𝑧! ∈ 𝑧,+ - addition mod 2. 

This construction is built on a grid, based on the 

codeword, and it is solves the problem of the transfer grid, 

but the algorithm is more time consuming. Created 

constructions have better parameter than existing, presented 

example will show the difference between created 

constructions and existing solutions. 

Example: Consider the composition of construction 1 and 

construction 2 for n=8 and k =4. 

In order to obtain the code of this kind, we will consider 

redundant symbols, as a result of the bent-function of the 

additional stream b and other information symbols. It is 

necessary to make sure that the result of the interaction of 

the main stream and the additional one is also a bent 

function. The number of the ejected element is taken equal 

to three (the number of the ejected element does not affect 

anything, you can throw out other elements, getting other 

formulas, but this does not affect the final result).  

Formulas for decomposition and reconstruction when the 

element is kicked out under the number k have the form, 

provided that 𝑥!!! ≠ 𝑥!: 

𝑏! = 𝑐! − 𝑐!!! − 𝑥!!! − 𝑥!!! 𝑥!!! − 𝑥!
!!(𝑐!!! −

𝑐!!!) 

𝑐! = 𝑏 + 𝑐!!! − 𝑥!!! − 𝑥!!! 𝑥!!! − 𝑥!
!!(𝑐!!! −

𝑐!!!) 

As a bent function for the code, will be take the formula 

𝑓 = 𝑐!𝑐! + 𝑐!𝑐! + 𝑐!𝑐! + 𝑐!𝑐!  . When the third element 

will be thrown out. The element 𝑐! will be replaced on the 

additional flow element 𝑏!, and 𝑐! on the additional flow 

element 𝑏!. Functions takes the form 𝑓! = 𝑐!𝑐! + 𝑏!𝑐! +

𝑐!𝑐! + 𝑐!𝑐! and 𝑓! = 𝑐!𝑐! + 𝑐!𝑐! + 𝑏!𝑐! + 𝑐!𝑐!, the 

addition goes modul 2, corresponds to the operation XOR. 

Because these functions are bent functions, so, 

independently of the values of the grid, the function 𝑓 is a 

bent-function. The result of the function  𝑓 will be used as a 

redundant symbol 𝑟! = 𝑓!, and the redundant symbol 

𝑟! = 𝑏! (element of additional stream),  𝑟! = 𝑓!,  𝑟! = 𝑏! .  

Let's compare this code with different values of a grid 

with a linear code and a robust code of the same length. In 

the example, as the linear code was taken Hamming code 

(8,4). Redundant symbols for a nonlinear code will be equal 

to 𝑟! = 𝑐!𝑐! + 𝑐!𝑐! + 𝑐!𝑐! + 𝑐!𝑐!,    𝑟! = 𝑐!𝑐! + 𝑐!𝑐!   +

𝑐!𝑐! + 𝑐!𝑐!,    𝑟! = 𝑐!𝑐! + 𝑐!𝑐!   + 𝑐!𝑐! + 𝑐!𝑐!,    𝑟! = 𝑐!𝑐! +

𝑐!𝑐!   + 𝑐!𝑐! + 𝑐!𝑐!  (code Kerdock). 

Let’s draw up a graph of error detection probabilities for 

a spline-wavelet code with a static grid — construction 1, 

for a spline-wavelet code with a codeword-based grid — 

construction 2, for a “robust” Kerdock code and a linear 

code, the result is displayed in Figure 1.  

The Hamming code does not match the equiprobability 

of the error, which makes this code vulnerable to attack by 

the attacker, in contrast to the Kerdock code and construct 

1. 

The average probability of detecting an error is 

insignificantly different for the construction 1, the 

construction 2, and the robust Kerdock code. In the case of 

linear code, the probability is uneven, which makes this 

code vulnerable to attacks on third-party channels. 

 
Fig. 1.  Error detection probability for different code constructions 

Compare the number of the maximum probability of 

masking errors of these codes and display the results in 

Table 1, as well as the time, is taken to encode 4000 bytes. 

Table 1. Probability of maximum error concealment for 

different code constructs 

Code maximum probability of error 

concealment, Q(e) 

Number of time 

measurement, 

sec 

Construction 1 0,5 0,045  

Robust code 

Kerdock 
0,5 

0,067  

Hamming code 1 0,037  

Construction 2 0,46875 0,067  

Codes constructed on the basis of spline-wavelet 

decompositions using bent functions have a number of 

advantages in different characteristics compared to other 

codes. Construction 1 has good coding time, does not have 

undetectable errors. Construction 2 has the bad coding time, 

but has no undetected errors, and has the smallest value of 

the maximum probability of masking the error. 

For codes based on bent functions and wavelet 

transformations, there will always be an even number of 

information symbols, since bent functions exist only for an 

even number of variables, and codes have poor coding time 

scores compared to linear codes.   

V. SPLINE-WAVELET CODE ON BENT 

FUNCTION WITH DIFFERENT DEGREES 

In the case of construction 1, the degree of the bent 

functions is equal to 2, in the case of the construction 2, the 

degree of the bent functions is 3 or 2, depending on the 

symbols to be erased. As a result, an assumption 

immediately arises that an increase in the degree of the 

curved function can give the best values for the parameter 

R. 

The degree of the bent function cannot exceed n / 2 [8], 

and therefore one can not single out a single construction 

for an arbitrary number of variables. 

In this section will be shown functions with different 

degrees based on spline wavelets and information symbols 

for n = 8, they will be compared by the parameter R. For 

each number of variables, bent functions were constructed 

on the basis of spline wavelets.	   For all functions, the 

wavelet element is calculated from the same function: 

𝑊𝑎𝑣𝑒! =

𝑐! − 𝑐!!! − 𝑥!!! − 𝑥!!! 𝑥!!! − 𝑥!
!!(𝑐!!! − 𝑐!!!)	  
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Functions for n=8 presented in table 2,	   also given the 

conditions of the grid and the degree of function. 

Table 2. Spline wavelet Bent functions for n=8 

Number 

of 

function 

Grid Function Deg(f) 

1 𝑥!	  =	  𝑐!	  

 

𝑓! = 𝑐!!! ∗ 𝑐!!! ∗ 𝑐!!! +

𝑐!!! ∗ 𝑐!!! ∗ 𝑐!!! +

𝑊𝑎𝑣𝑒!!! ∗ 𝑐!!! + 𝑐! ∗ 𝑐!!! +

𝑐! ∗ 𝑐!!! + 𝑐!!! ∗ 𝑐!!! +

𝑐!!! ∗ 𝑐!!! + 𝑐!!! ∗ 𝑐!!! +

𝑐!!! ∗ 𝑐!!! + 𝑐!!! ∗ 𝑐!!! +

𝑐!!! ∗ 𝑐!!!	  	  

 

4 

2 Static  𝑓! = 𝑐! ∗ 𝑐!!! ∗𝑊𝑎𝑣𝑒!!! +

𝑐!!! ∗ 𝑐!!! ∗𝑊𝑎𝑣𝑒!!! + 𝑐! ∗

𝑐!!! + 𝑐! ∗ 𝑐!!! + 𝑐!!! ∗

𝑐!!! + 𝑐!!! ∗ 𝑐!!! + 𝑐!!! ∗

𝑐!!!     + 𝑐!!! ∗ 𝑐!!!	  	  

 

3 

3 𝑥!	  	  =	  𝑐!!!  𝑓! = 𝑐! ∗ 𝑐!!! +𝑊𝑎𝑣𝑒!!! ∗

𝑐!!! + 𝑐!!! ∗ 𝑐!!! + 𝑐!!! ∗

𝑐!!!	  	  

 

4 

4 Static 𝑓! = 𝑐! ∗𝑊𝑎𝑣𝑒! + 𝑐!!! ∗

𝑊𝑎𝑣𝑒!!! + 𝑐!!! ∗

𝑊𝑎𝑣𝑒!!! + 𝑐! ∗ 𝑐!!! + 𝑐!!! ∗

𝑐!!! + 𝑐!!! ∗ 𝑐!!! + 𝑐!!! ∗

𝑐!!! + 𝑐!!! ∗ 𝑐!!! + 𝑐!!! ∗

𝑐!!! + 𝑐!!! ∗ 𝑐!!! + 𝑐!!! ∗

𝑐!!!  

2 

Let's compile the code constructions for all the above 

functions with 2 redundant symbols 𝑟! = 𝑓!, 𝑟! = 𝑓!. 

Calculate the parameter R and maximum probability of 

error concealment, the results are listed in Table 3. 

Table 3. Parameter R for n=8 

Function The degree of 

bent function 

R maximum 

probability of 

error concealment, 

Q(e) 

Function №1 4 96 0,375 

Function №2	   3 120 0,46875 

Function №3	   4 96 0,375 

Function №4	   2 128 0,5 

The degree of the bent function different from 2 gives a 

better result for the parameter R. The number of 

calculations and the time spent on coding information is 

more compared to the codes built on bent functions with a 

power of 2. When these codes are used in the case 

protection against attack by an attacker, then the parameter 

R is more important. Using spline wavelets, it is possible to 

build a large number of robust codes, build bent functions 

and increase their degree, thereby improving the quality of 

robust codes. So new construction is created with parameter 

R lower than construction 1 or construction 2. 

Spline-wavelet robust code with lower value R 

Let 𝑐 = 𝑐!, 𝑐!,… , 𝑐!!!, 𝑐!   denotes the code word of 

some shared (𝑛, 𝑘) code. Then 𝑐!, 𝑐!,… , 𝑐!!!, 𝑐!    is the 

information part, and  𝑐!!!,… , 𝑐!   - additional, 𝑛 = 𝑘 +

2. Grid is selected depending on the spline wavelet function, 

𝑓! 𝑐!, 𝑐!,… , 𝑐!!!, 𝑐!   is a function from table 2, 𝑚 = 8. The 

vector 𝑐 belongs to the code if 

с!!! = 𝑓!(𝑐!,… , 𝑐!)+  𝑐!!! ∗ 𝑐!!!+ …+𝑐!!! ∗ 𝑐!; 

с!!! = 𝑓!(𝑐!,… , 𝑐!)+  𝑐!!! ∗ 𝑐!!!+ …+𝑐!!! ∗ 𝑐!. 

This construction allows better protection against side-

channel attacks, because parameter R and maximum 

probability of error concealment Q(e) lower than existed 

solutions, but it takes more time for the coding information. 

Conclusion 

 In this paper, was described as the error-correcting 

coding scheme based on wavelet transformation and bent 

functions. For the proposed scheme, was created wavelet 

robust codes on bent functions. The robust wavelet code 

has no undetectable errors, so it ensures reliable protection 

against the error injection, also has the high values of the 

parameter R. 
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