
Abstract4The growing importance of information security

in organizations is undisputed. This is particularly true of local

governments,  because  modern  administrative  action  is  no

longer  conceivable  today  without  electronic  communication

media  and  IT  procedures.  The  complexity  of  information

technology,  the  increasing  degree  of  networking  (also  with

citizens)  and  the  dependence  of  the  administration  on  IT-

supported procedures has led to the fact that the security of

information technology and associated processes must be given

a higher priority and a corresponding cybersecurity strategy

must be substantiated. Existing approaches either fall short or

cannot be applied to the context of local government without

revision  and  adaptation.  In  this  article,  case  studies  of

implementations of IT security projects in local government are

examined.  Specific  focus  is  on  the  differences  between

information  security  management  system  (ISMS)

implementations  of  different  hierarchical  levels  of

governmental  organizations.  The  results  show  current

challenges in increasing the resilience of the local government.

I. INTRODUCTION

NFORMATION security is a comparatively new topic in
the  domain  of  local  government. The  automated

processing of data and information now plays a key role in
the fulfilment of tasks in small and medium-sized enterprises
(SMEs) and also in local governments [1, S. 4293431, 435],
[2, S. 1].  All essential processes are significantly supported
by information and communication technology (ICT) [3, S.
137f.]. Furthermore, legal requirements such as the General
Data Protection Regulation (EU-GDPR), the Online Access
Act (OZG) and the E-Government Act are driving forces of
digitization in the domain. [4], [5], [6]. 

I

Increased  reliance  on  modern  ICT has  significantly  in-
creased  the  risk  of  information  infrastructures  being  ad-
versely affected by deliberate attacks from inside and out-
side,  negligent  action,  ignorance  or  technical  failure,  both
qualitatively and quantitatively.[7, S. 86 u. 107], [8, S. 196].
Lack of information security can lead to disruptions in the
performance of tasks, which can reduce the performance of
authorities and, in extreme cases, bring their business pro-
cesses to a standstill  [9, S. 688]. Against this background,
ensuring information security is one of the central tasks of
local governments, within the framework of which an appro-

priate level of security in business processes and the associ-
ated (IT) infrastructures must be organized. [10, S. 650]. 
This need is underlined in particular by the recent successful
cyber-attacks in various federal states, especially against au-
thorities [11], [12]. Public authorities in particular are insti-
tutions of high importance for the state community. Impair-
ments or failures may result in public service shortages, sig-
nificant disruption of public security or other serious conse-
quences  [13]. In  order to study the information security of
local  governments,  a  case  study analysis  was carried  out.
The aim of the work descripted here is to identify the state of
information security of local governments and critical public
infrastructures in order to contribute to the research field of
information  security  in  the  domain  of  local  government.
Specific focus is on the differences between information se-
curity management system (ISMS) implementations of dif-
ferent hierarchical levels of governmental organizations.

II.RESEARCH METHOD

Work presented in this paper is part of a PhD project aim-
ing at methodological and technological support for informa-
tion  security  management  that  is  tailored  to  the  needs  of
small and medium-sized local government units. The PhD
project follows the paradigm of design science research [14]
and started with an analysis of (a) existing scientific work in
the field of information security management (ISM) for local
governments and (b) an analysis of typical problems in local
government9s ISM as visible in information security audit
reports.  The detailed results of both steps are available in
[15]; the literature analysis is summarized in section III. 

As  the  audit  reports  analyzed  in  (b)  mainly  reflected
shortcomings of ISM implementations, we decided to also
look for successful elements of ISM implementations by an-
alyzing ISM cases. This paper focuses on these cases that 3
in a DSR context - contribute to the investigation of problem
relevance and  to  requirements  for  the  envisioned  artifact.
The research question for this work is: What are the differ-
ences (if any) between ISMS implementations of  different
kind and hierarchical levels of governmental organizations? 

The introduction of information security management sys-
tems  (ISM)  usually  represents  an  intervention  in  existing
business processes and is influenced by various success fac-
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tors.  Case  studies  and  retrospective  analyses  are  research
strategies [16] for qualitative data collection, which are very
well suited to investigate the complex issues in the real envi-
ronment [17]. Methods of qualitative data analysis help to
understand process sequences and the dynamics of concrete
situations under certain framework conditions and to derive
results from them [18]. 

Thus, we analyzed various ISM cases. Although our cases
show many characteristics of qualitative case studies as de-
scribed by  [16] (e.g., defined boundaries, defined research
question, rich set of qualitative material, etc.), we prefer the
term <ISM case=, because most of the case material was not
collected with the case study research method in mind but
evaluated  ex-post  as  case  material.  Here,  eXperience
methodology  [19]  supports  the  research  work  on  the  one
hand in the uniform preparation of the ISM cases and on the
other hand it can be ensured that the ISM cases are made
comparable in order to derive concrete results from them.

III. SUMMARY OF LITERATURE ANALYSIS

In order to identify relevant literature on the status-of-re-
search of ISM in local government sector, a structured litera-
ture  search  was  carried  out  following  [6].  The  literature
search was conducted in the databases EBSCO EconLit and
WISO (Public Ser-vice, Business Administration), SSOAR
(Administrative Sciences) and Scopus (various scientific dis-
ciplines) with a combination of the search terms: "cyberse-
curity, public sector, information security". In addition, ref-
erences to relevant systematic works from the publication
period 2013 to 2021 were reviewed. 

The initial search resulted in more than 1,500 hits, which
were in several steps reduced to 85 articles by examining the
titles, keywords and abstract. It followed an assessment of
their  relevance using the content,  quality and citation fre-
quency.  Finally,  26  papers  were  classified  relevant  and
grouped into thematic areas. Table I shows these areas and
the relevant papers.

TABLE I.

RELEVANT LITERATURE SORTED INTO THEMATIC AREAS

Thematic area Literature

Validation of technical components [20], [21]
Analysis of factors hindering the development of

cybersecurity strategies in the public sector
[22]

Analysis of cyber attacks and preventive measures
[23], [24], [25],

[26]  
Development an establishment of ISMS [27]

Awareness measures
[28], [29], [30],

[31], [32], [33]

Lack of skilled workers in public sector and effects [34], [35]

Physical Security and Security Assessment
[36], [37], [38],

[39], [40]

Legal framework parameters in cybersecurity domain [41], [42]

Maturity models [43], [44]

Most papers deal with the safeguarding of the technical
components or tackle the analysis of cyber-attacks and pos-

sible preventive measures. It is striking that a large number
of papers put the staff in the focus and examine how their
awareness for cybersecurity can be increased. 

Also, a substantial number of papers address options for
the protection of physical security and security assessments
and discuss the lack of skilled workers in the public sector.

Furthermore, papers regarding the legal frame-work and
digital sovereignty must be mentioned. 

Since the introduction of EU-GDPR in 2018, information
and cybersecurity have been used more and more synony-
mously and very often set in relation to data protection and
data protection issues. In contrast, only one relevant article
addresses the structure and establishment of ISM systems.

IV. ISM CASES

Although the topic of information security in local gov-
ernment has only recently been given more attention in Ger-
many, corresponding concepts for the development and es-
tablishment of information security management systems al-
ready exist [45], [46]. With support of these concepts, a few
local governments have already dealt with the topic of infor-
mation security and set up a corresponding management sys-
tem. 

The municipalities examined in the focus of this research
are  mainly  in  the  two federal  states  of  Germany,  namely
Bavaria and Saarland. These organizations are motivated by
funding programs of the respective state government to in-
troduce and operate a corresponding security management
system.

A. Case material

One of the authors supervises various institutions in set-
ting  up  Information  Security  Management  systems  to  in-
crease the resiliency of the respective organization. The as-
sociated  ISM cases  were  conducted  in  the  years  2018 to
2022 and cover a wide range of state, city and local govern-
ment and an SME as well as a critical infrastructure from
four federal states.

Various  municipal  organizations  throughout  Germany
were asked to participate in the ISM cases. In addition, fur-
ther  municipal  case  study  participants  from  other  federal
states  without a  funding program and three medium-sized
companies were sought  as  a  comparison group who were
willing to have the development of their information security
management system scientifically accompanied. The cases
consist of local governments (small to medium-sized), dis-
trict  council  offices,  city administrations,  state companies,
state administration and a company as well as a hospital net-
work. For this contribution, 24 ISM cases were selected that
exemplify the situation in German local government.

In all ISM cases, the documentation of ISMS, including
organization structure and processes were available and ana-
lyzed. Furthermore, access to the stakeholders in the organi-
zation  was  possible  to  collect  required  information  from
other reports. This was used during ISM case analysis.
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B. Coding for Cross-Case Analysis 

The cases listed in the previous section cover different hi-
erarchical levels of local government and also different IT
security areas. The aim of the case analysis was to identify
patterns, similarities and differences in the cases, which al-
low conclusions to be drawn about generally valid relation-
ships, proven process models and framework conditions rel-
evant for success. 

The case material was examined. In order to give the anal-
ysis more significance, the following criteria were coded in
advance according to Mayring [48], followed by a content
analysis  of  the  case  material  so  that  corresponding  core
statements  could  be  derived.  The  following  describes  the
coding.

Management attention (Coding 1): Essential for the devel-
opment of an information security management system is the
assumption of the responsibility of the management level for

the topic per se [45, S. 7], [49, S. 24327]. Against this back-
ground, the analysis focused on the extent to which the re-
spective  management  level  was  involved  in  the  ISMS
process.

Leadership (Coding 2): The management initiative is the
basic prerequisite for successfully setting up an ISMS in an
organization. Nevertheless, the complex topic of ISMS re-
quires concrete control and management tasks, which in the
best case are taken over by the management itself or dele-
gated accordingly and then performed. 

Organizational  structure  (Coding  3): The  planning  and
implementation of the security process includes the defini-
tion of organizational structures and the definition of roles
and tasks [45, S. 28]. With this coding, all places in the ISM
cases are marked, which provide information regarding the
organizational structure in the context of security concept.

Process organization (Coding 4): Many tasks in organiza-
tions  are  organized  as  processes,  with  a  specific  process
owner, a person in charge, and a description. The structure
of a security management system includes in particular the
recurring processing of maintenance, fault and change pro-
cesses.  The  qualitative  implementation  of  these  processes
form the foundation of an ISMS and are therefore marked
with code  4. 

Employee awareness (Coding 5): Especially the recent at-
tacks on public infrastructures have shown that a gateway is
formed by the employees of the organization itself. [7, S. 54]
and these must be sensitized accordingly  [50]. Against this
background, it is interesting to find out which measures have
been planned and implemented by the organizations with re-
gard to employee awareness.

PDCA-Cycle (Cycle 6): A management system thrives on
the recurring sequence of planning, implementation, review
and initiation of corrective measures [45, S. 17]. In the anal-
ysis of the ISM cases, great emphasis was placed on coding
No. 6. Essentially, it is a matter of determining whether only
an ISMS is being set up in order to obtain a one-time certifi-

TABLE II.

ISM CASES ANALYZED IN THIS PAPER

No. Governmental

Organization

Federal

State

Type of

organization

1
Gemeinde ****dorf BY

Local
government

2
Gemeinde Ma****** SL

Local
government

3 Gemeinde Post*****-
****

BY
Local

government
4 Landeshauptkasse

Saarland
SL

State
administration

5 Zentrales
Travelmanagement

Saarland
SL

State
administration

6 Landratsamt Frei**** BY District Office

7 Landratsamt Neu***** BY District Office
8 LEG-Service GmbH SL Enterprise
9

Markt ***bach BY
Local

government
10

Markt ******dorf BY
Local

government
11 Performa Nord GmbH HB Enterprise
12 SlyCon GmbH SL SME
13 Stadt Hi**** NW Municipality
14 Stadt ***heim BY Municipality
15 Stadt Neuburg a.d.

Donau
BY Municipality

16 Stadt *******furt BY Municipality
17 Stadt S*****fen BY Municipality
18 Stadt St. ******* SL Municipality
19 Stadt ****bach SL Municipality
20 Stadt *******hausen BY Municipality
21

Stadtwerke
*******hausen

BY
Municipal
Utilities
(critical)

22 Stadt *****burg BY Municipality
23 VG Neumarkt i.d.

Oberpfalz
BY

Local
government

24
VG ****beuren BY

Local
government

TABLE III.

CODING SCHEME FOR THE QUALITATIVE CONTENT ANALYSIS OF

THE ISM CASES

No

.

Coding

1 Managementattention
2 Leadership
3 Organizational structure
4 Process organization
5 Employee awareness
6 PDCA-Cycle
7 Guidelines and other documentation tasks
8 Use of tools (ISMS-Tools, Controlling-Tools, usw.)
9 Implementation of measures (Increased IT security)

10 Risk management
11 CIP process (Assessment and measurement)
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cate or whether the organization operates the ISMS sustain-
ably. 

Guidelines and Documentation task (Coding 7): The doc-
umentation task is indispensable [45, S. 21] and in an ISMS
project ranges from the guideline for information security,
through further planning and guideline documents to clear
process descriptions and verification documents.  It  is  pre-
cisely this documentation task that poses major challenges
for small and medium-sized enterprises as well as for local
governments. Policy documents belong to the PDCA cycle
planning category, and without a good plan, the goal is often
not achieved. Therefore, as part of the analysis of the ISM
cases, exactly this component of an ISMS will be analyzed. 

Use  of  tools  (Coding  8):  Within  the  framework  of  an
ISMS project, there is a need for tool support for the ISMS
as well as for other tasks within the framework of the secu-
rity concept, e.g. monitoring of network activities with the
help of special tools. Especially the use of tools is an impor-
tant success factor in order to fulfill or monitor the multitude
of different tasks.  Against  this background,  statements  re-
garding the use of tools are coded accordingly. 

Implementation of measures (Coding 9): A holistic ISMS
pursues the goal of implementing and planning both preven-
tive  measures  and  measures  to  remedy security  incidents.
When analyzing the ISM cases, it is to be examined which
type of measures (organizational, personnel, infrastructural
and technical security measures) have been planned and im-
plemented and what contribution they make to increasing se-
curity. 

Risk  management  (Coding  10):  The  operation  of  any
process or IT infrastructure is associated with risks. The risk
management process is thus one of the foundations of a se-
curity management system [51, S. 7]. Experience has shown
that risk identification and treatment is particularly difficult
for local governments. To identify how risk management is
embedded in the security process,  Coding 10 will  play an
important role in the analysis of the ISM cases.

Continuous improvement - CIP (Coding 11): In order to
maintain information security, it must be subject to perma-
nent  improvement.  Logically,  this  necessitates  continuous
measurement and, above all, evaluation. [46]. How and with
which results the CIP process was implemented in the re-
spective ISM cases  is  marked with the  code 11 and later
evaluated accordingly.

V. CASE ANALYSIS

A. Groups of Cases and their Difference

Based on the coding and analysis of  the available case
material, groups of governmental organizations were identi-
fied  and  differences  in  their  ISM implementations  recog-
nized. These groups are summarized in the following.

Local Government cases 3 Adoption and Diffusion of an
ISMS

The eight ISM cases from the domain of local government
essentially address the challenges of setting up and establish-

ing an information security management system in a small
administrative  organization  (max.  25  employees).  At  the
same time, these "small" local governments have to meet the
increased  demands on administrative  processes  due to  in-
creasing  digitization.  Furthermore,  due  to  the  tight  tariff
structure of the public service, organizations are often unable
to engage employees with the appropriate qualifications, so
that in addition to IT technology, both internal and cross-or-
ganizational  challenges  have  been  identified  that  must  be
solved for successful implementation. Furthermore, the doc-
umentation task is one of the biggest challenges in small lo-
cal governments. In addition, there is a lack of suitable tools
that support the development and establishment of the infor-
mation security management system for this target group. 

District Administration cases 3 Implementation of the Se-
curity Requirement

In the case of the two ISM cases from the domain of dis-
trict administration, a different picture emerges. The neces-
sary human and financial resources are available here. Nev-
ertheless, additional tasks have to be performed within this
domain, which are necessary as a service for the subordinate
administrative levels. The ISM cases focused on the chal-
lenges that arise from the development of an information se-
curity management system in organizations. Essentially, in
large administrative organizations, the management attention
and the role definition and process descriptions, especially in
the IT and security domain, are suboptimal. Due to hierar-
chical levels with in parts of a wide lead span, losses occur
at the organizational interfaces (structure and process organi-
zation).  Furthermore,  the  involvement of  stakeholders  and
their training and sensitization as well as employees for the
requirements of information security is a major challenge. 

City  Administration  cases  3  Security  in  Organizational
Processes

The eight city administrations have to cope with different
challenges in terms of IT security compared to other munici-
pal organizations. The processing of sensitive (often private)
data  requires  a  particularly  secure  handling  of  this  data.
Based on the introduced information security management
system, the established strategy is supplemented by modern
measures for data backup and process automation. Further-
more, the maturity level derived from the information secu-
rity management system can be used to obtain data that can
be used to support further management decisions. For exam-
ple, it can be used to secure make-it or buy-it decisions that
have the goal of outsourcing certain services, both for eco-
nomic  and security  reasons.  Furthermore,  this  strategy re-
places heterogeneous risk landscape in favor of new uniform
risk assessments.  The use of  suitable  tools  to  support  the
ISMS process was essential in these ISM cases.

State Administration cases 3 Secure Business Processes
for Financial and Travel Transactions

The ISM cases use the example of a "state accounting"
and  central  travel  management  to  describe  the  challenges
there in the context of IT security. In addition to the admin-
istration of a large amount of private data within the scope of
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the  tasks  of  the  travel  management  process,  the  business
process  "  state  accounting  "  in  particular  forms  a  core
process of a state administration. In this process, all book-
ings of a state administration converge. Many interfaces (e.g.
with banks, debtors and creditors) have to be secured both
organizationally, contractually and technically. The informa-
tion  security  management  system,  which  has  been  estab-
lished  in  the  meantime,  forms  the  foundation  for  further
strategies  to  secure  information security,  especially  in  the
area of payment transactions and travel management. This is
based on advanced risk management, which provides a dash-
board  that  aggregates  and  provides  data  from  different
sources. The C-Level-Management is now in a position to
identify and treat aggregated risks that were previously not
the focus of the implementation of measures as individual
risks. 

National Company case 3 IT Security at an Airport Oper-
ator 

The main focus of the ISM case at an airport operator are
the reactions of the ransomware attack that took place there
in autumn 2020. This attack has given the impetus to imple-
ment planned measures more quickly.

At the same time, the attack and the associated ransom de-
mand have increased the management attention accordingly.
As a result, both human and financial resources were made
available to build up the non-existent risk management and
to promote the implementation of measures to increase IT
security. 

The forensic analysis  revealed that  a  lack  of  employee
sensitization and training and, partly, organizational failure
were one of the main causes of the successful cyberattack.
As a result, the following points can be mentioned in order
to better defend against targeted attacks on a critical infra-
structure in the future:

÷ Implementation of a sustainable organization-wide IT
security concept, 

÷ Streamline the threat detection process and 
÷ Increase in the ability to deal with threats, 
÷ Further establishment of an open cooperation of all

those responsible and
÷ Use of suitable tools (e.g. monitoring PDCA cycle,

risk and maturity model)
Clinic Network case 3 IT Security at a Hospital Network

and Municipal Utilities
Another  ISM case  was carried out  in  a clinic  network.

German hospitals, as part of the public critical infrastructure,
are motivated on the one hand by various successful cyber-
attacks against hospital infrastructures on the other hand by
legal requirements to introduce an information security man-
agement system [47, S. 196]. The central topic of the ISM
case in the hospital network and in the critical infrastructure
of  the  municipal  utilities  examined is  the  use  of  suitable
tools that accompany and optimize the introduction and im-
plementation of a information security management system
taking into account different standards (e.g.  BSI Compen-

dium 2022 and the B3S1 of the German Hospital Associa-
tion). 

B. Application of Coding Scheme

Using the coding presented in section IV.b. all ISM cases
were examined with respect to the maturity the individual
case showed for the aspect represented by the coding. The
maturity levels used were from level 1 (low maturity 3 only
basic implementation) to level 5 (high maturity - managed
and optimized status). All ISM cases focused on the intro-
duction of an information security management system to in-
crease the resiliency against cyber-attacks of the respective
organization. 

As part of the ISM cases, a prototypical process model de-
veloped by one of the authors was used  [52, S. 61ff]. This
process model attempts to eliminate the shortcomings that
have been revealed in the analysis of the audit reports. In
essence,  a  positive  result  was  achieved  for  all  facilities.
Some  of  the  above-mentioned  organizations  have  already
successfully passed an audit; others are still working towards
it. 

An analysis of the audit reports of the subjects from the
ISM cases as well as the ISM cases themselves showed a
significant  improvement  in  the  individual  codes.  Thus,  a
strong improvement in the maturity level of the information
security  management  system and organizational  resilience
can be observed. The results can be found in Table IV.

TABLE IV.

DISTRIBUTION OF MATURITY LEVELS IN THE ISM CASES FOR THE

DIFFERENT CODING
2

Distribution of encodings in % 

Coding 1 2 3 4 5

1 4,2 8,3 58,3 20,8 8,3
2 4,2 8,3 66,7 12,5 8,3
3 0,0 12,5 75,0 8,3 4,2
4 8,3 20,8 50,0 16,7 4,2
5 4,2 8,3 45,8 29,2 12,5
6 4,2 20,8 41,7 29,2 4,2

7 0,0 4,2 37,5 54,2 4,2
8 0,0 0,0 20,8 75,0 4,2
9 0,0 0,0 41,7 50,0 8,3
10 4,2 20,8 54,2 16,7 4,2
11 8,3 8,3 62,5 16,7 4,2

VI. SUMMARY AND DISCUSSION

24 ISM cases were carried out, which qualitatively exam-
ined projects to increase IT security, IT security concepts or
individual IT security measures of different levels of Ger-
man local governments from four federal states. 

A prototypical procedure was used for the supported orga-
nizations, which enables the organizations to implement cor-
responding projects to ensure information security in a prac-
ticable way. At the same time, a basis was created for incor-
porating the findings made in the preliminary analysis into

1B3S 3 Branch-Specific Security Standard
2Values are rounded to one decimal place.
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the process model. As a result, the respective organization is
supported  organizationally,  technically  as  well  as  struc-
turally.

In  order  to  identify  patterns  in  the  ISM case  series,  a
cross-case analysis in the form of a qualitative content analy-
sis according to Mayring was carried out after the comple-
tion of the projects. 

To secure the process model, this was also applied in a
domain outside the local government. The results obtained
confirm the findings from the primary research domain. 

This article contributes to the understanding of the overall
context of successful IT security projects for the implemen-
tation of IT security concepts in local government. 

For the present work,  the methodological  limitations of
case studies apply. Nevertheless, the generalizability of the
results is possible, which the comparison group with 3 com-
panies has shown. Further research will show whether quali-
tative and quantitative research based on this confirms the
similarities and differences found. 

One of the biggest limitations of our work is the focus on
German local governments when it comes to the ISM cases
used. The conclusions drawn from this material cannot be
transferred to other countries but might help to identify the
focus of attention for future analysis efforts in other federal
governmental structures. However, this limitation does not
apply for the analysis of the state-of-research, i.e., we see a
clear need for more research on ISM in small and medium-
sized governmental units.
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