
Abstract4This paper measures outage probability (OP) and

intercept probability (IP) of a secondary secure network in a

relaying underlay spectrum-sharing cognitive radio (USS-CR)

system. In this scheme,  one of  successful  secondary relays is

chosen to obtain the highest  signal-to-noise  ratio (SNR) at  a

secondary  destination.  This  paper  considers  the  case  where

channel state information (CSI) of the eavesdropping links is

not available. The OP and IP performance of the considered

scheme is calculated via analysis and simulations, under impact

of hardware noises, over Rayleigh fading channels

Index  Terms4Underlay  spectrum-sharing  cognitive  radio,

physical-layer security, outage probability, intercept probabil-

ity, hardware impairments.

I. INTRODUCTION

Recently, physical-layer security (PLS) has been reported

in many literature (i.e., [1]-[4]) as an efficient approach to

obtain security for wireless communication systems. For the

secure communication in PLS over fading channels, the data

links should be better than the eavesdropping ones. In [5]-

[8],  diversity-based  transmitting/  receiving  techniques  in

multi-input multi-output (MIMO) networks were proposed

to increase SNR of the data channels.  In [9]-[11], various

cooperative jamming approaches were proposed to reduce

SNR of the eavesdropping channels. However, implementa-

tion of the approaches in [9]-[11] is a difficult work because

they require a high synchronization and a perfect interfer-

ence cancellation. When wireless devices, e.g., sensors, are

only equipped with a single antenna, cooperative relaying

[12]-[15] can be efficiently applied into the PLS networks.

Moreover, relay selection algorithms such as partial and full

relay selection were employed to increase the e2e SNR of

the data links, which also improved the secrecy performance

such as secrecy outage probability (SOP) and IP/OP trade-

off. Published works [15]-[16] proposed joint relay selection

and cooperative jamming strategies for secured communica-

tion cooperative relaying scenarios. In [17]-[18], the authors

introduced  intelligent  reflecting  surface  (IRS)-based  PLS

schemes, where the source-destination communication was

assisted by IRS, instead of the cooperative relays.

In the USS-CR networks [19]-[20], secondary users must

optimally change their transmit power to protect quality of

service of a primary network. Particularly, CSI of the sec-

ondary transmitter  -the primary receiver  links are used to

calculate the instantaneous transmit power. Different from

[19]-[20],  published work  [21]  introduced  a new transmit

power adaptation method, where average transmit power of

the secondary devices was appropriately adjusted so that the

OP performance of the primary network did not exceed a

pre-designed  value.  Published  works  [22]-[26]  concerned

with PLS in the USS-CR networks.  In particular, the au-

thors in [22]-[23] evaluated the IP-OP trade-off of the PLS

USS-CR networks. The authors [24] measured SOP and av-

erage secrecy capacity (ASC) for USS-CR over Nakagami-

m channels. Reference [25] proposed a new PLS Internet of

Things (IoTs) model using NOMA and short packet com-

munication.  The  authors  in  [26]  derived  secrecy  outage

probability of unmanned aerial vehicle-aided USS-CR net-

works adopting non-orthogonal multiple access (NOMA).

Recently,  topic  of  evaluating  performance  of  the  PLS

schemes under impact of hardware imperfection has gained

much attention. In [27], the authors calculated probability of

positive secrecy capacity for multi-hop PLS schemes with

hardware noises. In [28], the authors proposed a secure am-

plify-and-forward (AF) scheme, with a multi-antenna eaves-

dropper  and  hardware  impairments.  The  authors  in  [29]

studied the OP-IP trade-off for NOMA-aided PLS models,

under effect of IQI (in-phase and quadrature-phase imbal-

ance). Reference [30] investigated joint impact of co-chan-

nel interference and hardware imperfection on the IP and OP

performance of  sensor networks. The authors of [31]-[32]

studied  performance  of  hybrid  satellite-terrestrial  relaying

PLS schemes with hardware impairments.   

This paper evaluates OP and IP of  the secure USS-CR

networks,  under  effect  of  hardware  impairments.  Particu-

larly,  we focus on the cooperative phase in the secondary

network, where successful relays transmit the data to a desti-

nation.  Follows operation  principle  of  USS-CR [19]-[20],

these relays must change their transmit power to satisfy the

interference  constraint.  With presence of  a  passive eaves-

dropper, one of the successful relays is selected to provide

the  highest  instantaneous  SNR  for  the  relay-destination

communication. We then derive exact formulas of OP and

IP for the proposed PLS USS-CR scheme, and realize com-

puter simulations to validate them.
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A. Related Works 

At first, different with [27]-[30], this paper considers the 
PLS USS-CR networks. Next, although the related works 
[22]-[26] and [33]-[37] also study the IP/OP trade-off 
performance for the PLS USS-CR networks, the main 
difference can be listed as follows: 

- Published work [22] considered full-duplex 
jamming with assistance of IRS in device-to-device 
communication networks; the authors in [23] applied radio-
frequency energy harvesting technique into the PLS USS-CR 
networks; and reference [24] evaluated secrecy outage 
performance. However, the works [22]-[24] did not consider 
impact of hardware noises on the secrecy performance.  

- Reference [25] applied NOMA and short packet 
communication for the PLS USS-CR networks, while 
published work [26] studied UAV-aided NOMA MIMO 
systems. However, the techniques adopted in [25]-[26] are 
out of scope of this paper. 

- Although the authors in [33] also studied PLS in the 
cooperative phase, the main difference is that [33] adopted 
jammer and relay selection strategies for maximizing 
instantaneous secrecy capacity. Next, effect of hardware 
noises was not studied in [33]. Finally, this paper considers 
the PLS scheme with presence of the passive eavesdropper, 
i.e., CSI of the eavesdropping link is not available at the 
legitimate transmitters and receivers.  

- Different with relay selection methods studied in 
[34], the relay selection method in this paper is performed to 
maximize SNR obtained at the secondary destination.  

- Different with this paper, reference [35] concerns 
with SOP evaluation of the multi-hop PLS scheme in the 
USS-CR with hardware imperfection. In addition, this paper 
does not study radio frequency energy harvesting as in [35].  

- Main difference between this work and [36] can be 
listed as: i) the secondary transmitters in [36] must change 
transmit power, follows a joint constraint of minimum OP 
value of the primary network and maximum IP value at the 
secondary eavesdropper; ii) this paper does not consider 
presence of the interference from the primary network. 

- Different with published work [37], this paper does 
not consider Fountain codes and the cooperative jamming 
technique.  

Finally, we note that different with the previous works, 
this paper uses mathematical tools to derive new OP and IP 
formulas for the proposed scheme over Rayleigh fading 
channel. Moreover, this paper also analyzes impact of 
hardware noises and number of relay nodes on the IP-OP 
trade-off. 

The remainder of this paper is given as follows. 
Operation principle and performance of the considered 
scheme are shown in Section II and III, respectively. Both 
the computer simulations and the theoretical results are given 
in Section IV. Finally, final discussion and recommendation 
are given in Section V.   

II. SYSTEM MODEL 

Figure 1 presents the cooperative transmission in the 
considered USS-CR IoTs scheme, where in the secondary 
network, M successful relays (SR) want to send the source 

data to the destination (SD) with presence of the 
eavesdropper (SE). For ease of presentation, the broadcast 
phase, the transmission between the secondary source and 
the secondary relays, is not illustrated in this paper (see 
[33]). Then, one of these relays is selected to forward the 
source data to SD. Moreover, the selected relay must change 

transmit power to satisfy the interference threshold ø ùthI  

given by the primary receiver (PR). All the SR, SD, SE and 
PR nodes are assumed to have only one antenna.  

 
   SDSR

b

SR
M

1SR

PR

 
   SE

 

Fig. 1. The considered USS-CR IoTs scheme. 

Considering the A Bþ  Rayleigh fading channel 

between the transmitter A û ýø ùA SRmþ  and the receiver B 

û ýø ùB PR,SD,SEþ , with û ý1,2,...,m Mþ . Let A,Bg  denote 

channel gain between A and B. Therefore, cumulative 
distribution function (CDF) and probability density function 

(PDF) of A,Bg  are expressed, respectively as 

ø ù ø ù
ø ù ø ù

A,B

A,B

A,B

A,B A,B

1 exp ,

exp .

g

g

F x x

f x x

ü

ü ü

ý ý ý

ý ý
                    (1) 

We assume that the random variables SR ,Bm
g  are 

idependent and identical, i.e., SR ,B SR,Bm
ü üý  for all m and 

B. Similar to [35]-[36], the transmit power of SRm  can be 

obtained as  

ø ù
th th

SR 2
SR ,PRP SR ,PR

,
1

m

mm

I Q
P

ggû
ý ý

û
                  (2) 

where 2
Pû  is hardware-noise level of the SR PRm þ link 

(see [35]-[36]), for all m, and ø ù2
th th P1 .Q I ûý û   

From (2), we can write SNR of the SR SDm þ link as 

SR SR ,SD

SR ,SD 2
D SR SR ,SD 0

,m m

m

m m

P g

P g N
÷

û
ý

û
                (3) 

where 2
Dû  is hardware-noise level of the SR SDm þ links, 

for all m, and 0N  is variance of additive noise at SD.  

Substituting (2) into (3), which yields 
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th
SR ,SD

SR ,PR

SR ,SD
2 th
D SR ,SD 0

SR ,PR

.

m

m

m

m

m

Q
g

g

Q
g N

g

÷
û

ý
û

             (4) 

From (4), the best relay is selected as follows:  

ø ùSR ,SD SR ,SD
1,2,...,

SR ,SD SR ,SD

1,2,...,
SR ,PR SR ,PR

SR : max

max ,

b m

b m

b m

b
m M

m M

g g

g g

÷ ÷
ý

ý

ý

ö ö
÷ ÷û ý
÷ ÷
ø ø

                (5) 

where û ý1,2,...,b Mþ . Equation (5) implies that SRb  

provides the highest SNR obtained at SD (or the ratio 

SR ,SD SR ,PRb b
g g is highest).  

Then, the instantaneous SNR obtained at SE can be 
obtained as 

SR SR ,SE

SR ,SE 2
E SR SR ,SE 0

th
SR ,SE

SR ,PR

2 th
E SR ,SE 0

SR ,PR

,

,

b b

b

b b

b

b

b

b

P g

P g N

Q
g

g

Q
g N

g

÷
û

û

ý
û

ý
û

                (6) 

where 2
Eû  is hardware-noise level of the eavesdropping 

links, for all m, and 0N  also denotes variance of the noise at 

SE. 

Next, OP at SD and IP at SE are defined, respectively as 

ø ù
ø ù

SR ,SD th

SR ,SE th

OP Pr ,

IP Pr ,

b

b

÷ ÷

÷ ÷

ý ü

ý ó
                      (7) 

where th÷  is a pre-determined value.  

III. PERFORMANCE ANALYSIS 

Combining (4) and (7), we rewrite OP as follows: 

ø ù2 0 th
D th

th

OP Pr 1 ,b

N
X

Q

÷û ÷
ö ö

ý ý ü÷ ÷
ø ø

               (8) 

where ø ùSR ,SD SR ,PRm mmX g g mý ò . We observe that if 

2
D th1 0û ÷ý ó  then OP 1ý . Considering the case of 

2
D th1 0û ÷ý þ , we can rewrite (8) as 

 

ø ù ø ùD,th D,thOP Pr ,
bb XX Fñ ñý ü ý                 (9) 

where 

 

ø ù
0 th

D,th 2
D th th

.
1

N

Q

÷ñ
û ÷

ý
ý

                            (10) 

To find CDF ø ù
bXF x , we first find CDF ø ù

mXF x  which 

can be formulated as 

ø ù ø ù
ø ù ø ù

SR ,SD SR ,PR

SR ,SD SR ,PR

0

Pr

.

m m m

m m

X

g g

F x g xg

F xy f y dy
ûõ

ý ü

ý ò
            (11) 

Substituting (1) into (11), after calculating the integral, 
we obtain (12) as 

ø ù SR,SD

SR,PR SR,SD D

,
mX

x x
F x

x x

ü
ü ü

ý ý
û û÷

            (12) 

where D SR,PR SR,SD.ü ü÷ ý  Then, PDF of mX  is obtained 

as 

ø ù
ø ù

D
2

D

.
mXf x

x

÷
ý

û÷
                          (13) 

Therefore, the distribution functions of bX  are given as  

ø ù ø ù
D

,
b m

M
M

X X

x
F x F x

x

ö öù ùý ý ÷ ÷û û û÷ø ø
             (14) 

ø ù
ø ù

1
D

1

D

.
b

M

X M

M x
f x

x

ý

û
÷

ý
û÷

                         (15) 

Substituting (14) into (9), we obtain OP as given in (16) 
below: 

D,th

D,th D

OP .

M
ñ

ñ

ö ö
ý ÷ ÷÷ ÷û÷ø ø

                        (16) 

For the IP performance; combining (6) and (7), we can 
obtain (17) as 

ø ù
SR ,PR SR ,SE

SR ,SE

E,th
SR ,PR

0
E,th

IP Pr

.

b

b

b b
g g

g

g

x
F f x dx

ñ

ñ

ûõ

ö ö
÷ ÷ý ó
÷ ÷
ø ø

ö ö
ý ÷ ÷÷ ÷

ø ø
ò

              (17) 

where  

ø ù
0 th

E,th 2
E th th

.
1

N

Q

÷ñ
û ÷

ý
ý

                        (18) 

It is noted from (17)-(18) that we only consider the case 

where 2
E th1 0û ÷ý þ . Indeed, if 2

E th1 0û ÷ý ó , IP always 

equals to zero. 

Moreover, to calculate IP in (17), our next objective is to 

find CDF of SR ,PRb
g .  Using derivation methods used in 

[38]-[40], we can formulate ø ù
SR ,PRb

gF x  as 

ø ù

ø ù ø ù
ø ù

SR ,PR

SR ,PR

0

Pr ,
.

b

m b

m

g

m X

X

F x

g x X z f z
dz

z f z

ûõ

ý

ö ü ü

öò
        (19) 

As marked in (19), the probability  

ø ùSR ,PRPr ,
m mg x X zü ü is computed as 
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ø ù
ø ù
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m
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ü ü

ý ü ü

ù ùý ú úû û

ý ý ý
û÷
÷
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Plugging (13), (15), (19) and (20) together, after some 
careful calculation, we obtain 

ø ù ø ù

ø ù ø ù ø ù ø ù

ø ù
ø ù ø ù
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(21) 

where ø ù1 .E  is exponential integral function [41]. 

Substituting (21) and ø ù ø ù
SR ,SE SR,SE SR,SEexp

b
gf x xü üý ý

into (17); using [41, eq. (6.228.2)] and ø ù ø ù1 EE x i zý ý ý , 

we finally obtain an exact formula of IP as follows: 
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(22) 

where  E SR,PR SR,SEü ü÷ ý , and ø ù2 1 .F  is Gaussian 

hypergeometric function [41]. 

IV. SIMULATION AND THEORETICAL RESULTS 

This section presents both simulation and theoretical 
results of OP and IP, which are in an excellent agreement in 
all figures below. To focus on evaluating impact of the 
number of relays (M) and hardware noises, we fix the other 

parameters as follows: 2
P 0,û ý SR,SD 1,ü ý SR,SE 50ü ý , 

SR,PR 5,ü ý  and th 5.÷ ý  

 

Fig. 2. OP and IP as a function of ô (dB) when 2 2

D E 0.1.û ûý ý  

Fig. 2 presents the considered performance metrics IP 

and OP, follows ø ùth 0/Q Nô ô ý  in dB, where 2 2

D E 0.1û ûý ý
and the number of secondary relays (M) changes from 1 to 
4. As we can see, the OP value decreases as increasing ô  

because increasing ô  (or thQ ) also increases transmit 

power of the secondary relays. However, with higher value 
of ô , IP at SE also increases. Therefore, Fig. 2 shows the 
OP-IP trade-off with the changing of ô . It is also seen that 
OP significantly decreases as increasing M.  However, with 
higher value of M, transmit power of the selected relay also 
increases, which leads to the increasing of IP. Hence, the 
value of M also impacts on the IP-OP trade-off.  

 

Fig. 3. OP and IP as a function of ô (dB) with 3M ý .  

Figure 3 shows negative effect of hardware-impairment 

level on the OP and IP performance. In Fig. 3, the number 
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of secondary relays is fixed by 3, while values of 2

Dû  and 
2

Eû  are assigned by 0, 0.1 and 0.15. It is worth noting that  

2

D 0û ý (or 2

Eû =0) means that the transceiver hardware of SR 

and SD (or SR and SE) is perfect. As expected, OP (IP) 

increases as increasing (decreasing) ø ù2 2

D Eû û . As a result, if 

the SD and SE nodes have the same transceiver hardware, 

i.e., 2 2
D Eû ûý , there also exists the OP-IP trade-off. 

Particularly, the outage performance can be improved when 

SR and SD are equipped with better transceiver hardware 

(i.e., 2
Dû  and 2

Eû  are lower), but the IP performance is 

worse.  

 

Fig. 4. IP versus OP when 2 2

D E 0.05.û ûý ý  

Fig. 4 illustrates the IP/OP trade-off, where we first fix 

OP by pre-determined values (denoted by 
OPõ ). Then, by 

solving 
OPOP õý , we find values of ô , by using (16), as  

ø ù

ø ù

1

th OP

2
D D th

1

.
1

M÷ õ

û ÷

ýö ö
ý÷ ÷

ø øô ý
÷ ý

                       (23) 

Next, substituting ô  into (22), we obtain the 
corresponding values of IP. As we can see from Fig. 4, to 
obtain lower OP value, the considered scheme gets higher IP 
one, and vice verse. Moreover, with the same OP; IP 
decreases as increasing M.  Therefore, increasing the 
number of relays also enhances the OP-IP trade-off. 

V. CONCLUSION 

This paper derived new formulas of OP and IP for the 
proposed PLS USS-CR networks with the opportunistic 
relay selection and under impact of hardware imperfection. 
The results showed the OP-IP trade-off, which could be 
significantly enhanced by increasing the number of 
secondary relays.  

In future, we will develop our scheme to the multi-
eavesdropper ones as well as evaluate the OP-IP trade-off of 

the proposed schemes over Nakagami-m or Rician fading 
channels. 
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