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Abstract—Through the Cybersecurity Information Sharing
Act of 2015, a DHS information-sharing program was man-
dated to protect U.S. businesses and critical infrastructure and
mitigate cyberattacks. The present study examined cybersecu-
rity professionals’ willingness to collaborate and share infor-
mation regarding cybersecurity threats via that program. The
technology threat avoidance theory (TTAT) served as the
study’s theoretical framework. This research examined to what
extent technology threat avoidance factors affect cybersecurity
professionals’ willingness to collaborate and share information
regarding cybersecurity threats. Threat avoidance factors con-
sisted of perceived susceptibility, perceived severity, perceived
threat, prevention effectiveness, prevention cost, and self-effi-
cacy. This cross- sectional study used partial least squares-
structural equation modeling to analyze data collected from
137 cybersecurity professionals with a minimum of five years of
cybersecurity experience. The data analysis indicated that per-
ceived susceptibility and perceived severity significantly pre-
dicted participants’ perceptions of cybersecurity threats, and
perceived threat explained 44% of the variance in avoidance
motivation. Prevention effectiveness, prevention cost, and self-
efficacy were not significant predictors of avoidance motiva-
tions and the willingness to participate in the DHS’s informa-
tion- sharing program. These results indicate that more re-
search is necessary to understand the factors influencing infor-
mation sharing among cybersecurity professionals working in
U.S. organizations.

Index Terms—cybersecurity, TTAT, PLS-SEM, Dept. of
Homeland Security, information sharing.

I. INTRODUCTION

Cybersecurity has become a topic of national interest for
countries worldwide [26], [29], [31]. In the United States,
the Cybersecurity Information Sharing Act of 2015 (CIS)
sought to facilitate cyber threat information sharing between
the U.S. federal government and the private sector through
the Department of Homeland Security (DHS). The DHS im-
plemented an information-sharing program to bolster collab-
orative security efforts between the public and private sec-
tors and mitigate threats to critical infrastructure from per-
sistent cyberattacks. Unfortunately, companies in the private
sector have been slow to participate in the DHS program
([13], [17], [25]. Federal cybersecurity initiatives help clar-
ify government regulations on cybersecurity, and scholars
have noted the benefits of federal government support, in-
formation sharing, and collaboration in the fight against cy-
bercrime [32], [35]. The proposed study will examine how
technology avoidance threat factors influence cybersecurity
professionals' willingness to share information through the
DHS program.
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A. Information Sharing

Information sharing. In the context of the proposed study,
information sharing refers to the exchange of cybersecurity
threat and mitigation data through the DHS program estab-
lished by the Cybersecurity Information Sharing Act of
2015. Information sharing is defined in the literature as the
set of organizational activities aimed at exchanging informa-
tion with others proactively and on request to address a busi-
ness or regulatory requirement, aid the needs of another, or
resolve mutual problems [13]. The sharing involves techni-
cal and manual platforms accessed through formal and in-
formal relationships and systems [13].

II. LiTERATURE REVIEW

The present study will examine the factors affecting cy-
bersecurity professionals' willingness to collaborate and
share information regarding cybersecurity threats. Liang and
Xue's [19] technology threat avoidance theory (TTAT) will
be used as a conceptual framework to support the proposed
study. The premise of the TTAT is that individuals, such as
cybersecurity professionals, are influenced by motivations to
safeguard against technology threats. The TTAT model's
leading independent variables are perceived threat, protect
effectiveness, safeguard cost, and self-efficacy. The TTAT
model also includes perceived susceptibility and severity as
independent variables influencing perceived threat. To-
gether, the independent variables influence a user's avoid-
ance motivation, which, in turn, affects avoidance behavior.

Many scholars have used the TTAT to examine cyberse-
curity-related behaviors [3], [4], [5], [8], [15]. The TTAT
model effectively determines whether specific threat avoid-
ance factors influence cybersecurity professionals' willing-
ness to collaborate and share information regarding cyberse-
curity threats through inter-organizational collaboration.
Figure 1 presents the study's conceptual model based on the
TTAT.

The United States is transiting from a society of nearly 4
billion Internet-connected users to a new age of automation,
big data, and the Internet of things [14]. Threats posed by
cyberattacks cannot be ignored, and virtual walls cannot be
built to keep bad actors out [18]. In the 21st century, cyber-
security plans must address iPhone or Android devices that
have become virtual repositories of sensitive personal and
business information [7]. Personal smart devices contain
client and personal contact lists and correspondence, graphic
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Figure 1 — The Study’s Conception Framework. Note. From “Understand-

ing Security Behaviors in Personal Computer Usage: A Threat Avoidance

Perspective,” by H. Liang & Y. Xue, 2010, Journal of the Association for

Information Systems, 11(7), p. 402 (https://doi.org/10.17705/1jais.00232).
Copyright Association for Information Systems.

images, photographs, health data, financial data, and intel-
lectual property [7]. Personally identifiable information,
proprietary data, and intellectual property must be protected
from data breaches through defined cybersecurity pro-
grams [7].

Cybersecurity risks have been identified as one of the
most serious national security and economic challenges fac-
ing the United States, and it appears to be misunderstood by
policy actors [30]. The Internet represents an environment
where large volumes of data are collected, stored, and read-
ily transmitted, resulting in more significant social privacy
implications and an increasing need for protective measures
[9]. Cybersecurity involves protecting digital devices and
the ability to communicate securely on the Internet and pre-
venting unauthorized access or operating disruptions [23].

Security practitioners face various asymmetrical cyber
threats [24]. These advanced persistent threats (APT) and fi-
nancially motivated cyberattacks fall into ten categories
identified as distributed denial of service (DDoS), session
hijacking/man-in-the-middle, phishing/spear-phishing,
drive-by, structured query language (SQL) injection, cross-
site scripting (XSS), password, eavesdropping, birthday, and
malware which are used in furtherance of financial gain
[24]. Cybercrime uses computers as an instrument, target, or
warehouse to further criminal activity such as identity theft,
child exploitation, fraud, extortion, gambling, and hacking
[24], [25].

A. Cybersecurity Threat Prevention

Many security professionals apply a perimeter defense
strategy for cybersecurity by building a wall around the net-
work for protection, relying on firewalls, conducting virus
scanning, and deploying intrusion protection [5]. Organiza-
tions assume that everything inside the perimeter is secure
and trusted when sophisticated threat actors defeat vulnera-
ble perimeter defenses and security processes [5]. Applying
the zero-trust security model ensures that all network re-
sources are accessed securely and strictly on a need-to-know
basis. All network traffic is subject to inspection and log-
ging [5].

Prevention of cyberattacks, vulnerabilities, and technol-
ogy failures that can lead to disruptions of operations and
services is built around an organization's security structure
and strategy[21]. Often protective methods rely on solid
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leadership, collaborative relationships between the private
sector and federal government, and shared responsibilities
for defensive and responsive actions [27]. Costs play a sig-
nificant role in security and resiliency development and im-
plementation in many cases. In 2018, the price per lost or
stolen record through a cyberattack was approximately $148
[12]. Viewing that cost at scale, the magnitude of a cyber-
system breach cost Yahoo roughly $440 billion, making pre-
ventive strategies essential [12].

III. REesearcH DESIGN AND METHODOLOGY

The research design for the present study was a quantita-
tive, non-experimental, cross-sectional design using partial
lease squares-structural equation modeling (PLS-SEM). The
research model contained the six constructs of the TTAT
(i.e., perceived susceptibility, perceived severity, perceived
threat, prevention effectiveness, prevention cost, and self-
efficacy). Avoidance behavior serves as a dependent vari-
able. The research design analyzed each TTAT construct to
determine the predictive significance of these factors when
considering information security leaders' behavioral inten-
tions to share cyber threat information to implement safe-
guard measures. The overarching research question asked:
To what extent do technology threat avoidance factors affect
cybersecurity professionals' willingness to collaborate and
share information regarding cybersecurity threats? Potential
participants included full-time cybersecurity professionals
working in the United States.

The present study uses a modified version of the TTAT
(Liang & Xue, 2010). Liang and Xue (2010) designed the
TTAT to measure security behaviors related to personal
computer usage. The modified version of the TTAT used in
the present study will examine perceptions and behaviors as-
sociated with information sharing to reduce cybersecurity
threats. Permission to use and modify the instrument was
obtained from Liang and Xue before the data collection be-
gan.

The modified survey used consists of 49 questions. Five
questions collect demographic data on age, gender, and
work experiences. The remaining 44 items measure the in-
dependent variables of perceived susceptibility (5 ques-
tions), perceived severity (10 questions), perceived threats
(5 questions), prevention effectiveness (6 questions), pre-
vention cost (3 questions), and self-efficacy (10 questions)
and the dependent variable of avoidance behavior (5 ques-
tions). All items on the TTAT survey instrument will be
measured using a 7-point Likert-type scale. All but one of
the variables are calculated using a scale that ranges from 1
(Strongly disagree) to 7 (Strongly agree). The one exception
is perceived severity, measured on a 7-point Likert type
scale ranging from 1 (Extremely innocuous) to 7 (Extremely
devastating).

IV. REesuLrs

This study used the technology threat avoidance theory
(TTAT) to identify the most significant factors influencing
cybersecurity professionals' willingness to collaborate and
share information regarding cybersecurity threats. After
evaluating the model constructs to ensure an acceptable fit,
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A PLS-SEM path analysis was conducted. Figure 2 presents
the path analysis for the PLS-SEM model. The strength and
significance of each path coefficient are presented with the
significance values shown in parentheses. Green arrows rep-
resent significant relationships between model constructs (p
< 0.05), whereas red arrows indicate non-significant rela-
tionships (p > 0.05). Perceived susceptibility and perceived
severity were significantly and positively associated with
perceived threat, explaining 67% of the variance in per-
ceived threat (R2 = 0.669). Additionally, perceived threat
was a significant predictor, explaining 44% of the variance
in avoidance motivation (R2 = 0.441). None of the other
variable relationships within the model were significant.
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Figure 2 - Path Analysis Model.

Table 1 reports the hypothesis testing results of the path
analysis in table format. The path coefficients represent the
strength and direction of the variable relationships used to
test the study's hypotheses, and the p-values indicate the sig-
nificance of the statistical relationships. Significance values
below 0.05 indicate that the relationship is significant and
the null hypothesis should be rejected, while p-values above
0.05 indicate that the null hypothesis cannot be rejected.

In summary, a PLS-SEM path analysis was used to ana-
lyze data collected from N = 137 cybersecurity professionals
in the United States. The study's purpose was to use the
TTAT to identify the most significant factors influencing cy-
bersecurity professionals' willingness to collaborate and
share information regarding cybersecurity threats. The pre-
sented results demonstrate how technology threat avoidance
factors affected cybersecurity professionals' willingness to
avoid cybersecurity threats through information sharing. The
findings indicated that cybersecurity professionals' percep-
tions of attack susceptibility and severity were significantly
related to their perceived threat levels. Additionally, per-
ceived threat was a significant predictor of avoidance moti-
vation. Prevention effectiveness, prevention cost, and self-
efficacy were not significant predictors of avoidance moti-
vations.

TaBLE 1 - NotE. PS = PERCEIVED SEVERITY, PSUS = PERCEIVED SUSCEPTIBILITY, PT =
PERCEIVED THREAT, PSE = PREVENTION EFFECTIVENESS, PSC = PREVENTION cosT, SE =
SELF-EFFICACY, AND AM = AVOIDANCE MOTIVATION.

Results of the Hypothesis Testing

Paths Path Coefficients T Statistics P values  Null Hypothesis Results
PS->PT 0.574 7.053 0.000 Rejected
PSUS -> PT 0.387 4714 0.000 Rejected
PT->AM 0.265 2.802 0.005 Rejected
PSC -> AM -0.097 1.226 0.221 Not Rejected
PSE -> AM 0327 1.605 0.109 Not Rejected
SE -> AM 0.176 0.956 0.340 Not Rejected

V. CoNcCLUSION

A. Discussion of the Findings

The study addressed the specific problem of the lack of
information regarding how perceived susceptibility, per-
ceived severity, perceived threat, prevention effectiveness,
prevention cost, and self-efficacy influence information
sharing and collaborative protection behaviors among cyber-
security professionals responsible for securing organiza-
tional data. When evaluating the full TTAT model, the re-
sults of the PLS- SEM path analysis revealed that prevention
cost, prevention effectiveness, and self-efficacy were not
significantly related to cybersecurity professionals' willing-
ness to collaborate and share information regarding cyberse-
curity threats. Instead, participants were motivated to act
based on their perceived threat level, which was influenced
by threat severity (magnitude) and susceptibility (vulnerabil-
ity). Liang and Xue [20] and Carpenter et al. [6] reported
significant relationships between perceived threat and avoid-
ance motivation. However, the remainder of the model was
not explanatory in the context of cybersecurity professionals'
willingness to share information via the DHS.

B. Limitations of the Study

The scope of this research was limited to the study of U.S.
cybersecurity professionals' technology threat avoidance and
information-sharing perceptions and behaviors. The study's
main design limitation was that it only collected quantitative
data. This decision meant that the data only addressed the
TTAT variables, and descriptive narrative data was not in-
cluded in the study. Using quantitative data to examine the
relationships between variables is standard practice. Still,
the results will not reflect the details of specific cybersecu-
rity incidents or the participants' reflections [28], [33]. The
research design did not assess the different types and sizes
of organizations, which also limited the findings. Cyberse-
curity professionals at differently sized U.S. organizations
might approach cybersecurity and participation in the DHS
information-sharing program differently [13], [16], [2], [11].
However, the study's goal was not to compare different
company types or sizes when evaluating the variable rela-
tionships.
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C. Implications for Practice

From a theoretical perspective, this study supported the
TTAT as a research model that explains some avoidance
motivations related to information sharing and I.T. threats
[20]. From a practical perspective, cybersecurity profession-
als, information security leaders, organizations, and policy-
makers can use the study's findings to enhance the gover-
nance and risk management of cyber and information secu-
rity programs. The findings partially explain how users re-
spond to L.T. threats [19]. The study contributed to informa-
tion and cybersecurity and provided a deeper understanding
of the human factors influencing an individual's threat
avoidance motivation [6]. The study also highlighted aspects
of the TTAT that may not relate to information sharing and
cybersecurity.

Information sharing has become a very important aspect
of threat mitigation for U.S. organizations. The emphasis on
information has evolved from the occasional voluntary par-
ticipation in industry-based information-sharing alliances to-
ward more policy-driven participation in collaborative infor-
mation-sharing between organizations. U.S. government or-
ganizations are implementing policies mandating cyber
threat reporting and information sharing for critical infra-
structure and publicly traded organizations. The results and
conclusions of the study provide insight to Congress and the
DHS Cybersecurity & Infrastructure Security Agency on cy-
bersecurity professionals' information sharing and threat
prevention motivations.

D. Recommendations for Further Research

It is important to understand technology users' and cyber-
security professionals' technology threat avoidance motiva-
tions and behaviors from scholarly and practical perspec-
tives. The current study addressed the lack of knowledge re-
garding how perceived threat susceptibility, perceived threat
severity, prevention effectiveness, prevention cost, and self-
efficacy influence information sharing and collaborative
protection behaviors. These factors have been shown to af-
fect threat avoidance motivations and behaviors [3], [4],
[15], [19]. However, the present study's findings were
mixed, and additional research is needed to further explore
the TTAT's applicability in cybersecurity and information-
sharing contexts.

Cybersecurity is a global issue, and research should be
conducted to determine technology threat avoidance infor-
mation sharing from an international perspective [1], [22],
[31]. The data were collected through a web-based survey,
increasing the potential for self-selection, desirability, and
acquiescence bias. Future studies should include design fac-
tors that help reduce those potential biases. Additionally, re-
searchers should use qualitative methods to obtain descrip-
tive narrative data from participants using the TTAT frame-
work to identify potential latent variables that were not ex-
amined in this study. Combining quantitative and qualitative
data collection methods could provide a more comprehen-
sive picture of cybersecurity professionals' technology threat
avoidance behaviors [10], [28], [33], [22].

The study addressed a knowledge gap regarding per-
ceived threat susceptibility, perceived threat severity, pre-
vention effectiveness, cost, and self-efficacy in U.S. cyber-
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security professionals' information-sharing and collaborative
protection behaviors. These factors have been shown to af-
fect threat avoidance motivations and behaviors in some set-
tings [3], [4], [15], [19]. This population's information- shar-
ing was a critical issue because of low participation in the
DHS's information-sharing program.

In summary, this study addressed the general problem of
the lack of inter-organizational collaboration on cybersecu-
rity threats between private firms and the U.S. federal gov-
ernment by exploring cybersecurity professionals' percep-
tions of cybersecurity threats and attitudes toward informa-
tion sharing. By studying these factors, the present study re-
vealed that cybersecurity professionals' willingness to share
cyber threat information was significantly influenced by per-
ceived threat (e.g., susceptibility and severity). These find-
ings can be used to improve threat avoidance through infor-
mation sharing. The study contributes to the threat avoid-
ance literature and the U.S. government's efforts to
strengthen national cybersecurity through information shar-
ing.
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