
  

 

 

Abstract— The paper proposes a new way to access semi-

permanent services in ad-hoc and mesh networking in the 

context of the Internet of Things and the Internet of Services. 

The solution is based on address-free communication, with 

individual addresses of the nodes replaced by a semantic 

description of their functionality. The mesh network is 

accessible from outside using the classic RESTful approach and 

needs no centralized catalog to maintain at-the-moment 

available services. Instead, entry gateways are responsible for 

mapping incoming REST-compliant communication to internal 

mesh messaging, and the mesh nodes individually decide how to 

react to particular messages. Installing each new or replaced 

node or monitoring the node status is unnecessary. Automatic 

communication among the nodes is possible without human 

intervention, including both runtime and the registration 

phase. 

Bluetooth mesh topology network was chosen as the 

implementation base. Transmission in the network occurs in a 

broadcast mode, in which one network node sends information 

that is then received and interpreted by all other nodes. 

Selected devices equipped with alternative communication 

modules of a different type, in particular, connected to the 

home WiFi network, can be used as input/output gateways for 

outside communication. 

Index Terms—address-free networking, zero-configuration 

networking, P2P broadcasting networks, BLE mesh, ad-hoc 

networks, RESTful approach. 

I. INTRODUCTION 

Recently we have observed a boom in the client-server ar-

chitecture. The RESTful approach needs special attention 

among multiple protocols and strategies used to implement a 

client-server system [1, 2]. This is an architectural style 

based on standard HTTP requests, and URL addressing. The 

key entity for a REST-compliant system is the so-called 

‘resource’. A REST resource is a well-defined part of server 

functionality, being a building block for the set of servers’ 

services. A resource could be a pointer to a file, a server-side 

script, a database entry, etc. Each resource is uniquely iden-

tified by means of an URL address [3], composed of the 

scheme identifier, domain name, port number, a local path to 

a file/script, and a set of parameters composing a query. 

The RESTful approach is an efficient tool for implement-

ing a fixed, well-defined network. On the contrary, recently, 

we have observed the growing importance of ad-hoc [4] and 

dynamic networking, especially in the context of vehicular 

and road networks [5], not to say about classical sensor 

networks [6] and MANETs [7, 8]. The research in the do-

main of ad-hoc networking recently concentrated on mobili-

ty, energy savings,  and routing [9], especially under specific 

circumstances (such as underwater acoustic connections 

[10], also evolving into an interesting concept of a digital 

twin [11]. Recently, a new approach to distributing network 

functionality, namely the fog [12], has become popular, 

concentrating some resources (nodes, computation power, 

memory, etc.) close to the most needed places in order to 

provide real-time reaction. 

For ad-hoc networking, nothing is fixed – neither the set 

of services/nodes nor the information contents. Especially, 

ad-hoc networking strongly limits fixed ways of addressing 

network services (resources) by their location and name, 

leading to the concept of address-free networking [13], 

which is well known but somehow abandoned recently. 

Thus, using classical URLs in the ad-hoc system is disputa-

ble unless the server-side is fixed and only the clients are 

connected incidentally. As a consequence, server-side archi-

tecture for ad-hoc applications is usually replaced by a mesh. 

A mesh network [14] is a local area network topology in 

which the nodes connect directly, dynamically, and non-

hierarchically with as many other nodes as possible and 

cooperate with one another to route data efficiently. A mesh 

node is not characterized by a permanent identification (e.g., 

an address); moreover, such a node may suddenly vanish 

from the network structure or convert to another node due to 

network evolution, such as the one provoked by the mobility 

of nodes, amount of available energy, problems with radio 

transmission, etc. A popular example of a mesh network is 

BLE (Bluetooth Low Energy) Mesh proposal [15, 16], with 

several implementations [17] and sub-standards/extensions 

[18], also related to security and privacy [19], and interoper-

ability [20], addressed to not only classical computers, tab-

lets, or smartphones, but also IoT (Internet of Things) devic-

es based on (among others) Espressif, STM, and Nordic 

Semiconductor processors with built-in BLE unit. 

A question arises if it is possible to apply the RESTful 

approach with its persistent services, which is very efficient 
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and thus popular in fixed/stable networking, to mesh net-

working? At first view, the answer is ‘no’. Indeed, if we 

cannot identify a node for a longer time, we cannot establish 

a client-server connection to ask for a service. However, the 

above question may be converted to another one: is it possi-

ble to address REST-compliant persistent resources in a 

dynamic way, not using fixed URLs but mapping external 

REST calls to internal mesh messages of particular format 

and semantics? Thus, persistent addressing of the resources 

is to be replaced by a persistent (i.e., stable) description of 

their functionality. Later on, this fixed description may be 

used for individual selection of the nodes fulfilling certain 

criteria. The selection may be performed by the nodes – each 

node, based on its own declared functionality, accepts or 

refuses the incoming requests. 

In the paper, we propose such an extension to provide 

RESTful information exchange for a mesh network, espe-

cially for BLE Mesh. The idea is to treat a mesh network as 

a set of REST resources of a given functionality, to be iden-

tified not by their URL addresses but by means of their char-

acteristics and possibilities. From the outside, the mesh net-

work is seen as a REST server with specific functionality. 

Internally, the nodes composing the dynamic network react 

individually to fulfill incoming REST requests. The node’s 

reaction depends on the individual characteristic of this 

node, in particular, its type being a counterpart of the REST 

resource name and the REST query. 

The remainder of the paper is organized as follows. Sec-

tion 2 overviews the motivation for using semi-persistent 

services in ad-hoc interactions. Section 3 describes a generic 

approach to mapping REST calls to mesh functionality and 

the reasons for particular network topology and organiza-

tion. Sections 4 and 5 describe a sample implementation of 

kitchenware equipment based on our approach. Next, we 

include a comparison with similar work, and finally, we 

provide some conclusions and directions for future work. 

II. SPECIFICITY OF MESH AND AD-HOC NETWORKING 

If we speak about ad-hoc networking, at first view, we 

think that every activity is undertaken incidentally: ad-hoc 

place and time, situation, context, etc. However, that is not 

the whole truth. There is one element that is fixed – the user. 

We do not change our needs and expectations just because 

we are, by coincidence, in an unknown situation. On the 

contrary, we try to act in a “usual” way, according to our 

past experience and customs. One may say that we stay with 

our needs, fixed, as long as it is possible, and we try to act 

“as usual” even if the case is extraordinary. 

Thus, an idea arose to propose a new sort of services for 

an ad-hoc environment. The goal is to use a service in the 

same (or at least very similar) way, regardless of place and 

time. Such services are semi-persistent. In such a way, from 

the point of view of a user, they are the same everywhere, 

appearing for this user in the form the user expects. Howev-

er, from the technical point of view, the services are inde-

pendent entities, implemented individually and possibly 

adjusted to the place (conditions) where they work. 

In an ad-hoc environment, the users do not know the spec-

ificity of the place they are currently in, particularly the set 

of nodes and their identifiers (addresses, services, and their 

entry points). However, they know the place's overall char-

acter (such as a home, a shop, a bus stop, etc.), and they 

expect some well-known services accessible at this place. 

For example, they expect hot water to be prepared in the 

kitchen or a bus going to a specific destination at the bus 

stop. Please note that location-specific services are usually 

well-defined and common for all places of the same type and 

purpose. 

With a classical approach, such as a typical REST appli-

cation, getting consistent services at many unrelated and 

unsynchronized places is almost impossible. For example, 

one cannot expect the same IP address and naming conven-

tion for network nodes. Moreover, an installation phase is 

needed to create some “entry points” for the services, such 

as installation and configuration of a specific application, 

catalog of available services and their status, etc. It is unreal-

istic to expect each place to follow the same rules of ad-

dressing and parameterizing, not to say about the security 

(user identification, access codes, passwords, etc.). As a 

consequence, we usually deal with one fixed application per 

place. 

This paper proposes a different approach to preparing and 

accessing such semi-persistent services. We assume that a 

definition of the semantics of the services is fixed and shared 

by all the ad-hoc accessible places. Such a semantic descrip-

tion is also known for end-user devices, usually 

smartphones. Each time a user is at an unknown, ad-hoc 

place/situation, the description is used to formulate a re-

quest, to be disseminated across all the ad-hoc network 

nodes. If a node (or a set of nodes) “understands” the re-

quest, then this node undertakes particular action related to 

the semantic description, trying to fulfill the request. The 

network is “silent,” and no activity is performed if no single 

node can provide the service. 

Please note that the node should individually choose the 

“implementation” of the requested service. Only the node 

knows in detail the specificity of the place, which is un-

known to the user. So, the user may only formulate a generic 

request (such as “turn on some light here”), but how the 

request would be served (such as “switch on ceiling lamps to 

50%”) depends on the possibilities and strategy of the place. 

As it may be seen, the idea of accessing semi-persistent 

service in an ad-hoc manner is the following: “try it, and if 

you are lucky, the service is there for you; otherwise, try a 

different way or give up”. Such experiments are to be under-

taken at any unknown (not previously visited, or changed for 

some reasons) ad-hoc place; however, they are quite natural 

and intuitive for humans. Moreover, these experiments 

somehow bypass the installation phase and need no a’priori 

catalog of at-the-place services. 
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Initially, we planned to implement our approach as a 

home application, namely, a "smart" kitchen. Usually, the 

kitchenware is (1) not synchronized, such as a kettle does 

not know about a presence of a radio, and an oven is not 

informed if a ventilator is here to reduce the smell while 

cooking, and (2) fixed as for the overall functionality (such 

as “a kettle” or “a refrigerator”), not necessarily fixed as for 

models/producers/functionality of specific devices. Even if 

all the “smart” devices are accessible via the same kind of 

network (which is, in our case – classic Bluetooth, and re-

cently BLE Mesh), these devices are to be registered in a 

catalog, and in most cases, the smartphone applications are 

specific for a given model of a device. Each time a device is 

broken and changed, the user must update the catalog infor-

mation or install a different application. Keeping with a 

single application and ad-hoc access to semi-permanent 

services would solve these problems, on the condition that 

the services describe the possibilities of typical devices (in 

our case – the set of devices of a single producer). As a con-

sequence, each application 

• will be useful at any “smart” kitchen, no matter its loca-

tion, 

• no additional security checks are needed (the users are 

granted to use the devices installed at the place they are 

currently visiting), and 

• no installation and cataloging is needed, as well as no 

“user manuals” for different models of similar devices. 

The semantic description of the at-the-place services co-

vers all the details and frees users to learn detailed function-

ality (for some “smart” devices, quite complex, and, as pre-

viously mentioned, model-specific).  

The proposed idea is generic and may be adjusted to many 

places and situations. The kitchenware application could be 

extended to any place, not necessarily private, but also pub-

lic. For example, entering a bus stop, one can experiment 

with a service providing an actual timetable for the buses 

traveling to/from this bus stop in a minute. While visiting a 

shop, users may obtain additional information, e.g., the loca-

tions of the goods on the shelves, personalized advertise-

ment, etc. At the school, the services may be related to the 

current schedule of the lectures (solving the “where is my 

next lecture” problem, etc.). The generic idea is that: enter-

ing an unknown place, the users ask for known services. 

III. REST MODIFICATIONS TOWARDS THE USAGE IN MESH 

NETWORKS 

As already mentioned, addressing a REST resource via 

HTTP calls aims in: providing computer identification (node 

address), declaring port number, defining a path to an inter-

nal entity implementing the REST resource (a file, a script, a 

database entry, etc.), and providing a query to adjust the 

resource’s behavior. Suppose we divide the above set into 

the “external” and “internal” parts. In that case, we may 

separate the node address and port number (“external” pa-

rameters), and the rest to be processed “internally” by the 

node. Further, we may logically link the “external” part with 

a gateway to the mesh network as a whole and the internal 

part with the given mesh functionality (to be, in turn, im-

plemented by a set of mesh nodes). Such a global mapping is 

presented in Fig. 1. 

As already mentioned, it is hard to identify a node in a 

mesh network permanently. Thus, linking REST resources 

with any node identifier is not justified. Instead, we propose 

to attach such a resource with certain well-defined, thus 

somehow persistent, functionality to be dynamically imple-

mented by a node (or nodes). To clear the idea, we propose 

to join this functionality with a named type and to provide a 

map of resource names and their types. Types create a hier-

archy, being a direct acyclic graph (DAG), precisely, a tree 

with a single root. Fig. 2 represents a sample hierarchy of 

types for typical kitchenware equipment we used for the 

sample implementation of the proposed approach. 

 
Fig. 1. External and internal parts of URL address 

 

 
Fig. 2. Sample hierarchy of types of kitchenware equipment 
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As the types form a DAG hierarchy, they may be special-

ized or extended, depending on the point of view and the 

direction of graph analysis. For example, an ‘oven’ node 

may group “microwave oven”, “gas oven”, “induction oven” 

etc. Please note that all these “ovens” share some functional-

ity, such as “set power to 1000W”, and in turn have common 

functionality with some other electrical devices, such as ”run 

timer”. In particular, the root (a device of type “any”) could 

possibly be linked with some generic functionality of any 

electric device, such as “on”, ”off”, and the above “timer” 

actions. 

According to the REST principle, we specialize some 

types, such as the above “ovens” share the basic functionali-

ty of an oven, and some specific functions of “ov-

en/microwave”, “oven/grill”, “oven/induction”, “ov-

en/induction/plate_NE", etc. Please note that the above nam-

ing schema conforms to the REST principle. 

The types may also be extended to individual names. For 

example, a “lamp” can be specialized to a “lamp/ceiling” 

and a “lamp/wall”, sharing exactly the same functionality 

but differing in, e.g., the place of installation of the physical 

object the mesh node is connected to. In general, detailed 

organization and interpretation of the hierarchy depend on 

the application area and the installation place. As described 

later in the text, the hierarchy may be reflected by nodes’ 

data, to be processed in a distributed manner – there is no 

need to represent the hierarchy as a whole by any network 

node or somewhere in a cloud. Furthermore, last but not 

least, addressing the primary REST name (such as the 

“lamp” in the above example) would activate all the devices 

of the same basic type. If “on” command is sent to all the 

“lamps”, they will be all activated. However, if such a com-

mand is sent to “lamp/wall”, only this lamp is illuminated. 

Note that the above-described mapping shares the basic 

ideas of object-oriented programming, namely encapsula-

tion, inheritance, and abstraction. Each mesh node may be 

treated as a singleton, with a well-defined set of “private” 

variables and functions and a “public” interface. This inter-

face accepts only the “known” (from the node's point of 

view) incoming messages. As the nodes share the persistent 

inheritance hierarchy (c.f., Fig. 2), each node may check if 

the incoming message is of any of the “known” types. In 

such a way, the node must know both the type (mapped from 

the REST resource name) and the query (mapped from the 

REST parameters) to react; however, such a reaction is indi-

vidual for each node. 

As the mesh network structure is dynamic, and we do not 

provide such functionality as a centralized directory, one 

cannot apply direct identification of nodes. Thus, unicast 

transmissions are not possible. Instead, we propose to broad-

cast all the messages in the “non-responding” way. Each 

message comes to any node within the radio range. There, a 

preliminary checking occurs if such a message addresses a 

type that is linked with the node. If any node’s type matches, 

the node interprets the message according to the query pa-

rameters. Appropriate action is undertaken (such as switch-

ing the real device linked with the node “on” or “off”). Thus, 

the nodes may react differently to the same messages. For 

example, an “alarm” message will close the windows, open 

the doors, switch on the lights, activate a siren, etc. 

As it may be seen, a single broadcasted message may pro-

voke quite complicated behavior of the mesh network, de-

pending on the individual functionality of each network 

node. On the contrary, some messages are possibly not 

served once there is no node with certain functionality. For 

example, if an “oven” device asks for some ventilation, and 

no node with “a ventilator” type is provided, no air flow is 

initiated. If, however, at any time, an owner of the network 

decides to buy a new ventilator, this device will be activated 

with no changes in the existing network structure and nodes’ 

functionality/hardware/software. 

Broadcast messaging limits the way of possible response 

from the nodes. However, direct responding may be replaced 

by two succeeding broadcast transmissions. For example, if 

a device (e.g., a smartphone) is interested in temperature 

measurement, its node may broadcast a message “get tem-

perature”. Thus, each thermometer node reacts by broadcast-

ing the “current temperature” parameterized in the query by 

the temperature value (Fig. 3). If no “response” broadcast 

message is observed for a certain period, this means there is 

no thermometer in the network. On the contrary, if several 

thermometers exist, they will all send a broadcast transmis-

sion with their values. It is up to the caller to get only the 

first (the highest, the lowest) one or to fetch them all and 

compute an average value. 

IV. SYSTEM ARCHITECTURE AND DATA FLOW 

We assume that a mesh network is equipped with at least 

one gateway to any public network (LAN or Internet). The 

node with the gateway has two network connections (Fig. 4): 

a public one (such as WiFi or LTE), and a mesh-related one 

(such as BLE Mesh). The gateway node is responsible for 

the mapping of incoming REST resources to internal mesh 

messages representing REST calls and eventually collecting 

the responses (i.e., reverse broadcast messages coming back 

within a certain timeout window) from mesh nodes to form 

an HTTP public response for the external call (c.f., “fridge” 

node from Fig. 3). 

The mapping aims to process the URL address of a REST 

resource in several steps: 

• cutting off the address part and port number, 

• mapping resource name to type name, 

• passing the incoming query with no changes, 

• adding some specific query parameters, such as gateway 

identifier, the node number of the message sender, etc., 

• encrypting the message using BLE Mesh keys. 

The mesh message is sent to any other node in the net-

work (Fig. 5). If the network is big enough, so the relaying is 

needed, then some nodes may re-send the message to some 

other nodes. Standard BLE Mesh mechanism is used to relay 

the messages, and to eliminate incidental message copies in 

a reasonable time window (usually a second). 
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Fig. 3. Typical way of interaction via broadcast messaging 

     
Fig. 4. Mesh network with entry gateways 

 
Fig. 5. Mapping messages in the gateway node 
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Each node, after receiving the mesh message, is responsi-

ble for (1) unfolding the non-standard characters using the 

standard URLdecode() function, (2) checking the accordance 

of the type, and (3) if the message type conforms to any type 

declared for the node, consume the message and start appro-

priate action(s) addressed to the real-world entity the node is 

connected with. 

Due to the strategy used by BLE Mesh, the messages 

must be exchanged in the scope of so-called models. Each 

model is responsible for managing the messages of a certain 

structure and semantics. A model defines a set of states, state 

transitions, state bindings, messages, and other associated 

behavior. Each node must support one or more models, and 

these model or models define the node's functionality. There 

are two basic types of BLE Mesh models. Special Interest 

Group proposes SIG models [21] as a set of well-defined 

models of fixed functionality (starting from such simple 

models as Generic ON/OFF, to quite more complicated such 

as battery-level monitoring). These models are usually im-

plemented as a part of the BLE Mesh library. The second 

group of models is called vendor models. Vendor models 

use a slightly different mode of identification of messages 

(longer identifiers). Thus they are sometimes less efficient. 

However, these models are not standardized, so in theory, 

they may represent an arbitrary set of additional services 

(functions) of the node, prepared by the network designer. 

In the next section, we describe our reasonable for propos-

ing the implementation of a certain set of BLE Mesh models, 

in turn, to implement REST messaging in the mesh network. 

V. IMPLEMENTATION ISSUES 

As described above, one has to propose a model to ex-

change the information in the scope of the BLE Mesh net-

work. The model comprises both message syntax (i.e., data 

length) and semantics (i.e., data type and location in the 

buffer). We decided to provide two implementations: a new 

SIG model and a vendor model. The implementation was 

based on Nordic Semiconductor processors (namely 

nrf52840) and NS BLE Mesh library, and Espressif proces-

sors (ESP-32 WROOM-E, ESP-32 S3) programmed within 

the IDF framework. In addition, we adapted the Nordic 

library for BLE Mesh for Android smartphones to adminis-

trate/test the network. The adaptation aimed in implementing 

the same models we designed for BLE Mesh as an extension 

to Nordic library. Please note that the main reason for choos-

ing ESP-32 and nrf52840 processors was based on the fact 

they have a built-in BLE unit. Obviously, the solution would 

work for non-BLE processors such as most of the STM 

family with external BLE units.  

It was soon detected that the choice of implementing the 

model as a new member of the SIG-model group was not 

justified. Even if, in theory, such implementation is more 

efficient due to shorter identifiers, it was soon detected that 

the library lacks documentation about some programming 

tricks applied by SIG programmers. For example, fixed 

tables of semaphores and fixed maps of model identifiers 

were used and indexed by model identifiers. As a result, the 

library itself needed to be rewritten and re-compiled. Such 

an adaptation should be performed every few months as a 

new library version comes unless SIG agrees to incorporate 

the model into the set of their models (which has not been 

planned so far). 

Thus, the work concentrated on implementing a vendor 

model, which was less efficient, however, with no reason to 

update basic libraries. In contrast to any of the SIG models, 

the model is based on strings of characters of variable length 

(textual messaging). Thus, the model is quite generic, which 

is not the case with the existing models, and the semantic 

analysis of the message is to be performed at the application 

level. To this goal, a dedicated interpreter has been designed. 

Fetching a textual REST request at the input, the interpreter 

produces a union at the output containing the type identifica-

tion (a node of the graph of the hierarchy of all types), sub-

type, and a list of query parameters in the form <name, val-

ue>, where “name” is a string of characters, and “value” is a 

number or a string of characters. “Subtype” needs more 

explanations. This parameter is a difference between the 

most-specialized type name within the hierarchy of types 

and the type identifier used to formulate the REST request. 

For example, the identifier “kettle/silver” identifies “kettle” 

as the basic type (as this is the most specialized node in the 

hierarchy of types addressing “kettle” identification), and 

“silver” as a subtype. Using subtypes is similar to the usage 

of individual names of real-world artifacts connected to the 

mesh nodes. It is up to each node to interpret not only the 

type name but also the subtype, for example, to distinguish 

the artifacts of the same type but different meanings or loca-

tions (such as “tv/kitchen” and “tv/mainroom”). Please note 

that type and subtype names conform to the REST approach 

to resource naming. 

Queries are encoded according to the REST standard (so-

called URL-encoding schema). The query addresses the 

detailed functionality of a node and is also interpreted at-the-

place, similar to the traditional REST approach. The query 

elements (names and domains/formats) are not standardized. 

Instead, it is up to the caller to formulate the query so the 

mesh nodes can understand it. 

Note that our textual BLE Mesh model somehow replaces 

any previous models. Formulating the types and queries is 

relatively straightforward in such a way that they are equiva-

lent to any other call. For example, instead of the time-

synchronization model, one may apply 

“any?setTime=12:34:56” message, asking for setting the 

time at each node (“any” is the root of the hierarchy of all 

types, cf. Fig. 2). 

We also found that sometimes knowledge is needed about 

the existence of the nodes of a certain type in the network. 

Returning to one of the previous examples, a “ventilator” 
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should inform all the “ovens” that it is possible to force the 

airflow, in case it becomes too hot, or a smell is irritating. To 

this goal, it is enough to periodically broadcast a message 

stating each node's type and current state. For example, the 

ventilator could broadcast “any?airFlow=1” informing any 

other node about its current state. Again, the interpretation of 

such information depends on each node’s needs and capabil-

ities, and the semantics of the query elements needs to be 

known for all the nodes interested in such information. For 

the rest of the nodes, such messages will be ignored as point-

ing to an unknown action to be done, similar to the tradition-

al interpretation of REST requests. 

VI. SAMPLE IMPLEMENTATION – A KITCHENWARE 

APPLICATION 

As already mentioned, our implementation targeted “an 

intelligent kitchen" idea. We took several assumptions to 

characterize the needs of such specific networking better: 

• in general, within a single network, we use one device of 

a given type, such as a “kettle”, a “microwave_oven” etc. 

It is possible to use subtypes to differentiate several in-

stances (entities of the real world) of the same type, as 

described in the previous section, if needed. If not pa-

rameterized, all devices of the same type react to the in-

coming message (such as the message “lamp?on=1” will 

switch on all the lamps in the location); 

• we use classical RESTful usage of the mesh network as a 

whole, via a WiFi gateway implemented in one selected 

mesh node (in our case – a kettle) and a dedicated An-

droid application connected to the same WiFi network; 

the Android application is equipped with some exten-

sions to facilitate user interfacing, such as voice analy-

sis/synthesis; 

• we apply mapped REST calls (broadcasts) inside the 

network to control the devices in a predefined manner 

(any node knew its type and meaning of the query ele-

ments); 

• there is no centralized directory of network services; 

however, some devices (especially a smartphone) may 

specialize in grouping/providing some information about 

some other devices, if needed; 

• we rely on the security and relaying mechanisms from 

BLE Mesh (in particular, the provisioning of each new 

node); 

• we apply periodic broadcasts of each device’s state (mes-

sage content depending on the device’s functionality and 

type) to enable Android application planning and con-

trolling the kitchen activities as a whole. 

As already mentioned, we use a smartphone (Android-

based) as a provisioning center and several network nodes 

based on processors with BLE support, mainly Espressif 

ESP 32 WROOM-32D/E, ESP-32 S3 (BLE 4.x), and Nordic 

Semiconductor nrf52840 (BLE 5.x). Selected Espressif 

nodes also serve as WiFi gateways. These nodes broadcast 

their IP addresses to all the other nodes. Note that the overall 

WiFi security is not broken here, as the broadcast messaging 

is encoded with BLE Mesh keys, and thus it is readable only 

by the members of the BLE network. 

During the tests, we found that the smartphone application 

based on Nordic Semiconductor’s library is insufficient for 

contacting the device. The library itself is huge, and the 

application consumes a lot of energy for transmission (both 

BLE and WiFi connections are active all the time). Thus we 

apply a mixed mode – the application listens to BLE broad-

casts and sends all the requests to the network to any of the 

available WiFi gateways. Even if strange at the very first 

view, such a mixed mode was found as quite efficient and 

easy to implement. The communication mode depends on 

end-user strategy: WiFi calls are less efficient but more 

straightforward to implement (standard HTTP calls and 

REST messaging), BLE messaging needs a separate imple-

mentation of the new mesh model, but then the IP address is 

not necessarily known. The choice should be left to the us-

ers. 

The above-mentioned application was also used as the 

main provisioning center for the network. As already no-

ticed, we soon found such a way of provisioning as non-

efficient, and we are working now on a new approach to 

provision the new nodes by any existing node from the net-

work. Once completed, such distributed provisioning will 

eliminate the need for a smartphone as a network node. This 

work is not finished yet; it also needs some hardware exten-

sions, such as WPS buttons known from WiFi access points. 

Once the work is finished, it is to be described in a separate 

paper. To our best knowledge, no proposal exists for dynam-

ic provisioning within a single mesh network, where any 

node may act as a provisioner. Please note that we cannot 

rely on a single predefined provisioner, as this node may be 

temporarily out-of-network or even gone, thus preventing 

any new node to join. The above problem is also linked to 

the so-called “newcomer” problem, i.e., how to find an entry 

point to access the network for the first time. This problem 

also needs particular attention; we plan to work on it using 

intelligent BLE beacons. 

Our implementation aimed to design an “intelligent” 

kitchen. Thus, besides the smartphone as a provisioning 

center, we linked the mesh nodes with the following kitch-

enware: a kettle (this device was equipped with a touch 

screen to serve as a main network node), an induction plate, 

a ventilator, a lamp, radio with an MP3 player. 

The touch screen of the kettle could be converted to act as 

an interface of any network node to (1) facilitate the user 

interface (the interface was unified for all the devices regard-

less of their type, but taking into account their specificity), 

and (2) limit the costs of the “intelligence” of the devices to 

a reasonable minimum. We implemented the following au-

tomatic messaging: 

• the radio automatically increases its volume while the 

kettle is finishing boiling the water, 

• the ventilation is started after 10 minutes of using an in-

duction field with a level greater than 50% of the maxi-

mum, 
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• the kettle sends an alert to the MP3 player when hot wa-

ter is ready, 

• the ventilation is stopped if none of the devices was used 

(i.e., activated) for the past 30 minutes. 

The above functionality may be programmed by the pro-

ducer of the devices, not necessarily the end-user. This is 

only a sample set of actions to be performed automatically 

by the network. Any new device may be incorporated at any 

time with no changes in the code/variables of any other 

device. There is no centralized directory of services, global 

coordinator, “main” node (maybe except the kettle – but 

only for economic reasons), etc. There is also no need for the 

“installation” of any new device (except for the provisioning 

process we plan to improve, as already mentioned). 

Please note that our network is neither a classical sensor 

network nor a MANET one. This is also not quite an ad-hoc 

network. Even if the nodes may be switched on/off at the 

temporary base and coincidentally, apart from such switch-

ing, they are relatively stable – always at the same place, and 

usually with the same (fixed) functionality. Some nodes are 

used frequently, some all the time, some at request, and 

some rare, but the set is not evolving very often (unless a 

new device is bought or an old device is broken). Thus, our 

approach is well-suited to the above circumstances. 

VII. COMPARISON WITH PREVIOUS WORK 

While we started the research for similar work to be com-

pared with our proposal, we found that most of the existing 

proposals concentrated on the “smart home” idea, with an 

engineer’s design of ready-to-market products. Some of 

these proposals were related to patent applications, demon-

strating a growing need to provide such solutions on the 

market. Although very popular in the scope of client-server 

architecture and classical applications, we discovered that 

the REST idea was hardly used for controlling the behavior 

of home appliances and systems except the proposals based 

on WiFi traffic (classical REST applications). To our best 

knowledge, no single proposal exists for using REST like 

addressing in Bluetooth-based mesh networking. The exist-

ing proposals aimed in using specialized, centralized directo-

ries of services capable of mapping WiFi calls to Bluetooth 

direct (paired) communication. Thus, we compared our 

proposal with similar proposals for efficiently managing 

“smart” systems and devices used at home, especially in the 

kitchen. 

Known solutions for communication and control of home 

devices use a centralized home network in which the entire 

network transmission is supervised by a center, which is 

most often a specialized router, sometimes a smartphone, or 

the most advanced, always-on home device, for example, a 

refrigerator. In a network with such a topology, all data sent 

over the network must be sent by the central node, and each 

device must be installed and registered in this node before its 

first use.  

Chinese patent specification CN109218098A [22] dis-

closes a smart home control method, a radio transmission 

network gateway, and a smart home control system. The 

gateway is the primary authorization center and the primary 

point that limits the functionality and capacity of the entire 

network. It is a typical centralized solution that requires 

installation in the network and registration of each new de-

vice and uses the traditional method of addressing the devic-

es. 

Another patent specification CN109088994A [23] dis-

closes a solution in which a smartphone is used to establish a 

connection with one device equipped with a Bluetooth 

communication module at a time. The application can tran-

scribe the command given via the graphical or voice inter-

face to the commands sent via Bluetooth to the currently 

connected home device. The application also acts as a cen-

tral directory of available devices that must meet very strict 

requirements as to the type and method of data transmission, 

which in practice limits the number of such devices only to 

the list prepared for the purposes of this invention. A severe 

functional limitation of this system is also that home devices 

cannot directly exchange any information with each other. 

The data must be transferred only to and from the 

smartphone. 

The invention described in document CN109981776A 

[24] concerns a system that solves the problem of the limita-

tions of the classic Bluetooth communication channel, i.e., 

"exclusive" operation over an established link in this type of 

transmission. Each device has several Bluetooth transmis-

sion modules, the first of which is used to synchronize ac-

cess to the others. In this way, by establishing connections in 

the other modules for a while, one can transmit data between 

any pair of network devices through them. The biggest dis-

advantage of this solution is the necessity to install many 

communication modules in each device. A similar solution is 

depicted in [25]. 

Document CN111585855A [26] discloses a system that 

uses a smart wireless router integrated with a WiFi module, 

an infrared module, a ZigBee module, and a Bluetooth mod-

ule, which enables address communication with any device 

available through supported forms of communication. The 

system does not provide for direct communication between 

these devices without the use of the above-mentioned router. 

Contrary to all the above-presented (and similar) pro-

posals, this paper describes a system and method of commu-

nication with intelligent home devices via a network without 

a central point, in which each device is equally privileged. 

Automatic communication among the devices is possible 

without human intervention. In addition, external requests 

are formatted in a way to replace node addresses with se-

mantic names of functions performed by devices.  

The purpose has been achieved with the use of a Blue-

tooth mesh topology network, in which communication 

among network components is possible without the need to 

involve the central unit. In such a network, each network 

device is equally privileged and can communicate with any 

other device directly or via any other network component. 

Selected devices, equipped with alternative communication 
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modules of a different type, in particular, connected to the 

home WiFi network, can be used as input/output gateways 

for communication outside the mesh network. Transmission 

in the network occurs in a broadcast mode, in which one 

node sends information that is then received by all other 

nodes. 

No device is individually addressed in the proposed solu-

tion, so no central directory is needed. Installing each new or 

replaced device or monitoring the device status is unneces-

sary. The transmitted signals contain digital information 

formatted in accordance with the REST software architec-

ture style with respect to the fact that the addresses of devic-

es are to be replaced with semantic names of functions per-

formed by devices. For each device, one can define any set 

of functions for which that device will be responsible. The 

naming of the functions corresponds to the REST resources 

naming. 

The proposal responds to the idea “different locations, 

similar usage”. There is no installation needed, such as when 

users buy new equipment, these devices are, from the very 

start, ready to use. Moreover, we detected un unexpected 

add-on while working with the smart kitchen: a possibility of 

targeted, personal marketing for non-existing devices. Once 

a requested functionality is not achieved, any other device 

(in our case it was the most complicated and advanced one – 

a kettle) may detect this fact, contact the cloud for a possible 

solution and broadcast some advices in the local network. As 

a consequence, the users are informed in JIP (just-in-place) 

and JIT (just-in-time) manner, thus increasing the probabil-

ity of taking a decision and buying the missing equipment. 

Our semi-persistent services are a response to fixed needs 

of the users changing places (such as several locations of a 

single family, or family helper), or changing organization of 

a mesh at a single place (such as a home or a kitchen) with-

out a need for registration and tracking the current status of 

the services. Moreover, the same application may be used to 

control a smart kitchen, and near-by – a home audio-video 

system. 

VIII. CONCLUSIONS 

In the paper, we proposed an adaptation of the popular 

REST approach to BLE Mesh networking and address-free 

traffic. The idea enables a system and method of communi-

cation with home appliances and components of home infra-

structure, such as household appliances, audio/video, light-

ing, heating, and air-conditioning equipment, in order to 

control these devices in a decentralized manner.  

We use double-mode communication with home devices 

connected via microcontrollers to the BLE Mesh network, 

and WiFi. Connecting a smartphone or a computer device 

(e.g., a laptop or a tablet) is also possible. Gateway nodes 

automatically map REST messaging from WiFi networking 

to internal BLE messaging, conforming to REST strategy 

and using a hierarchy of types instead of resource names. 

The types enable semantic interpretation of the REST mes-

sages to be used dynamically for the such variable environ-

ment as a mesh network.  

Messaging of REST-compliant communication is imple-

mented as a broadcast transmission in the scope of a dedi-

cated vendor model of a BLE Mesh network, implemented 

for the popular BLE microcontrollers as well as Android 

smartphones. The model is equipped with an interpreter of 

the incoming messages based on the semantics of the type 

(basic part of REST resource name), subtype (additional 

elements of REST resource name), and REST query com-

plemented with some network-specific parameters. The 

query is provided as a list of parameters of the "name-value" 

type, where "name" means a command to activate a func-

tion, and "value" is a parameter of such a command. The 

requested functions specified in the information sent are 

activated for the real kitchen device associated with a given 

resource type, and parameterized by the query. Each device 

is responsible for (1) filtering all the incoming messages by 

their types and the accordance with the type(s) declared for 

the device, and (2) interpreting the query parameters. The 

filtering and the interpretation are programmed in the control 

code of the devices, and preferably switched on/off by end-

users.  

The devices associated with the network nodes do not 

have any information about the other devices on the net-

work, including whether the device is active on the network 

or not. A message with a command sent by a device to an 

inactive device on the network does not affect the operation 

of the device sending the command. In the embodiment of 

the invention described above, the induction cooktop will 

not stop cooking if the cooker hood does not turn on. Still, if 

the cooker hood is active on the network, it will start auto-

matically if needed. 

The devices on the network are identified only by the 

name of the currently assigned resource and the set of func-

tions assigned to that resource. The address or location of the 

device is not required for communication between devices 

on the network. The device cooperation can be programmed 

by placing appropriate REST messages in the device micro-

controller code. Replacement of one device model with 

another will not require reprogramming these microcontrol-

lers, and the network as a whole will work the same despite 

the changes. 

The system is fully implemented and tested for the devic-

es produced by Polish biggest kitchenware manufacturer 

Amica. It was also a base for a European patent application 

[27]. 

 

As for future work, we plan to extend the proposal to ad-

dress the problem of the “newcomer”. If the users visit an 

ad-hoc location for the first time, they are not informed 

about the possible services to be accessed there. Thus, some 

experiments are needed to determine which services are 

available. To minimize the time spent for these experiments, 

we plan to include a so-called "advertisement channel" and 
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BLE beaconing [28] to broadcast some information for early 

detection of the services and their types. 

We also plan to apply one of the well-known ontologies 

of IoT devices to provide some generic services in public 

places. An obvious candidate for such a service is a ther-

mometer, but also UV-meter and PM-* detectors, to be used 

primarily to protect people with asthma and similar diseases. 

So far we concentrated on smart kitchen, but the number of 

ontologies (as well as the level of their complexity) for this 

application area is limited. If, however, we plan to extend 

our approach to some public places and common devices, 

using such external ontology is a must. Selecting given on-

tology depends on the application area, but our approach 

makes it possible to address as many different ontologies as 

it is needed, by a selection of an “optimal” type hierarchy. 

We also plan to optimize the process of validating access 

to the BLE Mesh network, so-called provisioning [29], 

aimed at exchanging encryption keys. So far, a dedicated 

mesh node called a provisioner has been used for this goal. 

However, this node may be temporarily inaccessible for 

many reasons, thus preventing new users from entering the 

network. Thus, we plan to apply the provisioning function to 

any node and dissipate the necessary information among the 

other nodes, dynamically voting for the best “candidate” for 

at-the-moment provisioning. 
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