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Abstract—Nowadays, the cost of agricultural products is in-
creasing progressively, even the farmers are not getting a suffi-
cient enough for their production, due to the involvement of the
corrupted intermediaries. Debts of the farmers have been in-
creased, which leads to their committing suicide. As of now, no
automation method exists to track the price of agricultural
goods. To reduce corruption and to help the farmers to get a
profit, there is a need to trace the product's costs and store
them in a file starting from the product's manufacturer.
Blockchain technology works as a decentralized and immutable
ledger. A block chain is a sequence that maintains a list of
transactions. These blocks contain information on the transac-
tions. It protects against any critical cyber-attack, thereby pro-
viding the utmost security and encrypted data with privacy. It
helps us store all the transaction history of the product from its
manufacturing. Our aim is to implement a supply chain for
agricultural products using Blockchain technology, to track
and tackle the price fluctuation in the market.

Index Terms—Blockchain Technology, cyberattacks, encryp-
tion, supply chain.

1. INTRODUCTION

The modern supply chain has grown exceedingly intricate. At
different phases, a large assortment of stakeholders is avail-
able. All of these stakeholders must cooperate with one an-
other in a number of ways for management to be efficient
and successful. False advertisement is less likely when there
are effective traceability measures, in place to halt the cre-
ation and marketing of risky or inferior product. Accurate
tracking and adherence to national rules are necessary for the
movement of agricultural products among various nations. In
the agriculture industry, by clearly identifying the source and
requiring many data exchanges across the logistic network,
monitoring commodities requires the collection, communica-
tion, and management of crucial data.

The main factors affecting the agriculture supply chain's
current traceability measures are centralized controls with
information-vulnerable centralized data fragmentation man-
agement additionally modification. In the toxic situation, we
rapidly find the culprit, then remove the contaminated items
out of the supply chain.

Blockchain helps us to prevent the data from contamina-
tion. Blockchain is the technology where each and every
transaction is represented in the form of block and each
block contains 3 parts those are -> Data of that block, both
the hash codes for the current block and the previous block.
If anyone tries to change or manipulate the data in any block
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the data from that block will be lost as each block is linked
to the previous block hash code.

II. LiTERATURE REVIEW

The main aim to bring out this article is “Food shortage
during the covid-19 pandemic situation”. There are many
changes in buying the food products during pandemic.
Sometimes there will be shortage for the food products and
sometimes there will be shortage of consumers, it creates the
imbalance in the food supply chain. To tackle this problem,
they should use the blockchain technology and developed a
model which is used to interact with the farmers and media-
tors, to get the crop products which are available at them [1].

Agriculture is the backbone of a country. Population of a
country increasing, steadily. To fulfil the needs of the in-
creasing population, there is a necessity to shield the supply
chain conveyance in a rectifiable manner. To overcome this
situation, blockchain-supply chain management is a key-way
to lead the better optimistic solution to the above cited mat-
ter [12,13].

Bitcoin was invented decades ago. Bitcoin addresses the
flaws with digital tokens, which may be readily duplicated
or produced, by using blockchain technology [11]. Every
transaction is called as a block and these blocks are linked
together, in blockchain technology. These blocks are linked
by a hash code. The hash code is generated for each and ev-
ery block. Hash code is generated by merging data with the
previous block of hash code. If we try to change the data in
one block, we lost all the data from that particular block, it
provides security in that way. Every block contains [11] 3
parts (Data, Previous block Hash code, Time stamp). We
generate the hash code to a particular block by merging
these three [2] nodes.

III. METHODOLOGY

A distributed database calls a block chain, to stores every
networked transaction. Every module of this database is a
"block." Once the status of a transaction changes, accumula-
tion of block, to the block chain in a sequential and linear
way, when it has a connection to the block earlier to it. The
newly formed blocks are then recreated, across the system to
guarantee, that every node has recourse to the equivalent
block chain. There is the identical of a block chain on every-
one who takes a part in this transaction. Consequently, a
specific transaction may be corroborated by any partaker.
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With this strategy, there was no longer- requirement for cen-
tralized, reliable third-party confirmation of transactions.
With numerous potentials use of the block chain technology,
there is a tone of possibility for creativity, in the era of tech-
nology. So, corporate executives will utilize this technology
to explore the variety of prospects obtainable to their organi-
zation and sector.

IV. ALGORITHM

As far as we are aware, hashing is not "encryption" as the
original text cannot be recovered. Considering that, a hash is
a unidirectional cryptographic feature with a predetermined
size for every source-text size, comparing "hashed" copies
of texts is simpler than decoding the text to attain the early
design. SHA-256 is one of the most potent hash algorithms
is in use, which replaces SHA-1 and is occasionally referred
to as SHA-2. As of yet, SHA-256 has not been hacked in
any manner and is not any harder to develop than SHA-1.
AES is a great support function for the 256-bit key, in SHA-
256 algorithm. FIPS 180-4, a NIST (National Institute of
Standards and Technology) standard, has a description of it.
Message Digest: A cryptographic hash technique that can
engender a message, digested from binary digits, is simu-
lated by the Java Message Digest session. After getting en-
crypted data, it is intolerable to verify if there was a tamper-
ing while it was being transported. With a digest message,
this issue will be simplified. In order to check for data tam-
pering during transmission, From the encrypted data, the
transmitter will create a digest message, which will be sent
with the data. After decrypting and analyzing the encrypted
data, you may compare the measured message digest to the
message digest that was included with the data.

V. IMPLEMENTATION

A. Algorithm of SHA-256

*  The SHA-256, or Secure Hash Algorithm is a can-
didate of the SHA algorithm family.

*  The 256 in the name refers to the maximum hash
digest value; as a result, the hash value is always
256 bits, regardless of the size of the plaintext or
cleartext.

B. Steps
1) Pre-processing
Transmit a message m0,m1...mb-1 (b-bit);
Step 1: Append padding bits and get m0, ml... m(b-
1)10...0 (b' bits, where b'=448 mod 512);
Step 2: Add 64 bit and obtain m0, m,... m(b-1)10...
0b0b1...b63 (bOb1 ... b63 represents b in 64-bit form);
Step 3: Make 32-bit words out of it as Mo, M1, ..., M(N-
1) where (N is a multiple of 16);
2) Initialization: Initialize 8 buffers are A, B, C, D, E,
F,G& Has
A = 0x578e4ab3
B= 0x642¢cab54
C =0x9473eafb
D = 0xa6458cde
E = 0x54cabd3f
F = 0x8a1639ad
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G = O0xabd3e231
H = 0x6458abce

[AIBJC[D[E[F [G[H]

Y
lAIB[C[D[E[F|G[H]

Fig. 1. SHA-256 Algorithm

3) The complete messages are separated
into numerous blocks of 512 bits of each. Each block's out-
put is used as the one's input, and that follows it in a total of
64 processing rounds for to each block.
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Fig. 2. SHA-256 Algorithm

Each time an iteration occurs, the final output of one
block becomes the initial input of the succeeding block. the
whole cycle is repeated up to the final 512-bit block, after
which the outcome is taken to be the final hash digest. This
digest will be 256 bits long, as the algorithm's name desig-
nates.
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The System architecture undoubtedly elucidates the work-
ing of the system.

The details should be uploaded by the farmer, that are en-
crypted and the resultant hash codes should be sent to the
farmer mail and the supplier can access them by requesting
the hash codes received from the farmer.

SYSTEM ARCHITECTURE
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Crop details (or)
Dealer info
*
Present block

Add/Modify

Encrypt Using
Crop Details

SHA Algorithm

Add Data to
Blockchain

¥
Prev Block Hash Code (0 for famer)
Famer (or) Dealer

Fig. 3. System Architecture

VII. ResuLr ANALYSIS

A. Home Page:

MU DEALK  SURDEALEE CUSTOMIR
Block chain Technology in
Agriculture Product Supply
Chain
——af———
Lt |
Home Loz J
1
REGISTRATION
P N —
FARMER REGSITRATION
lvanyapeela zog@gmall com
|

P

Home  Registration

D. Farmer Home Page:

CropDelails | ViewCrops  Logout

Welcome Lavanya

‘/‘h@li
Name ;  Lavanya -
Age ]
Emall . lavanyapeclazo@gmall.com
Contact 918-649-2100

Address :  Tanuku

E. Uploading Crop Details:

Crop Derails View Crops Logour

Crop Details
—

Lavanya
918-6/49-2100

Tanuku

[ Choose File Data.txt

Submit

F. After Uploading crop details:
Crop Details View Craps Logout

Crop Details
1d filename Request to dealer
2 Data.txt Send

G. Dealer Registration Page:

Home  Lopin

Dealer Login

Harsha mathatrarsha@gmail com
9YL94588T

W

adepalliguden

Tome Registration

Dealer Login

S N—

|
B

I Dealer Home Page:

Add Sub-Dealers View Sub-Dealers Crop Price View Request SubdealerRequest Logout

Welcome

S —

Name : Harsha
Age ¢ 30
Email :  mathaharsha@gmail.com
Contact : 9949945889
Address :  Tadepalligudem
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J. Adding Sub-Dealer:

Add sub-Dealers View Sub-dealers Crop Price

Add Subdealer
S N—

View Request subdealerRequest Logout

Pavan

pavankrishnasai666@gmail.com

Vijayawada

939-121-4024

Add

K. Sub-Dealers list:

AddSub-Dealers | ViewSub-Dealers | CropPrice  ViewRequest  SubdealerRequest  Logout

Subdealers

[ —

id Name Email Password Address status Contact Send Mail
1 Subdesler1 mathaharshaz0@gmail.com Subdealer-1 Kakinada sent 994.992-5889 Send
2 Pavan pavankrishnassio66 @gmail.com subdesler Visyawada  pending 9391214024 Send

L. Sub-Dealer Home Page:

Crop Details Dealer All Requests View Response Customerrequeststosubdealer Logout.

Welcome Pavan

.

1 2

Name H Pavan |
Emall :  pavankishnasal666@gmailcom

Contact : 939-121-4024

Address :  Vijayawada

M. Sub-dealer requesting Crop:

Crop Details All Requests View Response Customerrequeststosubdealer Logout

Crop Details
S N

details uploaded successfully

Wheat|

20kg

Submit

N. Sub-dealer request to dealer:

Crop Details Dealer All Requests View Response Customerrequeststosubdealer Logout

My Requests
e

1d Cropname quantity Subdealeremail status Send

2 Wheat 20kg pavankrishnasai6 66 gmail.com pending send

i
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O. Dealer page: (Sub-dealer requests)

AddSub-Dealers  ViewSub-Dealers  CropPrice  View Request | SubdealerRequest | Logout

Subdealers
S N—

Id cropname quantity $Subdealeremail Permission
2 Wheat 20kg pavankrishnasai666 @gmail com accept

P. Responses of dealer:

CropDetalls  Dealer  AllRequests | ViewResponse  Customerrequeststosubdealer  Logout

Dealer Response

R —

1 Cropname quantity status

2 Wheat 20k accepted

Q. Customer Registration Page:

CUSTOMER
S W—

CUSTOMER REGISTRATION

Sravani emanisravani 16@gmailcom

9182477760

lome  Registration

CUSTOMER
S —

3 fUSTON[ER LOGIN

|\ smanisaven. 16@amailoom

S. Customer Home Page:

View Subdealers. View Cropdetails Logeur.

Welcome Sravani

e

i 7 =

Name  :  Sravani

Email  :  emanisravanii6@gmail.com
Age i

Contact : 9182477760

Address :  Vijayawada
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T. List of Sub-Dealers:

View Subdealers View Crepdetails Logaut
Crop Price

Note:all €rop Price Details Are Fixed By the Government

d Name Address Contact Send Request

Subdealer-1

Kakinada

994-994-5889 Send

939-121-4024 Send

U. Request sent by Customer to Sub-Dealer:

Crop Detalls Dealer Al Requests

ViewResponse | Customerregqueststosubdealer | Logou

Dealer Response

S —

CustomerEmail Request

3 2 emanisravani.16@gmail.com accep

V. Crop details in Customer Page:

View Subdealers | View Cropdetalls | Logout

Crop Price

S N

Note:All Crop Price Detalls Are Fixed By the Government
d Cropname quantity
1 Wheat 20kg

2 Wheat a0kg

W. Customer accessing data uploaded by farmer using
Hash keys:

Add Sub - Dealers

ViewSub Dealers CropPrice  ViewRequest  SubdealorRequest  Logout

Hash Codes
- —

Add Sub-Dealers

View Sub-Dealers

Crop Price

View Request SubdealerRequest Logout

VIII. CoNcLusioN

In this project we developed an application which is used
to track the price of agriculture products in order to disre-
gard the intercessor corrupted vendors. In this way all will
get the crops with the price decided by the government and
the end product price will be at a reasonable price, which
helps the farmers. The data entered by the farmer should be
encrypted by the blockchain technology, using crypto-
graphic techniques. The dealer has to get the hash codes
from the farmer in order to open the file and access the data
from the block.

IX. Future Work

This study can be protracted to track the cost of the sup-
plementary products in order to diminish the corruption. We
can use more powerful encryption algorithms to store the
data, in a secure manner. The use of blockchain (with the
hash value or hask key) is explored further in other services.
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