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Abstract—With the growing use of RFID systems in IoT
environments, it is crucial for these systems to be highly efficient,
reducing costs while also maintaining functionality. As technology
evolves, adversaries’ capabilities also increase, highlighting the
necessity to consider all potential vulnerabilities that could
be exploited, especially in terms of security and privacy. One
particular case requiring attention is the use of temporary
variables, which can inadvertently provide valuable information
to an adversary. This scenario will be exemplified and addressed
through the case of an RFID mutual authentication scheme
designed for the healthcare field.

I. INTRODUCTION

O
NE essential concept that emerged in the last few years

is the Internet of Things (IoT), which defines a revolu-

tionary way of interacting with technology.

As the demand for appropriate devices that can implement

IoT increased, RFID systems emerged as a potential solution

due to their versatility based on specific architectures. RFID

tags range from simple passive ones with minimal compu-

tational complexity (but also low production costs) to more

complex, smart tags designed to perform various functions.

These considerations led to a significant increase in the

number of patents and research papers on this subject [13].

One of the most exploited subdomains is represented by

authentication protocols. As the number of proposed protocols

is constantly growing, the technology and requirements change

and it can be hard to maintain a detailed insight into the secu-

rity and privacy requirements of such schemes. This led to the

existence of many schemes incapable of achieving satisfactory

privacy and/or security for real-life use. Key reason for this is

the lack of suitable adversarial models in the analysis of the

proposed protocols.

Contribution: The purpose of this paper is to draw attention

to the privacy issues associated with RFID schemes and

emphasize the necessity for a suitable model in analyzing se-

curity and privacy. This paper will focus on the vulnerabilities

emerged from the use of global temporary variables. As such,

we analyze the scheme presented in [8] using the Vaudenay

model, one of the most notable security and privacy models

for RFID systems. The vulnerabilities identified through this

analysis will be highlighted. Additionally, we will address

these problems and propose enhancements to improve the

privacy of the scheme.

Paper structure: The current paper is structured in four

sections. Section 1 contains the introduction. Section 2 sum-

marizes one of the widely accepted security and privacy

RFID models, the Vaudenay model. Section 3 focuses on

the protocol to be analyzed. The protocol will be briefly

described, followed by an analysis of potential attacks on the

scheme. Finally, Section 3 will discuss enhancements aimed

at improving the privacy of the scheme. The final section

concludes the paper.

II. THE VAUDENAY MODEL

As RFID systems tend to be used on a larger scale, there

is a need to find a balance between reducing costs in the

manufacturing and utilization of tags and adhering to security

requirements. Since implementing strong cryptographic algo-

rithms would be costly and impractical for tags used at a larger

scale, the focus has shifted towards finding solutions that take

into account the inevitable risks to which such a system is

exposed [7].

The most important attributes for an RFID system to main-

tain are privacy and security, as highlighted in various papers

[1], [4]. Different concerns regarding these properties arise due

to constraints imposed on the computational power of the tags.

From this perspective, the security and privacy model used

in the analysis is crucial for defining an RFID scheme.

Many models have been proposed to offer generality and

suitability for simulating practical risks. Among these, two

widely accepted models are the one proposed by Vaudenay in

[1] and its extension for mutual authentication resulting from

collaboration with Paise in [2], as well as the model proposed

by Hermans et al. in [3] and its extension for multiple readers,

included in [4]. The model proposed by Hermans et al. will

be referred to as the HPVP model, based on the initials of its

authors.

This section will conduct a summary of the Vaudenay

model.

A. RFID System

An RFID system is defined by the existence of two main

components:

• T - the set of tags (with the role of transponders), de-

vices characterized by limited memory and computational
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power; each tag has a corresponding unique identifier

(ID) stored in the database of the reader; every tag stores

its own state S, which may or may not include the

associated ID ;

• R - the set of readers, which have the role of transceivers

(devices that both transmit and receive signals); in most

cases, the focus is on the situation where there is only

one reader;

As described in [1], we should also consider the three main

algorithms which are necessary for an RFID system:

1) SetupReader(1 k ): using k (the security parameter), the

pair (public key (KP ), secret key (KS )) of the reader is

generated;

2) SetupTagKP
(ID): for the tag with the identifier ID , the

initial state is provided and stored in the memory of the

tag and the corresponding secret of the tag is generated

and added alongside the ID in the database of the reader

if the tag is legitimate;

3) Protocol : the protocol between the reader and the tag,

which ends with an Output from the reader (⊥ if the tag

is not legitimate and ID if the tag is legitimate);

For an RFID scheme, the Output should be correct with

overwhelming probability, meaning that for a legitimate tag

the output is ID , otherwise being ⊥.

B. Adversarial Model

The adversary is defined as an algorithm which can interact

with the RFID system on the basis of the following oracles:

CreateTagb(ID): Based on the value of b, a legitimate (b =
1) or a illegitimate (b = 0) tag is created. This oracle

calls SetupTag and in the case of a legitimate tag, it is

added in the central database. If the value of b is omitted,

it means b = 1.

Launch()→ π: This oracle launches a new protocol session

denoted by π.

DrawTag(d)→ (vtag1 , b1 , ..., vtagn , bn): This oracle takes

a probability distribution d as input and, based on that,

creates n virtual tags, each of them being associated to a

bit b, corresponding to the legitimacy of the tag. Already

drawn tags cannot be drawn again (the oracle returns ⊥).

⊥ is also returned if the tags given as parameters do

not exist. Together with this oracle, a hidden table T
is created to store the real identity of the virtual tags:

T (vtagi) = IDi , where IDi is the identifier of the real

tag referenced by vtagi .

Free(vtag): This oracles frees the virtual tag vtag .

SendTag(m, vtag)→ m
′

: This oracle is used to send a mes-

sage m to the tag denoted by the virtual identity vtag

and to get its response in the form of m
′

.

SendReader(m, π)→ m
′

: In the protocol session π, a mes-

sage m is sent to the reader and the response of it is

returned.

Execute(vtag)→ (π, transcript): This oracle simulates an

entire protocol session by initially calling Launch

and then using subsequent calls of SendReader and

SendTag . It returns the pair containing the session π and

the list of the successive protocol steps.

Result(π)→ a: This oracle is used for getting the result of

the protocol session π regarding the authentication status

of the tag. When the session is complete, if the tag is

not considered legitimate (the output is ⊥), it returns 0,

otherwise it returns 1.

Corrupt(vtag)→ S: This oracle is used for corrupting the

tag referred by the virtual identity vtag . The returned

value is the current state of the tag.

C. Adversary Classes

The Vaudenay model defines the following adversary

classes:

• weak adversary: cannot access the Corrupt oracle;

• forward adversary: if the adversary has used the

Corrupt oracle, then the only accessible oracle after that

is Corrupt ;

• destructive adversary: after a tag is corrupted, the tag is

considered destroyed (the adversary cannot interact with

it anymore);

• strong adversary: there are no restrictions imposed on

the use of the oracles;

Additionally, narrow adversaries represent adversaries that

do not have access to the Result oracle. This notion can be

combined with the ones mentioned above to construct the

following classes: narrow-weak, narrow-forward, narrow-

destructive, narrow-strong.

D. The Three Essential Properties

The paper [1] takes into account three cryptographic prop-

erties to be considered when analyzing an RFID scheme:

1) Correctness:

A scheme ensures correctness if it outputs the correct

result with overwhelming probability: if the tag with

the identifier ID is legitimate, the scheme outputs ID ,

otherwise it outputs ⊥.

2) Security:

Definition 4 from [1] states that the security of a scheme

is respected if a strong adversary has a negligible proba-

bility in determining a reader to identify an uncorrupted

legitimate tag with which it has not engaged in any

matching conversation. This is considered only in the case

of tag authentication. When mutual authentication occurs,

a tag should also only have a negligible probability of

authenticating a legitimate reader with which it didn’t

have a corresponding conversation [2].

Simple security refers to the same notion, but by restrict-

ing it to the situation in which the adversary cannot query

the Result oracle. Furthermore, the reader does not use

the database for the messages it transmits and also there

appear two new notions: a predicate R and a sampling

algorithm S, which would simulate the Result oracle.

In addition, it is possible that the entry of the tag in

the database to be updated by a different algorithm. For

simple security to be achieved it is mandatory to have
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simple tag authentication and simple reader authentica-

tion. Simple security implies security.

3) Privacy:

The notion of privacy is presented in Definition 6 and

Definition 7 from [1] and it is based on the notion of a

blinder for an adversary.

A blinder B for an adversary A represents a PPT algo-

rithm which has access to the messages to which A also

has access and simulates the following oracles for A:

Launch , SendReader , SendTag , Result . AB denotes a

blinded adversary, adversary that does not use the oracles

named above, rather those oracles are simulated by the

blinder.

A trivial adversary is an adversary for which exists B a

blinder with the property that
∣

∣Pr[Awins]− Pr[AB wins]
∣

∣

is negligible.

P-privacy: If every adversary in class P is trivial, then a

RFID scheme is considered P -private.

III. ANALYSIS OF THE SHARIQ ET AL. PROTOCOL

In their 2021 publication, Shariq et al. introduced the

SR2AP -DSC mutual authentication protocol, specifically

designed for use in the healthcare sector [8]. The authors

asserted that this protocol offers robust privacy and security

features. We selected this protocol for our analysis because

it clearly illustrates the vulnerabilities associated with global

temporary variables. Given its application in the medical field,

where privacy is critically important, it is crucial to scrutinize

any potential weaknesses. Highlighting these vulnerabilities is

essential to ensure that the protocol meets the high privacy

standards required in healthcare environments.

A. The Shariq et al. Protocol

1) Security Analysis: As the protocol is designed to be used

in the healthcare field, it is necessary to consider that private

patient data will be stored, thus requiring the modeling of

a suitable adversary. With these considerations in mind, the

Dolev-Yao model has been used as the baseline model for the

adversary, as presented in the work [11]. In this model, the

adversary is considered a legitimate user of the system, capable

of being both initiator and receiver in message exchanges with

a user A, while also having access to all messages passing

through the network.

Considering this, the authors resorted to the security and

privacy model based on indistinguishability proposed by Ouafi

and Phan in paper [9]. This model is based on the Juels-Weis

model [10], with certain differences, including those related

to the restrictions imposed on the adversary.

In the model, communication will take place between two

parties (T - the tag and R - the reader) during a session that

will end with the Accept result for each party if it considers

that the session has been conducted correctly, between the

appropriate entities. We will denote by S the unit consisting

of the server and the reader.

Two communicating entities are considered to be partners

if and only if both parties provide the Accept response to each

other, marking the completion of the session. (Definition 1

[9])

One of the participating parties in the protocol is considered

fresh at the end of the session if and only if: it has provided the

Accept output (even if it has or does not have a partner) and

neither the given instance nor its partner (if any) has received

a Corrupt query. (Definition 2 [9])

The adversary respects the described model and has access to

the following oracles:

Execute(S, T , i): Defines an eavesdropping attack, in which

the adversary A has access to the messages exchanged in

the session i between two honest parties S and T , also

having access to the shared secrets of the two parties.

Send(U ,V ,m, i): Defines an active attack which takes place

in the session i and it describes the situation when A
impersonates entity U and sends the message m to the

entity V (U and V are part of different categories: one

is a reader and the other one is a tag).

Query(T ,m1 ,m2 ): The adversary queries the tag T with the

message m1 and receives the message m2.

Block(A): It defines a Denial of Service attack with the

purpose of stopping the protocol execution or desynchro-

nizing the two parties.

Corrupt(T ,K ): Provides access to the secret key K
′

stored

in the memory of the tag to the adversary, thereby

allowing the adversary the opportunity to replace that key

with another one, denoted as K. This oracle is used for

modelling the property of forward privacy.

Test(T0 , T1 , i): This oracle does not refer to any of the

adversary’s abilities or to any real event, but defines the

notion of UPriv (untraceable privacy), a notion based

on the property of indistinguishability. If the entity has

responded with Accept and is offered a Test query, a

random bit b from {0, 1} will be chosen and the adversary

will get Tb, with the aim of discovering if they got T0 or

T1. For the UPriv property to be relevant, the Test session

should be fresh.

Definition 3 [9] describes the notion of untraceable privacy

more in depth:

UPriv refers to the game G between an adversary A and

different instances of tags or readers. The game contains 3

phases:

• Learning phase: the adversary can interact with S and

the two randomly chosen tags (T0 an T1) and can use

Execute , Send and Corrupt queries.

• Challenge phase: the adversary uses Test(T0 , T1 , i) and

sends it to the challenger who will choose the value b ∈
{0, 1}, corresponding to one of the tags. A can query

Execute and Send oracles (also Corrupt , but without

violating the freshness property) to help him guess which

tag they received.

• Guessing phase: the adversary will present b
′

, the index

of the tag they think they got.
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A’s success in winning the game (and thus violating the

UPriv property) is determined by the advantage the adversary

has in distinguishing between the two tags (compared to a

random choice between the two) and thus guessing the number

b. According to the above, this advantage can be expressed

mathematically as: AdvUPriv
A (K) =

∣

∣Pr[b′ = b]− 1

2

∣

∣, where

k is the security parameter.

2) The Authentication Protocol: The proposed protocol is

intended to be used in implementing an intelligent healthcare

system, in which tags are attached to both patients and med-

ical equipment, and the reader will transmit the information

obtained from the tags to the central server (trusted authority)

which will store the received data and perform the necessary

operations.

In the following parts, we will consider the reader and server

as a unit (reader-server unit), which we will refer to more

generally as the server and it will be denoted as S .

The protocol consists of two phases: in the first phase,

the system parameters are set, and in the second phase,

authentication is performed.

In the setup phase the parameters of the system are initial-

ized. The parameters are:

1) two large prime numbers: p (1024 bits) and q (160 bits);

2) the generator g with g ∈ (1, p− 1);
3) the shared secret key a with a ∈ (0, q);
4) the public key v ( v = g−a mod p);
5) ai - random number stored in encrypted form by the

server;

6) IDi (160 bits) - the ith tag identifier, stored in the memory

of the tag and in the database of the server;

The authentication phase consists of four steps:

1) Step 1: S → tagi : {C1}
In the first step, the server randomly chooses a non-

zero integer C1, which it sends to the tag with which

communication is established. This tag will be denoted

as tagi .

2) Step 2: tagi → S: {x1, x2,Authi}
This step consists of operations performed by the tag:

first, it will randomly choose two non-zero integers r1
and r2, and then these will be used to calculate the values

that will be transmitted to the server: x1, x2, Authi .

The two values x1 and x2 are computed as follows:

• x1 = gr1 mod p

• x2 = (r2 · v
−r1) mod p

Now we will calculate e and y:

• e = h(r2 ||x2 ||x1)
• y = (r2 + ai · e) mod q

The last value to be computed is Authi :

• Authi = IDi ⊕ h(r2, C1, e, y)

The tag sends {x1, x2,Authi} to the server.

3) Step 3: S → tagi : {C2}
In the third step, the authentication of the tag is per-

formed.

The server will carry out the necessary operations to

extract the tag identifier from the received information

and will search the database for the obtained value.

Thus, we will calculate the values:

• S1 = x1
a mod p

• S2 = S1 mod p

• r2 = (x2 · S2
−1) mod p

• e
′

= h(r2 ||x2 ||x1)
• y

′

= (r2 + ai · e
′

) mod q

Using the previously computed values, IDi is computed:

• IDi = Authi ⊕ h(r2, C1, e
′

, y
′

)

The resulted value will be then searched in the database

and if it is found, the tag will be authenticated. Now the

server computes C2 and sends it to the tag:

• C2 = h(IDi , r2, C1, e
′

, y
′

,Authi)

4) Step 3: Authentication of the reader/server

The tag will compute the value C
′

2
using the known

values of the variables:

• C
′

2
= h(IDi , r2, C1, e, y,Authi)

If C
′

2
= C2, the reader-server unit is authenticated.

Thus, through these four steps and the properties of the

Schnorr Cryptosystem, mutual authentication between the

server and the tag is achieved. In the Fig. 1, the steps of

the protocol are summarized.

B. Failing to Achieve Privacy in the Vaudenay Model

The authors of the SR2AP -DSC protocol analysed its

security and privacy properties using the Ouafi-Phan privacy

model and proved that their protocol achieves good security

and privacy. The Vaudenay model, for which a summary was

provided in the second section, represents one of the most

influential models used in the analysis of RFID protocols,

being a stronger model than the Ouafi-Phan model in terms

of the abilities of the adversary in tag corruption.

This subsection will make an analysis of the protocol

according to the Vaudenay model, proving that the scheme

does not assure the necessary privacy properties.

Before moving forward, it’s important to take two notes on

the scheme. Firstly, the protocol exhibits linear complexity

when identifying tags, as each ai is unique for every tag

and session and its value is not sent to the reader/server.

Consequently, the server must iterate through all values in the

database. Secondly, the protocol lacks specification regarding

the update mechanism for ai and IDi after each session.

The manner in which this update occurs is essential to the

protocol, as failure to address it adequately could result in

desynchronization issues.

In the article [5], there are described five cases in which

an RFID protocol cannot assure privacy in the Vaudenay

and HPVP models. Based on this situations, five lessons are

formulated.

One scenario in which a scheme may fall is the use of

global temporary variables, which means variables which are

assigned at a certain step and then used at another step.

Regarding this situation, Theorem 3.1 [5] asserts that a
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Reader + Server Message Tag

{g, p, q, v, a} {IDi , p, q, v, ai}

Choose k ∈ Z
∗, C1 = k

{C1}
−−−→

Generate two integers r1, r2
x1 = gr1 mod p, x2 = (r2 · v

−r1) mod p

e = h(r2 ||x2 ||x1), y = (r2 + ai · e) mod q
{x1, x2, Authi}←−−−−−−−−− Authi = IDi ⊕ h(r2, C1, e, y)

S1 = x1
a mod p, S2 = S1 mod p

r2 = (x2 · S2
−1) mod p

e
′

= h(r2 ||x2 ||x1), y
′

= (r2 + ai · e
′

) mod q

IDi = Authi ⊕ h(r2, C1, e
′

, y
′

)

C2 = h(IDi , r2, C1, e
′

, y
′

,Authi)
{C2}
−−−→

C
′

2
= h(IDi , r2, C1, e, y,Authi)

If C
′

2
= C2, the reader is authenticated

Fig. 1. The Shariq et al. scheme.

scheme, where the computations conducted by the tag to deter-

mine reader authentication are not based on PUFs (Physically

Unclonable Functions) and the scheme uses global temporary

variables, then the protocol cannot simultaneously achieve

both mutual authentication and narrow-forward privacy within

the Vaudenay model. This limitation arises only when the ad-

versary has the capability to access global temporary variables,

thus leading to a scenario of temporary state disclosure.

The demonstration of the theorem offers a comprehensive

insight into the potential attack that can be mounted under

these circumstances. We will consider A to be a narrow-

forward adversary. The adversary will play the following

privacy game:

1) CreateTag(ID);
2) (vtag , 1) ← DrawTag(distribution);
3) π ← Launch();
4) {C1} ← SendReader(∅, π);
5) {x1, x2, Authi} ← SendTag({C1}, vtag);
6) {C2} ← SendReader({x1 , x2 ,Authi}, π);
7) S ← Corrupt(vtag);
8) The adversary obtains all the necessary values for com-

puting h(IDi , r2, C1, e, y,Authi) so they can decide if

the reader will be authenticated by the tag or not.

9) If the adversary considers the reader to be authenticated,

they return 0; otherwise, they return 1.

By corrupting the tag and considering that the temporary

state is also returned when corrupting the tag, the adversary

will obtain the following values: p, q, IDi , ai, r2 (it is stored

because it is used in two different steps), C1. Furthermore, e,

y and Authi will be also probably present, but there is also

the possibility that the tag recomputes them (if e and y are

not directly stored, it means that x1 and x2 are or that r1 is

stored and used in the future computations). In all of these

cases, the adversary has all the necessary values to compute

C
′

2
= h(IDi , r2, C1, e, y,Authi). If C

′

2
= C2, it means that

the reader will be authenticated by the tag.

For the scheme to achieve narrow-forward privacy, there

must exist a blinder B for the adversary A for which
∣

∣Pr[Awins]− Pr[AB wins]
∣

∣ is negligible. From the logic

above, results that A will always output 0 in the case of a

legitimate reader. On the other hand, in the blinded privacy

game, because the blinder simulates Launch , SendTag and

SendReader , there is a high chance that this simulated reader

will not be authenticated, making it obvious for the adversary

which is the blinded game and which is the real one. For

the adversary to not differentiate between the two games, the

blinder should simulate the reader in such a manner to make

it hard for the adversary to distinguish between a real reader

and a fake one. This assumption would break the security of

the scheme.

This means, for the scheme to still ensure narrow-forward

privacy, it is necessary for the reader to not be authenticated. If

reader authentication is performed, the narrow-forward privacy

is lost.

As it was stated before, it can also be assumed that Authi
will also be present in the memory of the tag (as its value is

also needed in the fourth step). This would offer the adversary

the possibility to compare the stored Authi with the one sent

through the communication channel to differentiate between

the real and the blinded privacy game. The same logic can

also be applied to C1, as it too will be saved between the

steps, and it can also be used in the case when x1 and x2 are

stored, instead of e and y.

This analysis proved that the scheme cannot achieve narrow-

forward privacy and mutual authentication at the same time,

the problem being the use of global temporary variables, which

can be obtained by the adversary.

C. Improving the Protocol

As it was stated before, the use of global temporary

variables can represent an impediment in achieving narrow-

forward privacy at the same time as mutual authentication in

the particularly case of temporary state disclosure in Vaudenay

model, case which is plausible in the context of real-life
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Reader + Server Message Tag

{g, p, q, v, a} {IDi , p, q, v, ai, P , sC2
}

Choose k ∈ Z
∗, C1 = k

{C1}
−−−→

Generate two integers r1, r2
KC2

= P (sC2
)

x1 = gr1 mod p, x2 = (r2 · v
−r1) mod p

e = h(r2 ||x2 ||x1), y = (r2 + ai · e) mod q
{x1, x2, Authi}←−−−−−−−−− Authi = IDi ⊕ h(r2, C1, e, y)

C
′

2
= h(IDi , r2, C1, e, y,Authi)⊕KC2

erase KC2
, r1, r2, e, y, x1, x2, Authi

S1 = x1
a mod p, S2 = S1 mod p

r2 = (x2 · S2
−1) mod p

e
′

= h(r2 ||x2 ||x1), y
′

= (r2 + ai · e
′

) mod q

IDi = Authi ⊕ h(r2, C1, e
′

, y
′

)

C2 = h(IDi , r2, C1, e
′

, y
′

,Authi)
{C2}
−−−→

KC2
= P (sC2

)

If C
′

2
⊕KC2

= C2 =⇒ the reader is authenticated

erase KC2

Fig. 2. A PUF-protected variant of the Shariq et al. scheme.

conditions. One way to overcome this problem is presented

in [6].

The solution mentioned above is based on the use of Phys-

ically Unclonable Functions (PUFs) to protect the temporary

variables. PUFs can be described as having two components:

the input (challenge) and the output (response) generated

for the given input, a CRP (challenge-response pair) being

modelled. The response relies not only on the value of the

challenge, but also on the physical attributes of the object.

The most essential properties of PUFs are unpredictability,

physical unclonability and tamper-evidence. One problem that

may appear is the different response for the same challenge,

meaning that the PUF is not reliable/robust. There exist known

practical solutions to overcome this issue, but the supplemen-

tary overhead needs to also be taken into consideration [12].

Based on the above-mentioned characteristics and considering

the multiple analyses conducted on their properties [16], [17],

PUFs represent a suitable choice in the case of RFIDs.

In [6] it is proven that if a protocol achieves X-privacy

and mutual authentication in the Vaudenay model without

temporary state disclosure, it can be modified by adding

PUF computations to also achieve the same properties in the

Vaudenay model with temporary state disclosure.

For this purpose, ideal PUFs are used, being defined as a

function P : {0, 1}p → {0, 1}k (p, k - polynomial sized values

in the security parameter). This function needs to respect

two conditions: it is computationally indistinguishable from

random functions and also tampering with the object means

that P is destroyed. Supplementary, it is also considered that,

after being corrupt, the tag is destroyed (according to the

tamper-evident nature) [6].

Based on this and on the vulnerabilities highlighted in the

previous subsection, the scheme can be modified in the form

that is presented in Fig. 2.

For proving that this variant is secure, Definition 5.2 [6]

can be referred to. This definition states the condition for

a PUF-protected variant of a scheme to be secure for some

class of adversaries. It is assumed that if the adversary cannot

obtain the PUF-protected variable without corruption, then it

can obtain it in the case of corruption with temporary state

disclosure only with negligible probability.

In the case of Shariq et al. scheme, the C
′

2
variable is not

sent through the channel, meaning that the adversary cannot

access it. For computing this value, the adversary would need

the value of r2, which they cannot obtain without accessing

the temporary state (the other variables can be found in the

permanent state or can be computed knowing r2). C
′

2
is pro-

tected using C
′

2
⊕P (sC2

) and the other temporary variables are

erased, meaning that by corrupting the tag, C
′

2
⊕P (sC2

) is the

only value that the adversary can obtain, value which cannot be

used in gaining any advantage as the tag is also destroyed after

corruption. Based on the assumed security of the PUF, it can be

concluded that the scheme is secure against a narrow-forward

adversary (for which the attack was constructed). Theorem 6.1

[6] summarizes the relationship between the original scheme

and the PUF-protected variant of the scheme, stating that if

a scheme achieves mutual authentication and X-privacy in

the Vaudenay model without temporary state disclosure, then

any PUF-protected variant of the scheme will also achieve

mutual authentication and X-privacy in the Vaudenay model

with temporary state disclosure.

From Theorem 6.1 [6] and using the fact that the PUFs

are considered secure, the constructed PUF-protected variant

of the Shariq et al. scheme achieves narrow-forward privacy

in the Vaudenay model with temporary state disclosure. This

happens because, by corrupting the tag, besides the variables
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Reader + Server Message Tag

{g, p, q, v, a} {IDi , p, q, v, ai, P , sC2
, sai

}

Choose k ∈ Z
∗, C1 = k

{C1}
−−−→

Generate two integers r1, r2
KC2

= P (sC2
)

Kai
= P (sai

)
x1 = gr1 mod p, x2 = (r2 · v

−r1) mod p

e = h(r2 ||x2 ||x1), y = (r2 + (ai ⊕Kai
) · e) mod q

{x1, x2, Authi}←−−−−−−−−− Authi = IDi ⊕ h(r2, C1, e, y)

C
′

2
= h(IDi , r2, C1, e, y,Authi)⊕KC2

erase KC2
, r1, r2, e, y, x1, x2, Authi , Kai

S1 = x1
a mod p, S2 = S1 mod p

r2 = (x2 · S2
−1) mod p

e
′

= h(r2 ||x2 ||x1), y
′

= (r2 + ai · e
′

) mod q

IDi = Authi ⊕ h(r2, C1, e
′

, y
′

)

C2 = h(IDi , r2, C1, e
′

, y
′

,Authi)
{C2}
−−−→

KC2
= P (sC2

)

If C
′

2
⊕KC2

= C2 =⇒ the reader is authenticated

erase KC2

Fig. 3. An Improved PUF-protected variant of the Shariq et al. scheme.

present in the permanent memory, the adversary only obtains

C
′

2
⊕ P (sC2

), from which they cannot deduce any useful

information.

The scheme still does not achieve narrow-destructive pri-

vacy (without temporary state disclosure), as the following

attack can be mounted:

1) CreateTag(ID);
2) (vtag , 1) ← DrawTag(distribution);
3) π ← Launch();
4) {C1} ← SendReader(∅, π);
5) {x1, x2, Authi} ← SendTag({C1}, vtag);
6) (IDi , p, q, v, ai) ← Corrupt(vtag);
7) {C2} ← SendReader({x

′

1 , x
′

2 ,Auth
′

i
});

8) If the adversary considers the reader to be authenticated,

they return 0; otherwise, they return 1.

The adversary simulates the first two steps of the protocol and

then corrupts the tag to obtain its permanent state.

Then, the adversary generates two random numbers r1 and

r2 and computes x
′

1
, x

′

2
and Auth

′

i
to be sent to the reader. As

the adversary has access to IDi , p, q, v, ai, the computed x
′

1
,

x
′

2
and Auth

′

i
are valid. After that, the adversary can compute

C
′

2
using the values obtained by corrupting the tag and the gen-

erated ones. As the response from the adversary is valid, if the

adversary plays the real game, C
′

2
= C2 with overwhelming

probability (if the reader would be authenticated).

In this way, if the reader is authenticated, the adversary can

distinguish between the real privacy game and the blinded one

(in which C2 would be wrong with overwhelming probability).

Considering this, when playing the real privacy game, the

adversary will output 0 with overwhelming probability (when

the reader is authenticated), while the result will be 1 with

overwhelming probability, in the case of the blinded privacy

game.

As a consequence, the scheme cannot achieve mutual au-

thentication and narrow-destructive privacy, remaining limited

to narrow-forward privacy.

For the scheme to also achieve narrow-destructive privacy,

supplementary protection regarding the values from the per-

manent memory (IDi , p, q, v and ai) should be implemented.

In Fig. 3, ai is protected using PUFs, meaning that, when

the tag is corrupted, ai⊕P (sai
) is obtained (this is the stored

value). As the PUFs are considered secure, the adversary

cannot guess the real value of ai, meaning that they cannot

compute y and, subsequently, Authi . This type of protection

could have been applied to IDi too, depending on the specific

requirements.

To ensure forward privacy, the scheme must be proven to

be secure (to use the result included in Lemma 8 from [1]).

As forward privacy can be achieved using PKC, the security

of the scheme depends on the security of the utilized Schnorr

signature. Regarding this aspect, Schnorr signatures have been

proven secure against an adaptive chosen-message attack in

the Random Oracle Model, based on the complexity of the

Discrete Logarithm Problem [14], [15]. Despite the numerous

studies on the security of the Schnorr signature scheme, its

security in the standard model has not been proven.

IV. CONCLUSIONS

As stated earlier in the paper, the disclosure of temporary

state is a critical consideration for the practical implementation

of RFID systems.

In the Vaudenay model, it is not explicitly stated whether the

adversary also gains access to the temporary variables when

corrupting the tag, but to consider this scenario as possible,
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is an essential requirement given the continuous advance of

technology and the increasing capabilities of adversaries.

The analysis above was conducted to highlight vulnerabil-

ities that may arise when using global temporary variables.

As exemplified in the case of the Shariq et al. protocol,

any scheme which uses global temporary variables fails to

achieve narrow-forward privacy and mutual authentication in

the Vaudenay model with temporary state disclosure, unless

these variables are protected. Based on the results from [6],

PUFs represent a suitable choice for protecting temporary

variables.

Furthermore, an essential element to consider is the adver-

sarial model used in the protocol analysis. This paper also

seeks to highlight the differences that may arise in the anal-

ysis when employing different security and privacy models.

The Ouafi-Phan model, despite considering the adversary’s

corruption capability, restricts the obtained values to the secret

key, thus not providing a sufficiently strong model.

These considerations aim to emphasize the importance of

adopting a suitable adversarial model in protocol analysis, one

that accurately reflects the practical requirements of real-life

RFID systems. This was illustrated through an examination

of a scheme designed for use in the healthcare field, where

privacy is a critical attribute.
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