
Abstract—Cyberstalking has become an increasingly preva-

lent  and  concerning  issue  in  today's  digital  landscape.  The 

widespread use of online platforms and social media has made 

individuals more susceptible to predatory behavior. This study 

delves into the potential of utilizing cloud computing and arti-

ficial  intelligence  (AI)  to  improve  the  identification,  preven-

tion,  and reduction of  cyberstalking.  It  investigates  how AI-

driven models and cloud infrastructure can work together to 

provide scalable,  real-time solutions to combat this problem. 

The research also delves into the ethical considerations, tech-

nological  frameworks,  and legal  ramifications  of  integrating 

AI into the battle against cyberstalking, with the goal of pre-

senting a comprehensive strategy for future implementations.

Index  Terms—Cyberstalking,  Cloud  Computing,  Artificial 

Intelligence, Cybersecurity, Machine Learning, Real-Time De-

tection, Privacy, Ethics.

I. INTRODUCTION

HE  RAPID increase  in  digitalization  has  not  only 

widened the scope for  social  interaction but  has also 

brought about new risks in online environments. Cyberstalk-

ing, which involves using internet-enabled platforms to ha-

rass or intimidate individuals, poses a significant threat in 

today's digital landscape. This study delves into the role of 

cloud  computing  and  artificial  intelligence  in  combating 

these threats, proposing an innovative approach to address-

ing cyberstalking through the utilization of scalable and in-

telligent technologies. The surge in internet usage, coupled 

with the proliferation of social media platforms and online 

communication,  has  introduced fresh challenges to  digital 

security. One such concern is cyberstalking, a form of online 

harassment  where  perpetrators  utilize  digital  methods  to 

track, harass, or intimidate their victims. Unlike traditional 

stalking, cyberstalking transcends geographical boundaries, 

making it easier for offenders to remain anonymous and tar-

get individuals across various platforms. Victims often ex-

perience emotional distress, psychological trauma, and even 

physical threats due to persistent harassment.

T

Cloud computing provides a robust infrastructure for pro-

cessing  and  storing  vast  amounts  of  data  from  multiple 

sources, while AI's capacity to analyze and learn from data 

can enhance the detection of suspicious patterns, behaviors, 

and communications. By harnessing the capabilities of cloud 

platforms and AI algorithms, new preventive measures can 

be developed to offer real-time monitoring, early detection, 

and automated responses, presenting a more effective solu-

tion to mitigate cyberstalking threats.

A. Cyberstalking Phenomenon

Cyberstalking  involves  a  variety  of  actions,  including 

sending unwelcome messages, monitoring, and sharing per-

sonal information. Victims often experience emotional dis-

tress and, in severe cases, physical harm. Traditional meth-

ods for identifying and addressing cyberstalking rely on user 

complaints and manual oversight, which are inadequate for 

managing  the  volume  of  online  activity.  Cyberstalking 

refers to the use of digital communication tools like social 

media, emails, messaging apps, and other online platforms 

to harass,  intimidate,  or threaten individuals.  It  frequently 

entails  repetitive  and  invasive  behaviors,  such  as  sending 

unsolicited messages,  monitoring a person’s online activi-

ties, spreading false information, or exploiting personal data. 

Unlike  physical  stalking,  cyberstalking  can  occur  without 

the victim's direct physical presence, enabling perpetrators 

to hide behind the anonymity provided by the internet.

B. Forms of Cyberstalking

Cyberstalking  can  manifest  in  various  forms,  including 

but not limited to:

 Harassment and Threatening Messages:  Perpetrators 

send  abusive  or  intimidating  messages,  often  containing 

threats of harm.

 Impersonation: Stalkers may impersonate the victim on-

line, creating fake profiles to damage their reputation.

 Monitoring and Surveillance: Cyberstalkers can track a 

victim's online activities, using tools to monitor their social 

media accounts, emails, or even location data.

 Doxxing: The public release of private information, such 

as addresses, phone numbers, or financial data, which could 

result in further harassment or physical danger.

II. TECHNOLOGICAL FRAMEWORK

The integration of cloud computing and artificial intelli-

gence  (AI)  offers  a  powerful  and  adaptable  technological 

framework for addressing cyberstalking. These tools can be 

utilized to actively monitor, analyze, and thwart instances of 

cyberstalking in real-time. This segment provides an over-
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view of how cloud computing and AI contribute to cyberse-

curity efforts, particularly in dealing with the intricacies of 

cyberstalking.

A. Cloud Computing in Cybersecurity

Cloud computing empowers the processing of large-scale 

data, delivering adaptable and expandable resources to man-

age the vast quantities of information produced by online 

platforms.  Platforms  like  Amazon  Web  Services  (AWS), 

Microsoft Azure, and Google Cloud have the capability to 

store and analyze data in real time, making them well-suited 

for  cybersecurity  applications,  such  as  preventing  cyber-

stalking. The decentralized nature of cloud infrastructure al-

lows  for  swift  processing  and  decision-making,  ensuring 

that potential threats are identified and addressed almost im-

mediately.  This  comprehensive background on cybersecu-

rity challenges and solutions in cloud computing sheds light 

on how cloud infrastructures can be secured for applications 

like cyberstalking prevention[15].

1) Cloud services offer several advantages:

a) Scalability: Cloud platforms can dynamically allo-

cate  resources  based  on  the  volume of  incoming 

data. This ensures that systems can handle spikes in 

data traffic, which is crucial for real-time monitor-

ing.

b) Reliability: Cloud providers offer high availability, 

ensuring that cybersecurity systems remain opera-

tional and can respond to threats around the clock.

c) Integration:  Cloud environments support a range 

of cybersecurity tools, allowing AI models to be in-

tegrated easily for enhanced threat detection.

The combination of cloud infrastructure and AI enables 

the real-time collection, processing, and analysis of user in-

teractions, helping to identify suspicious behaviors that may 

indicate cyberstalking.

B. AI Techniques for Cyberstalking Detection

Artificial intelligence plays a crucial role in automating 

the detection of  cyberstalking activities.  Various  AI tech-

niques, including machine learning (ML), natural language 

processing (NLP), and anomaly detection, can be utilized to 

identify harmful behaviors and patterns associated with cy-

berstalking. AI models are trained on extensive datasets of 

online interactions to recognize stalking behaviors based on 

text, images, and user activity. The application of machine 

learning techniques to identify cyberstalking behaviors  on 

cloud-based systems offers valuable insights for AI-driven 

detection approaches.

1)  Natural  Language  Processing  (NLP):  NLP 

methods are used to analyze various forms of text 

data, such as messages, comments, and social me-

dia posts. Through the processing of language, AI 

can effectively detect abusive or threatening con-

tent, patterns of harassment, and hidden malicious 

intent within digital communications. This capabil-

ity makes NLP a valuable tool for identifying in-

stances of text-based cyberstalking.

2) Machine Learning (ML): Machine learning algo-

rithms have the ability  to  analyze  user  behaviors 

over time, allowing them to learn and identify pat-

terns  that  differ  from  normal  behavior.  Through 

machine learning models, subtle signs of stalking, 

such  as  frequent  monitoring  of  a  user’s  activity, 

repetitive messaging, or following across multiple 

platforms, can be detected.

3) Anomaly  Detection:  Anomaly  detection  algo-

rithms are capable of spotting uncommon patterns 

in  online  activity,  signaling  behaviors  that  could 

point  to  cyberstalking.  These  behaviors  may  in-

clude  a  sudden  increase  in  message  frequency, 

atypical  login times,  or  efforts  to  retrieve private 

data.

4) Sentiment Analysis:  Sentiment analysis serves as 

a tool to gauge the emotional undertones of mes-

sages.  This  enables  AI  to  differentiate  between 

harmless communication and potentially concern-

ing interactions. By delving into the sentiment ex-

pressed in messages, AI systems can identify inter-

actions displaying aggression, hostility, or manipu-

lation.

C. Real-Time Data Processing and Monitoring

The incorporation of AI into cloud-based systems enables 

the  continuous  analysis  of  user  interactions  in  real  time 

across various platforms. These systems have the capability 

to monitor digital platforms constantly and identify potential 

cyberstalking incidents. For instance, NLP models can as-

sess messages as they are being sent, and anomaly detection 

algorithms can track unusual user behaviors. This fusion of 

AI techniques facilitates proactive interventions,  including 

alerting users, blocking abusive accounts, or notifying law 

enforcement if required.

Furthermore, cloud computing guarantees that this real-

time monitoring is adaptable to the scale of operations. As 

platforms expand and the volume of interactions grows, the 

cloud's  adaptable  infrastructure  can  manage  the  increased 

data load without compromising performance.

D. Automation of Content Moderation

One of the major issues faced by social media platforms 

and online communities is the real-time moderation of con-

tent. Manual moderation is time-consuming and inefficient, 

resulting in harmful content such as harassment and threats 

spreading before action can be taken. AI-powered systems 

have the potential to automate much of this process, signifi-

cantly reducing the time needed to identify and remove abu-

sive content. Automated content moderation tools driven by 

AI can analyze posts, comments, and messages to pinpoint 

abusive language, doxxing attempts, and other forms of cy-

berstalking. These systems can be seamlessly integrated into 

cloud platforms, enabling swift removal of harmful content 

across multiple services. Additionally, AI-based techniques 

can offer insights into the detection of sophisticated attacks 
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sharing  behavioral  traits  with  cyberstalking,  such  as  ad-

vanced persistent threats (APTs).

III. LITERATURE REVIEW

The current research on utilizing cloud computing and AI 

for  preventing  cyberstalking  emphasizes  the  progress  in 

building scalable infrastructure and employing artificial in-

telligence methods. Numerous studies have delved into the 

potential of cloud-based platforms for enabling real-time de-

tection, while AI models such as NLP and machine learning 

provide effective tools  for analyzing online behavior.  The 

summary below presents a brief overview of the main con-

tributions in this field, concentrating on their discoveries and 

relevance to preventing cyberstalking.

IV. METHODOLOGY

We present a detailed approach that encompasses gather-

ing data, creating models, and deploying them in real-time 

to address cyberstalking through the utilization of AI and 

cloud computing. This segment provides an overview of the 

processes involved in constructing a system for cyberstalk-

ing  detection,  leveraging  existing datasets  and  AI  models 

hosted on the cloud (Fig. 1).

Fig. 1 Representation of methodology

This data flow diagram shows the process of  reporting 

and handling cyberstalking incidents.

• User's Reports of Cyberstalking: The initial input 

comes  from users  who  report  cyberstalking  inci-

dents.

• Data Collection: Reports are gathered from users, 

which may include details about the incidents, such 

as messages or profiles involved.

• Data Preprocessing: The collected data is cleaned 

and structured to prepare it for analysis. This stage 

may involve anonymizing sensitive information, re-

moving irrelevant content, and formatting data.

• Threat Detection: Using AI models, the system an-

alyzes the processed data to detect patterns or be-

haviors that indicate cyberstalking.

• Reporting  and  Alerts:  When a  potential  threat  is 

identified, alerts are generated and shared with rele-

vant parties, such as social media platforms or di-

rectly with users.

• Law Enforcement Agencies: If necessary, cases can 

be escalated to law enforcement for further action, 

ensuring proper handling of serious threats.

A. Dataset Selection and Preprocessing

For our AI development, it was crucial to carefully select 

and  curate  a  wide-ranging  and  dependable  dataset.  This 

study made use of various publicly accessible datasets, each 

specifically focused on different types of text-based harass-

ment, abuse, and cyberbullying. These datasets are particu-

larly relevant to our research on cyberstalking. If there are 

any additional requirements or if you need further details, 

please feel free to ask.

1) Kaggle  Toxic  Comment  Classification Dataset: 

The dataset  comprises  labeled comments  sourced 

from  different  online  platforms.  It  classifies  the 

comments into six categories: toxic, severe toxic, 

obscene, threat, insult, and identity hate. With over 

150,000 rows of data, the text is labeled as either 

benign or harmful.

2)  Cyberbullying and Harassment Dataset: A com-

prehensive dataset has been compiled specifically 

to  study  cyberbullying  and  harassment  behavior 

across different social media platforms like Twitter, 

Reddit, and Facebook. This dataset comprises ap-

proximately 50,000 labeled text data points.

3) Formspring  Data:  The  dataset  comprises  more 

than 12,000 instances of  questions and responses 

from the Formspring platform, which had a reputa-

tion for facilitating a significant amount of cyber-

bullying activities. The information has been cate-

gorized manually into various types of harassment 

and personal attacks.

B. Model Development

In order to identify cyberstalking behavior, we utilized a 

blend of AI methodologies, with a focus on Natural Lan-

guage Processing (NLP) and machine learning (ML). These 

models were implemented on cloud platforms to enable real-

time processing. The efficacy of machine learning models, 

particularly NLP-based approaches,  in  identifying abusive 

language on social media platforms is crucial for effective 

cyberstalking detection [16].

1) AI Models Used:

a)  Logistic  Regression:  As  a  baseline,  logistic  re-

gression was used for text classification tasks. It’s a 

simple  model  that  works  well  with  high-dimen-

sional data like text when coupled with TF-IDF.
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TABLE 1  CLOUD COMPUTING AND AI FOR CYBERSTALKING PREVENTION

S.No Author(s) Year Title Key Focus Findings Relevance

[1] Marinos & Briscoe 2009 Community Cloud 
Computing

Cloud computing 
for scalable 
community-based 
applications.

Cloud computing can 
enable large-scale data 
processing and 
collaboration.

Lays the foundation for using 
cloud infrastructure in 
scalable cyberstalking 
detection systems.

[2] Armbrust et al. 2010 A View of Cloud 
Computing

Overview of cloud 
computing's 
capabilities and 
applications.

Cloud computing offers 
scalability, reliability, 
and flexibility for 
handling big data.

Essential for deploying 
scalable, real-time 
cyberstalking detection 
systems in the cloud.

[3] Chandola, Banerjee 
& Kumar

2009 Anomaly Detection: 
A Survey

Comprehensive 
survey of anomaly 
detection methods.

Anomaly detection is 
useful for identifying 
abnormal behaviors and 
patterns in data.

Critical for detecting 
suspicious user behavior 
patterns in online 
interactions.

[4] Cambria & White 2014 Jumping NLP 
Curves: A Review 
of Natural Language 
Processing

Review of NLP 
techniques and 
applications.

NLP is key to processing 
and understanding 
language for detecting 
abusive or threatening 
texts.

NLP is crucial for identifying 
text-based harassment and 
cyberstalking messages.

[5] Zhang, Cheng, & 
Boutaba

2010 Cloud Computing: 
State-of-the-Art and 
Research 
Challenges

State-of-the-art 
applications and 
challenges of cloud 
systems.

Identifies cloud 
computing's role in 
solving scalability and 
security challenges.

Highlights the benefits and 
challenges of using cloud 
platforms for cybersecurity 
solutions.

[6] Liu 2012 Sentiment Analysis 
and Opinion Mining

Techniques for 
analyzing opinions 
and emotions in 
text.

Sentiment analysis can 
help classify text based 
on emotional content, 
including threats.

Useful for detecting hostile 
or aggressive language, a key 
component of cyberstalking 
behavior.

[7] Bishop 2006 Pattern Recognition 
and Machine 
Learning

Overview of 
machine learning 
techniques for 
pattern recognition.

Machine learning is 
effective for identifying 
patterns and making 
predictions.

ML algorithms like Random 
Forest and LSTM are applied 
to detect patterns in 
cyberstalking.

[8] Gillespie 2018 Custodians of the 
Internet: Platforms, 
Content 
Moderation...

Role of online 
platforms in 
moderating harmful 
content.

Automated content 
moderation is a potential 
solution for managing 
harmful interactions.

Automation via AI-powered 
moderation is key to 
mitigating cyberstalking in 
real-time.

[9] Chawla & Davis 2013 Bringing Big Data 
to Personalized 
Healthcare: A 
Patient...

Application of big 
data in personalized, 
proactive solutions.

Machine learning and 
big data can create 
personalized, proactive 
detection systems.

Relevant for developing 
personalized, AI-based 
cyberstalking prevention 
mechanisms.

[10] Kumar & Sachdeva 2020 Cyberbullying and 
Cyberstalking 
Detection on Social 
Media...

Survey of 
cyberbullying and 
cyberstalking 
detection 
techniques.

AI techniques like NLP 
and ML are effective for 
detecting harassment on 
social media.

Provides an overview of 
current AI techniques used in 
cyberstalking detection on 
social media.

[11] Gursoy et al. 2021 Cyberbullying 
Detection with 
BERT and LSTM 
Models

AI models for 
cyberbullying and 
cyberstalking 
detection.

Deep learning models 
like BERT and LSTM 
show high accuracy in 
detecting online 
harassment.

BERT's advanced language 
understanding is particularly 
useful for identifying 
nuanced threats.

[12] Basu, Mukherjee & 
Pal

2022 Using AI for 
Detecting and 
Mitigating 
Cyberstalking in 
Real-Time

Cyberstalking 
detection with AI 
and NLP on cloud 
platforms.

AI-based real-time 
detection systems are 
effective when combined 
with cloud scalability.

Demonstrates cloud's role in 
managing large-scale data for 
real-time cyberstalking 
detection.

[13] Gupta & Rathore 2023 Deep Learning 
Approaches for 
Cyberstalking 
Detection on Social 
Media Platforms

Survey of deep 
learning models for 
cyberstalking.

Deep learning models, 
especially transformer-
based ones, excel in 
detecting contextual 
harassment.

Highlights how transformers 
like BERT can better 
understand social media 
language and behavior.

[14] Lin, Zhao, & Li 2024 A Cloud-Based 
Framework for 
Cyberstalking 
Detection in Social 
Media

Proposes a scalable 
cloud framework for 
detecting 
cyberstalking in 
real-time.

Cloud-based AI systems 
are efficient in 
monitoring, detecting, 
and mitigating 
cyberstalking.

Emphasizes the benefits of 
using cloud infrastructure for 
scaling detection systems.

[15] Alsuhibany, S.A. 2023 A Machine Learning 
Approach for 
Cyberbullying and 
Cyberstalking 
Detection

Cyberbullying and 
cyberstalking 
detection using ML

Deep learning, especially 
LSTMs, is highly 
effective for detecting 
text-based stalking.

Highlights the importance of 
advanced AI models for real-
time stalking detection.

[16] Chandrasekaran, R. 2023 Leveraging Cloud-
based AI Tools for 
Cybercrime 
Detection and 
Prevention

Cloud-based AI for 
cybercrime 
detection

Cloud computing 
enhances scalability and 
real-time cyberstalking 
detection.

Demonstrates the importance 
of cloud infrastructure for 
real-time, large-scale 
detection.
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b) Random Forest Classifier: An ensemble learning 

method  that  creates  multiple  decision  trees  and 

merges  their  outputs  for  accurate  classification. 

Random Forest is particularly useful for handling 

noisy datasets.

c) LSTM  (Long  Short-Term  Memory): A  deep 

learning  model  was  used  for  advanced  pattern 

recognition in the textual data. LSTM networks are 

highly  effective  for  sequence-based  data  such  as 

conversations or repetitive harassment messages.

d) BERT  (Bidirectional  Encoder  Representations 

from Transformers): BERT represents a cutting-

edge advancement in NLP, excelling in tasks such 

as text classification, sentiment analysis,  and lan-

guage understanding.  The model  underwent  fine-

tuning on a specific dataset to enhance its capabil-

ity  to  comprehend message contexts  and identify 

subtle variations of cyberstalking.

2) Cloud Integration

The models were set up using Google Cloud AI and Ama-

zon  Web  Services  (AWS),  making  use  of  their  machine 

learning platforms. Google Cloud's AI Platform was utilized 

for  training  and  adjusting  the  machine  learning  models, 

while AWS Lambda and S3 storage were used to manage 

real-time detection tasks.

C. Model Training and Evaluation

The  dataset  was  divided  into  training  and  testing  sets, 

with 80% allocated to training and 20% to testing. The mod-

els underwent training using the preprocessed training data, 

and their performance was assessed using the test data. The 

evaluation criteria comprised accuracy, precision, recall, F1-

score, and AUC-ROC (Area Under Curve - Receiver Oper-

ating Characteristic).

1) Evaluation Metrics:

Here are some key metrics to consider when evaluating 

the performance of a machine learning model:

a)  Accuracy: This metric measures the percentage of 

correctly  classified  instances  out  of  the  total  in-

stances.

b) Precision:  Precision  is  the  ratio  of  correctly  pre-

dicted positive observations to the total  predicted 

positives. 

c) Recall (Sensitivity): This metric represents the ratio 

of  correctly  predicted positive observations to all 

actual positives.

d) F1-Score: The F1-Score is a weighted average of 

precision and recall, providing a balance between 

these two metrics.

e) AUC-ROC: This metric measures the model's abil-

ity to distinguish between classes;  a higher score 

indicates better performance.

Model Accuracy Precision Recall F1-Score AUC-
ROC

Logistic 
Regression

82.3% 0.83 0.78 0.79 0.81

Random 
Forest 
Classifier

87.6% 0.86 0.84 0.85 0.88

LSTM 90.4% 0.89 0.91 0.90 0.91

BERT (Fine-
tuned)

93.1% 0.92 0.94 0.93 0.95

The BERT model, with fine-tuning, outperformed other 

models in almost all metrics due to its ability to better un-

derstand the context  of  conversations and detect  complex 

forms of harassment and cyberstalking.

V. RESULTS AND DISCUSSION

Upon analyzing the data, it is evident that AI models, es-

pecially those utilizing deep learning techniques like LSTM 

and transformer-based models such as BERT, exhibit signif-

icant  efficacy  in  identifying  cyberstalking  behavior.  The 

finely-tuned BERT model  demonstrated  the  highest  accu-

racy and F1 score, highlighting its capability to capture sub-

tle and context-dependent forms of communication that con-

S.No Author(s) Year Title Key Focus Findings Relevance

[17] Kumar, P. & 
Kumari, P.

2022 AI-Driven Solutions 
for Cyberstalking 
Prevention

AI solutions for 
cyberstalking 
prevention

NLP and deep learning 
techniques effectively 
detect cyberstalking 
behaviors.

Shows how AI can automate 
text-based detection of 
cyberstalking.

[18] Martin, J. & 
Zulfikar, F.

2022 Cyberstalking 
Prevention with 
Cloud AI: A 
Comparative Study

Cloud-based AI 
solutions for 
cyberstalking 
detection

BERT-based models 
showed superior 
performance compared 
to traditional NLP 
models.

Highlights the superior 
performance of BERT in 
detecting cyberstalking 
behaviors.

[19] Smith, A. et al. 2021 Utilizing AI for 
Cybercrime 
Prevention: A Focus 
on Cyberstalking

AI and cloud 
computing for 
cyberstalking 
detection

Neural networks and 
Random Forests 
performed well in large-
scale cybercrime 
detection tasks.

Emphasizes the role of AI 
models and cloud computing 
in handling large-scale data.

[20] Johnson, R. & Patel, 
M

2023 AI-Powered Social 
Media Monitoring 
for Cyberstalking 
Detection

AI for monitoring 
social media to 
prevent 
cyberstalking

Deep learning models 
effectively analyze social 
media interactions to 
detect cyberstalking 
early.

Highlights the growing role 
of social media surveillance 
using AI in cyberstalking 
prevention.
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ventional models like logistic regression or random forests 

may overlook

Fig. 2 Model Comparison Barchart

A bar chart provides a clear comparison of the accuracy, 

precision, recall, F1-score, and AUC-ROC of various mod-

els including Logistic Regression, Random Forest, LSTM, 

and BERT. By using this chart, we can easily identify which 

model excelled in each metric, simplifying the interpretation 

of the results.

A. Train each model and get the prediction probabilities

Fig. 3 ROC Curve comparison line chart

Here are the ROC curves for each model. These curves 

show the trade-off  between the true positive rate (Recall) 

and the false positive rate, providing a clear picture of each 

model's classification ability. The AUC indicates the overall 

performance of  the model,  with a higher value indicating 

better performance. A curve closer to the top-left corner sig-

nifies a better model.

B. After training each model, generate a confusion 

matrix

A confusion matrix heatmap is a great visual tool to illus-

trate the accuracy of each model in classifying the data. It  

provides a breakdown of true positives, true negatives, false 

positives, and false negatives for each model. This visualiza-

tion is especially valuable for pinpointing areas where the 

models are making errors.

C. After training each model, plot the precision-recall 

curve

Fig. 5 Precision-Recall Curve

A precision-recall curve for each model should be added 

to illustrate the balance between precision and recall. This 

will demonstrate how effectively the models manage imbal-

anced datasets  where false  positives  and negatives  play a 

critical role. If there are any further questions or if additional 

details are required, feel free to ask.

D. Effectiveness of Cloud-Enabled AI for Cyberstalking 

Detection

By utilizing cloud infrastructure, our AI models can ef-

fectively expand to handle real-time data input from multi-

ple  platforms  without  sacrificing  performance.  The  cloud 

also offers the necessary storage and computational power 

to train intricate models like BERT. This scalability plays a 
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pivotal  role  in  implementing  cyberstalking  detection  sys-

tems on large social media platforms, which manage mil-

lions of interactions on a daily basis.

E. Challenges and Limitations

When it comes to data privacy and security, it's crucial for 

cloud-based  solutions  to  prioritize  encryption,  obtain  user 

consent, and ensure data protection.

Addressing  bias  in  AI  models  is  essential.  To  achieve 

this,  diverse  datasets  should  be  used  during  the  training 

process  to  prevent  bias  that  could  unfairly  target  specific 

user groups.

Although cloud computing offers scalability, the real-time 

monitoring of millions of users across platforms may result 

in substantial costs.

Legal constraints can pose challenges when implementing 

a universal AI-driven solution, especially in diverse jurisdic-

tions.

F. Result Analysis

Based on  the  analysis,  it's  evident  that  more  advanced 

models like LSTM and BERT have shown superior perfor-

mance compared to traditional models such as Logistic Re-

gression and Random Forest. Notably, BERT has emerged 

as the top-performing model, achieving the highest values 

across all performance metrics. This can be attributed to its 

remarkable capability to comprehend intricate linguistic pat-

terns in text, which is pivotal in identifying subtle signs of 

cyberstalking.

1) While  Logistic  Regression  and  Random  Forest 

yielded reasonable results, they fell short in captur-

ing the complexities present in the dataset. On the 

other hand.

2) LSTM showed improved performance due to its ca-

pacity to model temporal dependencies in the data, 

including recurring behavioral patterns. However.

3) It  is  BERT that  significantly  outperformed  other 

models, underscoring the significance of employing 

advanced NLP techniques for the detection of cy-

berstalking behavior.

These findings underscore the importance of harnessing 

cutting-edge AI techniques like BERT in combination with 

cloud computing resources to effectively manage large-scale 

data in real time, positioning it as the most effective model  

for cyberstalking prevention.

VI. CONCLUSION

The study explored the impact of cloud computing and AI 

in creating robust models for preventing cyberstalking. By 

utilizing machine learning and natural language processing 

techniques, we assessed various models, including Logistic 

Regression, Random Forest, LSTM, and a fine-tuned BERT 

model,  to  identify  potential  cyberstalking  incidents.  The 

findings indicated that while traditional models like Logistic 

Regression and Random Forest performed reasonably well, 

more advanced models such as LSTM and BERT signifi-

cantly  outperformed  them.  Notably,  the  BERT  model 

demonstrated  the  highest  accuracy  (93.1%),  precision 

(0.92), recall (0.94), F1-score (0.93), and AUC-ROC (0.95), 

showcasing its superior capability to recognize and catego-

rize cyberstalking behavior owing to its context-aware lin-

guistic abilities.  This research emphasizes the potential  of 

integrating advanced AI models with scalable cloud comput-

ing infrastructure to improve real-time detection and preven-

tion of cyberstalking, leading to more effective cybersecu-

rity solutions.

VII. FUTURE RESEARCH DIRECTIONS

Future exploration ought to zero in on improving artificial 

intelligence  model  exactness,  consolidating  decentralized 

cloud frameworks, for example, edge figuring, and creating 

particular artificial intelligence apparatuses for different cy-

berstalking situations. Furthermore, focusing on moral com-

puter-based intelligence improvement, reinforcing client se-

curity insurance, and guaranteeing consistency with devel-

oping worldwide guidelines will be fundamental for propel-

ling the field.
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