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Abstract—DACS dynamically adjusts access permissions by
analyzing user behavior, context, and risk in real time. It eval-
uates activity logs, device details, and network conditions to
identify anomalies, such as irregular login times or unfamiliar
devices, triggering access restrictions or additional authentica-
tion. Using a neural network trained on historical data, DACS
assigns risk scores to access attempts, categorizing them as
low, moderate, or high-risk. Low-risk behaviors allow seamless
access, while high-risk attempts undergo scrutiny. Our imple-
mentation demonstrates DACS's scalability, low latency, and
superior detection accuracy compared to static models. These
findings position DACS as a proactive, intelligent solution to
address the dynamic challenges of secure access in real-time,
high-demand environments.

Index Terms—Access, Security, Behavior, Adaptation and
Risk.

I. INTRODUCTION

RADITIONAL access control methods, based on fixed

roles and rules, struggle to secure today’s dynamic dig-
ital environments against sophisticated threats. Their static
nature limits flexibility in adapting to changing user behav-
ior and emerging risks, making systems vulnerable to unau-
thorized access. Dynamic Access Control Systems (DACS)
address this by integrating real-time behavioral analytics to
enable adaptive, context-aware security decisions. DACS
continuously monitor user activity, assessing factors like lo-
cation, device, and access time, and establish a baseline for
typical behavior. Deviations trigger immediate adjustments
to access permissions, responding intelligently to potential
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threats. This adaptive approach strengthens security by
adding a nuanced, responsive layer of analysis, distinguish-
ing DACS from traditional models. This study explores the
design, algorithms, and security advantages of DACS,
demonstrating its potential to provide robust and responsive
security in today’s evolving cybersecurity landscape, where
static models like Role-Based Access Control (RBAC) and
Attribute-Based Access Control (ABAC) often fall short.
The DACS address the limitations of traditional static access
models by adapting permissions in real time based on user
behavior, context, and risk [1, 2]. In smart home IoT, access
control is especially challenging due to diverse devices and
protocols, making systems vulnerable to emerging threats
[2]. Traditional models like RBAC and ABAC are widely
used but often lack the flexibility to manage dynamic envi-
ronments effectively. Hybrid models combining RBAC and
ABAC, such as HABACa and EGRBAC, have shown
promise in providing fine-grained, context-aware access
[1, 3].

These hybrid systems enhance security by integrating ad-
vanced authentication, like biometrics, to increase control
precision [3]. By incorporating real-time risk assessment,
DACS offer responsive, adaptive protection suited to mod-
ern interconnected systems. This paper examines DACS de-
sign and algorithmic structure, showcasing their potential to
strengthen security in dynamic, loT-driven environments [4,
5, 6].

Section II reviews access control mechanisms, Section III
outlines the framework, Section IV details implementation,
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Section V analyzes performance, and Section VI concludes
with scalability and security insights.

II. LitERATURE REVIEW

In response, researchers are integrating elements from
both RBAC and ABAC to develop hybrid access control
models, leveraging the strengths of each. This integration
yields a more granular control over access permissions by
considering contextual factors, such as device type, location,
and time, allowing for a dynamic response tailored to spe-
cific scenarios. For instance, in IoT environments, access
control models like HyBAC integrate role- and attribute-
based strategies to address smart home security challenges,
adapting permissions based on the context and roles as-
signed to each device. Emerging technologies like machine
learning, fog computing, edge computing, and blockchain
further support the evolution of DACS by enhancing secu-
rity in complex systems such as the Internet of Things (IoT).
These technologies enable a more intelligent analysis of user
actions and environmental conditions, allowing systems to
adjust permissions dynamically in response to new threats.
In this paper, we explore how DACS leverage behavioral
analytics and risk assessment to achieve a flexible, context-
aware security framework. This approach not only bolsters
security by mitigating unauthorized access but also aligns
access control with the nuanced demands of modern cyber-
security, ensuring data integrity in increasingly complex
digital ecosystems.

The field of access control has evolved significantly, with
recent advancements focusing on dynamic, adaptive models
that enhance security in IoT, cloud, and distributed comput-
ing environments. Kim et al. [7] introduced an ABAC-based
security model for Data Distribution Service (DDS), facili-
tating secure and dynamic data communication in distrib-
uted environments like healthcare by basing access on mes-
sage content rather than participant identity. Addressing
cloud security, Vijayanand and Saravanan [8] proposed the
SACS-DACS system, which combines anomaly detection
with dynamic access control to secure cloud servers. This
model employs deep learning to detect irregular behavior in
real time, enhancing data confidentiality in Big Data envi-
ronments. In Software-Defined Networking (SDN), Liu et
al. [9] developed DACAS, a dynamic ABAC model to se-
cure northbound interfaces, addressing issues of permission
control and resource sharing in SDN.

Blockchain-based access control has gained attention,
particularly for IoT environments. Gong et al. [10] proposed
SDACS, a blockchain-integrated model enabling decentral-
ized, fine-grained access through smart contracts, reducing
reliance on central servers and ensuring robust data sharing
in IoT. Similarly, Alazab et al. [11] presented an LSTM-
based Intrusion Detection System (IDS) for IoT that dynam-
ically adjusts access permissions, detecting intrusions with
high accuracy and a rapid response time. In cloud storage,
Alharbe et al. [12] introduced a risk-based ABAC model tai-
lored to dynamic data protection. By assessing subject, re-
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source, and environment attributes, this model offers fine-
grained security adjustments suitable for sensitive cloud
data, such as medical records. Farhadighalati et al. [13] fo-
cused on human-centric access for Electronic Health
Records (EHR), combining ABAC with risk assessments to
secure healthcare data. Other notable advancements include
MLCAC by Xiao et al. [14], a multi-layered model targeting
insider threats through real-time monitoring and adaptive ac-
cess decisions. For smart homes, Burakgazi et al. [15] ex-
tended ABAC by integrating biometric-based authentica-
tion, refining access control policies based on user verifica-
tion scores. Zhong et al. [16] contributed to IoT edge secu-
rity with SC-ABAC, a model using blockchain and smart
contracts to manage access in decentralized environments.
Lastly, Zhong et al. [17] enhanced RBAC with blockchain
for dynamic, role-based access in data collaboration sys-
tems, achieving greater adaptability and security in organi-
zational data access. These studies underscore the progres-
sion toward integrating ABAC with dynamic, context-aware
technologies to strengthen security across IoT, cloud, and
SDN platforms, demonstrating the effectiveness of hybrid
models in complex digital environments.

III. METHODOLOGY

The methodology is structured to provide adaptive access
permissions by analyzing user behavior and contextual data
in real time. This approach enhances security by dynami-
cally adjusting access permissions based on activity pat-
terns, device information, and risk assessments derived from
behavioral analytics. Fig. 1 illustrates the activity log work-
flow of the DACS, beginning with data collection and pre-
processing, followed by feature extraction, model building,
training, and risk assessment, ultimately leading to access
control decisions and continuous monitoring.

First, Data Collection involves gathering user activity
logs, which may include login times, device types, and other
contextual data points. These logs, stored in SQL or NoSQL
databases, are essential for understanding user behavior pat-
terns and evaluating potential security risks. Next, Data Pre-
processing is carried out to clean, convert, and standardize
this raw data, ensuring its consistency and quality. In
Python, for instance, preprocessing steps involve converting
login times into a standardized datetime format using the
pandas library, which simplifies temporal analysis. The fol-
lowing code snippet represents this step: defining a function
that converts the 'login_time' column in user logs to a date-
time format, ensuring consistency across entries.

This allows accurate analysis of time-based behavior pat-
terns. Following preprocessing, Feature Extraction identifies
key variables, such as login frequency, device type, and us-
age patterns. These extracted features provide a comprehen-
sive profile of each user’s typical behavior, which is essen-
tial for generating an accurate risk profile. Subsequently, a
Behavioral Analytics Model is trained using machine learn-
ing frameworks like TensorFlow or PyTorch. This model,
commonly a neural network, learns from historical user ac-
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Fig 1. DACS Activity Log Workflow.

tivity data to compute a risk score for each access attempt.
The risk score quantifies the likelihood that an access at-
tempt is legitimate or anomalous. To enable real-time pro-
cessing, Data Streaming is implemented using Apache
Kafka, which streams user activity logs continuously to en-
sure the behavioral model is updated with the latest informa-
tion. With this real-time data, DACS continuously evaluates
and adjusts risk scores. When a user attempts to access a
system, their behavior is compared to established patterns,
and the Access Control Adjustment mechanism adapts per-
missions accordingly. For instance, if a high-risk score is de-
tected (indicating unusual activity or potential threat), the
system may restrict access or require additional verification.
Conversely, low-risk scores allow seamless access, mini-
mizing interruptions for legitimate users. The Visualization
and Monitoring component completes the methodology, us-
ing tools like Matplotlib or Plotly to generate real-time
graphs and reports. These visualizations provide system ad-
ministrators with insights into user behavior trends and the
effectiveness of the access control system. This comprehen-
sive methodology ensures that DACS dynamically responds
to potential threats, balancing security and usability in mod-
ern digital environments.

IV. SysteM IMPLEMENTATION

The implementation of the system involves a layered ap-
proach that incorporates data collection, preprocessing, fea-
ture extraction, model development, and continuous moni-
toring to provide adaptive access permissions based on user
behavior and contextual data. This architecture leverages
machine learning techniques and real-time data processing
to enhance security by dynamically adjusting access con-
trols. Fig. 2 depicts the decision-making workflow in the

DACS, starting from data collection and preprocessing
through model building, training, and risk assessment.
Based on real-time risk evaluation, the system adjusts access
permissions dynamically, categorizing them as low, moder-
ate, or high risk.

Build Model

Train Model

Risk Assessment
Evaluate Risk Scores in
Feal-Time

Access Control
Decizion Adjust
Permissions
Baszed onRisk

Fig 2. DACS Decision-Making Workflow.

Data collection forms the foundation, gathering user ac-
tivity logs (e.g., login times, locations, devices) and contex-
tual data (e.g., network conditions, time of access). This
data, stored in SQL/NoSQL databases, enables behavioral
pattern analysis and risk assessment. In Data Preprocessing,
raw data is cleaned, normalized, and encoded, preparing it
for model input. Feature Extraction then identifies key vari-
ables, such as time-based usage patterns and contextual risk
factors, enhancing risk assessment capabilities. Model build-
ing involves developing a neural network using TensorFlow
or PyTorch, with an input layer for features, hidden layers
for complex pattern recognition, and an output layer that
generates a risk score. The model is trained and optimized
with metrics like accuracy and Fl-score. Based on Risk
Scoring, thresholds classify access attempts into low, mod-
erate, or high-risk levels, with actions tailored accordingly.
Access control adjustment dynamically modifies permis-
sions in real time based on risk levels. Continuous monitor-
ing updates user profiles and retrains the model as new data
emerges. The system integrates software like Apache Kafka,
SQL/NoSQL databases, and visualization tools, with cloud-
based infrastructure and GPUs for scalability. In the Algo-
rithm Workflow, data is streamed, preprocessed, and ana-
lyzed to produce risk-based access decisions, with actions

153



154

logged for auditing. Security is enforced through data en-
cryption, secure authentication, and ISO/IEC 27001 compli-

ance.

V. Resurts ANp Discussion

Fig. 3 illustrates the model’s training and validation loss
over 20 epochs, showing the model's learning progression.
A decrease in training loss indicates the model's improved
fit to the data, while fluctuations in validation loss reflect its
generalization capacity on unseen data. Ideally, both losses
should converge, with lower values signaling model effec-
tiveness. However, substantial variance in validation loss
suggests potential overfitting, necessitating adjustments.
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Fig 3. Training and Validation Loss over Epochs.

Fig. 4 shows the processing latency of system across 20
time intervals, indicating the response time for real-time
data processing. Latency fluctuates between 100 ms and 300
ms, reflecting variations in system load and computational
demand. Observing latency patterns helps identify any peri-
ods of high delay that could impact the system’s responsive-
ness. These insights are essential for optimizing the model’s
efficiency and maintaining real-time adaptability.

Fig. 5 shows the Detection Accuracy comparison, with
the static access control model at 70% and the DACS model
at 87%. The reduced bar width highlights the difference in
accuracy, demonstrating the improved detection capability
of DACS. This comparison emphasizes DACS's advantage
in accurately adapting to real-time behavioral changes,
which enhances security by reducing the risk of unautho-
rized access.

Fig. 6 displays the throughput comparison between the
static access control model and the DACS. Throughput,
measured in requests per second, is significantly higher for
the DACS model (220 requests/sec) compared to the static
model (150 requests/sec). This improvement demonstrates
DACS's efficiency in handling a larger volume of requests,

essential for environments requiring rapid, real-time access
control decisions.

-~ 225

Latency (ms

Detection Accuracy (%)

PROCEEDINGS OF THE RICE. HYDERABAD, 2024

275

250

200

Processing Latency

2.5 5.0 7.5 10.0 12.5 15.0 17.5 20.0
Time Intervals
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VI. ConcLusioN

The DACS enhances cybersecurity by leveraging real-
time behavioral analytics to adapt access permissions based
on user activity, contextual data, and risk assessment. DACS
gathers detailed user activity logs, applies preprocessing
techniques like normalization and encoding, and extracts
crucial features related to time, behavior patterns, and con-
textual risk factors. These features are processed through a
neural network model built on frameworks such as Tensor-
Flow or PyTorch to compute dynamic risk scores for each
access attempt. Based on these scores, DACS adjusts per-
missions: low-risk scores allow seamless access, moderate-
risk scores prompt additional authentication, and high-risk
scores restrict access. Continuous data streaming via Apache
Kafka ensures that real-time behavioral changes are
promptly reflected in access decisions, allowing for adap-
tive, risk-based responses. This system showcases scalabil-
ity and responsiveness, offering a practical, intelligent solu-
tion to evolving cybersecurity threats. DACS demonstrates
the efficacy of integrating machine learning with access
control, providing a robust and flexible security framework
for modern, high-demand environments.
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