
Abstract—The  theory  of  smart  environments  assumes  a 

diversity of human-supporting solutions that interact with each 

other and are oriented towards applying artificial intelligence. 

Concepts  such  as  digital  twin,  software  agent,  and  machine 

learning  can  aid  the  creation  of  smart  environments  by 

supporting the design and simulation of device behaviors. This 

article aimed to conduct research addressing the question how 

does multi-agent software impact smart grid security and show 

the practical exemplification of supporting smart grid security 

with  multi-agents  system.  The  paper's  research  findings 

discussed the AI-based knowledge management model in the 

context  of  the  GRAI  framework  usage,  which  stands  for 

Generative,  Receptive  Artificial  Intelligence,  and  presents  a 

proposal of an updated model that takes into account recent 

developments regarding GenAI and its consequences for KM. 

Based on the conducted research, an algorithm for collecting 

information  from  devices  was  proposed  and  used  in  a 

simulation based on the Isolation Forest algorithm.

Index Terms—Digital Twin, Smart Grid, Internet of Things, 

Internet  of  Intelligence,  Immersive  Technology,  Smart 

Environment

I. INTRODUCTION

HE  development  of  the Internet  of  Things (IoT) [5], 
and Internet of Intelligence (IoI) theory [26] points to a 

wide  range  of  smart  solutions  in  everyday  life.  Concepts 
such as smart city, smart home, smart grids, and others allow 
for the application of information solutions in user support 
and provide the capability to process large amounts of data. 
In the context of smart systems, perceiving them as distrib-
uted architecture systems requires appropriate management, 
monitoring,  and security.  Smart  environments can encom-
pass  a  variety  of  smart  solutions,  including  smart  grids, 

T

smart homes, and smart cities. The melding of these solu-
tions is an important area of research. Exploring ways to in-
tegrate them represents a key direction in the development 
of smart-environment theory.

Smart environments refer to the multiple application do-
mains where real-time Internet of Things (IoT) data process-
ing allows for improved decision-making. These are ecosys-
tems in which humans, conventional computer systems, and 
IoT devices are combined through cyber-physical services. 
Smart  environments  represent  any  physical  environment 
augmented with a collection of embedded systems elaborat-
ing heterogeneous data and interacting with people.

Typically, smart cities aim at providing applications such 
as smart  transportation, smart grids,  smart  surveillance, to 
enhance  urban  living  standards  by  IoT,  AI,  digital  twins, 
augmented reality, and the metaverse. A smart city typically 
comprises  smart  homes,  smart  health,  smart  roads,  smart 
parking,  and  smart  people.  Similarly,  smart  health  spaces 
like smart hospitals, smart gyms, or smart retirement homes 
are  aimed  at  continuous  patient  monitoring  and  therapy 
provision. The term smart home is used to describe homes 
with  home  applications,  illumination,  heating,  air 
conditioning,  television,  computers,  audio  and  video 
entertainment  systems,  security  systems,  and  camera 
schemes. Smart building is to monitor the energy and water 
utilization, as well as emissions and waste products. A smart 
environment  can  be  made  up  of  users’  wearable  and 
handheld devices, and several smart personal spaces. Smart 
agriculture  assists  farmers  in  minimizing  wastage  and 
improving  productivity  because  the  systems  support 
irrigation  and  crop field  monitoring.  A smart  traffic  light
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system can monitor green light times and automatically 

switch lights to avoid traffic jams. Smart environments en-

compass a large set of technologies, including computer net-

working, wireless communication, computational infrastruc-

tures, sensor networks, and algorithm design (Fig 1). 

 

 

Fig 1. Smart environment technologies 

 

The critical outcome of smart environment applications 

and execution is the generation of large-scale data sets. This 

large amount of data requires significant processing through 

artificial intelligence and machine learning algorithms. The 

term ‘smart’ was originally an acronym standing for “Self-
Monitoring, Analysis and Reporting Technology”, but smart 
technology is now defined as much by its capacity to monitor 

and track its user activities, preferences, and regularities [29]. 

In this paper, the impact of multi-agents on the smart grid 

is detailed by the assumptions of smart grid security, adapta-

bility, and user-friendliness factors. The following research 

questions were formulated: 

• RQ1: How does multi-agent software impact smart 

grid security? 

• RQ2: How to implement the multi-agent in a smart en-

vironment with current AI software? 

The theoretical background was presented in Section 2. 

The research began with a preliminary study of the literature 

review, which is presented in Section 3. The empirical part of 

the study will demonstrate how a multi-agent system can be 

applied to enhance the security of a home grid network. The 

practical exemplification of the usage of multi-agent software 

was presented in Section 4.  

The topic presented here is becoming increasingly actual 

and relevant in dynamically changing environments with its 

threats, which are related to, e.g., climate change, the energy 

crisis, or limited resources. The presented findings are an 

itemization of the factors that might be useful for further 

work, academic researchers, or business practitioners. 

II. THEORETICAL BACKGROUND 

A. Multi-Agents software implementation 

The areas of the Smart Environment theory, which include 

the smart grid theories discussed here, require the analysis of 

many aspects in the design and construction of modern com-

puter systems. As the authors indicate [26], the Internet of In-

telligence (IoI) requires defining the research area, the tech-

nologies in which the solution is being developed, its archi-

tecture, and identifying research gaps. Based on the research 

methodology, the studies undertaken in the article relate to 

Smart Grid/Energy in terms of application areas, Artificial In-

telligence, Digital Twin, Immersive Technology in terms of 

considered technologies, and Modeling Intelligence and Se-

curity and Privacy in terms of the defined gaps in research 

discussed in the article. 

From a technological perspective, the research considera-

tions have been focused on multi-agent systems, which allow 

for the creation of intelligent and autonomous systems. These 

have the ability not only to automate processes but also to act 

on behalf of users within information systems in the context 

of Digital Twin (DT) theory. The use of multi-agent systems 

in the context of the Internet of Intelligence allows for a range 

of benefits such as the implementation of well-defined com-

munication standards between agents and the creation of a 

system architecture within the framework of DT theory.  

The features of multi-agent systems presented here suggest 

various possible scenarios for using these systems during the 

development of Internet of Intelligence systems. 

B. Smart grid systems and security 

One of the areas of implementing the IoI theory is smart 

grid systems. A smart grid (SG), also called smart electri-

cal/power grid, intelligent grid, intelligrid, future grid, inter-

grid, or intragrid, is an enhancement of the 20th-century 

power grid. The traditional power grids are generally used to 

carry power from a few central generators to a large number 

of users or customers. In contrast, the SG uses two-way flows 

of electricity and information to create an automated and dis-

tributed advanced energy delivery network. 

Due to the importance of the energy sector for the safety 

and uninterrupted operation of systems and devices, the 

search for solutions that safeguard such systems is a very im-

portant element in the development of IoI theory. 

The Smart Grid term encapsulates the convergence of re-

mote monitoring and control technologies with communica-

tion technologies, renewable generation, and analytics capa-

bilities so that electric, natural gas, and water grid infrastruc-

tures can continuously provide information for operational 

and strategic management. The smart grids’ security chal-
lenges cover assurance of reliability and resilience of energy 

supply power, as well as safety, possible expansion and im-

provement plans, and efficiency of energy provision [2].  

The ISO standards on smart grid security are as follows: 

ISO/IEC DIS 27019 Information technology Security tech-

niques, Information security controls for the energy utility in-

dustry [38], ISO/IEC 30101:2014 Information technology, 
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Sensor networks: Sensor network and its interfaces for smart 

grid system [39]. 

C. Multi-Agent software in smart-grid system 

implementation 

Within the framework of IoI theory, it becomes necessary 

to develop solutions that operate autonomously and are capa-

ble of collecting data, processing it, and making decisions re-

garding the behaviour of devices. One such solution is multi-

agent systems. 

Multi-agent systems (MASs) are particularly well suited 

for studying Smart Grid system implementation, such as a 

collection of at least two or more (artificial) agents, where the 

word agent can be succinctly described as an artificial entity 

that can act in its environment [1]. It is implicitly assumed 

that they are computational by design, that is, a decision about 

an action “can be broken down into primitive operations that 
can be implemented in a physical device” [7]. There exist sev-
eral studies taking a MAS approach to studying community-

based markets for electricity energy trading.  

In the article [5], the authors presented a three-element ar-

chitecture of the smart grid system, outlining elements such 

as Perception, Network, Service and Application Layer. In 

terms of possible applications of multi-agent systems, in ad-

dition to the levels presented, multi-agent systems allow for 

the division of the network layer into communication with IoT 

devices and communication between agents. The primary role 

of multi-agent systems is to provide control functions and as-

sist communication in smart grid systems, particularly in mi-

crogrid systems [8]. Such a division of communication in 

smart grid systems relates to the security postulates of the sys-

tems, as discussed in the study [6]. Multi-agent systems, by 

their nature, resemble the concept of P2P systems used in 

smart grid theory [9], [11], but they have several additional 

features. These include the ability to define an agent's artifi-

cial intelligence mechanisms, dedicated communication 

standards that ensure the design patterns of the communica-

tion being conducted, agent mobility, and negotiation mecha-

nisms. In the case of smart grids, the application of auction 

systems in the area of energy sharing [12], [13] can be facili-

tated by agents in the construction of auction systems, sup-

ported by agents. In the present article, the multi-agent system 

is examined within the context of a digital twin, wherein in-

dividual agent entities simulate the functioning of the network 

using real-world data. The simulation was developed based 

on the proposed algorithm and uses one of the machine learn-

ing models 

III. MATERIALS AND METHODS 

This article used the literature analysis method. The litera-

ture review of the impact of multi-agents on the smart grid is 

detailed by the assumptions of smart grid security, adaptabil-

ity, and user-friendliness factors. The data set of publications 

in the Web of Science was examined. The first query in the 

topic “Smart grid and security” referred to 5.888 publications 
discovered between 1900 and 2023. The topic was studied 

mostly by topics connected with the power grid, renewable 

energy resources, and the Internet of Things.  

The previous studies and the state-of-the-art of smart grids 

concerning the surveys in different contexts. The most cited 

research about the security of smart grid by Fang et al. [3] 

showed the smart grid survey till 2011 as a new and improved 

power grid and showed the security features in IoT applica-

tions of smart grid, smart transportation, and smart cities, to 

demonstrate how fog/edge computing based IoT should be 

implemented in real world. Ellabban, Abu-Rub, and 

Blaabjerg showed the status, prospects, and enabling technol-

ogy of renewable energy resources [4]. Lin et al. showed the 

architecture, enabling technologies, security and privacy, and 

applications of the Internet of Things [5]. Yan et al high-

lighted the major motivations, requirements, and challenges 

in smart grid communication infrastructures [6], as well as 

Mo et al. showed the vision of a secure smart grid infrastruc-

ture [33], and S. Sridhar et al. [34]. Deilami et al. presented 

the new real-time smart load management (RT-SLM) control 

strategy for coordinating the charging of multiple plug-in 

electric vehicles (PEVs) in a smart grid system performed by 

a utility energy distribution system [32]. The examples of the 

most cited studies were connected with smart-grid security is-

sues, i.e., security technology for smart-grid networks, mali-

cious data attacks on the smart grid with intrusion detection 

techniques for cyber-physical systems, and classifications and 

applications of physical layer security techniques for confi-

dentiality. 

A. The Literature Review Method 

The research methodology was based on the literature re-

view and research questions RQ1 and RQ2. The research 

questions were based on the research gap present in the pre-

vious research studies. The following query was formulated 

to verify the previous findings described as RQ1: Security as-

pects query: “Multi-Agents” AND “Smart Grid” AND “Se-

curity”. Data collected from the Web of Science databases 

were used. The research findings were evaluated and dis-

cussed. 

B. Research Results 

The research results of RQ1 presented multidisciplinary 

publications in the field of security multi-agent systems for 

improving smart grid implementation. There are some fea-

tures of multi-agent software usage and its role in smart grid 

systems that have been studied. Based on a review of the lit-

erature, the features are presented as research results based on 

literature review. Multi-agent software affects the security of 

smart grids, especially in relation to their expansion and mod-

ification. It cooperates with other solutions, which is neces-

sary in the context of an intelligent network that is a system 

of systems with critical infrastructure. As the security solu-

tions used in traditional IT networks are not sufficient for the 

system of systems [41], in the case of smart grids, such fea-

tures of multi-agent systems as decentralized decision-mak-

ing, adaptability, substitutability, communication, learning, 

mechanisms of trust, cooperation, resilience, and self-healing 
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gain in importance. As a result, multi-agent systems provide 

an adequate basis for the construction of security that is re-

quired in system of systems and critical infrastructure. An-

swering the RQ2 the example of studies influence of multi-

agents software usage on a smart grid system was presented 

in Table I.  

TABLE I. 

INFLUENCE OF MULTI-AGENT SOFTWARE USAGE ON A SMART GRID 

SYSTEM 

Smart Grid 

Feature 
Multi-Agent Influence Source 

Adaptive ro-

botics 

Modular systems enable flexible adaptation in pro-

duction. Human–robot interactions via mobile 

devices. 

[15], [17] 

Additive man-

ufacturing 

Possibility to individualize products in cost-effec-

tive, small batches. 
[24] 

Automated 

Home Energy 

Management 

Secure Automated Home Energy Management in 

Multi-Agent Smart Grid Architecture 
[19] 

Cybersecurity 

Methodologies allowing for automatic detection 

and response to cyberattacks; adaptive computa-

tional intelligent systems continuously evolving; a 

distributed multi-agent scheme to enhance the cy-

bersecurity of smart power grids. 

[28] 

Decentralized 

Intrusion Pre-

vention 

Decentralized Intrusion Prevention (DIP) Against 

Coordinated Cyberattacks on Distribution Automa-

tion Systems 

[30] 

Demand fore-

casting 

The MAS (Multi-Agent System) Model allows the 

VPP (Virtual Power Plant) to know in advance the 

amount of power and is based on artificial neural 

networks (ANNs) 

[20] 

Energy man-

agement 

Smart grid management in prosumer communities, 

trading of energy  

[13], 

[14], [16] 

Demand re-

sponse 

Consumers can reduce their energy consumption 

through load curtailment, shift their energy con-

sumption over time, or generate and store energy at 

certain times to provide the grid with more flexibil-

ity. 

[21], [23] 

User-Friendli-

ness Environ-

ment 

An effective modeling and simulation environment, 

in terms of generality, user-friendliness, modeling 

flexibility, interoperability with GIS datasets, and 

computational efficiency 

[22] 

 

The AI-Knowledge Management Process of implementing 

the agents in a smart environment could be discovered in fu-

ture research. Nowadays, the RQ2 answer is based on the de-

scription of the AI-Knowledge Management model for agent 

tools implementation . The background is based on the re-

vised SECI model, with the machine (AI agent) in the 

knowledge management process that can play an active or a 

passive role. The active role would generate an output or a 

response, while the passive role could be compared to listen-

ing and adapting/rebuilding the internal (knowledge) repre-

sentation. Consequently, the four areas would each be split 

into a human perspective and a machine perspective, leading 

to eight fields of action in the new GRAI model [25]. More 

recent versions of LLM-based systems, such as OpenAI 

ChatGPT or Google Gemini, allow the human user to add ad-

ditional relevant materials into the conversation, e.g., using 

the “memory function” of those systems. This context relates 
to the interaction field as it helps the machine to identify a 

more precise context with a domain-specific focus in the dia-

logue. This way, a general conversation can be leveraged 

toward a specific direction by the human user by providing 

externalized information to the machine. Another application 

use case that is emerging rather frequently here is the use of 

GenAI in retrieval-oriented task using Retrieval Augmented 

Generation (RAG), which combines an initial search query 

with specific document collections (externalized information) 

to derive a more specific search results when the original 

query is augmented by the generated content from the exter-

nalized information [26]. In contrast to the use case of infor-

mation retrieval in enterprise-specific information sources 

(enterprise search), in the field of KM, the use of GenAI could 

introduce a bias in the results that originates from the founda-

tion models used. However, these effects might be similar to 

the contextual integration of a human user and could be coun-

teracted by carefully selecting and adopting the right founda-

tion model [27]. In the case of a smart grid security project, 

the design of architecture, algorithms and simulation studies 

are becoming more important.  

The example described in the paper illustrates RQ1 and 

RQ2 answers.  

IV. PRACTICAL EXEMPLIFICATION 

As detailed earlier, IoI and IoT underpin Smart Grid over-

sight and can be leveraged to strengthen the operation of these 

networks. Multi-agents could support Smart Grid Security, 

the robotisation of processes, and system adaptiveness. Au-

thors' prior research into Smart Grid security devised a multi-

agent system architecture to reinforce its security [18]. The 

resulting algorithm was calibrated to gauge the Grid’s perfor-
mance in terms of energy drawn by connected devices. In the 

example shown below, an algorithm for collecting infor-

mation from IoT devices is described, the process in which it 

was used is presented, and a machine learning algorithm is 

employed to evaluate the collected data. The proposed algo-

rithm was validated via a simulation conducted under the Dig-

ital Twin paradigm on the Jade platform. One possible appli-

cation of IoT and Smart grid solutions is to support the mon-

itoring of user and property security. The subsequent analysis 

concerns the Home Area Network (HAN) and Neighbour-

hood Area Network (NAN), where devices are examined lo-

cally, either within a single building or across multiple build-

ings in a given area. Home security systems, such as burglar 

alarms, sensors, can be supported by IoT devices and generate 

events related to the breach of defined rules. A problem en-

countered in IoT systems is the low performance of devices 

designed for minimal power consumption. In such solutions, 

it is crucial to use ML algorithms with low resource demands. 

For this experiment, we used the Isolation Forest algorithm. 

It is recognised for its low resource requirements. 

The literature review [36], [37] allowed for an attempt at 

specifying an algorithm to support the operation of the net-

work within the framework of IoI and IoT theory using a dig-

ital twin theory. To illustrate the conducted research experi-

ment, elements of the architecture of a prototype using busi-

ness process modelling and IoTDT-BPMN notation were de-

veloped. Fig. 2 presents the process of the system’s operation 
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based on IoTDT-BPMN elements. Each pool constitutes a set 

of tasks executed by the individual devices used when exper-

imenting. 

 

Fig 2. A process in the extended BPMN notation depicting the opera-

tion of the simulated system 

 

The whole experiment was developed based on a JADE 

multi-agent system, which was used to perform the simula-

tion. All the devices were registered in a multi-agent system, 

and agents’ specific behaviours were defined. The implemen-

tation uses the IotDTBPMN2Jade algorithm available at 

GitHub [40]. Activation of the simulation led to the genera-

tion of communication between the agents, which resulted in 

the sending of a notification about a detected event and the 

development of a knowledge base of alert events. Data from 

the available sensors was gathered using the developed solu-

tion after the simulation phase. The data shown in the figure 

were collected from an IoT sensor connected to an MQTT 

server between 26 May 2025 and 8 May 2025. Two pro-

nounced “spikes” in humidity levels can be observed, corre-
sponding to emergency shutdowns of the ventilation system 

on 2 May 2025 and 4 May 2025. After this initial stage, the 

sensor readings were used to develop a model based on the 

Isolation Forest algorithm. One requirement of the algorithm 

is that the input data must be supplied at regular time inter-

vals. In this project, the raw sensor readings were resampled 

into five-minute intervals. Since the sensor conserves power 

by reporting only when its state changes, any missing values 

were filled using linear interpolation. This ensured that every 

time slot was represented in the training set. The conducted 

experiments showed that, with the number of trees set to n_es-

timators=200 and a contamination level of 0.2 %, the model 

produced anomaly predictions that closely matched the real-

world events illustrated in Fig. 3. 

 

Fig 3. Outcomes of using the ML algorithm (humidity alerts) 

 

The model flagged 5 points as anomalies from the initial 

3,617 samples, which is about 0.14%. Increasing the 

contamination level to 0.5% raised the number of alerts to 12, 

while lowering it to 0.05% caused it to miss all anomalies. In 

the subsequent model test, a three-day dataset was prepared 

containing two events characterised by sudden spikes in hu-

midity levels. The model’s results on this simulated data are 
shown in Fig. 4. The model correctly detected the humidity 

spikes, indicating that the recommended 50% threshold was 

exceeded. 

 

Fig. 4. Humidity anomaly detection 

V. CONCLUSION 

The paper showed the studies of theoretical and practical 

exemplification of multi-agents software security due to RQ1 

and RQ2. The proposed research methodology was based on 

literature and focused on an IoT alarm-monitoring algorithm 

for smart homes and smart grids, which was described using 

an expanded BPMN notation and built on the idea of a digital 

twin. The algorithm specifies how agents evaluate the need to 

trigger alarms for particular model parameters and may serve 

to simulate the behaviour of IoT devices within Smart Grid 

networks. The algorithm's mechanism for gathering parame-

ters from IoT devices offers further extension through the use 

of a SIEM-Connector concept. This idea involves a service 

provider continuously monitoring a large number of devices 

across several networks. Such integration allows real-time de-

tection of threats reported by multiple domestic networks sim-

ultaneously. The use of the Isolation Forest algorithm facili-

tated the model’s training and its effective identification of 
situations that could threaten the system’s operational conti-
nuity. This was verified by the conducted simulation. The fu-

ture research should be concerned with the implementation 

and usage of the AI-based Knowledge Management (AI-KM) 

models with GenAI and the internalization interaction be-

tween the machine agents. Internalization relates strongly to 

the creation of internal models (or representations) of the 

knowledge of the outer world of the agent, reflecting the 

views and beliefs of the agent. The assistance by GenAI might 

both help the internalization processes of the human agent, 

but might also be beneficial to proactively build or adapt (dig-

ital) representations for the machine agent. 
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