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Abstract—In this digital age, data driven research has become
indispensable. Ensuring secure and transparent experimental
data management remains a key challenge. Blockchain technol-
ogy with its decentralized architecture, immutability and resis-
tance to tampering, presents a viable solution to these problems.
This paper presents a blockchain based web management system
designed to streamline the handling and integrity of experimental
research data. Leveraging the capabilities of blockchain tech-
nology enables the system to ensure data integrity. A critical
aspect of research is data, by securely storing file hashes on
decentralized network. This blockchain based web-system allows
users to login with its credentials and upload experimental data
in form a csv file and associate it with respective universities and
supervisors of the user. Later the system allows the supervisor
to login with its credentials to access the file for further analysis.
Upon file upload, the system will calculate the hash of the file
and stored on blockchain network. This approach guarantees
the immutability and authenticity of the uploaded research data.
The system prevents tampering and ensures transparency of the
experimental data, which is paramount in academic research.
The proposed system addresses the growing need for secure
and efficient data management in research, providing a reliable
solution for maintaining data integrity throughout the research
cycle.

I. INTRODUCTION

B
LOCKCHAIN is a digital distributed ledger. The func-

tionality of blockchain is continually increasing because

of decentralized networks, lack of reliance on trust, unchange-

able storage and ability to share information anonymously. In

experimental research, particularly in behavioral neuroscience,

maintaining the integrity and authenticity of data is very

important. This paper presents a web-based system designed

to store and manage experimental data in csv file, which

can range in GBs. These files capture critical data which are

translated into results, such as the drinking pattern of rats,

observed through a micro controller-based system. This ex-

perimental data includes parameters like device ID, timestamp

and liquid consumption, which are crucial as every recorded

value impacts the final analysis. These datasets, often stored as
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CSV file, must remain unaltered to ensure unbiased, reliable

results. After all, this data forms the basis for published

finding, peer review, future studies. Even minor alteration

could mislead entire research communities wasting time and

resources. To address these challenges, we have developed

a blockchain based web management system that not only

sure data integrity but also make sure the traceability of

data. Blockchain locks records in place, making unauthorized

changes impossible. Every adjustment if allowed gets perma-

nently logged, so anyone can trace the data’s history. This

transparency builds trust, journals and collaborators can verify

that the numbers/data haven’t been tweaked post experiment.

More importantly, it enforces reproducibility, a cornerstone of

good science. If other labs can’t replicate results because the

original data was altered, the entire study lost credibility. With

research ethics under increasing scrutiny, blockchain offers

a simple fix, which is immutable proof that data stays fair

from collection to publication. The data stored in blockchain

is immutable and transparent for the whole network [1].

Blockchain technology is changing and enables alternative

approaches like tamper proof credentialing and decentralized

learning system [2]. Currently many institutions still rely on

collecting data either on paper or centralized data management

systems. However, this form of medical system is highly

prone to privacy breach [3]. Therefore, the transformation

of centralized data management system to decentralized data

management system is an irresistible trend [4]. However, most

of the system stores and maintain their experimental data either

on their server or on papers it also wastes a lot of resources [5].

Therefore, in this paper a blockchain based system has been

proposed, which maintains experimental data integrity and the

key feature of the system is blockchain technology for data

authentication. When file uploaded on server it will calculate

the hash of the file and stored on blockchain network. The data

(hash of the file) will be stored via smart contracts. The smart

contract is a digital set of rules that are automatically executed

when predetermined terms and conditions are met. The smart

contract was written in solidity language and deployed on
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network, so web system can communicate with blockchain

through it. The system calculates the hash of experimental data

file and stored on server as well as on blockchain networks

and then for authentication, it compares both hashes of a file

which is stored on server as well as on blockchain network. If

the hash matches that means data is authenticated successfully

and file is unaltered. Otherwise, the system will flag the file as

altered while showing error message on screen. This ensures

that any unauthorized modification to data is immediately

detected. This system provides a robust mechanism of data

integration. This system combines server-based technology for

storage and access control whereas blockchain technology is

used for authentication.

II. LITERATURE REVIEW

Continuous and rapid development of blockchain technolo-

gies, Different features have been proposed for web-based

system for maintaining the integrity[6]. A blockchain based

web 3.0 system has been developed to manage the educational

documents and certificates, particularly the issuance of student

degree. The certificates and degrees have been issued to

students without the use of centralized system. The verification

process has been conducted by using Ethereum smart contracts

and degree has been issued to students and as it’s a decen-

tralized system, it maintains data integrity [7]. Similarly, In

another blockchain-based health contract management system

has been proposed for dealing the health-related certificates by

interacting with smart contracts. In this study, a blockchain

based system has been proposed by the author to negotiate

contracts between health insurance companies and end user.

Once the contract has been finalized then it will be stored

on blockchain network, because of its immutable feature

[8]. In another related paper, Author has developed a time

release encryption system, in which information has been

stored using asymmetric key encryption without needing help

from external agents. However, the study has some limitations

such as changing the difficulty based on prime numbers .

Additionally, the researchers discovered some new methods

such as proof of semantics to develop web [9]. A decentralized

blockchain based medical record system has been proposed

to handle EHR. Med-Rec architecture has a modular design

in which authorization, administration privileges and data

sharing are among the participants [10]. Med-block was a

block chain-based hybrid architecture to protect electronic

health records. The architectural node of the system is divided

into storing nodes, submission nodes and endorsement nodes

[11]. A generic blockchain based architecture has been pro-

posed for storing patient electronic health records [12]. EHR

blockchain architecture secures the environment and stops,

tempering of electronic health record by tracking all the events

in blockchain networks [13]. In their study, researcher has

proposed Blockchain based system called men shared. The

system was able to minimize the risk of data privacy and can

be used to solve the problem of data sharing among data

custodians in an untrusted environment[14]. An alternative

method was used by researchers, in which a private blockchain

based data sharing scheme has been proposed.This system has

used a consortium blockchain to save the index of security

[15]. A data management and sharing platform has been

proposed by combining artificial intelligence and blockchain

based technologies. This plate form has used the transparency

of the zone chain for data tracking, and it also ensures the

data remain unaltered [16].This paper has proposed hybrid

approach, ensures compatibility with existing management

systems, maintains operational efficiency and provides tamper

proof verification of data existence at a specific time. The

blockchain timestamps server as definitive, publicly auditable

evidence of data priority, effectively deterring misappropria-

tion and protecting intellectual property claims prior to the

dissemination of results.

III. METHODOLOGY

The blockchain based web management system has been

developed for collecting experimental data. The front end of

the web system has been developed by using html5 and css

with Bootstrap. The back end up of the system has been

developed in PHP core. The smart contract has been written

in solidity language and deployed on Ethereum blockchain via

sepolia testnet. Smart contracts will act as a bridge between

blockchain network and web-based system. The system is

mainly divided into two parts, one experimental data manage-

ment system and the other part is validating the experimental

data through blockchain technology to maintain its integrity.

Fig. 1. Shows Flow chart for Storing Hash on Blockchain Network.
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Figure 1 shows the flow chart in which the authorized user

(student) can login with their credentials and upload their

experimental data file on server with other details related to

experiment. The file will be selected, and other experimental

data will be written and uploaded. The system will calculate

the hash of the file before uploading the file to the server.

The file is then uploaded on the server and the database has

been updated. Calculated hash will then be sent on blockchain

network by calling a function. This function will communicate

with smart contract, which was written in solidity language and

deployed on ethereum testnet sepolia. The transaction (TX) has

different parameters like nonce, gas price, gas limit, to (smart

contract), value, data and chain id. The check balance function

will be called which make sure the gas price would be enough

for the transaction. If the gas price is not enough then it will

generate errors of not enough gas price. If the price is enough

then the system will generate a new transaction and signed

with private key and sent onto the network. If the transaction

is not successful then it will generate errors, otherwise the

system will generate TX (Transaction) id through consensus

mechanism, which will be stored in database.

Fig. 2. Shows Flow chart of Data Integrity Process.

Figure 2 shows the flow chart for web management system

for data authentication. The user (Professor->hierarchy level

two) will click on details. It will run the SQL query to fetch

the details related to that file such as file name, experimental

notes and supervisor name. The system calculates the hash

of the fetched file from server/database and also fetch its

transaction id. The system will use web3 API to retrieve the

hash stored on blockchain network by using tx id. The system

will compare the calculated hash of the file which is retrieved

from the server with the hash stored on Ethereum blockchain

network. If they matches, the system will display message of

data integrity, which means data is intact, otherwise it will

display an error message saying data is altered.The system

has been divided into three level hierarchies, which were

administration (admin), student and Professor. These three

different hierarchies have different permission levels.

IV. IMPLEMENTATION

This section explains the implementation of the tool as

well as explains the different hierarchical level and how

GUI base authentication process works for authenticating the

experimental data.

Fig. 3. Shows the successful deployment of smart contracts on blockchain
networks.

Figures 3 shows the successful deployment of smart con-

tracts in blockchain networks. To ensure smooth communi-

cation between the web-based management system and the

blockchain network, the smart contract was written. The smart

contract was developed to facilitate the hash storage and

retrieval of hash from the blockchain network.

Fig. 4. shows the GUI of admin.

Figure 4 shows the admin graphical user interface. The

administration has the ultimate power in this system. The

admin can see all the data uploaded in the system and can see

the detailed information such as total no of active users, total

number of files uploaded, and has authority to block users. He

can update the institution lists as well as create new users and

assign them one of the hierarchies according to their position.
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Fig. 5. Shows the GUI of student’s experimental data entry Form.

Figure 5 shows the graphical user interface of the student

view. The authorized student can log into their account and

upload the conducted experimental file by selecting his su-

pervisor. The user can also add more details like experiment

name, total number of hours, experiment start and end dates,

and can add notes in experimental detail section. Once the

file has been uploaded then user will no longer has access or

authority to delete file from system. Only user has access to

read the files he has uploaded. He can only view them.

Fig. 6. Shows the GUI of Professor View Portal.

Figure 6 shows the graphical user interface of the professor’s

view, in which he can look into details of uploaded file with

blockchain authentication. This detailed view shows the details

of the experiments like the name of the student who has

conducted this test, his email, his institution, uploaded date

and the professor’s name with additional experimental notes

and it shows the statement that this file has been authenticated

through a blockchain network, which shows the data integrity.

The professor can analysis the file after downloading it or on

the web by clicking analysis web icons for short files up to

10,000 data points.

Fig. 7. Shows the data analysis of file on website.

Figure 7 shows the GUI of web-based tool analysis. This

web-based system can be used to analysis the experimental

data. The system can plot the graphs up to ten thousand

points but after that it will run out of cache memory, therefore

it halts. Detailed analysis of the file could be done through

MATLAB or by using python-based script for analysis by

using Matplotlib libraries.

V. VALIDATION OF TOOL

This section shows the validation of the implemented web

management system that shows the error free implementation

of blockchain technology, which ensures the integrity of

experimental data stored by the user. This section presents the

different key stages of processes like generation of Transaction

id (TX ID), hash comparison and data integrity verification

process.

A. Transaction ID Generation

The system will calculate the hash upon uploading the ex-

perimental data and store the file hash on blockchain network.

A transaction id TX will be generated as proof that data (hash)

has been recorded on blockchain network. Figure 8 shows

the generated transaction id on blockchain network, and this

transaction id has been stored in database for further reference.

Fig. 8. Shows transaction records on block chain network.

B. Verification on the Block Chain Network

To verify the integrity of the stored experimental data. The

system will retrieve the hash stored on the blockchain networks
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and compare it with the hash of the file stored on the server.

Figure 9 shows a message stating that the hash has been

successfully matched, indicating that the experimental data

have not been altered.

Fig. 9. Shows the message conforming hash match and experimental data
integrity.

If the hash doesn’t match in that case the system will detect

the potential tampering in experimental data and alert the user

by message on screen. Figure 10 shows message, which states

that the blockchain hash doesn’t match with hash of the file

stored on server.

Fig. 10. Shows the message indicating data tempering.

C. System Performance

The system has successfully maintained the data integrity of

experimental data by using blockchain based web system. The

use of transaction id for fetching the data and hash comparison

method ensures that any unauthorized modification to the

experimental data can be detectable. The results confirm the

system has achieved its primary goal of data integrity.

VI. CONCLUSION

The development of blockchain based web management

system has been successfully implemented for storing and

managing experimental data. This system addresses the critical

challenges of maintaining data integrity by using blockchain

technology. The use of cryptographic hashing provides the

robust mechanism for detecting unauthorized modification in

data. The system ensures the integrity of data by verifying it.

The validity of the system has been conducted through series

of tests like calculation of hash while uploading file secondly

generation of transaction id then storing the cryptographic

hash on blockchain network and verification of data integrity

through hash comparison. The validation process shows that

the system successfully identifies the tampered data, while

conforming to the integrity of experimental data files, which

were unaltered. This system has a strong need in academic

and research fields where the reliability of experimental data

is paramount. In future work. This system should focus on the

scalability of the system so that the system can handle large

datasets. In addition, exploring the implementation of other

decentralized technologies that could improve the security

and efficiency of the system. Overall, this project shows the

potential of blockchain technology in ensuring data security

/ integrity and providing a particular solution for managing

experimental data in research environment.
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