
 

Abstract—The rapid deployment of 5G networks introduces 

new  opportunities  for  digital  transformation  while  exposing 

critical vulnerabilities across technical and regulatory domains. 

This paper offers a comprehensive exploration of the European 

cybersecurity landscape for 5G and beyond, analyzing how leg-

islative frameworks such as GDPR, the EECC, and NIS2 shape 

telecom security practices. It examines the roles of key actors 

including ENISA, national regulatory authorities, and interna-

tional bodies, and discusses how telecom operators can imple-

ment and operationalize these frameworks. The paper further 

presents a practical use case demonstrating how the SAND5G 

platform supports compliance and incident response through 

contextualized risk assessment and real-time threat mitigation. 

Looking ahead,  it  outlines  future  governance  challenges  and 

emerging technologies—such as  quantum cryptography,  zero 

trust architectures, and AI-driven security—required to secure 

next-generation networks like 6G. The study underscores the 

need for dynamic, multi-layered, and forward-looking cyberse-

curity strategies that balance innovation with resilience.

Index Terms—SAND5G Platform, 5G Security, Cybersecu-

rity Regulations.

I. INTRODUCTION

HE SAND5G project is a European research initiative 

dedicated to advancing the security analysis of 5G and 

beyond networks. This paper builds upon the comprehensive 

findings of SAND5G, particularly those presented in Deliv-

erable  D2.1  “Security  analysis  for  5G  and  beyond  net-

works,” to provide a critical  overview of the multifaceted 

evolution of 5G technology, its associated security implica-

tions, regulatory frameworks, and strategic perspectives for 

future telecommunications.

T

The  project  underscores  a  dual  strategy  that  leverages 

both technical advancements and regulatory policies to for-

tify network security.  It  highlights the pioneering roles of 

standardization  bodies  such  as  3GPP,  ETSI,  and  ITU-T, 

alongside  collaborative  projects  and initiatives  focused on 

securing 5G infrastructures. The analysis addresses emerg-

ing security challenges introduced by 5G adoption, includ-
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ing  vulnerabilities  linked to  IoT proliferation,  the  conver-

gence of  IT and telecom infrastructures,  and complexities 

arising from software-defined networking and virtualization.

The global deployment of 5G networks marks a critical 

milestone  in  telecommunications,  enabling  unprecedented 

speeds, massive device connectivity,  and ultra-low latency 

that power innovative applications from smart cities to In-

dustry 4.0. However,  these advancements bring new com-

plexities in security and privacy that require comprehensive 

governance frameworks. Europe’s approach emphasizes har-

monizing rapid technological  progress  with  robust  protec-

tion  of  data  and  infrastructure  resilience.  The  SAND5G 

project contributes to this endeavor by integrating technical 

innovation with regulatory insight, ensuring that security is 

embedded not only in network design but also in policy and 

operational  practices.  This  paper  examines  the  European 

regulatory environment alongside emerging security strate-

gies, highlighting the challenges and opportunities of secur-

ing 5G and paving the way for future generations such as 

6G.

This  work advocates  a  holistic  approach  that  integrates 

technical  solutions,  governance  frameworks,  and  interna-

tional collaboration to navigate the evolving security land-

scape of 5G and beyond. The subsequent sections provide an 

in-depth background on standardization and innovations in 

5G, explore the intricate security landscape shaped by novel 

architectures and extensive connectivity, examine regulatory 

compliance and data protection considerations,  and review 

existing security mechanisms. The paper further presents the 

European Union’s strategic response through initiatives such 

as the 5G toolbox and concludes with insights into future 

telecommunications innovations including 6G and beyond.

To ensure the secure and resilient deployment of 5G net-

works, regulatory frameworks play a pivotal role alongside 

technical safeguards. Within the European Union, the secu-

rity  and  privacy  of  telecommunications  infrastructure  are 

guided by a complex yet comprehensive set of regulations 

and directives. These legal instruments not only define the 

responsibilities of operators and service providers but also 

establish  mechanisms  for  oversight,  coordination,  and  en-

forcement.  Understanding  this  evolving  regulatory  land-

scape is essential for aligning technical innovation with legal 

compliance and public trust. The following section outlines 
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the most relevant EU legislation shaping the 5G cybersecu-

rity domain.

II. EXISTING EUROPEAN REGULATORY FRAMEWORK

Regulatory compliance, particularly in the context of Eu-

ropean legislation, plays a significant role in shaping user-

centric security considerations for 5G networks. In the Euro-

pean  Union  (EU),  several  key  regulations  and  directives 

govern cybersecurity and data protection, impacting how 5G 

networks  are  deployed,  managed,  and  secured.  Here  are 

some  important  aspects  of  regulatory  compliance  in  the 

EU [1].

GDPR [2] is one of the most comprehensive data protec-

tion regulations globally and significantly impacts the secu-

rity and privacy of user data in 5G networks. GDPR applies 

to the processing of personal data by organizations operating 

within the EU or offering goods and services to individuals 

in the EU. It imposes strict requirements on data controllers 

and processors, including obligations related to data protec-

tion principles,  lawful processing,  data subject rights,  data 

breach notification,  and privacy by design and by default. 

Compliance with GDPR is essential  for  safeguarding user 

privacy and avoiding hefty fines and penalties for non-com-

pliance.

The ePrivacy Directive [3] governs the processing of per-

sonal  data  and the  protection  of  privacy  in  the  electronic 

communications sector. While not specifically tailored to 5G 

networks, it applies to the collection and use of data trans-

mitted over these networks, including metadata generated by 

communication services. The forthcoming ePrivacy Regula-

tion, intended to replace the current directive, aims to mod-

ernize and strengthen privacy rules for electronic communi-

cations,  further  impacting  the  security  and privacy  of  5G 

networks.

The European Electronic Communications Code (EECC) 

[4] is the main EU policy framework for the telecom sector. 

Adopted in 2018, these rules apply to all electronic commu-

nications  services  and networks  in  the  EU. Currently,  the 

EECC has been transposed by most EU countries, with the 

Commission supporting Member States in the implementa-

tion process.

Security requirements for the telecom sector are contained 

in Article 40 of the EECC (which replaces Article 13a of the 

Framework Directive). Article 40 asks Member States to en-

sure  that  operators  take  “appropriate”  cybersecurity  mea-

sures and report significant incidents to the national authori-

ties; Article 41 asks Member States to ensure that the na-

tional competent authority, for instance a telecom national 

regulatory  agency  (NRA)  or  a  cybersecurity  agency,  de-

pending on the national setting, has the powers to audit tele-

com operators and to enforce measures in case of cybersecu-

rity deficiencies.

In  terms  of  supervision  of  these  security  requirements, 

Member States have taken diverse approaches. For instance, 

where binding rules apply to mobile network operators, they 

may  cover  different  types  of  technical  and  organizational 

measures.  In  Member  States  where  security  measures  are 

further clarified in more technical and practical detail (often 

via  secondary  legislation),  they  often  refer  to  the  ENISA 

framework of detailed technical telecom security measures, 

which was developed with all Member States to implement 

the EECC and contains a detailed list of relevant telecom se-

curity measures.

The NIS1 [5] establishes cybersecurity standards for oper-

ators  of  essential  services  (OES)  and  digital  service 

providers (DSPs) within the EU. It requires member states to 

adopt national cybersecurity strategies, designate competent 

authorities, and establish incident reporting mechanisms for 

significant cyber incidents. Compliance with the NIS Direc-

tive  involves  implementing  appropriate  security  measures, 

conducting risk assessments, and reporting cybersecurity in-

cidents to national authorities.

The revised NIS Directive, referred to as NIS2 [6], will 

repeal and replace Articles 40 and 41 of the EECC, with ef-

fect from 18 October 2024, streamlining the cybersecurity 

policy  framework,  adding  providers  of  public  electronic 

communications networks and providers of publicly avail-

able electronic communications services to the ‘digital infra-

structure’ sector. The NIS2 Directive establishes: (a) obliga-

tions requiring Member States to adopt national cyber secu-

rity strategies and to designate or set up competent authori-

ties, cyber crisis management authorities, cyber security sin-

gle  points  of  contact  and  computer  security  incident  re-

sponse teams (CSIRTs), (b) cybersecurity risk management 

measures and reporting obligations for entities of the type 

referred to in Annexes I and II of the NIS2 Directive, (c) 

rules and obligations regarding the exchange of cybersecu-

rity information and (d) Member States' obligations regard-

ing supervision and enforcement. Under the NIS2 Directive, 

the Commission has to issue implementing acts on security 

measures and incident reporting, for several entities under 

the NIS2 digital infrastructure sector, including TLDs, DNS, 

and content delivery networks (CDNs). The NIS Coopera-

tion  Group  already  published  detailed  technical  security 

measures for TLD registries [7] and is drafting a guideline 

on security measures for the DNS providers. In addition, the 

NIS2 allows the NIS Cooperation Group, together with the 

Commission and ENISA, to conduct EU-wide risk assess-

ments in critical supply chains.

The  Resilience  of  Critical  Entities  (CER)  Directive  [8] 

covers the physical resilience of critical entities against man-

made and natural hazards, in coherence with the NIS2 Di-

rective which covers cybersecurity risks. This Directive fo-

cuses on all relevant non-cyber natural and man-made risks, 

including cross-sectoral or cross-border, that may affect the 

provision of essential services, such as natural disasters, ac-

cidents, public health emergencies and antagonistic threats, 

including terrorist offences, sabotage and hybrid threats. It 

covers eleven sectors, including digital infrastructure.

The EU Cybersecurity Act [9] introduces a certification 

framework  for  cybersecurity  products,  services,  and  pro-

cesses, including those related to 5G networks. The frame-
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work  enables  the  voluntary  certification  of  ICT products, 

ICT processes, and ICT services based on common cyberse-

curity standards and schemes recognized across the EU. A 

European  cybersecurity  certification  scheme  may  specify 

one or more of the following assurance levels for ICT prod-

ucts, ICT services and ICT processes: ‘basic’, ‘substantial’ 

or ‘high’. The assurance level shall be commensurate with 

the level of the risk associated with the intended use of the 

ICT product,  ICT service or ICT process,  in terms of the 

probability and impact of an incident. Compliance with cy-

bersecurity certification requirements can enhance the trust-

worthiness and security of 5G products and services, foster-

ing consumer confidence and market competitiveness.

The Cyber Resilience Act (CRA) [10], for which a provi-

sional  political  agreement  has  been  reached  in  December 

2023,  requires  manufacturers  of  connectable  software  and 

hardware products intended for the EU market to ensure that 

such products are developed in line with security-by-default 

and security-by-design principles and that their  security is 

maintained  throughout  their  lifetime,  for  instance  through 

testing and security updates. The CRA covers a wide range 

of products deployed by network operators, such as routers 

and switches. It has the potential to increase transparency on 

the security of such products and facilitate supply chain se-

curity management for critical infrastructure covered by the 

NIS2  Directive,  including  operators  of  public  electronic 

communications  networks and core  Internet  infrastructure. 

The agreement reached is, as of February 2024, subject to 

formal approval  by both the European Parliament  and the 

Council.

While the European regulatory framework sets the foun-

dation for securing 5G networks, its effective implementa-

tion and coordination depend on the efforts of specialized in-

stitutions.  Among  them,  the  European  Union  Agency  for 

Cybersecurity  (ENISA)  plays  a  pivotal  role  in  translating 

policy  into  practice.  As  the  EU’s  dedicated  cybersecurity 

body, ENISA supports member states and stakeholders by 

developing  technical  guidelines,  facilitating  collaboration, 

and  strengthening  collective  preparedness.  The  following 

section explores ENISA’s multifaceted contributions to se-

curing 5G and beyond.

III. EUROPEAN UNION AGENCY FOR CYBERSECURITY (ENISA)

ENISA [11] plays a key role in enhancing cybersecurity 

and  resilience  across  the  EU,  particularly  within  the 

telecommunications sector. It provides guidance, best prac-

tices,  and  recommendations  to  strengthen  the  security  of 

telecom networks and infrastructure.

ENISA collaborates with telecom stakeholders to collect 

threat intelligence, analyze emerging risks, and share action-

able information to improve situational awareness. It works 

closely  with  EU institutions,  national  cybersecurity  agen-

cies,  industry groups, and international  partners to coordi-

nate efforts and address common cybersecurity challenges. 

This includes participation in working groups, joint initia-

tives, and information-sharing frameworks to bolster collec-

tive resilience.

The  agency  publishes  security  guidelines  and  technical 

standards covering network security, incident response, risk 

management, and security-by-design. ENISA also supports 

the telecom sector in developing incident response and crisis 

management  capabilities  through  guidance,  exercises,  and 

simulations to improve preparedness.

Furthermore, ENISA contributes to cybersecurity certifi-

cation schemes for telecom products and services, promot-

ing common evaluation criteria  and mutual  recognition of 

certifications across EU member states.

To build capacity, ENISA organizes training, workshops, 

and awareness programs for telecom professionals, regula-

tors, and policymakers, fostering knowledge sharing and im-

proving the sector’s overall cybersecurity posture.

ENISA’s role extends beyond guidance and standard-set-

ting. The agency actively coordinates large-scale cybersecu-

rity  exercises  such  as  the  annual  European  Cybersecurity 

Challenge,  fostering  readiness  and  collaboration  among 

Member  States.  Through  its  Threat  Landscape  reports, 

ENISA provides up-to-date intelligence on evolving cyber 

threats,  including  those  targeting  5G  infrastructures.  The 

agency also supports the implementation of the EU 5G Tool-

box, assisting countries in adopting consistent risk mitiga-

tion measures.  ENISA’s collaboration with CERTs (Com-

puter Emergency Response Teams) across Europe enhances 

rapid incident response and information sharing, critical for 

managing the complex threat environment in telecommuni-

cations.

While ENISA primarily operates within the EU context, 

its activities also intersect with broader international efforts 

aimed at securing global telecommunications infrastructure. 

As  5G  networks  are  inherently  cross-border  in  nature, 

threats  targeting  them  often  span  jurisdictions.  Conse-

quently,  cooperation  with  international  organizations  and 

standardization bodies becomes essential to ensure cohesive 

and interoperable security practices.  Building on ENISA’s 

regional  contributions,  the  following  section  explores  the 

EU’s role  in fostering global  partnerships  for  5G security 

and resilience.

IV. INTERNATIONAL COOPERATION IN 5G SECURITY

Securing  5G  networks  is  a  global  challenge  that  tran-

scends  regional  boundaries.  The  European  Union  actively 

cooperates  with  international  bodies  such  as  the  Interna-

tional Telecommunication Union (ITU), the Global System 

for Mobile Communications Association (GSMA), the 3rd 

Generation Partnership Project  (3GPP), and other regional 

cybersecurity agencies to harmonize standards, develop se-

cure-by-design  architectures,  and  share  threat  intelligence. 

These  collaborations  facilitate  the  alignment  of  security 

frameworks, promote technical interoperability, and support 

coordinated  responses  to  transnational  cyber  threats  and 

large-scale  incidents.  Joint  efforts—such  as  coordinated 

threat reporting, the development of shared risk assessment 
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methodologies, and participation in cross-border cybersecu-

rity exercises—help enhance collective preparedness and re-

silience.

On  the  policy  level,  such  cooperation  also  reinforces 

global  consensus  around  key  principles  like  transparency, 

accountability,  and  proportionality  in  cyber  risk  manage-

ment.  It  further  supports  the  development  of  trusted  ICT 

supply chains through common evaluation schemes and co-

ordinated  vendor  risk  assessments,  aiming to  mitigate  de-

pendencies on untrusted suppliers and ensure strategic au-

tonomy. These international efforts are crucial for sustaining 

long-term cybersecurity in a rapidly evolving technological 

landscape.

While international cooperation provides a broad frame-

work for harmonizing 5G security practices across borders, 

effective implementation depends heavily on the actions of 

national regulatory authorities. These authorities serve as the 

operational arms of policy enforcement, translating interna-

tional and regional strategies into concrete technical and or-

ganizational  requirements.  The  next  section  examines  the 

pivotal role played by national regulators in overseeing com-

pliance,  coordinating  incident  response,  and  fostering  re-

silience at the member state level.

V. REGULATORY AUTHORITIES

National regulatory authorities oversee 5G network secu-

rity and enforce compliance with applicable laws and stan-

dards. While specific requirements vary by jurisdiction, au-

thorities typically set security standards and guidelines that 

telecom operators must follow, covering areas such as au-

thentication,  encryption,  access  control,  incident  response, 

and risk management.

Operators are often required to conduct risk assessments, 

implement risk management processes, and promptly report 

significant cybersecurity incidents to authorities. Regulatory 

bodies monitor compliance through audits, inspections, and 

reporting, imposing penalties for non-compliance when nec-

essary.

Authorities  also  promote  collaboration  and  information 

sharing  among operators,  government  agencies,  and  other 

stakeholders  to  address  common  cybersecurity  threats.  A 

key example of such international cooperation is ENISA’s 

European  Competent  Authorities  for  Secure  Electronic 

Communications (ECASEC) expert group [11]. This group 

plays a central role in aligning national efforts by agreeing 

on technical and organizational measures for the implemen-

tation  of  Articles  40  and  41  of  the  European  Electronic 

Communications  Code  (EECC)  and  the  provisions  of  the 

NIS2 Directive concerning telecom security and incident re-

porting. Furthermore, ECASEC facilitates the voluntary ex-

change of information among national experts on threats, cy-

bersecurity incidents, lessons learned, applicable standards, 

and practical tools. The group also contributes to the devel-

opment of ENISA’s policy and technical outputs by review-

ing and providing input on key documents, thereby reinforc-

ing  a  coordinated  and  resilient  approach  across  Member 

States.

While national authorities are responsible for setting and 

enforcing regulatory standards, the responsibility for practi-

cal  implementation  lies  primarily  with  telecom operators. 

These  operators  act  as  the  frontline  of  network  security, 

translating legal and policy requirements into actionable se-

curity practices  within  their  infrastructures.  The following 

section explores how telecom providers operationalize com-

pliance, establish robust governance structures, and deploy 

security  controls  to  protect  5G networks  against  evolving 

cyber threats.

VI. TELECOM OPERATORS

For telecom operators, adhering to regulatory frameworks 

such as the EECC, the NIS Directive, and the GDPR is vital 

for maintaining secure and resilient 5G networks. To ensure 

compliance and mitigate risks, operators must begin by con-

ducting comprehensive assessments to determine which reg-

ulatory  requirements  apply  to  their  operations,  enabling 

them to formulate an effective compliance strategy. Estab-

lishing robust governance frameworks is equally important, 

with clearly defined roles and the appointment of dedicated 

compliance officers to oversee implementation. Strong secu-

rity  and  privacy  controls  should  be  deployed,  including 

mechanisms  for  encryption,  access  management,  intrusion 

detection, and data loss prevention. Operators are also ex-

pected to develop and communicate formalized policies and 

procedures that cover key areas such as data protection, inci-

dent response, risk management, and staff training.

To address privacy risks in particular, telecom companies 

should  perform  Data  Protection  Impact  Assessments 

(DPIAs), ensuring that GDPR obligations are met through-

out  their  service  delivery.  Incident  response  capabilities 

must be in place to allow for prompt reporting of cybersecu-

rity events to both the relevant authorities and affected indi-

viduals. Additionally, third-party suppliers must be subject 

to rigorous security and compliance oversight,  as they are 

often integral to the telecom ecosystem. Building a resilient 

security  culture  requires  ongoing  training  and  awareness 

programs for both employees and contractors. Finally, oper-

ators must implement continuous monitoring and regular au-

dits to evaluate the effectiveness of security controls and up-

date them as necessary to adapt to evolving threats and regu-

latory requirements.  Through this proactive and structured 

approach, telecom operators can safeguard their infrastruc-

ture, meet legal obligations, and foster trust among users and 

regulators alike.

While telecom operators are expected to adopt compre-

hensive security and compliance strategies, the complexity 

of  modern  5G infrastructures  demands  the  support  of  ad-

vanced  platforms  that  enable  rapid  detection,  contextual 

analysis,  and  coordinated  response.  To  demonstrate  how 

such  support  is  operationalized  in  practice,  the  following 

section presents a realistic scenario in which the SAND5G 

platform is employed to manage a security breach. This use 
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case illustrates how integrated tools and compliance work-

flows—aligned with both GDPR and NIS2—empower tele-

com actors  to respond effectively  and maintain regulatory 

assurance in the face of cyber incidents.

VII. USE CASE: SECURITY BREACH MITIGATION USING THE 

SAND5G PLATFORM UNDER GDPR/NIS2

In this illustrative scenario (see Figure 1), we demonstrate 

how the SAND5G platform supports a telecom operator in 

managing a security breach under GDPR and NIS2. When a 

potential  intrusion  is  detected  via  integrated  IDS  (e.g., 

Snort3),  SAND5G enriches the alert  with contextual  asset 

data and calculates impact scores. This enables the security 

analyst and Data Protection Officer (DPO) to quickly assess 

the situation, fulfill notification obligations within 72 hours 

(GDPR), and notify the NIS authority as required. If needed, 

users are informed and further steps are taken. The platform 

also logs mitigation activities and helps ensure post-incident 

compliance and policy updates.

While the SAND5G platform exemplifies how advanced 

tooling  can  support  compliance  and  incident  management 

under  today’s  regulatory  frameworks,  it  also  establishes  a 

solid  foundation  for  the  cybersecurity  solutions  of  tomor-

row.  As  networks  transition  toward  6G,  platforms  like 

SAND5G are expected to evolve, embracing increased com-

plexity and integrating emerging technologies such as quan-

tum security, zero-trust models, and AI-driven governance. 

The  following  section  explores  future  governance  models 

and security innovations that will be essential to support this 

next leap in telecommunications.

Figure 1: Security breach mitigation process using the SAND5G plat-

form under GDPR and NIS2 directives.

VIII. FUTURE GOVERNANCE FOR 6G SECURITY

The complexity  and ubiquity of 6G networks introduce 

new security and resilience challenges. Adversaries are be-

coming  more  sophisticated,  employing  advanced  AI  tech-

niques to launch novel attacks. To address these threats, 6G 

networks must achieve significantly higher levels of trust-

worthiness, dependability, and security, requiring advance-

ments across multiple domains. Key approaches include the 

following subsections.

A. Physical Layer Security

Physical  Layer  Security  (PLS) ([12],[13])  harnesses  the 

physical characteristics of wireless channels to establish se-

curity,  employing  methods  such  as  spread  spectrum,  fre-

quency hopping, and directional antennas. It also emerges as 

a promising security technology for 6G due to its immunity 

to  traditional  cryptography  vulnerabilities.  Leveraging  the 

physical attributes of wireless channels, PLS renders eaves-

dropping or interference by attackers exceedingly challeng-

ing.

B. Quantum Cryptography

Quantum  cryptography  ([14])  utilizes  the  principles  of 

quantum mechanics to forge unbreakable encryption, offer-

ing a promising avenue for 6G security by evading vulnera-

bilities  present  in  traditional  cryptography.  In  addition,  it 

stands out  as  a  highly promising security  solution for  6G 

networks, leveraging the distinct principles of quantum me-

chanics, which starkly contrast classical physics. This inher-

ent distinction makes quantum cryptography resilient against 

attacks, even from formidable adversaries.

C. Zero Trust Security

Zero  Trust  Security  ([15],[16])  operates  under  the  as-

sumption that  no user  or  device is  inherently  trustworthy, 

necessitating comprehensive traffic inspection regardless of 

origin or destination. Zero Trust architecture provides a col-

lection of concepts and ideas designed to minimize uncer-

tainty in enforcing accurate,  least privilege per-request ac-

cess  decisions  in  information  systems and services  in  the 

face  of  a  network viewed as compromised.  It  emphasizes 

continuous  authentication,  authorization,  and  validation, 

alongside granular access control and continuous monitor-

ing. It presents a robust security paradigm that operates un-

der  the  assumption  that  no  user  or  device  holds  inherent 

trustworthiness. Consequently, all network traffic undergoes 

scrutiny, regardless of its origin or destination, offering po-

tent defense mechanisms against attacks on 6G networks.

D. Artificial Intelligence and Machine Learning

AI and ML technologies [17],[18]) are poised to bolster 

6G network security  by swiftly identifying and mitigating 

intrusions, discerning malicious traffic patterns, and predict-

ing potential attacks. They offer multifaceted avenues to bol-

ster  the  security  of  6G networks.  These  technologies  can 

adeptly  identify  and mitigate  intrusions,  discern  malicious 

traffic  patterns,  and  forecast  potential  threats.  While  still 
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evolving, AI and ML hold considerable promise in revolu-

tionizing the security landscape of 6G networks.

E. Enhanced Authentication and Authorization

6G will adopt advanced authentication and authorization 

methods [19],[20], including multi-factor authentication and 

biometric  verification,  strengthening  identity  and  access 

management to protect networks.

F. Secure Network Slicing

Secure network slicing [21],[22] aims to create isolated 

virtual networks tailored to specific services or user groups, 

ensuring protection and resource separation across 6G infra-

structures.

G. Quantum Key Distribution

Quantum Key Distribution (QKD) [23], based on quan-

tum mechanics, enables secure key exchange between par-

ties, safeguarding against eavesdropping and interception in 

6G channels.

As  6G  technology  approaches  realization,  governance 

models must evolve to accommodate unprecedented techno-

logical complexity and agility. Future governance will likely 

incorporate adaptive regulatory frameworks enabled by real-

time monitoring and AI-powered compliance tools, allowing 

for rapid responses to emerging threats.  Moreover,  ethical 

considerations  surrounding  AI  deployment,  user  privacy, 

and digital  sovereignty  will  demand multi-stakeholder  en-

gagement  including  industry,  governments,  academia,  and 

civil  society.  Transparent  mechanisms  for  accountability, 

certification, and cross-border cooperation will become criti-

cal. This dynamic governance approach aims to balance in-

novation acceleration with security assurance, fostering trust 

and sustainability in next-generation networks.

In light of these anticipated advancements, it becomes im-

perative to reflect  on the regulatory foundations that must 

evolve in parallel. The following conclusion synthesizes the 

insights presented and outlines the key priorities for securing 

future networks.

IX. Conclusion

As 5G networks become the backbone of modern digital 

infrastructure, regulatory oversight remains essential to en-

suring their security and resilience. The European Union’s 

frameworks—GDPR, EECC, and the NIS Directives—pro-

vide a solid foundation for data protection, risk mitigation, 

and incident response. Institutions like ENISA, along with 

national  authorities  and international  partners,  play a vital 

role in guiding and enforcing these regulations.

This paper has illustrated how telecom operators can align 

with  evolving  compliance  demands  and  has  demonstrated 

the practical value of platforms like SAND5G in navigating 

real-world  breaches.  These  tools  enable  actionable,  risk-

based decision-making and help bridge the gap between reg-

ulatory requirements and operational response.

However, as we move toward 6G, new threats and tech-

nological paradigms demand a shift in cybersecurity gover-

nance.  Adaptive  regulatory  models,  AI-enhanced  security 

mechanisms, and quantum-safe solutions will be key to pro-

tecting next-generation networks. Moving forward, a holis-

tic, collaborative, and proactive governance strategy will be 

essential—not only to safeguard infrastructure,  but also to 

foster trust and innovation across the digital ecosystem.
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