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Abstract— Digital agriculture increasingly depends on
cross-organizational data sharing, yet many agricultural actors
remain reluctant to disclose data because they lack enforceable
control over how individual data elements are exposed. Existing
governance and interoperability initiatives provide important
foundations, but they do not sufficiently address the runtime
enforcement of fine-grained disclosure decisions in practical
machine-to-machine  exchanges. This paper presents
FarmTrustee, a finest-grained filter service for the agricultural
data space. Building on a Finest-Grained Attribute-based
Policy Machine (FisGAP), FarmTrustee extends attribute-
based control to digit-level disclosure and applies policy-driven
transformations to outgoing JSON payloads. Rather than
merely deciding whether a field is visible, the service can
suppress, generalize, reduce, or partially reveal values such as
stock levels, timestamps, and geocoordinates. FarmTrustee is
implemented as a Policy Decision Point and Policy
Enforcement Point pair embedded in a synchronization
pipeline. The approach is demonstrated in the MIRO project
and integrated into a data platform for synchronization
between Farm Management Information Systems and external
systems such as webshops and reporting interfaces. Initial
prototype results indicate that the approach can preserve data
sovereignty and support data minimization while introducing
only limited operational overhead. FarmTrustee therefore
provides a practical runtime mechanism that connects data
space governance with enforceable disclosure control.

Index Terms— agricultural data spaces, access control,
attribute-based access control, finest-grained filter service,
JSON filtering, policy enforcement.

1. INTRODUCTION

IGITAL agriculture depends increasingly on the

controlled exchange of data across organizational
boundaries [1]. Farm Management Information Systems
(FMIS), e-commerce platforms, advisory services, public
authorities, and processors rely on data to improve effi-
ciency, transparency, and sustainability [2]. Yet agricul-
tural actors remain reluctant to share data because they
fear misuse, loss of negotiating power, privacy violations,
and opaque downstream processing [3]. This tension is
well documented in research on agri-food data gover-
nance [3], [4]. However, existing approaches do not suffi-
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ciently address how data can be selectively shared at a
fine-grained level in real-world systems.

European initiatives such as GAIA-X and the European
Data Space for Smart Agriculture provide important gov-
ernance and interoperability foundations [5]. Despite this,
practical enforcement mechanisms are still required at the
level of concrete data exchange [6]. In many operational
settings, conventional field-level authorization is too
coarse [7]. A farmer may wish to share a stock value but
not an internal identifier, a field location but not exact co-
ordinates, or an application record but only at reduced
temporal precision. In these cases, the decisive question is
not merely whether an attribute can be accessed, but
which part of the value may be disclosed to which re-
quester and for which purpose [8], [9].

FarmTrustee addresses this gap as a finest-grained fil-
ter service for agricultural data exchange platforms.
Building on a Finer-Grained Attribute-based Policy Ma-
chine [10], the service extends attribute-based control to
the digit level and applies runtime transformations to
JSON payloads. This enables a policy-based middle
ground between complete disclosure and complete sup-
pression. Instead of exposing entire values, the filter ser-
vice can generalize dates, reduce coordinate precision, re-
veal selected digits of numeric values, or suppress sensi-
tive fragments while preserving the utility of the remain-
ing data.

The paper makes three contributions. First, it conceptu-
alizes a finest-grained extension of the policy machine for
digit-level disclosure control. Digit-level disclosure refers
to controlling which parts of a value (e.g., individual digits
or precision levels) are exposed. Second, it presents the fil-
ter service as an implementation of that extension using a
Policy Decision Point and Policy Enforcement Point pair
embedded in a synchronization pipeline. Third, it demon-
strates the approach in the MIRO project and discusses its
application in the data platform for e-commerce synchro-
nization and regulatory reporting. Taken together, these
contributions transform the conceptual principles of data
sovereignty and data minimization into a concrete runtime
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service that can be enforced in practical agricultural data
exchange scenarios.

This perspective is important because discussions of ag-
ricultural data spaces often remain at the level of govern-
ance principles, contractual fairness, or high-level platform
architecture [1], [11]. While such discussions are essential,
they alone fail to specify the details of generating a tailored
API response for a particular recipient. FarmTrustee fo-
cuses precisely on that operational moment. It asks how a
platform can derive a recipient-specific, purpose-limited
representation of a source object without modifying the
source record itself. In this sense, FarmTrustee is both a
technical enforcement mechanism and a bridge between
data space governance and runtime system behavior.

The agricultural domain is especially suited to this prob-
lem definition. Agricultural data is heterogeneous, locally
contextual, commercially sensitive, and increasingly inter-
connected across the value chain. The same record may
matter simultaneously for inventory management, web-
shop synchronization, traceability, compliance, and advi-
sory services. A binary access decision is, therefore, often
too coarse-grained. What is needed is a technically en-
forceable way to expose useful views of data while with-
holding the parts that create unnecessary risk. By delegat-
ing the interpretation of access rights to an automated
transformation layer, this architecture aligns with contem-
porary research into policy-carrying data and interoperable
frameworks designed to harmonize sovereignty with col-
laborative data utility [12], [13].

II. LITERATURE REVIEW

A. Related Work and Research Gap

Research on agricultural data sharing consistently iden-
tifies trust, data sovereignty, and interoperability as deci-
sive prerequisites for adoption [3], [14]. Farmers often per-
ceive asymmetric contracts, weak transparency, and un-
clear downstream use of their data as major risks [3], [15],
which reinforces existing data silos and slows digital trans-
formation [1], [3]. The literature therefore emphasizes that
agricultural data spaces must offer not only technical in-
teroperability but also credible governance structures that
make the terms of exchange understandable and enforcea-
ble for primary data providers [4], [12]. The AgriTrust
framework offers a coherent pathway toward a transparent
and equitable agricultural data economy by addressing
technical and economic barriers through integrated gov-
ernance and semantics [14]. Such frameworks endeavor to
overcome the "AgData Paradox," where the recognized
value of agricultural data is often stifled by a pervasive
lack of trust and interoperability [14]. While these initia-
tives aim to foster trust through transparency and clear data
flow identification [16], the practical implementation of
fine-grained control over data disclosure, particularly for
sensitive environmental and soil conditions, remains a sig-
nificant challenge [17]. Specifically, current frameworks
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often lack the granular mechanisms required for usage con-
trol and data provenance that can adequately address the
nuances of selective disclosure, which is essential for mit-
igating concerns about data misuse and ensuring data sov-
ereignty [3], [18]. Existing data-sharing frameworks for
digital agriculture often focus on high-level privacy and se-
curity, proposing access control mechanisms and privacy-
preserving data aggregation schemes; however, their ap-
plicability to small and medium-sized farming operations
remains limited and do not fully address the granular re-
quirements for selective data disclosure [17]. This limita-
tion highlights a significant research gap at the intersection
of data governance, semantic technologies, and distributed
systems, indicating a need for a foundational layer to
achieve a cohesive, operational framework for agriculture
[14].

Several strands of research contribute relevant build-
ing blocks. Work on privacy-preserving data sharing inves-
tigates protected aggregation, secure linkage, and disclo-
sure reduction. Research on access control explores attrib-
ute-based authorization, dynamic policy evaluation, and
trusted intermediaries. The AgriTrust framework proposes
a governance model for smart farming ecosystems, built on
pillars of data sovereignty, transparent data contracts, eq-
uitable value sharing, and regulatory compliance [14].

Despite this progress, a practical gap remains. Most
existing approaches continue to make access decisions at
the level of datasets, objects, or complete attributes. For
many agricultural integration scenarios, that granularity is
insufficient because the useful and sensitive parts of a
value may coexist within the same field. A timestamp can
be useful at the day level but sensitive at the minute level;
a coordinate may be operationally adequate when rounded
but commercially risky when exact; a stock or price field
may be partially shareable but not in full precision. Conse-
quently, existing frameworks face challenges in consist-
ently enforcing fine-grained masking or generalization
policies dynamically, which can prevent the effective im-
plementation of data sharing agreements that depend on
context-sensitive disclosure [19], [20]. A runtime mecha-
nism capable of expressing and enforcing nuanced disclo-
sure decisions in machine-to-machine exchanges is still
needed [21].

The finer-grained policy machine already advances
fine-grained access control in data trusts by combining in-
heritance mechanisms with attribute-based policy defini-
tions. FarmTrustee builds on this foundation and targets
the remaining research gap: the operationalization of fin-
est-grained disclosure decisions in near real-time synchro-
nization workflows. The core novelty lies not merely in de-
fining more precise permissions, but in converting those
permissions into policy-driven transformations on out-
going JSON payloads so that data minimization becomes
part of the exchange pipeline itself [10].

This gap matters for two reasons. First, without oper-
ational enforcement, governance promises remain difficult
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to verify. Second, without sufficiently granular enforce-
ment, data owners are forced into inefficient trade-offs be-
tween usefulness and confidentiality. FarmTrustee re-
sponds to both issues by combining policy semantics with
a filtering mechanism that can act directly on exchanged
objects.

B.  Research Method and Design Requirements

This study follows a design-oriented research approach.
Requirements were derived from two sources: first, the lit-
erature on agricultural data governance, privacy, and
trusted data sharing; second, the practical integration con-
text of the MIRO project, where data must be synchronized
between Farm Management Information Systems and ex-
ternal systems such as webshops. Rather than treating the
problem as a purely conceptual governance question, the
study focuses on the design of a technical artifact that can
be embedded in an existing data exchange platform (DEP).

Five design requirements emerged from the analysis: (1)
data minimization, ensuring that only information ade-
quate, relevant, and necessary for a specific purpose is dis-
closed; (2) machine-readable policy specification to enable
automated decision-making; (3) compatibility with hetero-
geneous JSON-based interfaces, reflecting the prevalence
of structured API payloads in agricultural systems; (4)
flexible, attribute-based authorization considering re-
quester, resource, and contextual factors; and (5) low
runtime overhead to avoid performance bottlenecks in syn-
chronization workflows [4], [8], [20].

The filter service was therefore designed as a policy-
driven filter layer inside the DEP rather than as a separate
manual review process. The prototype was evaluated using
multiple predefined policy scenarios and requester profiles
based on synthetic product and stock data. Requests were
executed under varying requester profiles, while the sys-
tem applied FisGAP-derived policies and returned filtered
JSON payloads. The evaluation assessed both the func-
tional correctness of the filtering results and the opera-
tional overhead introduced by policy evaluation and pay-
load transformation. To improve reproducibility, the proto-
type benchmark was conducted under a defined deploy-
ment context, including specified request volume, payload
structure, and container resource limits. However, broader
performance testing with varying payload sizes, policy
complexity, and concurrent request scenarios remains part
of future work.

Methodologically, the work is best understood as artifact
design and prototype demonstration. The contribution lies
not in statistical generalization, but in the design and
demonstration of a practically grounded architecture that
can be instantiated, tested, and extended. This positioning
is appropriate for a domain where trust-related challenges
are well understood, while concrete runtime enforcement
mechanisms are still evolving [1].

III. FISGAP AND FILTER SERVICE

A. Introduction

The Finest-Grained Attribute-based Policy Machine
(F1sGAP) provides the conceptual foundation for the filter
service. In the introduced previous version of the policy
machine, access rights are modeled in a data trust context
using attribute-based policies and inheritance mechanisms
[10], [22]. F1sGAP extends this logic from attribute-level
visibility to digit-level disclosure control (see Fig. 1). When
a request is received, the policy machine evaluates it by
identifying the requested object ID and the corresponding
user (identity) ID. Based on these identifiers, the system
determines the shortest path within the policy graph to the
relevant object access node associated with the requester.
At this node, the applicable access rules are retrieved. If
additional digit-level access nodes are linked to the object
access node, these rules are also evaluated and included in
the decision. This mechanism ensures that both attribute-
level and digit-level permissions are consistently enforced.
Policies can be dynamically extended or modified by sub-
mitting change requests for specific controlled object ac-
cess nodes. This allows authorized users to define, update,
or refine access rules without altering the underlying sys-
tem logic, thereby supporting flexible and scalable policy
management. At this level, access can be defined at the
granularity of individual digits. For example, a policy may
allow only the first four digits of a data field to be dis-
closed. The shift is important because many data-sharing
conflicts arise not from a binary need to show or hide a
field, but from the need to reveal only a constrained repre-
sentation of the underlying value [23], [24].
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Fig. 1. Finest-Grained Attribute-Based Policy Machine
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In summary, the Policy Machine (FisGAP) is responsi-
ble for the definition, storage, and evaluation of access
control policies. Its primary function is not to process or
transform data, but to manage and enforce rules that deter-
mine how data may be accessed and disclosed. By system-
atically combining subject, object, and contextual attrib-
utes, the Policy Machine enables consistent and automated
decision-making [25]. The system operates via an API,
through which policies are retrieved and delivered in JSON
format [26]. This interface allows seamless integration into
existing systems, while enabling standalone operation as a
public API [26]. Such a rule-based architecture forms the
foundation for finest-grained access control, as it allows
precise specification of which parts of a data value may be
revealed under which conditions [25].

TABLE I.
ENFORCEMENT ACTIONS IN FARMTRUSTEE

Enforcement
Action

Description Example

Exact stock level is
shared with an

Full Disclosure Returns the original

value without

modification authorized partner
Suppression Removes the value Internal product
entirely from the identifier is omitted
response payload
Generalization Replaces a value with a Full timestamp is
less specific reduced to month or
representation to reduce day level
sensitivity
Reduction Reveals only a selected Coordinates are
part of a value while rounded; price
masking the rest shown with limited
decimals
Noising Applies controlled Slight random

variation added to a
quantity value

perturbation to a value
to protect sensitive
information

This finest-grained control is broadly applicable across
domains wherever sensitive data must be shared at the digit
level under controlled delegation, including agricultural
data spaces, where commercially sensitive details and op-
erationally useful information are often encoded within the
same record [27].

With FisGAP integrated, the FarmTrustee model sup-
ports five principal enforcement actions that enable fine-
grained control over data disclosure. These actions define
how attribute values are transformed before being shared
with a requester and are summarized in Table 1.

Together, they establish a pragmatic policy vocabulary
that allows data providers to balance data utility and con-
fidentiality within heterogeneous data exchange scenarios
[20].

A policy in FarmTrustee combines subject attributes, re-
source attributes, and contextual attributes with transfor-
mation directives. In operational terms, a webshop, regu-
lator, logistics partner, or advisory service can each receive
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a different representation of the same source object. The
source data remains unchanged in the originating system,
while the outgoing representation is tailored to the permit-
ted disclosure scope [27].

This architecture preserves data sovereignty because de-
cisions about what leaves the trusted boundary remain un-
der the control of the data owner or governing organiza-
tion.

The refinement from fine-grained to most fine-grained
control also improves explainability. Policies can be de-
scribed in terms that align with practical business deci-
sions: reveal stock but round quantity, disclose field loca-
tion but truncate coordinates, or share treatment infor-
mation but suppress supplier details. This alignment mat-
ters because policy adoption depends not only on technical
expressiveness but also on whether farmers and intermedi-
aries can understand how the resulting disclosure behavior
matches their trust expectations [3], [4].

In this respect, Farm Trustee can be understood as a data-
space service platform that makes governance actionable.
It does not replace contracts, consent procedures, or insti-
tutional trust; rather, it complements them with a concrete
enforcement layer that implements what those governance
instruments specify.

B.  System Architecture and Runtime Filtering

FarmTrustee follows an Attribute-Based Access Control
(ABAC) architecture with a Policy Administration Point
(PAP), a Policy Decision Point (PDP), and a Policy En-
forcement Point (PEP). Policies defined in the Fi sGAP are
managed within the Policy Machine, exposed via an API
in a machine-readable JSON representation, and evaluated
by the PDP against subject, resource, and contextual attrib-
utes. The PEP intercepts outgoing data flows, recursively
traverses JSON payloads, and transforms each relevant
field before the response is forwarded to the requester. This
separation of policy evaluation from business logic im-
proves maintainability and avoids hard-coding disclosure
rules in integrated systems [28].

At runtime, the requesting identity is first resolved
within the surrounding platform context. Subsequently, the
PDP evaluates the applicable policy set and determines the
permitted operations for each addressed data fragment.
These decisions are then enforced by the PEP, which ap-
plies the required transformations while traversing the out-
going data object. Because the filtering mechanism oper-
ates on nested JSON structures, it can process composite
payloads containing identifiers, coordinates, status fields,
timestamps, and numerical values within a single synchro-
nized response. A key design aspect is that the recursive
traversal mechanism allows finest-grained transformations
to be uniformly applied across different object hierarchies.
The runtime interaction between the Filter Service and the
Policy Machine is illustrated in Fig. 2. When a user sub-
mits a data request, it is first directed to the Filter Service,
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which acts as the central enforcement component within
the architecture.

The Filter Service then fetches the raw data exclusively
via standardized APIs, typically in JSON format, from the
source systems, rather than accessing databases directly.
This API-based integration ensures loose coupling be-
tween systems, allowing FarmTrustee to operate across
heterogeneous data infrastructures without requiring ac-
cess to internal storage.

Simultaneously, the Filter Service requests the applica-
ble access control policies from the Policy Machine. Based
on the combination of subject, resource, and contextual at-
tributes, the Policy Machine returns the relevant policy set
for the specific request.

Filter Service

Fetches Raw
Data Policy Machine
Returns Policies

Filtered Data
Sent to User
The filtered data is
sent back to the user
as a response.

The Filter Service
retrieves raw data
from the Data
Source.

User Sends Data
Request

The user initiates a
request for data. s
policies.

Y - W ' ' !
e 9 .

The FisGAP
provides the relevant
access control

Filter Service
Requests Policies
Request Reaches
Filter Service The Filter Service

requests applicable Filter Service

The request is policies from the Applies Policies
directed to the Filter FisGAP Policy
Service. Machine. The Filter Service

filters and transforms
the raw data based on
the policies.

Fig. 2. Filter Service and FisGAP Interaction

The Filter Service then applies these policies by filtering
and transforming the retrieved data before returning the re-
sponse to the user. This process includes finest-grained
transformations, such as masking, truncation, aggregation,
or digit-level disclosure control. As shown in Fig. 2, the Fil-
ter Service integrates data retrieval and policy evaluation
into a unified processing pipeline, ensuring that only pol-
icy-compliant data leaves the trusted boundary. This ap-
proach enables dynamic, context-aware data sharing with-
out modifying the original data stored in the source system.

This design operationalizes the principle of data mini-
mization. Instead of creating multiple pre-modeled data
products for each recipient, the system derives the allowed
representation dynamically from the source object and the
active policy context. As a result, new recipient classes or
changed trust relationships can be managed through policy
adaptation rather than application redesign. This is partic-
ularly valuable in data spaces, where organizational con-
stellations evolve over time and where one source system
may need to serve several downstream actors with differ-
ent disclosure entitlements [29].

The architecture also separates storage from disclosure.
Source systems continue to maintain full, authoritative rec-
ords. FarmTrustee only manipulates the outbound repre-
sentation. This distinction is essential because it preserves
the integrity of internal data while allowing recipient-spe-
cific views to be generated on demand.

Finally, the recursive approach reduces implementation
friction. Instead of writing special-case logic for every
nested payload shape, FarmTrustee applies a consistent fil-
tering strategy to all traversed objects. This makes the ser-
vice attractive not only for one demonstrator platform, but
also as a reusable architectural pattern for other data-space
integrations.

IV. FARMTRUSTEE

In the MIRO project, the data exchange platform was
developed for synchronizing agricultural business data be-
tween internal management systems and external applica-
tions. To enable this integration, APIs from entity resource
planning (ERP) systems, FMIS and webshops were con-
nected to the platform, allowing automated data flows
across organizational boundaries. However, simply ena-
bling connectivity does not address the underlying trust
concerns associated with data sharing. Therefore, an addi-
tional requirement emerged: users must be able to explic-
itly control which data elements are shared and with
whom.

Within this project context, FisGAP and the filter ser-
vice were integrated into the DEP, resulting in FarmTrus-
tee, a policy-aware data exchange platform with an inte-
grated filter service. This platform provides the operational
context in which source data is prepared, synchronized,
and delivered to consuming systems. Farm Trustee was po-
sitioned between the source data handling logic and the
outbound synchronization interface, thereby turning the
DEP into a policy-aware exchange platform rather than a
neutral data relay.

This integration has two practical effects. First, it allows
producers to automate data sharing with webshops and
other recipients without losing control over the granularity
of disclosure. Second, it keeps the authoritative source data
within the internal environment while only the reduced
representation is exported. The approach therefore sup-
ports data sovereignty at the point where it matters most
operationally: in the last step before data crosses organiza-
tional boundaries.

FarmTrustee

User Interface

APl JData>. “Data Tl s
el Car
Filter Service
Ve Data> <D
Ve e Palicy Machine (FisGAP) s |

Fig. 3. FarmTrustee Platform
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Fig. 3 clarifies the relationship between FisGAP, Filter
Service, FarmTrustee and APIs. MIRO is the project con-
text in which the overall solution was conceived and im-
plemented. FarmTrustee is the data exchange platform de-
veloped within MIRO. FisGAP is the conceptual policy
model that provides the foundation for fine- and finest-
grained disclosure control over the filter service. The filter
service, which emerged from integrating FisGAP into
FarmTrustee, implements the resulting finest-grained en-
forcement logic. Making this separation explicit is im-
portant for scientific clarity because it distinguishes the
project context, the platform artifact, the conceptual
model, and the enforcement service.

Further integration shows that finest-grained control can
be introduced incrementally. Existing synchronization
logic does not need to be discarded; instead, a filtering
layer can be inserted at the system boundary. This lowers
adoption barriers because it allows organizations to pre-
serve existing workflows while upgrading the level of con-
trol they can exercise over outbound data streams.

FarmTrustee Platform

|

Public Web Service

FilterService —_— @
APl

Sorage Filter Conditions / Rules

4. Get Access Rules
for Request

Finest-Grained Policy
Machine

‘ Identity Service ‘

| 3. Manage Access- andﬂ{

Filterrules Frontend ‘

. External Data
1. REQ'““’T Service of User A
1. Register- .

Data Owner

3. Reguest Data
~ from User A

L5 GetfitoreaData__, gy .| Wants to Access Data: - -« <« - <+« - - :

from User A
Data Accessor

4. Get Data-

Fig. 4. Data Process in FarmTrustee

Fig. 4 shows the process of requesting and receiving fil-
tered data through FarmTrustee. Before data exchange can
occur, both the data owner and the requester must be reg-
istered in the system. The data owner can then use a
frontend interface to define and manage access permis-
sions for specific data objects. Based on these policies, a
registered requester may submit a data request to
FarmTrustee. The system evaluates the request, retrieves
the relevant source data, and applies the integrated filter
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service within the data pipeline. Consequently, the re-
quester receives only a policy-compliant, filtered represen-
tation of the data rather than the raw source data. This pro-
cess ensures controlled and automated data sharing while
preserving the data owner’s control over the original infor-
mation, thereby enabling finest-grained attribute-based
access control.

V.USE CASES

The following use cases illustrate how the FarmTrustee
architecture addresses critical data-sharing challenges
within the agricultural sector. These scenarios highlight the
practical application of finest-grained filtering to reconcile
the increasing demand for transparent, high-resolution data
exchange with the fundamental need for farmer data sov-
ereignty. By enabling controlled disclosure at the system
boundary, the proposed solution facilitates participation in
the Agriculture Data Space while mitigating operational
risks and reducing the administrative burden associated
with manual data preparation. The selected cases demon-
strate the flexibility of the filter service in both commercial
contexts, such as supply chain synchronization, and regu-
latory environments, such as mandatory environmental re-
porting.

A first use case concerns the synchronization of product
data and stock levels from Farm Management Information
Systems to external webshops. Downstream platforms re-
quire product names, descriptions, availability infor-
mation, and sometimes price signals, but producers may
wish to withhold internal identifiers, storage details, sup-
plier metadata, or highly granular location information.
FarmTrustee enables such differentiated disclosure deci-
sions without interrupting the synchronization workflow.
The webshop receives a policy-compliant view of the
product record while the original source data remains un-
changed in the management system.

A second use case concerns the reporting of plant pro-
tection product applications to public authorities. Such rec-
ords can include product names, dosage information, ap-
plication dates, and georeferenced field data, and are rele-
vant for environmental monitoring and compliance pro-
cesses [30], [31]. At the same time, repeated reporting can
create administrative burden and intensify farmers’ con-
cerns about excessive visibility into operational practices
[121, [32], [33]. FarmTrustee supports compliant reporting
by allowing a farmer to disclose only the legally required
parts of the record while suppressing commercial metadata
or reducing spatial and temporal precision where appropri-
ate [12], [32], [33], [34].

Typical transformations in this scenario include truncat-
ing coordinates, generalizing timestamps to broader inter-
vals [35], [36], and removing unrelated commercial fields
such as supplier information or internal purchase prices.
The service, therefore, converts raw farm records into pol-
icy-compliant views that remain useful for the receiving
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authority [12] while protecting sovereignty over the origi-
nal dataset [37]. These cases illustrate that finest-grained
disclosure control [38] is not only a privacy feature but also
a mechanism for reducing organizational friction in data-
sharing ecosystems [39].

A third, more general use case lies in data sharing with
analytics or advisory services [40], [41]. Here, the exact
operational record may be less important than a pattern-
preserving representation that still supports recommenda-
tions or aggregated insights [42]. The same transformation
vocabulary that is useful for online shops and regulators
[43] can thus also support broader data-space participation
while preserving farmer autonomy [44].

Furthermore, the generic filter service is applicable to all
data transitions between API requests and responses.

VI. PROTOTYPE EVALUATION AND LIMITATIONS

The prototype confirmed that FarmTrustee can process
structured JSON objects, apply policy decisions recur-
sively, and generate filtered payloads in real time. Initial
tests with synthetic product and stock data indicated only
limited computational overhead compared with unfiltered
transfer, which supports the feasibility of the approach for
near real-time synchronization. Functionally, the service
behaved as intended: fields were suppressed, generalized,
reduced, or revealed according to the configured policy,
and the source objects remained unchanged in the underly-
ing system.

To evaluate the performance overhead, we measured re-
sponse times for direct API calls versus calls routed
through the FarmTrustee filter service, which invokes the
API and processes the results. The results are depicted in
Fig. 5. As expected, filtered responses exhibit longer laten-
cies. The figure compares requests to the original API end-
point with equivalent requests via the filter service. Over-
all, the filter service incurs only a slight overhead relative
to direct calls, with filtering requiring approximately 27 ms
for a JSON response comprising approximately 159 fields
across four nesting levels.

To make the prototype evaluation reproducible, the
benchmark was executed against the same product syn-
chronization endpoint with and without FarmTrustee. The
FarmTrustee filter service was deployed as a containerized
workload in a Rancher-managed Kubernetes/RKE2 clus-
ter. The evaluated deployment used one replica of the
FarmTrustee filter service container and exposed the ser-
vice through an HTTPS ingress. The container was config-
ured with a CPU limit of 1 vCPU and a memory limit of 1
GiB. The Neo4j database used by the policy machine to
persist and retrieve access control rules was deployed in
the same Rancher-managed Kubernetes/RKE2 environ-
ment and was configured with the same resource limits. At
the time of the benchmark, the Neo4j database contained
approximately 100 million synthetic test records. Conse-
quently, both the runtime filtering component and the pol-
icy storage component were evaluated under constrained

and comparable container resource settings, while policy
retrieval was performed against a large-scale test dataset.

Response Time Comparison (Summarized)

Averages per 2 iterations (1-2, 34, ..., 49-50)

M GET Filtered GET Live

200

z 180

Iteration Group (2-run average)
Fig. 5. Response Time Comparison (Summarized)

The evaluated JSON response contained approximately
159 fields distributed across four nesting levels. Each
measurement series consisted of 50 consecutive GET re-
quests after an initial warm-up phase. For every request,
the end-to-end response time was recorded at the client
side, including data retrieval, policy retrieval from Neo4j,
recursive JSON traversal, transformation, and serializa-
tion. The baseline represents direct calls to the original API
endpoint, whereas the filtered variant routes the same re-
quest through the FarmTrustee filter service. The reported
overhead therefore reflects the additional runtime cost in-
troduced by policy-based disclosure enforcement.

However, while these initial benchmark results are en-
couraging, the current evidence base remains preliminary.
Although the revised evaluation reports the deployment
context, container resource limits, request volume, payload
structure, and the size of the Neo4;j test dataset, it is still
limited to one representative synchronization endpoint and
sequential request execution. The benchmark does not yet
provide a broader analysis of concurrent access, through-
put under load, median and worst-case latency across dif-
ferent payload sizes, or the isolated contribution of indi-
vidual processing steps such as policy retrieval, recursive
traversal, transformation, and serialization. Future perfor-
mance tests should therefore extend the benchmark design
by varying dataset size, policy complexity, payload struc-
ture, and request concurrency.

Beyond these performance-related limitations, further
aspects require additional investigation. The present proto-
type focuses on structured JSON payloads and does not yet
address other exchange formats in equal depth. Conflict
resolution between overlapping transformation rules also
deserves formal specification. Finally, user-centered eval-
uation with farmers, cooperatives, and platform operators



remains necessary to determine whether the policy con-
cepts are understandable and whether the resulting disclo-
sure patterns match stakeholder expectations in practice.
These points do not diminish the contribution of the arti-
fact, but they define the next steps required to move from
a promising prototype toward a robust data space compo-
nent.

Nevertheless, the prototype is already useful as a proof
of operational feasibility. It demonstrates that a data-space
component can be designed to implement nuanced disclo-
sure behavior in a way that is compatible with existing
API-centric workflows. This is a meaningful contribution
in a field where governance discussions often outpace con-
crete runtime enforcement mechanisms.

VII. CONCLUSION

FarmTrustee operationalizes the principles of data sov-
ereignty and data minimization by providing an enforcea-
ble runtime service for agricultural data spaces. By extend-
ing the Fi1GAP model to digit-level disclosure control and
integrating policy evaluation directly into JSON-based
synchronization workflows, the approach bridges the gap
between abstract governance concepts and practical, en-
forceable data-sharing mechanisms. The service is partic-
ularly valuable in scenarios where full disclosure would be
excessive but complete suppression would prevent legiti-
mate data reuse. In these cases, partial disclosure, general-
ization, and reduction provide a balanced approach that
strengthens trust in agricultural data sharing.

The approach addresses the “AgData Paradox” by ena-
bling transparent, controlled data sharing and mitigating
concerns related to data misuse, regulatory risks, and
power imbalances among agricultural stakeholders [14].
By enabling fine-grained control over what is shared and
with whom, FarmTrustee empowers farmers to maintain
autonomy over their data while participating in data-driven
innovation and regulatory reporting [45], [46]. This capa-
bility is especially relevant given widespread concerns
about privacy, unclear data governance practices, and the
lack of robust consent mechanisms in digital agriculture
[3], [47].

Initial results from the DEP context demonstrate the
technical feasibility and practical relevance of finest-
grained access control for agricultural data exchange. Be-
yond technical performance, broader adoption will depend
on transparent governance, comprehensible consent frame-
works, and demonstrable value for primary data providers.
Data intermediaries, cooperatives, and trusted governance
structures may play a key role in fostering trust and ena-
bling equitable data use [4]. Consequently, FarmTrustee
should be viewed not as a standalone security mechanism,
but as a foundational component of a broader agricultural
data governance ecosystem.
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