
Abstract—This paper explores the use of Model‑Based Test-

ing (MBT) techniques and in particular the Component Model-

ling & Analysis (ComMA) framework to automate the verifica-

tion of distributed simulation components. As defence simula-

tion environments grow in complexity, ensuring reliable inter-

operability between modular components becomes increasingly 

challenging. ComMA’s MBT support is extended with simula-

tion‑specific capabilities, such as logical time management and 

dynamic entities, enabling automated online testing from for-

mally specified interface models. Use cases demonstrate the fea-

sibility of this approach. The work also aligns MBT activities 

with  established  simulation  engineering  processes.  Results 

highlight benefits, remaining challenges, and directions for fu-

ture work.

Index Terms—MBT, HLA, ComMA.

I. INTRODUCTION

ODELLING and  Simulation  (M&S)  has  become  a 

critical capability for the North Atlantic Treaty Orga-

nization (NATO) and its member nations in addressing the 

increasing complexity of modern defence operations. Simu-

lation environments  are  widely  used  to  support  collective 

training, capability development, mission rehearsal, and de-

cision support. As operational contexts evolve rapidly, these 

environments must be flexible, scalable, and cost-effective, 

enabling rapid reconfiguration to meet new and emerging re-

quirements.

M

A key enabler for this flexibility is the ability to compose 

simulation environments from modular, reusable simulation 

components. Such components are often developed by dif-

ferent  partners  and  organisations  and  must  interoperate 

seamlessly  when  combined.  Modularity  therefore  plays  a 

central architectural role in distributed simulation systems. 

However, as the number and diversity of components grow, 

ensuring that these components interact correctly and reli-

ably becomes increasingly challenging. Faulty interfaces or 

incorrect  assumptions  about  behaviour  can  undermine  the 

credibility and usability of the resulting simulation environ-

ment.

To  address  this  challenge,  robust  interoperability  stan-

dards,  integration  processes,  and  verification  mechanisms 

are essential. In particular, automated verification capabili-

ties that can systematically test whether simulation compo-

nents conform to their specified interfaces and interact cor-

rectly within a composition are crucial for establishing trust 

in  synthetic  environments.  Manual  integration  and  testing 

approaches are often time-consuming, error-prone, and diffi-

cult to scale, making them inadequate for large and dynamic 

simulation compositions.

This  paper  investigates  how  automatic  verification  of 

compositions of simulation components can be realised us-

ing Model-Based Testing (MBT). MBT offers a systematic 

approach in which formal or semi-formal models of compo-

nent interfaces are used to generate and execute tests auto-

matically. The focus of this work is on the use of the open-

source  Component  Modelling  and  Analysis  (ComMA) 

framework [1],  which provides language and tool  support 

for specifying component interfaces and conducting model-

based tests. Although ComMA was originally developed for 

cyber-physical systems, this research explores its adaptation 

and applicability to distributed simulation systems.

A. Research Questions

The central research questions addressed in this paper are: 

• how can a composition of simulation components 

be automatically verified, and 

• what extensions or  additions to existing Verifica-

tion and Validation (V&V) standards for simulation 

are required to support such automated verification. 

To  answer  these  questions,  the  ComMA  framework  is 

adapted to accommodate simulation-specific concerns, such 

as time management and the dynamic creation of simulation 

entities during runtime. The feasibility of this adapted ap-

proach is demonstrated through a set of representative simu-

lation use cases.

In addition, this work reviews existing research on the ap-

plication of MBT within the simulation domain, with partic-

ular attention to online testing approaches and recent stan-

dardisation efforts.  Based on this  review,  implications for 

established simulation engineering processes  are analysed. 

The  findings  are  mapped  onto  the  Distributed  Simulation 

Engineering and Execution Process (DSEEP) and its V&V 

overlay,  see  Section  V.B,  ensuring  that  the  proposed  ap-

proach  aligns  with  current  engineering  practices
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and can be understood and applied by both simulation sys-
tems engineers and decision-makers. 

B. Scope 

The scope of this paper is limited to the verification of 
interfaces between simulation components. While inter-
face verification is a necessary step toward reliable simu-
lation compositions, it does not constitute complete verifi-
cation of a simulation component, nor does it address val-
idation of whether a simulation is suitable for a specific 
operational or training purpose. These broader aspects are 
acknowledged but fall outside the scope of this study. 

By demonstrating how automated, model-based verifi-
cation can support interface testing in distributed simula-
tion compositions, this paper contributes to improving the 
efficiency, reliability, and scalability of simulation engi-
neering for defence applications, including collective 
training and Modelling and Simulation as a Service 
(MSaaS) contexts [2]. 

C. Document Overview 

This paper is structured as follows. Chapter II (Back-
ground) provides foundational concepts and summarises 
the ComMA framework. Chapter III (Methodology) out-
lines the research questions and the steps for addressing 
these questions. Chapter IV (Applying ComMA: Testing 
of Simulation Components) identifies simulation-specific 
challenges and describes the test environment and key ex-
tensions added to ComMA. Chapter V (Model Based Test-
ing in the DSEEP) maps test activities onto the DSEEP 
steps and the associated V&V overlay. Chapter VI (Discus-
sion) reflects on the extensions introduced and highlights 
additional aspects requiring attention. And finally, Chapter 
VII (Conclusion and Recommendations) summarises how 
automatic verification of simulation component composi-
tions is feasible using the extended ComMA approach. 

II. BACKGROUND 

This chapter provides foundational concepts: compo-
nent-based modelling, interoperability versus composabil-
ity, the High Level Architecture (HLA), and simulation en-
gineering processes. It also summarises the ComMA 
framework. 

A. Component Based Modelling 

Component-based modelling is an approach to model-
ling complex systems by representing the system as a col-
lection of interconnected components, each performing 
specific functions. In this paradigm, each component is a 
modular, reusable unit that can be combined with others to 
build larger, more complex models and simulations, meet-
ing evolving simulation requirements as they arise. 

While component reuse certainly occurs in practice, it is 
often not without significant engineering efforts. Compo-
nent interoperability and composability remain key con-
cerns to be addressed in Component Based Modelling 

(CBM). These terms are close in meaning, but still signifi-
cantly different: 
• Interoperability relates to the ability of components to 

work together within a single simulation environment, 
developed for a specific purpose.  

• Composability relates to the ability to use components 
across simulation environments, with each simulation 
environment developed for a specific purpose.  

From this, it can be said that composability requires in-
teroperability, but not vice versa. If simulation components 
are interoperable for a specific simulation environment, 
then they are composable in that specific simulation envi-
ronment. However, simulation components that are in-
teroperable within a specific simulation environment are 
not necessarily composable to create other simulation en-
vironments. 

Research described in [3] and [4] propose a multi-level 
framework for analysing composability based on compo-
nent metadata. The identified levels are: 
• Syntactic composability: at this level, the structure of 

the components is studied to know if they can fit to-
gether, i.e., if the output of one can be read as an input 
by the other and that the syntactic information of the 
connected components, such as message type, mode of 
action, and number of parameters, match each other.  

• Static semantic composability: this level is concerned 
with the meaningful interaction of the composed com-
ponents. This involves having a concise and mutual 
understanding of the data exchanged by the compo-
nents participating in the composition. For instance, 
message types must match, state machines must fit at 
a static level, and the same concepts are referenced in 
common ontologies.  

• Dynamic semantic composability: this level handles 
matching of the components’ behaviour over time. Dy-
namic-semantic implies that the components are dy-
namically consistent, i.e., they have suitable stateful 
behaviour, necessary to reach the desired goals and 
subsequently satisfy user requirements. 

• Pragmatic composability: evaluates the difference of 
actual effect of the messages with the intended effect 
of messages during communication. 

The dynamic semantic and the pragmatic composability 
levels are the hardest to verify, whereas the syntactic com-
posability and some aspects of the static semantic compos-
ability levels are simpler to verify. The syntactic composa-
bility level is a prerequisite for the other levels. This multi-
level approach is useful to differentiate the various aspects 
in composability and in the verification of a composition. 

Extensive research has been performed in the area of 
simulation interoperability and simulation composability, 
resulting in standards like the IEEE High Level Architec-
ture [5] (for simulation interoperability) and the SISO Base 
Object Model (BOM) [6] (for simulation composability). 
However, in general, simulation composability is still con-
sidered a challenge to be fully resolved. 
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B. High Level Architecture 

The High Level Architecture (HLA) [5] is an IEEE 
standard for the development of distributed simulation en-
vironments. In the terminology of the HLA, an individual 
simulation component is known as a federate. A federate 
may, for instance, be a simulator, a data recorder, an anal-
ysis tool, or a passive 3D viewer. The collection of feder-
ates brought together form a synthetic environment known 
as a federation, see Fig. 1. 

It is the common interpretation of a shared data model, 
called the Federation Object Model (FOM), that allows 
federates to interact within a single synthetic environment. 
A federation execution refers to the process of conducting 
a distributed simulation. Federates interact via a Run Time 
Infrastructure (RTI). The RTI provides a number of Appli-
cation Programming Interface (API) service groups that 
are used by a federate to interact with the underlying com-
munication layer. 

 

 

Fig. 1: A graphical view of the HLA: federates operate together as a 
federation through a common Run Time Infrastructure (RTI). 

The HLA is focused on interoperability between several 
types of simulations and promotes reuse of simulations and 
their components. The HLA follows two general design 
principles: 
• modularity: simulation components (federates) are 

composed into larger systems (federations) to obtain a 
specific functional behaviour. 

• separation of concerns: the functional behaviour of the 
components (federates) is separated from the support-
ing communication infrastructure via a well-defined 
interface. 

The standard [5] consists of three parts: the HLA Frame-
work and Rules  (IEEE 1516-2025), the HLA Interface 
Specification (IEEE 1516.1-2025), and the HLA Object 
Model Template (OMT) Specification (IEEE 1516.2-
2025). 

The Framework and Rules define responsibilities for 
federations and federates, including the use of FOMs and 
Simulation Object Models (SOMs), ownership of object 
attributes, and time management. 

The Interface Specification defines RTI API service 
groups, covering federation management, data exchange, 
object lifecycle management, time coordination, and data 
distribution. These services enable scalable and efficient 
distributed simulation execution. 

All data exchanged within an HLA federation is defined 
using the Object Model Template (OMT). The OMT spec-
ifies the structure of object classes, interaction classes, data 
types, and synchronization points. Three types of object 
models are defined: the SOM, which describes an individ-
ual federate’s capabilities; the FOM, which defines all data 
exchanged within a federation; and the Management Ob-
ject Model (MOM), which supports monitoring and con-
trol of federation execution. The FOM and SOMs function 
as technical contracts between federate developers, ena-
bling component replacement and reuse as long as inter-
face agreements are maintained. 

C. Engineering Processes for Federated Simulation 

The Distributed Simulation Engineering and Execution 
Process (DSEEP) [7] is a standardized, high‑level systems 
engineering process for planning, developing, integrating, 
executing, and evaluating distributed simulations. It pro-
vides a structured, seven‑step workflow—ranging from 
defining objectives to post‑execution analysis—ensuring 
that simulation federations are built consistently and are 
interoperable across organizations and technical domains. 
DSEEP is technology‑agnostic but commonly applied to 
HLA‑based simulation environments, and its associated 
V&V overlay [8] specifies how V&V activities should be 
embedded throughout the process. Together, these stand-
ards help establish repeatable, credible, and well‑governed 
simulation engineering practices. 

D. Model Based Testing 

Software testing has traditionally relied on scripted test-
ing, in which predefined test cases follow fixed sequences 
of test steps. This approach offers strong reproducibility 
and supports regression testing. However, scripted testing 
suffers from the well-known pesticide paradox: as tests are 
repeatedly executed, they become less effective at reveal-
ing new defects [9]. In addition, scripted tests are unsuited 
for systems exhibiting non-deterministic behaviour be-
cause this will lead to complex test scripts with numerous 
conditional branches that are difficult to maintain. 

Exploratory testing provides an alternative, adaptive 
testing strategy in which test steps are determined dynam-
ically during execution. In this approach, a test application 
interacts with the System Under Test (SUT) by sending in-
puts, observing outputs, and selecting subsequent inputs 
based on those outputs. As a result, exploratory testing nat-
urally accommodates non-determinism and may uncover 
defects that scripted approaches fail to detect. In practice, 
an effective testing strategy combines the strengths of both 
scripted and exploratory testing. Both approaches typically 
require substantial manual effort to design, implement, and 
maintain test cases. 

Model-Based Testing (MBT) [10], as depicted in Fig. 2 
for a schematic representation, addresses this challenge by 
using formal or semi-formal test models to automate test 
generation. In MBT, models can be employed either to 
generate scripted tests in advance (offline testing) or to 
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guide a long, random walk through the model’s state space 
during execution (online testing). The latter constitutes an 
automated form of exploratory testing. MBT is a black-box 
testing technique: the internal implementation of the SUT 
is not assumed to be known, and testing is driven solely by 
the externally observable behaviour of the system. This be-
haviour is captured in a test model, often represented in 
terms of a state-based protocol. Test steps are then derived 
automatically from the test model during execution. Com-
pared to large sets of manually written test cases, test mod-
els provide a more concise, more maintainable and inspect-
able representation of intended behaviour. 

 

 

Fig. 2: Model-Based Testing concepts. 

In MBT, the SUT may implement behaviour that is not 
fully captured by the test model, resulting in a partial 
model. This is acceptable as long as the model test does not 
prescribe behaviour that the SUT fails to implement, which 
would lead to failing test cases. To ensure applicability 
across different implementation technologies, MBT tools 
rely on adapters that translate events between the abstract 
test model and the concrete interfaces of the SUT. This sep-
aration allows the test model to remain independent of 
technological details. 

With online MBT each test execution is expected to be 
unique, therefore test generation algorithms must incorpo-
rate random choices. Integration with automated test envi-
ronments requires command-line execution to support use 
within Continuous Integration and Continuous Delivery 
(CI/CD) pipelines. Furthermore, tools must provide ex-
plicit stop conditions, such as time limits, coverage thresh-
olds, or combinations thereof, to prevent unbounded test 
runs. Test verdicts can be communicated via exit codes, en-
abling automated interpretation of results in CI/CD scripts. 

Effective debugging support is essential in online MBT. 
Tools should allow test executions to be stored and re-
played to reproduce detected issues. To reduce reproduc-
tion time, cycles in recorded test traces may be removed. 
Additionally, step-by-step execution is required to support 
detailed investigation using conventional debugging tools. 
Online MBT tools should also support disabling transi-
tions, both to focus testing on specific behavioural subsets 

and to temporarily work around known defects that would 
otherwise block further exploration. 

To avoid duplication when testing related systems, 
online MBT tools should support compositional model-
ling. This allows reusable model behaviour to be combined 
for specific SUTs. Finally, because not all SUT behaviour 
is controllable or predictable, online MBT tools must make 
dynamic decisions at runtime, selecting model paths that 
correspond to the actual output observed. After test execu-
tion, coverage data—including covered and uncovered 
states, transitions, and events—should be provided for 
analysis. A wide range of MBT tools exists, differing in 
modelling paradigms, and test generation strategies. 

E. ComMA 

Component Modelling & Analysis (ComMA) is a com-
positional modelling and testing framework used to for-
mally modelling data types, signatures, interface and com-
ponent behaviour. Data types include primitives and user-
defined structures. Signatures define the interaction events 
on an interface through commands (test application-SUT, 
blocking), signals (test application-SUT, non-blocking), 
and notifications (SUT-test application, non-blocking). In-
terface behaviour is described as a finite state machine 
from the server perspective, where transitions are triggered 
by client events and server reactions are defined in transi-
tion actions. Components instantiate interfaces and may 
specify Functional Constraints (FCs) to relate events 
across interfaces. Every FC is described in terms of a finite 
state machine. 

 

 

Fig. 3: ComMA overview. 

 As shown in Fig. 3, ComMA includes generators for 
documentation, and runtime monitoring. The user can 
chose the capability it wants to use in a project model. It 
also supports online MBT [11]. A test application in Python 
is generated from interface models, and a component 
model. The combination of these two models, we call the 
test model. The test application selects enabled actions 
randomly, and communicates with the SUT via an adapter. 
A Graphical User Interface (GUI) version visualizes 
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events, states and transition coverage, and provides 
debugging controls, while a command-line version 
supports CI/CD pipeline integrations with stop conditions 
like coverage and timeout. 

The approach is compositional: test applications can be 
generated for any combination of interface and component 
models.  

III. METHODOLOGY 

In this paper, the research objectives are investigated by 
studying the use and feasibility of ComMA’s MBT           
support [1] for: 
• the specification of the interface of simulation compo-

nents, and 

• the verification of a composition of simulation compo-
nents. 

To answer the first question of the research objectives, 
the ComMA language and framework is adapted in a way 
it can work not only with cyber-physical systems (where 
ComMA was originally intended for), but also with simu-
lation systems. This includes aspects such as time manage-
ment and how new simulation entities (unlike in cyber-
physical systems) can be generated at runtime. The ap-
plicability of this adapted version of ComMA is demon-
strated on a series of simple simulation use cases that re-
quires considering the aspects previously mentioned (e.g., 
time and entities management). 

To answer the second question, earlier work [12] on the 
use of MBT in simulation is reviewed, with a focus on on-
line MBT. This review takes into account recent work in 
standardising MBT as test approach. The aim of this re-
view is to identify additions to both IEEE 1730 (DSEEP) 
and IEEE 1730.2 (DSEEP V&V Overlay). 

IV. APPLYING COMMA: TESTING OF SIMULATION 
COMPONENTS 

In this chapter simulation-specific challenges are identi-
fied, such as time, dynamic entities, and test model com-
position. It describes the test environment and presents the 
key extensions added to the ComMA framework. 

A. Aspects to Explore 

Online MBT of simulation components requires careful 
consideration of characteristics that are fundamentally dif-
ferent from those of traditional real-world software sys-
tems. In Modelling and Simulation (M&S), the system un-
der test is itself a model of a real-world cyber-physical sys-
tem rather than the implemented system. This distinction 
introduces unique challenges for testing, particularly with 
respect to representation, time, and system dynamics. This 
section outlines the most relevant aspects that must be ad-
dressed when applying MBT in simulation-based environ-
ments. 

A primary distinguishing factor of simulation is model 
validity, which concerns whether a model is an adequate 

representation of reality for its intended purpose. As de-
fined in IEEE 1730.2, validity refers to the extent to which 
a model or simulation is complete and correct enough for 
its intended use. Importantly, validity is contextual: a 
model may be valid for training purposes but unsuitable for 
predicting rare failure modes. Validity assessment does not 
address whether the model has been implemented correctly 
– that is the domain of verification – but whether the un-
derlying assumptions, abstractions, and behaviours are 
credible. Evaluating validity often requires expert judge-
ment and comparison of simulation outcomes with real-
world performance data. 

Closely related is the concept of fidelity, which describes 
the level of detail and accuracy with which a simulation 
represents the real-world system. IEEE 1730.2 defines fi-
delity in terms of representational capabilities such as res-
olution, precision, error, and sensitivity. The required fidel-
ity depends strongly on the intended application: for exam-
ple, a flight simulator may require high visual and behav-
ioural fidelity, whereas a higher-level operational simula-
tion may only require coarse physical representations.  

On the other hand, a real-world system provides true 
performance data under actual conditions. Since it is a 
real-world system there are no modelling assumptions and 
all interactions with and within the system are real. 

Another core concept in is ground truth, defined as the 
actual, error-free state of the system being modelled. In 
simulation, ground truth represents perfect information 
and serves as the reference against which simulated out-
puts are evaluated. For example, a sensor model may de-
rive perceived positions from ground truth positions ex-
pressed in a standard coordinate system. Ground truth is 
essential for verification and validation, as it provides an 
objective benchmark for assessing accuracy and fidelity. In 
contrast, real-world systems typically provide only one 
truth, influenced by sensor limitations and human interpre-
tation. 

The concept of time is a particularly distinctive aspect of 
simulation. Unlike real-world systems, which operate ex-
clusively in wall-clock time, simulations operate in simu-
lation time, which may progress faster, slower, or inde-
pendently of real time. Multiple notions of time coexist, 
including simulation time, wall-clock time, and logical 
time as defined in IEEE 1516 for distributed simulations. 
Logical time is used to ensure causal ordering of events 
and may be mapped to simulation time. Simulations may 
progress simulation time time-stepped or event-driven, af-
fecting both execution semantics and test design. Time rep-
resentation itself influences fidelity and correctness; limi-
tations in numerical precision can introduce rounding er-
rors or pathological behaviours such as zeno effects, where 
time advances without ever reaching a specific value. 
Mechanisms such as minimum time advancement (epsilon, 
and lookahead) are therefore critical in distributed simula-
tion frameworks. 
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Simulation environments further differ from real-world 
systems through the presence of dynamic entities. These 
entities can be created, modified, interact, and be destroyed 
during execution, often in large numbers. Their interac-
tions may give rise to complex emergent behaviours and 
typically dominate the computational load of a simulation. 
This dynamic and scalable nature has significant implica-
tions for testing strategies. 

Based on these characteristics, several priority aspects 
for MBT in simulation have been identified. First, simula-
tion time must be explicitly addressed. MBT tools must 
handle real-time and non-real-time execution, synchronize 
simulation time with wall-clock time when required, sup-
port both time-stepped and event-driven models, and ver-
ify causal ordering of events in distributed settings. Sec-
ond, dynamic entities require MBT support for entity 
lifecycle management, interaction testing, and scalability 
to large and variable populations. Third, a compositional 
approach to test modelling is essential, as modern simula-
tions are built from modular components with multiple in-
terfaces. MBT tools must support flexible composition of 
test models and verify correct interoperability across com-
ponent interfaces. Finally, reporting is crucial for under-
standing test coverage and diagnosing issues. Reporting 
mechanisms must account for dynamic entities, provide 
detailed coverage metrics, ensure traceability, and remain 
usable as system complexity increases. 

Together, these aspects define the unique challenges and 
requirements for effective MBT of simulation components. 

B. Test Environment 
Fig. 4 illustrates that the test environment comprises 

three components: a Test Application, SUT Adapter and a 
Simulator. 

 

 

Fig. 4: Main components in the test environment. 

The Test Application, which is generated from a ComMA 
model, and SUT Adapter communicate via the ComMA 
protocol, i.e., formatted JSON messages. The SUT Adapter 
and Simulator exchange information through the HLA 
RTI. 

C. Results per Aspect 
This section presents four major extensions made to 

ComMA and the generated test application to support ad-
vanced distributed simulation and testing scenarios. These 
extensions address limitations related to time management, 
dynamic simulation entities, multi-model composition, 
and reporting in environments where the number of active 
entities varies over time. 

 

I. Logical Time 

Logical time is implemented using two administrative 
messages: 
• TAG (Time Advance Grant): Sent by the RTI to the 

Test Application, informing it that it may advance to 
logical time T. 

• TAR (Time Advance Request): Sent by the Test Appli-
cation to the RTI, indicating that it is ready to advance 
its logical time to T. 

A four-phase interaction pattern is used, illustrated in 
Fig. 5. 
• The RTI sends a number of messages to the Test Ap-

plication (via the SUT Adapter) just like it would do in 
wall-clock time. 

• A TAG message is sent from the RTI to the Test Ap-
plication (via the SUT Adapter) that tells the Test Ap-
plication how far it may advance in time. 

• Next, the Test Application ticks the state machines and 
sends thereby messages to the RTI (via the SUT 
Adapter). How far to advance here depends on how 
much time the transitions take versus the time in the 
TAG message. 

• Finally, a TAR message is sent from the Test Applica-
tion to the SUT Adapter with the amount of time (dt) 
to progress. The SUT Adapter adds the value T to the 
amount of time to progress, and issues a Time Advance 
Request Available (TARA) to indicate to the RTI that 
the SUT Adapter is ready to advance to T+dt. The 
TARA (instead of the TAR) enables the RTI to deliver 
future messages to the SUT Adapter at a time ≥ T+dt, 
rather than at a time > T+dt. This is a subtle yet im-
portant time advancement, because the SUT may very 
well want to send messages at T+dt. 

This cycle continues for the duration of the test. 
 

 

Fig. 5: Sequence diagram of the time advance implementation. 

II. Dynamic Entities 

Previously, ComMA supported only a fixed number of 
entities (state machine instances). This created issues: 
over-allocation wastes resources, while under-allocation 
risks exhausting available state machine instances. To 
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overcome this, ComMA now supports run-time creation 
and deletion of entities. These additions required create/de-
lete functions, and an update of the ComMA protocol be-
tween Test Application and SUT Adapter, illustrated in Fig. 
6 and Fig. 7. 
 

 

Fig. 6: Configuring the initial number of clients in the SUT Adapter. 

 

Fig. 7: Request for more clients by the SUT Adapter. 

III. Composition of Multiple Test Models 

A ComMA test model component may provide several 
interfaces, but the SUT Adapter does not include interface 
identifiers in its messages. To support multi-interface and 
multi-model compositions, a router was added inside the 
Test Application, illustrated in Fig. 8. 

 

 

Fig. 8: Connection between Test Application and SUT Adapter. 

This router takes the entity name from the ComMA test 
model and maps it to an interface name. From each incom-
ing message from the SUT Adapter, the interface property 
is changed into the right interface; hence, a message is aug-
mented with the interface name. 

Testing with four similar interfaces confirmed correct 
routing: incoming messages originally labelled only as 
"adapter" were rewritten to the correct component inter-
face, while outgoing messages required no modification. 
The Interface Router thus enabled the composition of test 
models in ComMA. 

 

IV. Enhanced Reporting for Dynamic Entities 

Because the total number of states and transitions 
changes when entities are created or removed, the original 
ComMA coverage metrics no longer applied. A new re-
porting mechanism was introduced. Reporting enhance-
ments: 
• Two-dimensional coverage graphs tracks:  

o Seen vs. total states 
o Seen vs. total transitions 

• Comma-Separated Value (CSV)-based logging to file 
allows post-processing in tools like Microsoft Excel.  

• Management-only states (e.g., initialization or dele-
tion states) are excluded from coverage to avoid skew-
ing results.  

• Coverage resets when entities are deleted and re-cre-
ated. 

Coverage thresholds can also serve as stop conditions 
for automated testing. 

V. MODEL BASED TESTING IN THE DSEEP 

This chapter maps MBT activities onto the DSEEP steps 
and the associated V&V overlay, demonstrating compati-
bility with established engineering processes. It explains 
how MBT activities enrich engineering steps with MBT 
strategy design, test model creation, MBT adaptation, au-
tomated execution, and reporting. 

A. DSEEP Overview 

As distributed simulations increase in scale and com-
plexity, they increasingly resemble systems‑of‑systems, 
requiring a structured and disciplined engineering ap-
proach. Although generic systems engineering processes 
can be applied to distributed simulation environments, they 
lack simulation‑specific activities that are essential for 
credible development and use. These activities include the 
development of simulation conceptual models and scenar-
ios, the specification of runtime data exchange models with 
associated operating agreements between member applica-
tions, and simulation‑specific V&V. The only recognised 
industry standard that explicitly addresses these needs is 
the IEEE 1730 Distributed Simulation Engineering and 
Execution Process (DSEEP) [7]. DSEEP is independent of 
any particular simulation architecture (such as HLA) and 
provides a consistent seven‑step process covering objec-
tives definition, conceptual analysis, design and develop-
ment, integration and testing, execution, and post‑execu-
tion analysis. 
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Fig. 9 presents the seven high‑level steps of the DSEEP, 
omitting the detailed activities, tasks, and information 
flows between steps. Each DSEEP step is further decom-
posed into activities, tasks, and work products, and the 
guidance is applicable to both distributed and standalone 
simulations. For the purposes of this work, steps 3, 4, and 
5 are most relevant and are summarised below; the reader 
is referred to the standard for a complete description of the 
remaining steps. 

Step 3 – Design simulation environment. 
This step produces the design of the simulation environ-

ment by identifying the member applications that will par-
ticipate, determining whether existing applications can be 
reused or must be newly developed, and allocating re-
quired functionality to the selected member applications. 

Step 4 – Develop simulation environment. 
In this step, the information to be exchanged at runtime 

is defined, interface agreements between member applica-
tions are established, applications are modified where nec-
essary, and the simulation environment is prepared for in-
tegration and testing. 

Step 5 – Integrate and test simulation environment. 
Integration activities are performed and formal testing is 

conducted to verify that interoperability and interface re-
quirements are met. 

B. DSEEP MBT Overlay 

Earlier work [12] mapped MBT activities onto the 
DSEEP for federated simulations. Experience gained 
through the application of the ComMA framework con-
firms that this mapping largely remains valid. The DSEEP 
steps can be overlaid with MBT activities derived from 
IEEE 29119‑8 (Model‑Based Testing) [13], which itself 
extends IEEE 29119‑2 (Test Processes) [14], with a partic-
ular emphasis on online testing. 

MBT activities are primarily applied in DSEEP steps 3, 
4, and 5. The overlay highlights where MBT introduces 
new activities or contributes to existing ones, and which 
MBT‑specific work products are generated. These prod-
ucts include test models, adaptation modules, execution 

logs, traceability information, and coverage reports. The 
following sections describe the MBT activities associated 
with each relevant DSEEP step. 

C. DSEEP Step 3 – MBT Strategy and Test 
Modelling 

In step 3, MBT introduces two additional activities: the 
design of the MBT strategy and the creation of the test 
model. The MBT strategy defines the overall approach to 
testing the SUT and addresses key topics such as test ob-
jectives, test scope, required coverage, metrics to be col-
lected, selected MBT tools, and the modelling language 
used to describe the test model. The strategy forms an in-
tegral part of the test plan produced in this step. 

Following IEEE 29119‑8 terminology, an MBT tool typ-
ically consists of a modelling module for test model devel-
opment, a generation module for test case generation, and 
an adaptation module for automated test execution and 
communication with the SUT. Depending on the tool, these 
modules may be implemented as separate applications or 
integrated into a single environment. 

The test model itself is a formal and abstract representa-
tion of the expected externally observable behaviour of the 
SUT. It is derived from the simulation scenario, conceptual 
model, and simulation environment requirements estab-
lished in earlier DSEEP steps and is expressed using the 
modelling language selected in the MBT strategy. 

D. DSEEP Step 4 – Adaptation Module 

The primary MBT activity in step 4 is the implementa-
tion of the adaptation module. This module translates ab-
stract test actions generated from the test model into con-
crete messages understood by the SUT and maps responses 
back into abstract events. It also manages connections, 
message translation, and technical or syntactical issues. By 
encapsulating SUT‑specific details within the adaptation 
module, the test model remains independent of implemen-
tation details. In the context of ComMA, this functionality 
is realised by the SUT Adapter. 

Fig. 9: The DSEEP process steps (top),its V&V Overlay phases (bottom) and the MBT activities and products (middle). Steps 3, 4 and 5 are the most 
relevant for the MBT overlay. 
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E. DSEEP Step 5 – Test Execution and Analysis 

In step 5, MBT supports the automated generation and 
execution of test cases, as well as the analysis of test re-
sults. For online MBT, test case generation and execution 
are tightly coupled in a closed loop: the generation module 
derives test actions from the test model, these actions are 
executed by the SUT, and observed behaviour is fed back 
to guide subsequent test steps. 

The outcomes of this activity include executable test 
scripts, detailed test execution logs capturing all actions 
and events during a test run, and test reports summarising 
results and coverage. These artefacts are used in the analy-
sis of test results, which may identify issues in the SUT, 
the test model, the MBT toolchain, or the simulation envi-
ronment requirements. 

F. DSEEP V&V MBT Overlay and Evaluation 

The DSEEP V&V overlay (IEEE 1730.2) [8] defines 
seven V&V phases aligned with the seven DSEEP steps. 
MBT activities naturally align with phases 3, 4, and 5, cor-
responding to design, development, and integration and 
testing. At this level, the mapping of MBT activities to 
DSEEP steps and V&V phases is straightforward. Com-
pared to earlier mappings [12], minor refinements were 
made to align terminology with IEEE 29119‑2 and IEEE 
29119‑8 and to accommodate online, on‑the‑fly test gener-
ation. More detailed mappings to individual DSEEP tasks 
are possible but offer limited additional value for describ-
ing MBT of simulation component compositions. 

VI. DISCUSSION 

This chapter reflects on the extensions introduced (logi-
cal time, dynamic entities) and highlights additional as-
pects requiring attention, such as state/time reset and own-
ership transfer. The chapter also identifies limitations of 
MBT and ComMA, including test model complexity, skill 
requirements, and the labour-intensive development of 
adapters and test models. 

A. Aspects 

Several simulation specific aspects were investigated in 
this research activity. Two important aspects are the con-
cept of simulation or logical time, and the concept of dy-
namic entities. For both aspects, needed changes were 
identified in the ComMA protocol, and these changes were 
successfully implemented and tested. 

Extending ComMA to support logical time for the test-
ing of a simulator may not be limited to just that purpose. 
The support for logical time could also be valuable when 
testing software that runs on a real-time operating system. 
In such systems, the main processing cycle is often trig-
gered by a periodic event, and software synchronizes with 
this event. If the Test Application can control this event, 

 
1 The training material is part of the open-source release. More 

information can be found at 

https://eclipse.dev/comma/tutorial/intro.html 

synchronization issues are eliminated, and testing can hap-
pen faster or slower than the event’s wall-clock periodicity. 

Besides the listed aspects there are more aspects to ex-
plore and determine how these effect the ComMA test 
model and/or the ComMA protocol, when applied to sim-
ulation systems as opposed to cyber physical systems. For 
example: 
• State and time re-initialisation. In a simulation the 

state and associated simulation time may be saved at a 
certain point and restored back at a later point. A 
cyber-physical system on the other hand operates in 
real world time, and time cannot be reset to a point in 
the past. The save and restore of state and time require 
further extensions to the ComMA protocol and require 
the ability of the Test Application to save and restore 
its state. 

• Taking ownership of entity properties. In a simulation 
the right to update (a property of) an entity may be 
transferred between applications. I.e. the Test Applica-
tion can acquire the ownership of certain entities and 
actively start updating these for testing purposes. This 
also requires extensions to the ComMA protocol. 

B. Limitations 

Online MBT in general, and ComMA’s test application 
specifically, are well suited for verifying state-based or 
event-driven SUTs. This technology is not intended for 
verifying algorithms (i.e., the model behaviour and effects) 
or other data-driven SUTs. Because ComMA supports par-
tial specifications, it is particularly effective for testing 
components, subsystems, and systems. For testing the in-
ternals of individual components other means are pre-
ferred. 

In general, MBT in relation to simulation interoperabil-
ity testing is most useful for testing message exchange pat-
terns between simulation components (i.e., at a semantical 
level). MBT is less useful for testing the message format 
(i.e., at the syntactical and technical level). Syntactical and 
technical message verifications should be performed by the 
SUT adapter, avoiding the verification of these lower level 
complexities in the test model. 

Other general limitations of MBT include the need for 
MBT skills and the potential complexity of the test model 
and language. On the other hand, experience has shown 
that a one-day course1 is typically sufficient to learn the 
basics of the ComMA language. 

C. Use of ComMA 

In order to make ComMA suitable for simulations (in-
cluding dynamic entities and logical time), a range of ac-
tivities have been performed: 
• Creation of the ComMA test model. The ComMA test 

model has been created completely manually; hence, 
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no creation from sources like the HLA FOM has been 
used. Moreover, the ComMA test model has in turn not 
been used to create (parts of) the SUT Adapter. 

• For the case, we investigated the types, signature, in-
terface and component models could express what 
needed to be modelled. Only minor additions on the 
project model grammar were required, i.e., added pa-
rameters concerning dynamic entities and logical time. 

• Minor changes to the generated test application’s Py-
thon code. Especially for dynamic entities new func-
tionality to define clients dynamically, add clients, de-
leting clients and triggering a newly created client 
some code was added. However, these functionalities 
can be reused in a different context. For logical time, 
dealing with TAR and TAG messages and computing 
how much to progress in time was added. 

• Minor additions to the generator that generates the test 
application. The added settings concerning dynamic 
entities and logical time were forwarded and the 
changes to the generated test application’s Python 
code was captured in static (partial) Python files. 

• The creation of a SUT Adapter. Although the SUT 
Adapter forwards messages between the Test Applica-
tion and the RTI and vice versa, it came with an exten-
sive Object Store to keep track of clients, entities, 
tasks, and mappings between them. Additionally, the 
ComMA protocol used to communicate with the Test 
Application and the protocol used to communicate 
with the RTI needed to be learned and applied. 

In summary, the development of a SUT Adapter is time-
consuming and error prone. Automatic generation of the 
SUT Adapter (particularly including the object store) based 
on ComMA signature model and/or the HLA FOM could 
resolve this. 

Furthermore, the development of a ComMA test model 
is also time consuming. Techniques such as passive model 
learning [15] can alleviate this. Also test model generation 
from simulation design models such as the SISO Base Ob-
ject Model [6] will be helpful. 

D. DSEEP Overlays 

Compared to the DSEEP MBT overlay presented in 
[12], at the DSEEP step level only a few changes were 
made to map the MBT activities with ComMA onto the 
DSEEP. The DSEEP V&V overlay provides sufficient sub-
steps to allocate the MBT activities in. It was, however, 
noted that there is no explicit activity to implement the ex-
perimental frame that is used to obtain the V&V infor-
mation, while for MBT with ComMA some development 
work is required, namely: the SUT Adapter and the gener-
ation of the Test Application. 

VII. CONCLUSION AND RECOMMENDATIONS 

This chapter summarises how automatic verification of 
simulation component compositions is feasible using the 
extended ComMA framework. It recommends scaling the 

approach to more complex scenarios, standardising tools 
and reporting, and extend automation. 

A. Research questions 

The two main research questions and the key findings 
are as follows. 

 

How can a composition of simulation components be au-
tomatically verified? 

 

To support the verification of simulation components, 
the ComMA framework has been extended in three key 
ways: 
• Logical time support: ComMA can now handle simu-

lation-specific time progression, independent of real-
world time. 

• Dynamic entities: Test applications can create and 
manage entities at runtime, enabling verification in 
scenarios where entities appear and disappear. 

• Composed test models: Separate test models for differ-
ent interfaces and components can now be combined, 
supporting verification of both individual components 
and full compositions. 

 

From the experiments conducted with this extended ver-
sion of ComMA, the following findings were observed: au-
tomatic verification is feasible and beneficial for composi-
tions of simulation components using online MBT and the 
ComMA framework. The approach relies on formal speci-
fication of interfaces and test applications generated from 
test models. Practical examples demonstrated the effec-
tiveness of the methodology. Also, further work is needed 
to standardise reporting and automatically SUT adapter 
generation from a test model. 
 

What additions to the existing verification and valida-
tion (V&V) standards for simulation are needed? 

 

As described in Chapter V, MBT activities were mapped 
onto the Distributed Simulation Engineering and Execu-
tion Process (IEEE 1730) and its V&V overlay (IEEE 
1730.2), showing how these activities fit into established 
simulation engineering processes. However, future work 
should evaluate these methods on larger, more complex use 
cases. 

B. Recommendations 

Future work should focus on scaling up the approach to 
more complex scenarios, standardising tools, and report-
ing, integrating the new features into open-source 
ComMA, and exploring additional automation and runtime 
monitoring capabilities. These larger use cases should also 
contain more complex simulation models with e.g. non-de-
terministic behaviour. 
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