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Abstract—Static analysis tools are widely adopted to support
security vulnerability detection in modern software development,
particularly when integrated into continuous integration (CI)
pipelines. However, the increasing number of available tools
and the operational constraints imposed by CI environments
complicate tool selection, while empirical evidence supporting
informed adoption decisions in realistic CI settings remains
limited. This study addresses this gap by empirically assess-
ing static analysis tools for security vulnerability detection in
Java projects executed within GitHub Actions pipelines. The
evaluation considers a selected set of representative open-source
tools and analyzes their behavior across repositories containing
documented, real-world vulnerabilities. The assessment focuses
on detection effectiveness, coverage of vulnerability categories,
consistency and complementarity across tools, and operational
behavior in CI, including execution overhead and stability. The
results reveal substantial variability among the evaluated tools,
demonstrating that no single solution simultaneously optimizes
detection capability, execution efficiency, and CI robustness.
These findings expose explicit trade-offs that directly affect the
practical adoption of static analysis in CI-driven development
workflows. By providing CI-grounded empirical evidence, this
study supports more informed tool selection and configuration
decisions, benefiting researchers, practitioners, and organizations
seeking to strengthen security-oriented practices in continuous
integration environments.

Index Terms—Static Analysis, Security Vulnerability Detec-
tion, Empirical Study, Continuous Integration, Software Security

I. INTRODUCTION

S
OFTWARE systems have become critical infrastructure

across multiple domains, increasing the demand for re-

liability, quality, and security throughout the software devel-

opment lifecycle. As these systems evolve in scale and com-

plexity, security vulnerabilities remain a persistent concern,

motivating organizations to strengthen assurance activities

while maintaining rapid delivery. Industry reports consistently

indicate that testing and quality assurance remain strategic

priorities, with growing emphasis on automation and tool

support in modern development pipelines [1], [2].

From a security perspective, the impact of vulnerabilities

extends beyond technical risk and is reflected in economic

indicators. Estimates on the cost of data breaches highlight the

financial relevance of security failures and reinforce the need

for preventive practices and automated controls throughout

the software lifecycle [3]. Information security is commonly

defined as the preservation of confidentiality, integrity, and

availability of information assets [4], [5]. Within this context,

software testing and analysis activities play a central role in

supporting secure software development.

Software testing is defined as a systematic activity aimed

at evaluating a system or component to identify defects

and assess whether it satisfies specified requirements [6].

Among complementary assurance techniques, static analysis

has gained prominence due to its ability to detect security-

relevant issues without requiring program execution, enabling

earlier feedback and supporting continuous development work-

flows [7]. In practice, static analysis tools are increasingly

integrated into continuous integration (CI) pipelines, where

they must operate under operational constraints such as build

dependencies, limited execution time, and pipeline reliability

requirements.

Despite their widespread adoption, selecting appropriate

static analysis tools remains challenging. The growing number

of available solutions, combined with differences in detection

strategies, rule sets, and integration requirements, increases

uncertainty for practitioners and organizations. Qualitative ev-

idence from industry indicates that traditional evaluation prac-

tices frequently overlook false negatives and operational con-

straints that are critical for practical adoption [8]. Practitioner-

oriented syntheses further suggest that tool selection is often

influenced by popularity and perceived maturity, while sys-

tematic and transparent selection criteria are inconsistently

applied [9]. Empirical studies also report that static application

security testing (SAST) tools may produce heterogeneous

warning profiles and substantial false-positive rates, negatively

affecting trust and adoption [10], [11].
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Prior research has investigated static analysis and security

testing tools, including comparative evaluations of SAST tools

for Java [12]. However, existing evidence provides limited

insight into how these tools behave when operationalized

in real-world CI environments, where integration robustness,

execution overhead, and pipeline reliability are often decisive

for adoption. The widespread adoption of CI and DevOps

practices intensifies the need for actionable, context-aware

evidence, as teams must balance security assurance with

development velocity. Empirical observations of CI usage in

open-source repositories further indicate that CI automation

platforms such as GitHub Actions have become a com-

mon infrastructure for operationalizing quality and security

checks [13].

This paper addresses this gap by presenting an empirical

assessment of static analysis tools for security vulnerability

detection in Java projects executed within continuous integra-

tion environments. The study evaluates a selected set of rep-

resentative open-source tools integrated into GitHub Actions

pipelines and applied to repositories containing real-world

vulnerabilities. The assessment investigates four complemen-

tary dimensions: (i) detection effectiveness, (ii) consistency

and complementarity of reported vulnerabilities across tools,

(iii) execution overhead imposed on CI pipelines, and (iv)

execution stability in real-world CI environments.

The results reveal substantial variability among tools across

these dimensions, exposing trade-offs between detection ca-

pability, execution overhead, and pipeline robustness. These

findings provide CI-grounded empirical evidence to support

informed decision-making for tool selection and adoption in

CI-driven development workflows.

The remainder of this paper is organized as follows.

Section 2 presents related work and background concepts.

Section 3 describes the empirical study design, including

tool selection, evaluation metrics, and execution environment.

Section 4 reports the results with respect to the research

questions. Section 5 discusses implications for research and

practice, along with threats to validity. Finally, Section 6

concludes the paper and outlines future work.

II. RELATED WORK

Software testing has long been recognized as a fundamental

activity in software engineering, playing a central role in

assessing software quality and identifying defects that may

compromise system reliability and security [6]. As software

systems have evolved in size, complexity, and criticality,

testing practices have continuously adapted to address new

challenges, including shorter release cycles, distributed devel-

opment, and increasing security requirements [18].

In parallel with the evolution of testing practices, security

has emerged as a key quality attribute in modern software

systems. Information security is commonly defined in terms

of confidentiality, integrity, and availability of information

assets [4]. Security vulnerabilities constitute a particular class

of defects that may lead to severe technical and economic

consequences if exploited [19]. As a result, security-oriented

testing and analysis techniques have gained increasing atten-

tion in both academia and industry.

Static analysis techniques have been widely studied as an

effective means to detect defects and vulnerabilities without

requiring program execution [7]. Static Application Security

Testing (SAST) tools specialize in identifying potential secu-

rity vulnerabilities at the source code level and are commonly

used to support secure software development [11], [10]. Em-

pirical studies indicate that such tools differ substantially in

terms of detection capability, precision, and types of reported

vulnerabilities, which may affect their practical usefulness and

adoption [12].

The adoption of continuous integration (CI) practices has

further influenced how testing and analysis techniques are

applied in practice. CI environments promote frequent inte-

gration and automated quality checks, enabling early feedback

and faster development cycles [20]. Static analysis tools are

increasingly integrated into CI pipelines as part of automated

quality assurance processes [13]. However, CI environments

impose operational constraints related to execution time, re-

source consumption, and pipeline stability, which may impact

the effectiveness and feasibility of integrating security analysis

tools into development workflows [21], [22].

Empirical software engineering research has emphasized

the importance of systematic and context-aware evaluation

of tools and techniques to support evidence-based decision-

making [23]. Recent studies increasingly advocate the use

of real-world projects and realistic execution environments to

complement benchmark-based evaluations, providing insights

into both technical effectiveness and practical adoption fac-

tors [24]. Building on this body of work, the following section

reviews and compares existing empirical studies related to

static analysis tools for security vulnerability detection.

The study entitled Comparison and Evaluation on Static

TABLE I
CONCISE COMPARISON OF RELATED WORK ON SAST EVALUATION.

Study Evaluation context Language Primary focus CI execution

Kaixuan et al[12] Offline, benchmark-driven Java Vulnerability detection effectiveness No

Wachiraphan et al[14] Change-based secure code review C/C++ Alert coverage on vulnerability-inducing changes No

Esposito et al[15] Controlled experimental bench-
marks

Java Precision–recall trade-offs in SAST No

Dalaq et al[16] Secondary synthesis (SLR) Multiple Evaluation practices and research gaps Not evaluated

Ami et al[17] Industry qualitative study N/A Practitioner concerns and adoption factors Not evaluated

This study CI pipelines (GitHub Actions) Java Detection signals and operational behavior Yes
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Application Security Testing (SAST) Tools for Java [12] aimed

to analyze the effectiveness, detection capability, consistency,

and performance of SAST tools by using well-defined criteria

and real-world benchmarks. The authors selected seven free

tools from a total of 161 existing tools in order to conduct an

evaluation comparing them from different perspectives. The

results demonstrated a low detection rate of real vulnerabil-

ities by the tools, with a high number of vulnerabilities not

being properly detected even when combining the detection

capabilities of all the studied tools. In addition, real-world

benchmark data containing 165 Java programs were generated.

This information was obtained from large-scale benchmark

tests using a mixture of proprietary benchmark repositories

and real-world repositories. A limitation of the study was the

lack of information about the tool collection process prior to

the selection phase used to obtain the seven studied tools based

on the defined criteria, which makes it impossible to replicate

the selection process.

The study An Empirical Study of Static Analysis Tools for

Secure Code Review [14] was conducted with the objective

of investigating the ability of SAST tools to support secure

code reviews, addressing three aspects: effectiveness, potential

benefits, and waiting time. The study evaluated five SAST

tools for projects written in C/C++, using a dataset of real

code changes that contributed to exploitable vulnerabilities. It

also quantified the potential benefits of prioritizing modified

functions through SAST alerts. This analysis was based on a

dataset comprising 319 real vulnerabilities originating from

815 commits that contributed to vulnerabilities across 92

projects. The results indicate that a single SAST tool can

generate alerts on vulnerable changes in more than half of

the commits that contribute to a vulnerability. Furthermore,

combining alerts from multiple SAST tools can achieve an

even higher vulnerability detection rate. Unlike studies that

focused on repositories containing vulnerabilities, this study

used 1,064 vulnerable files and 1,060 vulnerable functions

across 815 commits.

A systematic literature review conducted by Dalaq et al. [16]

synthesized existing empirical evidence on Static Application

Security Testing (SAST) tools, with particular emphasis on

evaluation metrics, benchmarks, challenges, and research gaps.

Following a rigorous protocol based on Kitchenham and

Charters’ guidelines, the review analyzed 26 primary studies

selected from multiple digital libraries. The authors observed

a strong reliance on synthetic benchmarks, such as OWASP

Benchmark and Juliet Test Suite, as well as considerable

heterogeneity in experimental designs and reported metrics

across studies. The review highlights that commonly used

metrics, including true positive rate and false positive rate,

are often reported inconsistently, which limits comparability

among studies. Moreover, the findings reinforce that no single

SAST tool consistently outperforms others across different

vulnerability types, programming languages, and datasets. The

authors also note that several studies report satisfactory perfor-

mance on synthetic datasets but substantially lower detection

rates when real-world vulnerabilities are considered. A key

conclusion of the review is the lack of empirical studies

evaluating SAST tools under realistic execution conditions,

particularly within CI/CD pipelines. While tool integration

into CI environments is frequently discussed conceptually,

empirical evidence addressing operational constraints, such

as execution time, pipeline stability, and scalability, remains

limited, indicating an important gap in the literature.

An empirical study [15] evaluated the effectiveness of Static

Application Security Testing (SAST) tools under controlled

experimental conditions, focusing on benchmark-driven as-

sessments. The study relied primarily on synthetic datasets to

systematically measure classical performance metrics such as

precision, recall, and false positive rate, enabling consistent

comparisons across tools while minimizing environmental

variability. The results reported by the authors reinforce well-

known trade-offs in SAST evaluations, showing that tools

achieving higher recall often incur substantially higher false

positive rates [15]. These findings corroborate previous empir-

ical evidence that highlights the difficulty of simultaneously

optimizing sensitivity and precision in static security analysis

tools. Although methodologically rigorous, the study explicitly

limits its scope to controlled experimental settings and does

not consider the execution of SAST tools within continuous

integration environments [15]. Consequently, aspects related

to automated execution frequency, pipeline stability, execution

time constraints, and integration overhead remain unexplored,

restricting the applicability of the results to CI-based software

development workflows.

A high-impact study published at a leading security venue

[17] investigated advanced vulnerability detection techniques

with a strong emphasis on technical depth and methodological

rigor. The work analyzed security analysis approaches using

complex datasets and detailed analytical methods, providing

insights into fundamental challenges faced by static and hybrid

vulnerability detection techniques. The findings demonstrate

that even state-of-the-art approaches struggle to consistently

detect vulnerabilities across diverse and realistic scenarios,

revealing inherent limitations in current security analysis tech-

nologies [17]. By focusing on in-depth technical evaluation,

the study contributes to a deeper theoretical understanding

of vulnerability detection effectiveness. However, the study

does not aim to assess the operational feasibility of deploying

such techniques in modern development environments [17]. In

particular, aspects related to continuous integration, large-scale

automation, and tool behavior under CI execution constraints

are outside the scope of the analysis, limiting its direct

applicability to CI-oriented software engineering practice.

Table I summarizes the evaluation contexts adopted in prior

studies on SAST effectiveness. Existing empirical evidence

is predominantly derived from offline benchmark-based ex-

periments [12], [15] or from change- and review-oriented

analyses that do not consider automated execution environ-

ments [14]. Complementary secondary and qualitative studies

highlight methodological heterogeneity and emphasize that

false negatives, contextual relevance, and operational behavior

are critical for practical adoption [16], [17]. However, none
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Fig. 1. Flow of the Empirical Study Stages.

of these studies empirically evaluates SAST tools under real

continuous integration constraints. In contrast, the present

study provides CI-grounded empirical evidence by executing

SAST tools in GitHub Actions pipelines and analyzing both

detection signals and operational properties relevant to modern

CI-driven development workflows.

Taken together, existing empirical and secondary studies

provide substantial evidence regarding the effectiveness and

limitations of SAST tools in detecting software vulnerabilities.

Prior work has explored benchmark-based evaluations [12],

[15], secure code review support [14], systematic synthesis

of evaluation practices [16], and technically rigorous security

analyses [17]. Nevertheless, these studies predominantly as-

sess SAST tools in isolated or controlled settings, without

systematically addressing their execution under continuous

integration constraints. In contrast, the present study comple-

ments existing work by empirically evaluating SAST tools

within real CI pipelines based on GitHub Actions, focusing

not only on detection effectiveness but also on operational

aspects such as execution robustness, runtime behavior, and

pipeline stability. By examining SAST tools under realistic

automation conditions, this study addresses a gap in the

literature and provides evidence that is directly relevant to

practitioners adopting security analysis tools in modern CI-

driven development workflows.

III. EMPIRICAL STUDY DESIGN

This section presents the design of the empirical study

conducted to assess Java Static Application Security Testing

(SAST) tools under Continuous Integration (CI) conditions.

The study operationalizes each tool within GitHub Actions

pipelines and evaluates their behavior when applied to repos-

itories containing documented, real-world security vulnera-

bilities. The methodological design aims to support a fair,

reproducible, and CI-oriented comparison by executing all

tools under a common automation environment while system-

atically collecting analysis outputs and execution-related data

The phases can be seen in Figure 1.

The study is guided by the following overarching research

question: RQ0: How effective and consistent are Java static

analysis tools in detecting security vulnerabilities when exe-

cuted in GitHub Actions pipelines? To address RQ0, the em-

pirical investigation is structured around four complementary

sub-questions. RQ1 examines the effectiveness of the tools

in detecting known security vulnerabilities in the analyzed

repositories. RQ2 investigates the types of vulnerabilities

reported, enabling a characterization of the security issues

identified by each tool. RQ3 analyzes the consistency of the

results by assessing the overlap and divergence among tools in

terms of detected vulnerabilities. Finally, RQ4 focuses on the

operational behavior of the tools in CI, considering aspects

such as execution time, pipeline completion, and robustness

when integrated into GitHub Actions workflows.

These research questions collectively frame the empirical

protocol described in the remainder of this section, guiding

the selection of tools, subject systems, execution procedures,

and data analysis strategy.

A. Tool Selection Protocol

The tool selection process followed a multi-stage protocol

designed to balance coverage, feasibility, and reproducibility.

Initially, candidate tools were derived from the results of a

prior systematic mapping study on software testing tools [25].

All 654 tools identified in the mapping were screened to

determine whether they offered functionality related to security

analysis, resulting in a filtered subset of 104 security-oriented

tools.

Since the original mapping study focused on software

testing in general and may not fully cover the landscape of

Java security analysis tools, the filtered subset was comple-

mented with prominent tools reported in a recent comparative

study on Java SAST tools [12] totaling 110 tools. This step

mitigates potential coverage bias and resulted in a consolidated

candidate set of tools considered for empirical execution.

From this candidate set, tools were evaluated against six

selection criteria: (i) native or fully functional support for

Java; (ii) availability through free use or a free tier; (iii)

command-line operability to enable automation; (iv) feasibility

of execution within GitHub Actions pipelines, either via native

actions, container-based execution, or direct CLI integration;
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(v) explicit capability to detect security vulnerabilities using

static analysis techniques; and (vi) evidence of recent main-

tenance activity (2024–2025), used as a preference criterion.

Only tools satisfying the first five mandatory criteria were

considered eligible for empirical execution, while the sixth

criterion was used to prioritize among eligible candidates.

Applying these criteria resulted in a small set of feasible

tools for CI-based assessment. The final selection comprises

SonarQube, CodeQL, Semgrep, and Horusec. Although Spot-

Bugs combined with FindSecurityBugs satisfied most techni-

cal criteria, it was excluded because its effective use requires

project-specific configuration and tailoring. Such customiza-

tion prevents a uniform pipeline design across repositories,

undermining standardization, comparability, and reproducibil-

ity in a CI-based study. Horusec was selected instead due to

its ability to support consistent automation across repositories

using a standardized execution approach.

B. CI Pipeline Implementation

Each selected tool was integrated into a dedicated GitHub

Actions workflow designed to minimize configuration com-

plexity while ensuring correct execution. All pipelines were

triggered on commits to the main branch and executed on

GitHub-hosted runners. Each workflow included steps to re-

trieve the repository source code, install required dependencies

and runtime environments, configure the tool, and execute the

static analysis process.

To support uniform data collection, all workflows were con-

figured to export analysis results in SARIF format whenever

supported and to store these outputs as workflow artifacts.

Although a common execution structure was adopted, tool-

specific requirements prevented the creation of a single unified

pipeline. CodeQL requires an additional compilation step

for Java projects, Horusec relies on container-based execu-

tion using Docker, SonarQube requires Maven-based project

builds, and Semgrep is installed and executed via pip. These

differences reflect inherent tool design choices rather than

methodological variation.

C. Subject Systems and Vulnerability Set

The subject systems consist of Java repositories contain-

ing documented security vulnerabilities. An initial search

on GitHub using the query "java vulnerability

language:Java" yielded 447 repositories. Repository doc-

umentation was manually inspected to identify projects that

explicitly describe or enable the identification of existing secu-

rity vulnerabilities, excluding repositories focused on tooling,

tutorials, or theoretical examples.

This screening process resulted in an initial set of 13

repositories. For each repository, reported vulnerabilities were

identified and cataloged, yielding a total of 27 distinct security

vulnerabilities. While benchmark-oriented projects such as

OWASP Benchmark and the Juliet Test Suite were initially

considered, they were excluded from execution because they

are not designed for direct CI execution and introduce build

and packaging characteristics that hinder standardized pipeline

execution and result normalization. Consequently, the study

focuses on repositories representing vulnerabilities occurring

in realistic project structures.

Based on the number and diversity of vulnerabilities, 10

repositories were selected for empirical execution. This selec-

tion ensures sufficient vulnerability coverage while maintain-

ing feasibility for detailed analysis under CI constraints.

D. Execution, Data Processing, and Analysis Strategy

Each selected tool was executed independently on each of

the 10 subject repositories using its corresponding GitHub

Actions workflow. Executions were triggered under identical

CI conditions, ensuring that all tools ran on GitHub-hosted

runners with comparable environment constraints. For each

execution, the complete analysis output, execution time, and

pipeline completion status were collected. Pipeline failures

caused by tool errors, build issues, or unmet dependencies

were explicitly recorded and considered as part of the opera-

tional assessment.

The analysis outputs produced by the evaluated tools exhibit

substantial heterogeneity in terms of format, level of detail, and

vulnerability taxonomy. To enable a meaningful comparison

across tools, a systematic data extraction and normalization

procedure was applied. Each reported finding was manually

inspected and mapped to a vulnerability previously identi-

fied in the corresponding repository. To reduce subjectivity,

the mapping and normalization process was independently

reviewed and iteratively refined to ensure consistency across

tools and repositories. When a reported issue could not be

matched to an existing vulnerability category, a new category

was created to represent that finding. This process resulted in

the identification of three additional vulnerability categories

not originally documented, yielding a total of 30 distinct

vulnerability categories used as the analytical baseline.

This normalization step plays a central methodological role

by harmonizing tool-specific outputs into a unified repre-

sentation, enabling consistent analysis of detection coverage,

overlap, and divergence. By abstracting away tool-specific

nomenclature and reporting granularity, the study focuses on

the presence or absence of vulnerability detection rather than

on raw warning counts alone.

The analysis strategy is structured around the defined re-

search questions. To address RQ1, detection effectiveness is

assessed by examining the ability of each tool to identify

vulnerabilities from the normalized set across repositories.

RQ2 is addressed by analyzing the distribution of detected

vulnerabilities across categories, characterizing the types of

security issues reported by each tool. To answer RQ3, consis-

tency is examined by analyzing the overlap and divergence of

detected vulnerabilities among tools for the same repositories.

Finally, RQ4 focuses on operational behavior in CI, consider-

ing execution time, pipeline completion status, and the volume

of reported findings as indicators of practical feasibility in

GitHub Actions environments.
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Fig. 2. Number of different types of flaws found per repository.

IV. EMPIRICAL RESULTS OF STATIC ANALYSIS TOOL

EVALUATION

This section reports the empirical results of executing

four static analysis tools (Horusec, Semgrep, CodeQL, and

SonarQube) on ten Java repositories containing documented

security vulnerabilities, operationalized through GitHub Ac-

tions. The results are organized to support evidence-based

comparison in CI settings, covering: (i) the feasibility funnel

for tool selection, (ii) the vulnerability landscape observed

across subject systems, (iii) vulnerability detection outcomes

by tool, (iv) cross-tool consistency, and (v) CI operational

behavior. Overall, the results indicate that no single tool con-

sistently dominates across detection effectiveness, operational

overhead, and CI robustness, revealing explicit trade-offs that

directly affect tool adoption in CI-driven environments.

A. Tool Selection Funnel and CI Feasibility

A screening process was applied to the tool set derived from

the prior mapping, filtering candidates according to security

relevance and practical constraints for CI execution. Figure 3

reports the number of tools meeting each selection criterion,

illustrating the progressive reduction of candidates driven by

Java support, command-line automation, and compatibility

with GitHub Actions.

Fig. 3. Number of tools approved in each criterion.

The results indicates that, while a substantial portion of

candidates provide Java support and free availability, less

than half are up to date, and only a minority offers CI-

ready integration. This result operationalizes a key feasibility

constraint: tool availability does not imply tool deployability

in modern CI pipelines.

B. Vulnerability Landscape Across Repositories

The empirical execution considered a normalized set of 30

vulnerability categories observed across the selected reposi-

tories. Figure 2 reports the number of distinct vulnerability

categories identified per repository, showing a concentration

of repositories with similar vulnerability breadth and a small

number of outliers.

Two repositories (WebGoat and Svja) exhibited the largest

breadth of vulnerability categories, while Serverless-Goat-

Java presented a markedly smaller footprint. This distribution

suggests that repository characteristics influence both vulner-

ability footprint and analyzability under CI constraints.

C. Vulnerability Detection Outcomes and Tool Assertiveness

(RQ1)

Detection outcomes were analyzed by relating repository-

declared vulnerability presence to tool findings under four

categories: (i) True Positive, (ii) False Negative, (iii) False

Positive, and (iv) True Negative. Figure 4 summarizes these

outcomes per tool.

Across all tools, False Negative concentrates the largest

share of outcomes, indicating that many repository–

vulnerability pairs are not instantiated in every repository con-

text. For True Positive, CodeQL exhibits the highest number of

correct detections, followed by Horusec and Semgrep, while

SonarQube shows the lowest count. False Positive outcomes

are highest for SonarQube and lowest for CodeQL, indicating

different coverage and miss profiles across tools in this dataset.

To provide an aggregate Accuracy-oriented view, Figure 5

consolidates outcomes into correct detections, False Negatives,

and False Positives. CodeQL presents the highest share of

correct detections and the lowest False Negatives rate, while

Semgrep presents the lowest False Positives rate. Horusec
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Fig. 4. Analysis of vulnerability detection by tool.

shows a higher False Positive incidence, and SonarQube shows

the highest False Negative incidence among the evaluated

tools.

D. Most Frequent Vulnerability Categories (RQ2)

Table II reports the frequency with which vulnerability

categories were identified across the ten repositories. Classical

vulnerability types such as SQL Injection, XSS, XXE, Path

Traversal, and Sensitive Data Exposure appear across most

repositories, indicating both prevalence in the selected subjects

and maturity of rules for these categories.

The distribution also shows categories with moderate to

low occurrence and categories that were not detected by any

tool in the analyzed repositories, which may reflect either

low prevalence in the subject systems or tool limitations for

context-dependent categories.

E. Cross-Tool Consistency and Complementarity (RQ3)

Consistency was examined by analyzing how many tools co-

detected the same vulnerability category in the same repository

context. Figure 7 summarizes the distribution by group size.

A substantial fraction of cases are single-tool detections, and

multi-tool consensus decreases sharply as group size increases,

with full four-tool consensus being rare.

This pattern suggests complementarity rather than redun-

dancy: multiple tools contribute unique detections, while only

a small portion of detections are consistently replicated across

tools.

F. Operational Behavior in GitHub Actions (RQ4)

Operational behavior was measured via GitHub Actions

execution time and stability across repositories. Figure 6

reports execution time per repository and reveals systematic

runtime differences among tools. Horusec and Semgrep exhibit

consistently lower runtimes, whereas CodeQL remains the

slowest tool across all repositories.

In addition to overhead, stability differences were observed.

SonarQube did not complete analysis successfully for multi-

ple repositories, yielding early completion without reported

Fig. 5. Accuracy values across the tools.
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Fig. 6. Tool execution time per repository.

TABLE II
MOST FREQUENTLY FOUND VULNERABILITIES AMONG THE ANALYZED

REPOSITORIES.

Vulnerability Rep Tools
Path Traversal 90% 5,26%
Sensitive Data Exposure 90% 6,07%
SQL Injection 90% 9,31%
XSS (Cross-Site Scripting) 90% 6,88%
CRLF Injection 80% 4,45%
Server-Side Request Forgery (SSRF) 80% 3,23%
XML External Entities (XXE) 80% 6,47%
Hardcoded Credentials 80% 3,64%
Remote Code Execution (RCE) 70% 4,85%
URL Redirect 70% 5,26%
Command Injection 60% 4,45%
Insecure Deserialization 60% 5,26%
Secure Cookie Flag 60% 4,45%
Security Misconfiguration 60% 2,83%
Weak Hashing 60% 4,04%
Cross-Site Request Forgery (CSRF) 50% 2,02%
Weak Cryptography 50% 3,23%
Weak Randomness 50% 2,02%
Denial of Service (DoS) 40% 1,61%
XPATH Injection 40% 2,42%
Broken Authentication 30% 1,21%
Vulnerable Components 20% 0,81%

findings, which impacts both result comparability and CI

reliability.

To connect time overhead to output volume, Figure 8

reports findings-per-second as an efficiency indicator. Horusec

presents the highest average findings-per-second, Semgrep

presents moderate efficiency with stable behavior, SonarQube

exhibits high variability influenced by incomplete runs, and

Fig. 7. Distribution of cases by tool group size.

CodeQL exhibits the lowest findings-per-second, indicating

high time cost per reported finding in this CI setting.

V. ANALYSIS AND DISCUSSION

This section discusses the results reported in Section IV,

emphasizing implications for the adoption of static analy-

sis tools in CI-oriented security workflows. The discussion

integrates evidence related to feasibility constraints for CI

deployment, detection trade-offs across tools, complementarity

and consistency of results, and the role of operational overhead

and reliability as first-class adoption drivers.

The tool selection funnel (Figure 3) provides direct empir-

ical evidence that the availability of security tools does not

necessarily translate into deployability under CI constraints.

Although a large number of tools offer Java support and

free access, compatibility with GitHub Actions emerges as a

decisive restriction, substantially narrowing the set of feasible

candidates. This finding indicates that CI-oriented security

programs must explicitly consider automation capability, in-

tegration maturity, and maintenance activity during tool se-

lection. Otherwise, adoption is likely to incur high setup

costs, brittle pipelines, or limited long-term sustainability.

For teams operating under strict CI constraints, deployability

and execution stability should therefore be treated as primary

selection criteria rather than secondary considerations.

The detection outcome distributions (Figure 4) and the

consolidated precision view (Figure 5) highlight clear trade-

offs among the evaluated tools. CodeQL demonstrates the

strongest balance for declared vulnerability detection, combin-

ing the highest proportion of correct detections with the lowest

incidence of false negatives (Figure 5). This profile supports its

adoption in scenarios where maximizing detection of known

or documented vulnerabilities is critical, although at the cost

of higher execution overhead in CI environments (Figure 6). If

maximizing detection of known vulnerabilities is the primary

objective, higher CI overhead may be acceptable, provided that

pipeline time budgets are explicitly managed.
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Fig. 8. Number of flaws detected per second during the analyses.

Semgrep presents a more conservative detection profile,

achieving high correct-detection rates while maintaining the

lowest false-positive incidence among the evaluated tools

(Figure 5). This behavior can reduce triage effort and improve

developer acceptance in CI pipelines. In contrast, Horusec

exhibits a higher false-positive incidence and a stronger pres-

ence in non-declared detections (Figures 5 and 4), indicating

greater sensitivity that may increase coverage but also raises

the cost of result inspection. SonarQube shows the highest

false-negative incidence and a lower number of declared-

present detections, and its incomplete executions across multi-

ple repositories further constrain interpretability and adoption

(Figure 6). In CI contexts, this combination of missed detec-

tions and execution instability may reduce trust in the tool

as a primary security gate. For CI pipelines used as quality

or security gates, tools that exhibit execution instability may

undermine confidence by producing incomplete or misleading

assurance signals.

Analysis of vulnerability category coverage (Table II) shows

that widely documented vulnerability families dominate the

analyzed repositories. This observation is consistent with the

maturity of static analysis rules for classical categories such

as SQL Injection and Cross-Site Scripting, which remain

both prevalent and detectable. At the same time, the absence

of detections for certain categories suggests practical gaps,

particularly for vulnerabilities that are context-dependent or

semantically complex. These results reinforce that static anal-

ysis in CI should be treated as a critical security layer, but not

as a complete substitute for complementary assurance tech-

niques when broader coverage is required. This suggests that

static analysis in CI should be complemented with additional

assurance techniques when organizations require coverage of

context-dependent or semantically complex vulnerabilities.

Consistency and complementarity analysis further indicates

that single-tool detections account for a substantial portion of

identified vulnerabilities, while full consensus across all tools

is rare (Figure 7). This pattern provides empirical evidence

of complementarity rather than redundancy: different tools

contribute unique detections. From a practical perspective, this

suggests that multi-tool strategies can improve coverage, but

must be balanced against additional operational costs. From

a tooling strategy perspective, combining multiple tools can

improve coverage, but only when the added operational cost

is explicitly justified. From a research perspective, the results

highlight the importance of reporting overlap structures in

comparative evaluations, as overlap directly informs whether

tools provide redundant or complementary value under CI

constraints.

The strong overlap observed between CodeQL and Sem-

grep, as well as between CodeQL and Horusec (Figure 9),

indicates a higher degree of convergence in vulnerability

identification, reflecting either similar coverage profiles or

complementary rule sets. In contrast, the limited presence of

SonarQube in shared detection groups highlights its lower

consistency and reduced contribution to common detections.

Operational overhead and reliability emerge as decisive

adoption factors in CI settings. Runtime and stability evidence

(Figure 6) shows systematic variation among tools: Horusec

and Semgrep exhibit faster execution and more predictable

pipeline impact, while CodeQL consistently imposes higher

overhead. Efficiency results (Figure 8) further indicate that

time investment does not translate uniformly into outputs, with

Horusec converting runtime into reported findings more effi-

ciently and CodeQL presenting the lowest findings-per-second

profile. From an adoption standpoint, these results suggest that

CI integration decisions should explicitly account for pipeline

time budgets and failure modes. Tools that fail to complete

analysis, as observed for SonarQube in multiple repositories,

may produce misleading “clean” outcomes, undermining trust

and potentially weakening security posture if interpreted as

absence of vulnerabilities.

A. Threats to Validity

From an internal validity perspective, tool execution re-

quired tool-specific workflows and prerequisites, which may

introduce execution asymmetries. In particular, SonarQube did
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not complete analysis in multiple repositories (Figure 6); early

completion without reported findings may bias comparisons by

underreporting detections. Differences in build requirements,

such as compilation prerequisites, may also affect both stabil-

ity and detection opportunities.

Regarding construct validity, the evaluation relies on a

normalized vulnerability set and on the alignment between

repository documentation and the presence of vulnerabilities.

Repository-declared vulnerabilities may be incomplete or in-

consistently specified, affecting the interpretation of declared-

present and declared-absent categories (Figure 4). In addition,

tool outputs use heterogeneous taxonomies and reporting

granularities, and the normalization process may introduce

mapping subjectivity.

In terms of external validity, the subject systems consist

of ten Java repositories and the execution environment is

GitHub Actions. The results may not generalize to other

programming languages, industrial codebases, or CI platforms.

Variability in repository vulnerability footprints (Figure 2)

suggests that tool behavior may differ under alternative project

structures and dependency configurations. The study aims to

provide CI-grounded empirical evidence and comparative in-

sights rather than statistical generalization; therefore, observed

trends should be interpreted as behavior within the analyzed

CI setting and subject repositories.

VI. FINAL REMARKS

Static analysis tools have become an integral component

of modern software development processes, particularly when

embedded into continuous integration (CI) pipelines as part of

security-oriented quality assurance practices. The widespread

adoption of platforms such as GitHub Actions has intensified

the need for automated security analysis solutions that oper-

ate reliably under CI constraints, providing timely feedback

without compromising development velocity. In this context,

Static Application Security Testing (SAST) tools are expected

to combine detection capability with operational robustness

and predictable execution behavior.

Despite their growing adoption, the selection and effective

use of SAST tools in CI environments remain challenging.

Tools differ substantially in detection strategies, vulnerabil-

ity coverage, reporting profiles, and integration requirements,

while CI pipelines impose constraints related to execution

time, build dependencies, and stability. These factors force

practitioners to balance security coverage against noise, perfor-

mance overhead, and the risk of pipeline failures, often leading

to adoption decisions based on popularity rather than CI-

grounded empirical evidence. This concern aligns with recent

qualitative industry findings highlighting false negatives and

operational behavior as critical adoption factors [17].

This study addresses this gap by empirically assessing

static analysis tools for security vulnerability detection in

Java projects executed within GitHub Actions pipelines. An

empirical study was conducted on ten repositories containing

documented, real-world vulnerabilities. Tool candidates were

filtered through a criteria-based selection process consider-

ing Java support, free availability, automation capability, CI

compatibility, vulnerability detection focus, and maintenance

activity. Four tools—Horusec, Semgrep, CodeQL, and Sonar-

Qube—were selected and evaluated using dedicated GitHub

Actions workflows. Analysis outputs were normalized into a

unified representation comprising 30 vulnerability categories,

enabling consistent comparison of detection coverage, overlap,

and divergence across tools.

The results reveal substantial variability among the evalu-

ated tools, indicating that no single solution simultaneously

optimizes detection effectiveness, operational efficiency, and

CI robustness. CodeQL achieved the strongest detection per-

formance at the cost of higher CI overhead, Semgrep main-

tained high correctness with low false-positive incidence and

stable execution, and Horusec exhibited the most favorable

operational behavior in terms of runtime efficiency. In contrast,

SonarQube showed limitations in CI robustness, failing to

complete analysis for a non-trivial portion of the repositories

and potentially producing misleading outcomes. Consistency

analysis further demonstrated limited multi-tool consensus,

Fig. 9. Vulnerability Coverage Across Tools.

282 PROCEEDINGS OF THE FEDCSIS. RIGA, LATVIA, 2026



providing empirical evidence of complementary rather than

redundant coverage.

From a decision-making perspective, these findings high-

light that SAST adoption in CI-driven environments must

be guided by explicit trade-offs rather than assumptions of

universal effectiveness. Researchers benefit from CI-grounded

empirical evidence on tool behavior and overlap structures,

while practitioners and DevSecOps teams gain actionable

insights to align tool selection with organizational priorities

related to coverage, overhead, and reliability. Tool maintainers

and platform integrators may leverage the observed limitations

to improve automation support, execution stability, and report-

ing consistency.

Future work may broaden the set of subject repositories,

evaluate additional tools and configuration strategies, and

assess portability across alternative CI platforms. Incorporating

additional operational metrics and execution strategies may

further clarify how organizations can balance security effec-

tiveness with CI efficiency in enterprise-oriented development

workflows.
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