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Abstract—The growing use of Artificial Intelligence (AI) by
cyber attackers is changing the threat landscape. It enables
attackers to launch adaptive and rapid attacks, which challenge
traditional incident response activities. While Security Operations
Centers (SOCs) increasingly leverage standardized processes,
automation, and playbooks to sweeten response efficiency, in-
vestigation and containment phases continue to be the main
bottleneck and the reason that drives elevated Mean Time To
Respond (MTTR). This paper examines the latest studies on how
to improve these activities’ workload, using a global incident
response playbook presented as a structured diagram of steps
and decisions, based on the BPMN 2.0 standard. We discuss the
effectiveness of a set of AI-assisted investigation and playbook/AI-
driven containment approaches on MTTR reduction and identify
limitations in real-world applicability, especially for long-term
containment, and we propose our approach to address these
gaps, providing a more adaptive, context-aware framework for
sustained incident response.

Index Terms—Cybersecurity, Incident Response, Security Or-
chestration.

I. INTRODUCTION

IN 2025, Anthropic uncovered a coordinated cyber-

espionage campaign in which attackers leveraged artificial

intelligence (AI) to automate reconnaissance, exploit devel-

opment, and lateral movement [5]. This incident serves as

a primary example of how AI is fundamentally reshaping

the cybersecurity topography, augmenting offensive capabil-

ities to unprecedented levels [3]. The observed changes were

also highlighted in the annual threat reports from Palo Alto

Networks Unit 42 [30] and Elastic Security Labs [13], which

indicate that adversaries are increasingly exploiting the speed

and scale of AI to conduct attacks that blend seamlessly with

legitimate enterprise activity. In this global context, Europe has

appeared as one of the primarily target; the 2025 CrowdStrike

European Threat Landscape Report identifies the region as a

focal point for eCrime, nation-state, and hacktivist actors, with

France ranking fourth among the most targeted nations [12].

To counter high-velocity threats, organizations are transi-

tioning from static defenses to structured Incident Response

(IR) frameworks. These frameworks use playbooks to translate

high-level security standards into threat-specific workflows,

providing Security Operations Centers (SOCs) with actionable

guidance for real-time detection and analysis [2]. However, the

effectiveness of these frameworks is increasingly challenged

by the ”AI-savviness” of modern adversaries. AI-assisted

attacks enable quick adaptation and automated evasion to

security controls, creating dynamic threat profiles that classic,

static IR systems—which often cannot learn from past inci-

dents—struggle to manage [4]. Thus, detection alone is no

longer sufficient; response mechanisms must evolve to match

the speed and adaptability of the attacks they confront.

These changes underscore the need for IR mechanisms

that support both investigation and containment in a robust,

adaptive manner. Short-term containment, such as isolating

compromised assets, blocking suspicious IP addresses, and

killing suspicious processes, is increasingly difficult to execute

at the pace of AI-driven lateral movement. At the same time,

long-term containment, including sustained access control,

continuous monitoring, and forensic evidence preservation, re-

mains largely underexplored, leaving organizations vulnerable

to recurring threats. While detection technologies have ad-

vanced rapidly, an important Mean Time to Respond (MTTR)

is still defined by the difficulty of moving from detection to in-

cident understanding, which represents the investigation phase;

then to actions to implement, which represents the containment

phase. Optimizing these workflows to reduce the MTTR is

therefore essential for maintaining operational resilience [21].

Objective: This position paper focuses on the Investigation

and Containment phases of incident response. Using Business

Process Model and Notation, version 2 (BPMN 2.0) modeled

IR global playbook as a reference, we review recent research,

assess its impact on MTTR, and identify gaps in workflow

automation, highlighting our approach to addressing these gaps

through intent-driven playbooks.

The remainder of this paper is organized as follows. Section

II introduces Security Operations Centers (SOCs), incident re-

sponse frameworks, incident response phases, playbooks, and

BPMN 2.0 modeling. Section III reviews recent research on

the investigation and containment phases, evaluates their im-

pact on MTTR, and identifies main achievements, limitations,

and gaps in automation, AI-assisted techniques, and playbook-

driven SOC operations. Section IV provides a high-level

overview of the adoption of intent-driven adaptive playbooks

that aim to enhance long-term containment effectiveness, while

highlighting potential avenues for optimization and further

research.
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II. BACKGROUND AND FUNDAMENTALS

The Security Operations Center (SOC) represents a key

organizational element in enterprise cybersecurity, integrating

processes, technologies, and people to monitor, detect, ana-

lyze, and respond to security incidents. Rather than being

a single system, a SOC is a complex structure designed to

enhance an organization’s overall security posture [31].

Incident response (IR) activities are principally carried

out within SOCs, where human analysts, security tools, and

structured workflows work jointly to investigate and contain

incidents. Established IR frameworks, such as NIST SP 800-

61 Rev.3 [25] and the SANS Incident Handler’s Handbook

[18], define structured phases that guide operational decision-

making and standardize response procedures. While these

frameworks provide high-level recommendations, organiza-

tions must translate them into actionable procedures to ensure

compatible and effective responses across incidents.

To operationalize these frameworks, organizations increas-

ingly refer to incident response playbooks, which are pre-

defined, documented procedures that specify roles, decision

logic, and response actions for handling specific cybersecurity

events. Playbooks enable consistent, repeatable, and efficient

responses while reducing manual effort and human error

[10]. Many SOCs implement these playbooks within Security

Orchestration, Automation, and Response (SOAR) platforms,

which automate recurring tasks, orchestrate responses across

multiple tools, and sustain human oversight for critical deter-

minations [7].

Figure 1 presents the IR Global Playbook, a BPMN 2.0

diagram we designed as a structured workflow for mapping

the phases of Alert Triage (evaluating alerts for validity

and priority), Investigation, Containment, Eradication (focused

on removing the root cause of compromises from affected

systems), and Recovery (restoring systems to normal operation

while monitoring for recurrence). It also supports assessing

research contributions across selected IR phases. The play-

book was developed based on widely recognized standards,

including NIST and SANS guidelines, ensuring alignment with

best practices. BPMN 2.0 provides a standardized graphical

notation for representing workflows from high-level overviews

to detailed executable processes [32]. It makes processes

understandable to both technical and non-technical personnel

and includes elements such as activities, events, gateways, and

flows. BPMN is supported by several modeling tools, making

it useful across industries, including cybersecurity.

Fig. 1: Global IR playbook modeled in BPMN 2.0
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The efficiency of IR activities is generally evaluated using

time-based metrics. Among these, Mean Time to Respond

(MTTR) quantifies the average time needed to investigate,

contain, and remediate an incident. Shorter MTTR values are

associated with reduced attacker dwell time and enhanced

SOC efficacy. Hence, MTTR is used as the main metric to

assess improvements proposed by selected research works

focusing on the Investigation and Containment phases [25][7].

Despite structured frameworks, automation, and playbooks,

challenges remain in reducing response times and enhancing

operational efficiency, especially during Investigation and Con-

tainment. The subsequent section reviews a set of selected

research works that provide methods, tools, or playbook en-

hancements targeting these two phases, evaluates their impact

on MTTR reduction, and identifies remaining gaps and possi-

bilities for future improvements.

III. PROBLEM ANALYSIS AND EXISTING WORKS

A. Investigation Phase

The investigation phase focuses on identifying, analyzing,

and understanding security incidents. As illustrated in Fig-

ure 1, it encompasses all steps beginning with alert compre-

hension, followed by contextual enrichment—such as assess-

ing the reputation of Indicators of Compromise (IOCs) and

incorporating threat intelligence, incident classification, and

the precise determination of the incident type. Enhancements

made at each stage directly influence the MTTR.

Historically, the incident response process was primarily

manual, counting on analysts’ expertise to correlate alerts, in-

terpret and understand the context, and determine appropriate

remediation actions [6]. While manual processes offered flexi-

bility in decision-making, they increasingly became difficult to

sustain as infrastructure scaled and attack frequency increased,

leading to delayed detection and prolonged response times[25].

Early automation efforts focused on data collection, log

aggregation, and basic alerting. However, increasingly stealthy

attack techniques often rendered traditional SOCs unable to

respond promptly, with MTTR extending to multiple days

[20]. This led to the adoption of advanced automation tools,

including SOAR platforms, Extended Detection and Response

(XDR) — which integrates alerts across multiple security

layers for centralized detection and response — and AI-

assisted methods, which use machine learning to analyze data,

detect patterns, and support or automate response actions [9].

The approaches that integrate AI and machine learning have

reported measurable improvements in MTTR. For example,

authors adapting generative AI and automated agent systems

claimed reducing the MTTR by approximately 65% compared

to legacy systems by coordinating adaptive actions across

diverse data sources [27]. Likewise, AI-driven alert triage,

correlation, and automated analysis have been reported to be

able to reduce MTTR 22% to 61%, transforming response

times from half a day to a few hours while facilitating analyst

workload and reducing false positives [7] [29].

When mapped against the phases defined in the BPMN

diagram, most investigation-oriented contributions enhance the

initial stages of the workflow: triage, enrichment, and incident

type identification. These results, however, remain difficult

to generalize; the investigation phase remains cognitively

demanding and context sensitive. The reviewed studies, despite

the announced improvements, reported that those improve-

ments are primarily based on simulation environments or

controlled workflows rather than heterogeneous operational

SOCs. In the real world, integration challenges, data quality

issues, and the complexity of today’s incidents continue to

cause delays and uncertainty, limiting the extent to which

investigations can be fully automated.

An enhanced investigation does not automatically deliver ef-

fective containment. Once the incident type, scope, and impact

are set, the response process shifts from exploratory analysis to

action-oriented mitigation. This transition marks the shift from

investigation to containment, where response activities evolve

into more structured, deterministic, and automation-friendly.

B. Containment Phase

The containment phase is different from the investigation

as it requires direct intervention in the operational landscape.

Following the modeled BPMN workflow (Fig. 1), this tran-

sition occurs after incident classification and dedicated play-

book selection, and focuses on executing response actions to

limit damage, prevent lateral movement, and stabilize affected

systems. Unlike the investigation phase, which relies on con-

tinuous interpretation and hypothesis testing, containment is

defined by repeatable, well-structured mitigation steps, making

it particularly suitable for playbook-driven and automated

execution [10]. However, this suitability varies significantly

between short-term and long-term containment activities.

The majority of incident response playbooks available and

used by the industry til now are human-written, providing

step-by-step guidance for analysts during containment [14].

While effective for knowledge capture and repeatability, these

playbooks are not directly executable by automation platforms.

Recent research has explored the LLM-assisted transformation

of legacy playbooks into Collaborative Automated Course

of Action Operations (CACAO) formats, allowing machine-

readable execution that facilitates faster, more consistent, and

partially automated response [2]. Such approaches have shown

interesting improvements in SOC performance, particularly in

reducing MTTR; however, existing studies are largely proof-

of-concepts, and real-world validation in operational SOCs

remains limited, leaving actual MTTR gains unquantified.

Formal workflow modeling approaches, including Business

Process Model and Notation (BPMN), have also been pro-

posed for CACAO playbooks to enhance clarity, consistency,

and re-usability [32]. The use of BPMN is very helpful for

representing and formalizing workflows graphically and was

adopted in our current paper. BPMN supports both short-

term mitigation steps and longer-term containment strategies,

providing a structured framework for automation. But mapping

BPMN to CACAO is not straightforward; similar to CACAO

transformations, the evaluation of BPMN-modeled playbooks

has been mainly theoretical, with empirical proof in live SOC
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environments still scarce. As a result, while these approaches

offer powerful conceptual bases for improving automation and

MTTR, their practical efficacy in operational settings remains

to be fully demonstrated.

The short-term containment represents the first line of

defense during an incident. It concentrates on quick and,

most of the time, localized, reversible actions such as iso-

lating compromised assets, blocking malicious accounts, and

enforcing temporary network controls to control damage and

prevent lateral movement. even if containment actions should

be mapped to defensive countermeasure knowledge, such as

MITRE D3FEND [23]. These actions usually have a lim-

ited impact on core business processes, making them well-

suited for automation . Consequently, short-term containment

measures are well-studied, often benefit from playbook-driven

automation, and provide measurable reductions in MTTR

[15][17].

The long-term containment, in contrast, represents a set

of actions to sustain operational resilience and prevent threat

resurgence, ensuring system stabilization and business continu-

ity over extended incident lifecycles [21]. This phase involves

implementing durable controls such as network segmentation

,access policy restructuring, system hardening, access policy

restructuring, system hardening, continuous monitoring, and

forensic evidence preservation [26]. These measures, contrary

to short-term containment actions, can directly affect service

availability, user productivity, and critical business workflows,

requiring careful coordination across the enterprise. As a

result, long-term containment is significantly more difficult

to automate: any automated actions must consider not only

security effectiveness but also operational risk, making fully

automated execution challenging. Effective implementation

also depends on accurate threat scoping and high-quality

telemetry; however, approximately 77% of organizations strug-

gle with formal response plan execution due to limited teleme-

try budgets and resource constraints [1] [19].

While automation holds promise, AI-assisted containment

mechanisms still require rigorous human validation to manage

the growing complexity of cyber threats and reduce high false-

positive rates, which can lead to severe operational disruptions

[24]. Moreover, existing process models often fail against

adaptive adversaries, leaving residual trust relationships ex-

posed [19].

Overall, while efforts to improve short-term containment

enhance immediate mitigation, long-term containment remains

underexplored and is often limited by static playbooks. This

highlights the need for dynamic, context-aware mechanisms

that can evolve alongside sophisticated, multi-stage adversaries

and prioritize risks based on real-time environmental context

[19] [22].

C. BPMN-Based Mapping of Existing Works

Table I summarizes and maps the overall review of existing

works to each sub-phase of the investigation and containment

phases.

TABLE I: BPMN-based-Graph gap analysis of existing inci-

dent response research

BPMN
Element

Existing Coverage Limitations

Triage Strong AI/SOAR support False-positive alerts con-
trol

Enrichment Moderate support Business-context integra-
tion

Incident classi-
fication

Moderate AI support Hallucination and uncer-
tainty handling

Dedicated play-
book

CACAO/BPMN support Static and predefined
playbook selection

Short-term con-
tainment

Strong automation sup-
port

Operational disruption
risk

Long-term con-
tainment

Weak support Adaptive sustained con-
tainment

Manual
intervention

Common in practice Structured human-in-the-
loop support

IV. CONCLUSION AND FUTURE WORKS

AI-driven threats challenge traditional incident response,

as investigation and containment contribute to high MTTR.

Existing research has shown that automation, artificial intelli-

gence, and structured playbooks can enhance SOC operations

and reduce MTTR. Yet, as highlighted in the previous sec-

tion, the mentioned studies relies on limited or homogeneous

datasets and assumes seamless integration within early-adopter

SOC environments. Playbook standardization and lifecycle

management still need manual intervention, limiting the full

potential of automation. As a consequence, the reported MTTR

reductions (often between 30–70%) may not generalize across

diverse operational contexts.

The current proposed approaches primarily focus on investi-

gation and short-term containment, while long-term strategies,

such as sustained access control, continuous monitoring, and

forensic evidence preservation, remain underexplored. Exist-

ing incident response playbooks are largely procedure-centric

and static [28], and network micro-segmentation mechanisms

are typically predefined and network-centric, with no unified

framework to translate incident intent into adaptive, long-term

containment actions [8]. This disconnect limits SOCs’ ability

to enforce security policies dynamically and sustain protection

beyond the immediate incident, highlighting a critical gap in

extending automation and AI-driven mechanisms to support

end-to-end, context-aware incident response.

The core goal of this PhD research is to design intent-

driven security playbooks capable of dynamically generat-

ing and adapting micro-segmentation policies that support

both short-term mitigation and long-term containment. An

incident response intent is defined as a high-level security

objective that describes the desired containment outcome [11].

It specifies what must be achieved instead of how each

technical control should be configured. This approach aims to

bridge the gap between playbook-level decision-making and

network-level enforcement. Instead of executing only static

response steps, the system interprets the incident context and
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generates containment policies that can adapt as new evidence

is collected [16]. This not only accelerates investigation but

also maintains resilience and prevents threat resurgence over

extended incident life-cycles.

Other directions can also be pursued in future work, includ-

ing security and business continuity to allow for response ac-

tions to be performed automatically and reduce threats without

interfering with business continuity; decision-making under

uncertainty to allow the system to reason about noisy and

incomplete data and determine allowable levels of risk; risk-

aware automation to improve SOAR solutions and incorporate

risk measures to determine dynamic actions according to

enterprise risk tolerance; and lifecycle-aware incident response

solutions with human-in-the-loop capabilities to ensure foren-

sic integrity and allow SOC analysts to direct actions when

necessary.
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