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Abstract— This article presents a practical approach to topics
related to the Internet of Everything (IoE) environment,
specifically describing the main mechanisms and challenges
associated with the collection, aggregation, and analysis of data
from multiple sources. In distributed IoE environments, data is
transmitted using various communication protocols and at
different frequencies. Both network packets and logs
transmitted by IoE devices are specific to a given device type and
often vary depending on the manufacturer. In large-scale IoE
environments, the very large volume of data transmitted in
various formats requires the implementation of effective
mechanisms to aggregate it in near real time, especially when
considering its analysis in the context of cybersecurity. This
article presents a general operational diagram of a system
enabling the analysis of data from a distributed IoE
environment, incorporating mechanisms for data acquisition
from multiple sources, caching, scaling, and multi-stage data
analysis that machine learning and artificial intelligence
support.

1. INTRODUCTION

NTERNET of Everything (IoE) environments represent an

extension of the traditional concept of the Internet of
Things (IoT), encompassing not only end devices but also
users, business processes, applications, analytical systems
and network infrastructure [1, 2, 3]. In an IoE environment,
data is not generated solely by individual sensors or telemetry
devices, but by an entire ecosystem of interconnected ele-
ments. In practice, IoE environments generate vast amounts
of data from many heterogeneous sources [4, 5]. This data
includes, amongst other things, system logs, telemetry data,
network packets, diagnostic messages, security events, alerts
from IDS/IPS systems, syslog data, NetFlow, and information
from industrial devices, OT networks and cloud infrastruc-
ture. This data is transmitted using various mechanisms and
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communication protocols, such as MQTT, Modbus RTU,
Syslog, HTTP/HTTPS, UDP, RTP, REST API, CoAP and
NetFlow, amongst others. Furthermore, many manufacturers
of the same types of devices use different formats for trans-
mitted data and messages, apply varying levels of log detail,
and employ different data transmission frequencies, which
necessitates the use of additional mechanisms to normalize
this data prior to further analysis [6, 7].

From the perspective of customers and organizations im-
plementing IoE solutions, it is essential to ensure an effective,
consistent and, above all, secure method of collecting and
aggregating data from numerous dispersed locations. Once
this data has been appropriately filtered, normalized, classi-
fied and, in many cases, enriched with additional context, it
should be accessible via a central analytics system. The col-
lected and aggregated data form the basis for further analysis,
particularly about the correct operation and performance of
the entire IoE environment, as well as cybersecurity. There-
fore, in [oE environments, it is essential to implement scalable
systems that enable the collection, aggregation and analysis
of data in near real time. Furthermore, the systems imple-
mented must be equipped with mechanisms to mitigate the
risk of data loss and must ensure business continuity even
under increased load [8, 9].

Despite the growing number of solutions designed to moni-
tor and secure IoE environments, there remains significant
scope for research and implementation regarding their practical
application in small and medium-sized enterprises and local
government bodies. The SIEM, SOAR, IDS/IPS systems and
stream analysis platforms available on the market are designed
for large organizations that possess technical and financial re-
sources, as well as specialized staff. For small organizations,
implementing such solutions is often impossible
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due to their high costs and the lack of access to specialized
staff with experience in solutions integrating multiple hetero-
geneous data sources [10, 11]. At the same time, these organ-
izations use various IT systems (often distributed), IoT/IoE
devices, cloud applications and security tools from different
suppliers in their day-to-day operations, which creates a need
for flexible analytical solutions tailored to the organization’s
actual capabilities. A particular challenge remains the acqui-
sition, normalization and correlation of data generated across
the entire IoE environment implemented within the organiza-
tion. The diversity of communication protocols, data formats
and transmission frequencies means that small and medium-
sized enterprises require simplified, modular and scalable sys-
tems supporting near-real-time data analysis [12].

The innovative aspect of the approach presented in this ar-
ticle lies in the development of a system concept for the IoE
environment, combining mechanisms for data aggregation,
queuing, normalization, stream analysis, anomaly detection
and artificial intelligence support in cybersecurity processes
[13, 14]. A key element of the proposed approach’s innova-
tion is the use of a Feedback Loop mechanism, which creates
feedback between the analytical layer and the data pre-pro-
cessing layer. This mechanism allows for the automatic up-
dating of correlation rules, the modification of stream analysis
parameters, and the adjustment of feature vectors used in
anomaly detection and cybersecurity analysis. As a result, the
system can respond not only to detected incidents but also to
changes in traffic characteristics, the location of data sources,
load levels, and threat profiles. This approach transforms the
IoE environment from a passive data aggregation and moni-
toring system into an adaptive architecture capable of self-ad-
justing to changing operational conditions.

From the perspective of small and medium-sized enter-
prises, modular architecture allows the system’s functional
scope to be tailored to the organization’s needs and capabili-
ties, without the need to build costly infrastructure. This ap-
proach enables the gradual implementation of monitoring,
event correlation, anomaly detection and automated incident
response functions, which significantly lowers the implemen-
tation barrier and enhances their level of cybersecurity [15].

II. CUSTOMER REQUIREMENTS, LOG CHARACTERISTICS, AND
SECURITY MECHANISMS IN IOE ENVIRONMENTS

The main requirements that customers place on IoE envi-
ronments are, above all, high system availability and scalabil-
ity, reliable data transmission, the ability to centrally monitor
infrastructure, and ease of integration with existing IT solu-
tions. Scalability is of particular importance, as the number of
devices, sensors, applications and data-generating systems is
growing rapidly as organizations expand. Another key re-
quirement is the ability to analyze data in near real time, par-
ticularly in environments with limited hardware resources,
which is what small and medium-sized enterprises can afford.
It is important to customers that such solutions enable the
rapid detection of failures, anomalies, configuration errors
and potential security incidents. Automation is crucial, and
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more specifically the implementation of artificial intelligence
and machine learning mechanisms that will support custom-
ers through the automatic classification of events, the detec-
tion of unusual communication patterns, and the reduction of
false alarms.

The information logged by IoE devices is highly varied. It
includes telemetry data, system events, diagnostic infor-
mation, network traffic data, error messages, security alerts
and information on the status of end devices. The log formats,
transmission frequency and level of detail depend not only on
the type of device, but also on the manufacturers. Some IoE
devices transmit data periodically, whilst others, such as sen-
sors, only send logs after a change in status or following a
specific event. Therefore, one of the key stages in processing
data from such a diverse environment is its normalization and
standardization. Standardizing the data enables its subsequent
analysis and correlation. This process includes, amongst other
things, parsing messages, assigning timestamps, classifying
event types, and adding context such as the device’s location,
type, IP address or severity level.

In IoE environments under development, data security is of
paramount importance alongside effective data collection and
aggregation mechanisms, and customers are increasingly
drawing attention to this. The basic security measures that
must be implemented in such environments include data
transmission encryption, network segmentation, access con-
trol, multi-factor authentication (2FA/MFA), device authenti-
cation, and monitoring of the integrity of transmitted infor-
mation. The principles of Zero Trust architecture are also fre-
quently applied, in which no element of the IoE infrastructure
can be considered trusted by default. Every device, user and
application should be verified before being granted access to
system resources. SIEM and SOAR systems also play a sig-
nificant role, enabling centralized log collection, event corre-
lation, and the identification of and automatic response to po-
tential threats. The combination of effective and secure mech-
anisms for log collection and aggregation, correlation rules,
Al-powered analysis, and SOAR playbooks create an IoE en-
vironment with a high level of cybersecurity.

III. CASE STUDY AND KEY COMPONENTS OF THE IOE
ENVIRONMENT

A sample Internet of Everything (IoE) environment de-
signed to collect, aggregate and analyze data from multiple
distributed data sources is presented as a case study. A dia-
gram of the proposed environment is shown in Fig. 1. This
diagram includes customer requirements relating to scalabil-
ity, high availability, fault tolerance, near-real-time data anal-
ysis and security-related elements.

The first element shown in the diagram is the data sources,
which include IoE devices, telemetry systems, network infra-
structure and security components such as EDR, IDS/IPS and
UTM. The data is transmitted using various communication
protocols, such as MQTT, Syslog, HTTPS, NetFlow and
Modbus, to so-called data collectors and data producers.
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Fig. 1. Diagram of an example environment for collecting, aggregating, and analyzing data from multiple IoE sources.

The collector and producer layer is primarily responsible
for collecting data, performing initial filtering, and normaliz-
ing it. This component of the environment includes, amongst
other things, log-collecting agents, communication protocol
adapters that enable the integration of devices from different
manufacturers, and data producers such as the Kafka Client.

Another component of this environment is the Apache
Kafka cluster, which acts as a distributed queuing and data
transport system. The data transmitted is logically divided
into topics relating to telemetry, syslog data, alerts and Net-
Flow. This layer utilizes partitioning and replication mecha-
nisms that ensure high performance, fault tolerance and the
ability to process very large volumes of data in parallel in near
real time.

The fourth element shown in the diagram is the data pro-
cessing and analysis layer. It is primarily responsible for pars-
ing incoming logs, event correlation, stream analysis and
anomaly detection. Machine learning algorithms have been
implemented within this layer to support the initial identifica-
tion of security incidents and unusual communication pat-
terns.

The final layer of this environment is a central security sys-
tem that utilizes an indexed database, enabling rapid search-
ing, analysis and correlation of events. This system integrates
SIEM and SOAR solutions, as well as a ticketing system, to
support the SOC team in responding to security incidents. A
key feature of this system is the ability to map events to the
tactics and techniques described in the MITRE ATT&CK ma-
trix. This allows detected incidents to be classified not only as
individual alerts, but as elements of a potential attack chain.
The system also utilizes Indicators of Compromise (IoC),
such as suspicious IP addresses, domains, file extensions, un-
usual process IDs, malware signatures or characteristic pat-
terns of network communication, to automatically enrich logs
and compare current events against databases of known

threats. In addition, the central security system collects data
on software versions and device types and compares this with

CVE (Common Vulnerabilities and Exposures) databases
to identify potential attack vectors. This layer also incorpo-
rates artificial intelligence mechanisms in the form of ma-
chine learning models that analyze data from a behavioral per-
spective (UEBA) and an Al assistant that supports the SOC
team in analyzing incidents, issues and detected anomalies.
The implemented artificial intelligence significantly stream-
lines the response process to detected anomalies and security
incidents and provides suggestions regarding correlation rule
settings and SOAR scenarios.

A key component of this environment is the Feedback
Loop mechanism, which is responsible for transmitting feed-
back between the analytical layer and the data pre-processing
layer (collectors). This mechanism provides feedback that en-
ables the system to dynamically adapt its operation based on
the results of ongoing analysis of logs and security events. It
allows for the automatic updating of correlation rules both in
time and space, the modification of stream analysis parame-
ters, and the adjustment of feature vectors for more accurate
cybersecurity analysis. Adaptation over time means that the
system can respond to the changing dynamics of the IoE en-
vironment, such as an increase in the number of messages, the
emergence of anomalies, periodic overloads, changes in com-
munication patterns, or the occurrence of a security incident.
From this perspective, correlation rules, detection thresholds
and stream analysis parameters are not static, but can be ad-
justed based on the current state of the system and observed
events. Spatial adaptation, on the other hand, refers to the abil-
ity to vary the method of data analysis and processing depend-
ing on the source’s location, network segment, device type,
the role of a given component in the architecture, and the crit-
icality level of the monitored area. Different rules may apply
to control systems, different ones to stream sources, and yet
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others to application data sources or telemetry sensors. As a
result, the IoE environment is not treated as a uniform com-
munication space, but as a collection of areas with varying
levels of risk, differing operational significance, and distinct
requirements regarding security and performance.

IV. SUMMARY

The rapid growth of Internet of Everything environments is
leading to a steady increase in the number of devices, appli-
cations and services that generate data continuously and in a
distributed manner. In practice, this means there is a need to
build modern, scalable systems capable of efficiently col-
lecting, aggregating and analyzing large volumes of data from
heterogeneous sources in near real time, whilst operating with
severely limited hardware resources.

The Feedback Loop mechanism used is one of the key el-
ements of the innovative architecture proposed in this article.
This mechanism enables the transfer of analysis results from
the analytical layer to the layer of collectors and data pre-
processing components, allowing for the dynamic modifica-
tion of correlation rules, stream analysis parameters, and fea-
ture sets used in detection processes. In practice, this means
the system can be continuously adapted to the current threat
profile, infrastructure load, and the significance of individual
data sources.

The proposed solution is not limited to the passive collec-
tion and analysis of information but creates an adaptive
mechanism that supports the automation of cybersecurity, the
reduction of false alarms, and a more efficient use of IoE in-
frastructure resources. The introduction of feedback between
the analysis and data acquisition layers increases the re-
silience and scalability of the entire environment. It also al-
lows for the further development of the system towards self-
learning architecture, in which decisions regarding prioriti-
zation, filtering and correlation of data are gradually opti-
mized based on observed events, anomalies and security in-
cidents.

Of particular importance is the ability to adapt the system’s
operation in both temporal and spatial dimensions. The tem-
poral dimension refers to the system’s ability to respond to
changes occurring over time, such as an increase in traffic
volume, the occurrence of anomalies, changes in communi-
cation patterns, infrastructure overload, or the emergence of a
new attack pattern. This allows detection and correlation rules
to be updated not only periodically, but also in response to
current events observed in the environment. The spatial di-
mension, on the other hand, concerns the ability to differen-
tiate analysis depending on the location of data within the IoE
architecture. The system can apply different detection
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thresholds, correlation rules and levels of analytical detail for
different network segments, physical locations, device classes
and areas with varying levels of criticality. This avoids treat-
ing the entire infrastructure uniformly and allows analytical
resources to be concentrated where the risk or operational
significance of the data is greatest.
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