
Abstract—The practical evaluation of Zero Trust Architec-

ture (ZTA) remains constrained by the lack of accessible, re-

producible testbeds supporting dynamic trust experimentation. 

This  paper  presents  a  lightweight,  containerized  Zero  Trust 

testbed integrating a Software Defined Perimeter (SDP), Soft-

ware Defined Networking (SDN), network emulation, and pol-

icy-as-code enforcement. A pluggable Python trust engine im-

plements progressively sophisticated trust models, culminating 

in Dempster–Shafer evidential fusion with temporal decay and 

residual inertia. Evaluation across six representative enterprise 

scenarios demonstrates  low policy evaluation latency,  modest 

session  setup  overhead,  linear  scalability,  and  rapid  breach 

containment, while remaining deployable on commodity hard-

ware. By combining reproducibility, open-source components, 

and  advanced  trust  evaluation  within  a  single  platform,  the 

proposed testbed  provides  an accessible  environment  for  re-

search,  education,  and  the  experimental  validation  of  Zero 

Trust mechanisms.

Index Terms—Zero Trust testbed, Software-Defined Perime-

ter  (SDP),  Software-Defined  Networking  (SDN),  Mininet, 

GNS3, Docker, dynamic trust evaluation, virtualization, emula-

tion, containerization, reproducibility.

I. INTRODUCTION

ERO  Trust Architecture (ZTA) has become the domi-

nant security paradigm for modern enterprise networks 

due to the erosion of traditional network perimeters, wide-

spread adoption of cloud services, and the proliferation of 

mobile and IoT devices [1], [2]. Guided by the principle of 

"never trust,  always verify," ZTA enforces continuous au-

thentication, authorization, and monitoring of every access 

request [3]. Frameworks such as [4], [5] and [6], and recent 

cybersecurity initiatives have accelerated its adoption. How-

ever, despite the maturation of ZTA frameworks [6], a sig-

nificant  gap remains between theoretical  trust  models  and 

their practical validation This gap spans three dimensions: 

algorithmic opacity, where trust models remain mathemati-

cally specified but not reproducible [7]; infrastructure inac-

cessibility, due to the complexity of deploying realistic ZTA 

environments  [8]; and scenario non-standardization, where 

poorly specified evaluation conditions hinder reproducibility 

and cross-study comparison [7], [9].

Z

This  paper  addresses  these  challenges  through a  repro-

ducible, lightweight testbed that maps the NIST architecture 

onto open-source, containerized components deployable on 

a commodity workstation. The testbed provides executable 

trust engines, Infrastructure-as-Code deployment, and stan-

dardized scenarios with published telemetry and empirical 

datasets.  Consistent with the resource-constrained philoso-

phy of prior work [1], it enables reproducible experimenta-

tion with dynamic trust models using only commodity hard-

ware.

A. Contributions

The main contributions of this paper are: (1) a modular, 

lightweight Zero Trust testbed integrating Software-Defined 

Perimeter, Software-Defined Networking, and containerized 

services  using  open-source  components;  (2)  a  pluggable 

Python-based  trust  engine  supporting  progressive  policy 

models, including static weighting and Dempster–Shafer ev-

idence fusion with temporal decay and residual inertia; (3) 

experimental validation across six enterprise scenarios eval-

uating  latency,  breach  containment,  resource  utilization, 

false-positive rates,  and scalability; and (4) a reproducible 

infrastructure-as-code implementation to support replication 

and future research. 

The  remainder  of  the  paper  reviews  related  work  (II), 

presents  the  system  architecture  (III)  and  implementation 

(IV),  describes  the  experimental  methodology(V),  results 

(VI), and discussions (VII), and concludes with limitations 

(VIII),  reproducibility(IX)  and  future  research  direc-

tions (X).

II. RELATED WORK

A. Zero Trust Testbeds and Dynamic Trust Evaluation

Literature  contains  several  efforts  to  implement  Zero 

Trust  principles  in  testbed  environments.  Reference  [1] 

demonstrated combining Software Defined Perimeter (SDP) 

with Software Defined Networking (SDN) and lightweight 

virtualization for zero trust experimentation with Mininet as 

a key enabler  for resource-constrained prototyping.  Refer-

ence [10] extended this foundation by building an SDP for 

network introspection, demonstrating how SDP components 

map to ZTA concepts in [3]. Their work validated that SDP 

2.0 specifications directly support ZTA’s Single Packet Au-

thorization  (SPA).  Reference  [11]  investigated  identity-

aware  SDN  controllers,  while  various  commercial  imple-

mentations  have  demonstrated  Zero  Trust  Network
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Access (ZTNA) as alternatives to traditional VPNs [12]. 

However, these efforts share common limitations: a lack of 

dynamic trust evaluation, dependence on proprietary 

components, or failure to provide reproducible artifacts. 

Within the CARTA paradigm [13], AI and machine 
learning support continuous trust assessment through 

behavioral modelling, adaptive trust scoring, and predictive 

threat detection [14]. However, these approaches typically 

depend on labelled training data and often lack 

interpretability. The proposed engine uses deterministic 

variance-based weighting for unstable evidence, providing 

transparent and verifiable trust decisions suitable for 

adversarial environments. While explainability is prioritized, 

optimization of the variance parameter through reinforcement 

learning is identified as future work [15], [16]. 

B. Simulation, Emulation, and Virtualization Approaches 

The choice between simulation, emulation, and full virtu-

alization has implications on testbed fidelity and resource re-

quirements. Simulators model network behavior mathemati-

cally, offering high scalability but limited realism for proto-

col-specific and timing-sensitive behaviors. Emulators exe-

cute real network stacks in virtualized environments, provid-

ing a balance between fidelity and resource efficiency. Full 

virtualization runs unmodified operating systems and appli-

cations but incurs higher overhead. Table 1 compares 

common approaches with their respective strengths and 

limitations. 

Table 1. Comparison of testbed approaches for zero trust 

experimentation 

Approach Exampl

es 

Fidelity Resou

rce 

Cost 

Isolati

on 

Repro

ducibil

ity 

Simulatio
n 

ns-3, 
OMNe
T++ 

Low 
(models) 

Very 
low 

Compl
ete 

High 

Lightweig
ht 

emulation 

Mininet Medium 
(Linux 

netns) 

Low Partial High 

Full 
emulation 

GNS3, 
Eve-NG 

High 
(real 
images) 

Mediu
m-
High 

Good Mediu
m 

Type 2 
virtualizat
ion 

Virtual
Box, 
QEMU/

KVM 

Very 
high 

High Strong Mediu
m 

Type 1 
virtualizat
ion 

VMwar
e ESXi, 
Xen 

Native Very 
high 

Strong Low 

Mininet remains the de facto standard for SDN prototyping 

and emulation of large-scale networks through lightweight 

Linux network namespaces. It supports efficient experimen-

tation in resource-constrained environments while achieving 

aggregated bandwidths exceeding 10 Gb/s with over 1,000 

hosts on commodity hardware [17]. Although its lightweight 

virtualization offers weaker isolation and introduces security 

challenges compared to Type 1 hypervisors [18], these limi-

tations are generally acceptable for zero trust experimenta-

tion. Applications requiring hardware-level isolation or pro-

prietary device emulation may instead benefit from platforms 

such as GNS3 or full virtualization solutions. 

C. Software Stack for Zero Trust Experimentation 

Numerous closed and open-source projects have been used 

to implement parts of ZTA. Table 2 catalogs tools relevant to 

zero trust testbed construction, extending prior surveys with 

additional components for dynamic trust evaluation. 

Table 2. Open-source software components for zero trust 

testbeds. 

Component Purpose 

Keycloak Identity Provider (OAuth2, OIDC, 

SAML) 

Open Policy Agent 

(OPA) 

Policy Decision Point (PDP) 

Envoy Proxy L7 Policy Enforcement Point (PEP) 

OpenDaylight SDN Controller (OpenFlow) 

Open vSwitch (OVS) OpenFlow-enabled virtual switch 

Mininet Network emulation 

GNS3 Full network emulation 

Docker Container platform for applications 

Pritunl Zero Overlay zero trust server  

OpenZiti Zero trust networking overlay 

SPIFFE/SPIRE Identity providers for non-user com-

ponents such as services and nodes 

eBPF Cilium/Tetragon Kernel level filters for processes and 

system calls 

Kubernetes Network orchestration  

D. Trust Evaluation Models 

Trust evaluation has evolved from static, to reputation-

based, and dynamic models. Static approaches assign fixed 

weights to trust attributes regardless of signal quality, making 

them insensitive to changing operating conditions [9]. 

Reputation-based models leverage historical interactions to 

estimate trust [19], but do not effectively distinguish transient 

compromise from persistent environmental variability. 

Dynamic approaches employ adaptive weighting, including 

entropy-based methods and machine-learning [15], [20]. 

E. Dempster-Shafer Theory in Network Security 

Dempster-Shafer theory [21] has been applied to intrusion 

detection [22], anomaly detection [23], and trust management 

[24]. Unlike Bayesian methods, it explicitly models epistemic 

uncertainty through belief mass assigned to a frame of 

discernment, avoiding forced probability assignments with 

incomplete evidence. However, existing approaches assume 

uniform source reliability, neglect the relationship between 

signal variance and reliability [25], and fuse evidence within 

a single domain rather than across heterogeneous domains. 

F. Temporal Trust Dynamics 

Temporal trust employs linear or exponential decay to 

reduce the influence of stale evidence [26], [27]. While 

effective in capturing evidence freshness, they do not account 

for consistency of observations. Continuous Adaptive Risk 
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and Trust Assessment (CARTA) frameworks combine 

temporal and contextual information to balance trust 

revocation against prolonged trust retention [28]. The 

proposed ensemble model addresses this through a dual-

horizon architecture that considers historical stability and 

recent observations. 

G. Gap Analysis 

No prior testbed integrates a trust engine supporting Demp-

ster-Shafer fusion, variance-based weighting and temporal 

decay, with SDP/SDN enforcement in a reproducible, low-re-

source manner. Existing implementations either treat trust as 

static binary rules or fixed weights, depend on proprietary 

policy engines, or lack end-to-end integration across control 

and data planes. This paper directly addresses this gap. 

III. TESTBED ARCHITECTURE AND DESIGN PRINCIPLES  

The proposed testbed integrates Mininet for SDN-based 

network emulation, GNS3 for high-fidelity topology 

emulation and telemetry generation, and Docker for 

lightweight service virtualization. This hybrid architecture 

balances functional realism with the resource constraints of 
commodity hardware. 

A.  Design Principles 

The architecture is guided by five principles: (1) operation 

on commodity hardware without proprietary software for 

resource-constrained philosophy; (2) decoupled Policy 

Decision Point (PDP) and Policy Enforcement Point (PEP) 
for modular trust-policy evaluation; (3) automated 

deployment through Docker Compose and infrastructure-as-

code for reproducibility; (4) progressively increasing 

sophistication of trust models, from static policies to 

Dempster–Shafer evidence fusion with temporal decay; and 

(5) complete version-controlled reproducibility of the testbed. 

B. Logical ZTA Component Mapping 

Figure 1 presents the conceptual architecture, while Table 

3 maps the implemented components to the logical entities 

defined in [3], demonstrating alignment with the Zero Trust  

C. Physical and Virtualization Layers 

The testbed is hosted on Ubuntu 24.04 LTS and is designed 

to operate on commodity hardware (minimum 4 CPU cores, 

16 GB RAM, and 256 GB SSD). Mininet with Open vSwitch 

provides SDN-based network emulation, with optional GNS3 

integration for scenarios requiring greater network fidelity. 

Docker and Docker Compose orchestrate the control-plane 

services including: Keycloak, Open Policy Agent (OPA), 
Envoy, and OpenDaylight thus providing lightweight 

isolation, portability, and reproducible deployment. 

Table 3. Mapping of NIST ZTA components to testbed 

implementations 

ZTA 

Component 

Testbed 

Implementation 

Role 

Policy 

Decision 

Point (PDP) 

Open Policy 

Agent (OPA) + 

Python trust 

engine 

Computes trust 

scores and makes 

access decisions 

based on telemetry 

and policies. 

Policy 

Administrat

or (PA) 

OpenDaylight 

SDN controller + 

custom 

orchestration 

Translates PDP 

decisions into 

network flow rules 

(OpenFlow) and 
service-mesh 

configurations. 

Policy 

Enforcemen

t Point 

(PEP) 

Open vSwitch 

(L3), Envoy Proxy 

(L7), eBPF(cilium 

and tetragon) 

Enforces 

allow/deny decisions 

at network and 

application layers. 

Identity 

Provider 

(IdP) 

Keycloak, 

SPIFFE/SPIRE 

Provides 

authentication and 

device posture 

attributes 

(OAuth2/OIDC). 

Telemetry 

Sources 

Mininet hosts, 

OVS, Envoy, 

GNS3 
nodes,Suricata, 

Zeek 

Stream real-time 

metadata (identity, 

device health, 
network variance, 

application 

behaviour, NIDS 

data). 

Subject(Use

r/Device) 

Mininet hosts 

or GNS3 virtual 

machines 

Source of telemetry 

data 

Resource Containerised 

services (e.g., web 

servers, 

databases) 

Source of telemetry 

data 

IV. IMPLEMENTATION DETAILS 

A. Testbed Preparation 

The steps  in Table 4 prepare a minimal installation for 

testbed deployment. These are later automated based on a 

yaml script for easier reproducibility.  

Table 4. Testbed Deployment Workflow 

Host Preparation 

sudo apt update && sudo apt install -y git curl bridge-
utils net-tools 

Figure 1. High-level architecture diagram (conceptual 
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Resource utilization 

vmstat-a 
Docker 

sudo apt install -y docker.io docker-compose 
sudo systemctl enable docker 
sudo usermod -aG docker $USER 
newgrp docker    
OpenVswitch-PEP-Network Layer 

sudo apt install -y openvswitch-switch 
sudo systemctl start openvswitch-switch 
ovs-vsctl show       
Mininet- Emulator 

sudo apt install -y mininet 
sudo mn --test pingall 
Opendaylight 

docker run -d \ 
     --name opendaylight \ 
     -p 8181:8181 -p 6653:6653 \ 
     opendaylight/odl:latest 
Keycloak-Identity and Device Trust Anchor 

docker run -d \ 
     --name keycloak \ 
     -p 8080:8080 \ 
     -e KEYCLOAK_ADMIN=admin \ 
     -e KEYCLOAK_ADMIN_PASSWORD=admin\     
   quay.io/keycloak/keycloak:latest start-dev 

B. Architectural Workflow 

The proposed testbed follows a five-stage workflow. 

Firstly, Keycloak authenticates users, issuing JWTs 

containing identity and session claims. Secondly, the trust 

engine collects multi-domain telemetry (network traffic, 

device posture, application behaviour, and resource 

metadata). Thirdly, the Engine computes a trust score using 

the ensemble model. Fourthly, OPA evaluates the trust score 

against rego policy rego rules as in Table 5, to determine the 

access tier. Finally, the Policy Administrator enforces 

decisions through OpenDaylight and Open vSwitch’s micro-

segmentation and application-level access control. 

The network is emulated in Mininet using a three-tier 

topology comprising corporate, DMZ, and remote segments 

interconnected through an OVS core switch. Fine-grained 

micro-segmentation is achieved through dynamically 

installed OpenFlow rules updated in response to trust 

evaluations.For reproducibility, Table 6 shows repository 

replication process.  

Table 5. Access Tiers Rego policy 

package trust.policy 
 
default allow = false 
default access_level = "no_access" 
access_level = "full_access" { 
    input.trust_score > 0.75 
} 
access_level = "limited_access" { 
    input.trust_score >= 0.45 
    input.trust_score <= 0.75 

} 
access_level = "no_access" { 
    input.trust_score < 0.45 
} 

Table 6. Automated Deployment 

# Clone repository and deploy 

git clone https://github.com/[redacted]/dcta.git 

cd dcta 

docker compose up -d          # IdP, OPA,  ODL containers 

sudo python3 deploy_mininet.py  # Network topology 

python3 run_ensemble_scenarios.py  # Execute evaluation 

C. Design Considerations and Future Extensions 

The testbed employs Docker Compose to maximize repro-

ducibility and minimize resource overhead, providing deter-

ministic deployment and seamless integration with Mininet 

and OpenvSwitch. Although the architecture is readily porta-

ble to Kubernetes for production-scale deployments, Docker 

offers greater experimental repeatability.  

V. VALIDATION SCENARIOS AND EXPERIMENTAL 

METHODOLOGY 

A. Ensemble Trust Engine 

The proposed Trust Engine integrates variance-based 

dynamic weighting, Dempster-Shafer (DS) evidential fusion, 

and dual-horizon temporal trust dynamics to support adaptive 

trust evaluation in a Zero Trust environment. This paper 

focuses on their integration within a reproducible testbed. The 

ensemble trust score is computed as: 

!ensemble(#) = &short(#) ⋅ !instant(#)()))))*)))))+
Fresh	Signal	(Verification)

+ -1 −&short(#)0 ⋅ !prev ⋅ 1long(Δ#)()))))))))*)))))))))+
Historical	Inertia	(Continuity)

 

Where Tinstant represents the current trust obtained through 

DS fusion, Wshort controls the influence of recent evidence, 

Tprev is the previous trust state, and Dlong models long-term 

trust decay. 

Trust is evaluated across four domains. For each domain, a 

sliding-window variance estimates signal reliability, with 

higher variance reducing the corresponding evidence weight 

before fusion. Domain trust scores are converted into DS 

Basic Probability Assignments (BPAs), enabling explicit 

representation of uncertainty and robust multi-domain 

evidence fusion. The resulting belief is transformed into an 

instantaneous trust score using the Pignistic probability. To 

support continuous authentication, the engine combines this 

instantaneous assessment with historical trust through dual-

horizon temporal weighting, balancing responsiveness to 

recent events against resilience to transient fluctuations. The 

final ensemble trust score is mapped to configurable policy 

thresholds that grant Full, Limited, or No Access, enabling 

risk-adaptive access control under uncertainty. 

B. Experimental Design 

Five trust evaluation models of increasing sophistication 

were compared: Baseline (no policy enforcement), Single Do-
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main (binary trust based on one attribute), Multi-Domain Hi-

erarchical (static rule-based trust), Static Weighted (fixed 

trust weights), and the proposed Ensemble, which integrates 

variance-based adaptive weighting, Dempster-Shafer evi-

dence fusion, temporal decay, and residual trust. They were 

evaluated using six representative enterprise network 

scenarios in Table 7: Corporate Office, Remote VPN, Public 

Wi-Fi, BYOD, Compromised Host, and Untrusted 

Device/Geofence. These scenarios span the full trust 

spectrum, varying domain trust levels and variance 

characteristics to represent stable, noisy, and adversarial 

environments. Each scenario was executed over 30 evaluation 

epochs (1-minute intervals), with domain scores generated 

through controlled randomization around predefined means to 

ensure reproducible variance profiles. 

Table 7. Scenario Configuration Matrix 

Scena

rio 

Netw

ork 

Profil

e 

Devic

e 

Profil

e 

Data/

Identi

ty 

Ap

plic

atio

n 

Varia

nce 

Char

acteri

stic 

Gro

und 

Trut

h 

Corp

orate 

Office 

High 

(≈0.9

4) 

High 

(≈0.9

5) 

High 

(≈0.8

8) 

Hig

h 

(≈0.

90) 

Stabl

e 

(σ2<0

.02) 

Full 

Acce

ss 

Remo

te 

VPN 

Mode

rate(≈

0.84) 

High 

(≈0.9

8) 

High 

(≈0.9

2) 

Hig

h 

(≈0.

91) 

Varia

ble 

(σN2

≈0.04

) 

Full 

Acce

ss 

Publi

c Wi-

Fi 

Low 
(≈0.3

0) 

Mode
rate(≈

0.75) 

Mode
rate(≈

0.60) 

Mo
der

ate(

≈0.

72) 

Chaot
ic 

(σN2

>0.20

) 

Limi
ted 

Acce

ss 

BYO

D 

High 

(≈0.8

9) 

Low 

(≈0.4

0) 

Mode

rate(≈

0.49) 

Mo

der

ate(

≈0.

62) 

σD2

≈0.15 

Limi

ted 

Acce

ss 

Comp

romis

ed 

Host 

Low 

(≈0.2

5) 

Low 

(≈0.2

1) 

Low 

(≈0.2

1) 

Lo

w 

(≈0.

27) 

Chaot

ic 

acros

s all 

doma
ins 

No 

Acce

ss 

Untru

sted 

Devic

e/Geo

fence 

Mode

rate(≈

0.31) 

Low 

(≈0.3

4) 

Mode

rate(≈

0.30) 

Lo

w 

(≈0.

30) 

Unsta

ble 

(σ2≈0

.10) 

No 

Acce

ss 

C. Evaluation Methodology 

Performance was assessed using classification accuracy, 

convergence time, ensemble stability, per-evaluation latency, 

and breach containment time. Each scenario was repeated 

across 50 independent simulation runs with different random 

seeds, and results are reported as mean ± standard deviation. 

Statistical significance was evaluated using the Wilcoxon 

signed-rank test (p < 0.01), with effect sizes measured using 

Cliff's delta. The ensemble model employed a variance 

penalty factor of α = 10.0 and short- and long-term temporal 
decay rates of λ = 3.0 and λ = 0.5, respectively. 

D. Implementation 

The prototype was implemented in Python 3.12 using 

modular components: 

• dynamic_trust_weighting.py:Variance computation, 

dynamic weight calculation, intra-domain score 
aggregation. 

• weighted_belief_fusion.py:DS mass function 

construction, Dempster combination rule, Pignistic 

transformation. 

• ensemble_trust_simulator.py:Dual-horizon 

temporal integration, ensemble computation. 

• ds_utils.py: Generic Dempster-Shafer library (mass 

function manipulation, belief calculation). 

• run_ensemble_scenarios.py: Scenario orchestration, 

data logging, and visualisation. 

VI. EXPERIMENTAL RESULTS 

A. Trust Classification Performance 

The proposed Ensemble Trust Engine correctly classified 

all six evaluation scenarios at steady state (t≥10) over 50 

independent runs as in Table 8. High-trust environments 

(Corporate Office and Remote VPN) consistently received 

Full Access, uncertain environments (Public Wi-Fi and 

BYOD) were assigned Limited Access, while compromised 

and untrusted scenarios were correctly denied access. Trust 

trajectories remained stable throughout evaluation without 

crossing decision thresholds, demonstrating robust and 

consistent policy enforcement. 

The results further show that variance-based adaptive 

weighting effectively suppresses unreliable domains while 

allowing stable evidence to dominate trust estimation. 

Consequently, transient network instability (Remote VPN 

and Public Wi-Fi) did not result in unnecessary access 

revocation, whereas persistent multi-domain compromise 

consistently produced sustained denial. The ensemble 

temporal model progressively reinforced trust under stable 

conditions while preventing rapid oscillations caused by 

short-term fluctuations. 

Table 8. Ensemble Trust Scores and Access Decisions 

Scenario Tensem

ble(t=0) 

Tensem

ble

(t=15) 

Tensem

ble

(t=29) 

Decisi

on 

Corporate 

Office 

0.795±0.

003 

0.796±0.

002 

0.792±0.

002 

Full 

Acces

s ✓ 

Remote 

VPN 

0.787±0.

005 

0.787±0.

004 

0.783±0.

004 

Full 

Acces

s ✓ 
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Public Wi-

Fi 

0.570±0.

012 

0.606±0.

011 

0.604±0.

010 

Limit

ed 

Acces

s ✓ 

BYOD 0.558±0.

015 

0.607±0.

013 

0.599±0.

012 

Limit

ed 

Acces

s ✓ 

Compromis

ed Host 

0.227±0.

009 

0.302±0.

008 

0.299±0.

007 

No 

Acces

s ✓ 

Untrusted 

Device/Geo

fence 

0.360±0.

011 

0.343±0.

010 

0.346±0.

009 

No 

Acces

s ✓ 

B. Performance Evaluation 

The complete trust evaluation pipeline required an average 

of 18.5 ms per evaluation cycle, satisfying the design target 

of <20 ms as in Table 9. Mathematical trust computation 

accounted for 6.9 ms, with memory state management 

representing the primary overhead. Total session 

establishment latency increased from 8–12 ms (baseline) to 

23–32 ms with the Ensemble model, remaining well within 

acceptable enterprise response times. 

During simulated compromise scenarios, trust values fell 

below the revocation threshold within one evaluation interval, 

enabling access revocation in less than 15 seconds, compared 

with several minutes for baseline and static trust approaches. 

This substantially reduces the attack window for lateral 

movement while maintaining responsiveness. 

C. Stability and Scalability 

Compared with a spatial-only Dempster-Shafer model, the 

Ensemble approach reduced trust score volatility by 33–56% 

across all scenarios (p < 0.001, Cliff's δ > 0.80), 

demonstrating statistically significant improvements in 

access stability and reducing false-positive revocations 

caused by transient fluctuations. 

The prototype remained lightweight, consuming 

approximately 3.2 GB RAM and 10–15% CPU at idle, 

increasing to 4.1 GB RAM and 35–40% CPU under 100 

concurrent sessions. Trust reevaluation scaled linearly (≈0.2 

ms per additional session), while SDN flow installation 

remained below 50 ms, confirming suitability for small- to 

medium-scale enterprise Zero Trust deployments. 

Table 9.  Latency Breakdown per Evaluation Epoch 

Component Complexity Latency (ms) 

Variance computation O(N) per 

domain, N=10 

2.1 

Weight normalization O(D), D=4 0.3 

Mass function 

construction 

O(D), D=4 0.4 

DS pairwise fusion (3 

iterations) 

Closed form 

for binary 

frame 

3.8 

Pignistic 

transformation 

O(1) 0.1 

Temporal integration 

(ensemble mixture) 

O(1) 0.2 

memory state 

read/write 

Network I/O 8.4 

OPA policy evaluation Rego 

evaluation 

3.2 

Total 
 

18.5 

VII. DISCUSSION 

The proposed testbed demonstrates that integrating 

identity-aware SDP enforcement with SDN enables 

continuous, low-latency micro-segmentation driven by 

dynamic trust evaluation. The results further demonstrate that 

trust should be modelled as a dynamic continuous property 
reflecting both historical stability and current behaviour.  

Compared with existing Zero Trust testbeds, the proposed 

platform uniquely provides an integrated dynamic trust 

engine, multiple policy models, reproducible Infrastructure-

as-Code deployment, and comprehensive empirical 

evaluation, including latency, false-positive, and breach-

containment analyses as in Table 10. The substantially 

reduced false positives illustrate an effective security–

usability trade-off. These capabilities establish a practical and 

extensible research platform for evaluating adaptive trust 

mechanisms under standardized conditions.  

Table 10. Comparison of Results with Other works 

Feature Horne 

[1] 

Lefebvr

e [10]  

This work 

SDP/SDN 

integration 
✓ ✓ ✓ 

Dynamic trust 

engine 
✗ ✗ ✓ (DS + 

variance + 

decay) 

Multiple policy 

models 
✗ Partial ✓ (6 models) 

Reproducible 
artifacts 

Partial ✗ ✓ (Full IaC) 

Empirical latency 

measurements 
✗ ✓ ✓ 

False positive 

analysis 
✗ ✗ ✓ 

Breach 

containment 

measurement 

✗ ✗ ✓ 

VIII. LIMITATIONS AND DESIGN IMPROVEMENTS  

The proposed framework is modular and vendor-agnostic, 

enabling interoperability with different implementations of 
identity providers, SDN controllers, and policy enforcement 

mechanisms without modifying the trust engine. Evaluation 

was conducted in a containerized Mininet environment using 

simulated telemetry and binary trust states, limiting direct 

generalization to production-scale deployments. Although the 
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framework demonstrates scalability for small and medium-

sized enterprise environments, further validation using real 

security telemetry, hardware trust anchors (e.g., TPM 2.0), 

multi-state trust models, and distributed deployments is 

required. Design improvements to address these include 
integrating SPIFFE/SPIRE for workload identity, eBPF-

based enforcement (e.g., Cilium and Tetragon), and real 

network telemetry from Zeek and Suricata to evaluate trust 

using operational protocol metadata, behavioral anomalies, 

and intrusion alerts. These are summarized in Table 11. 

Each technology addresses a specific limitation identified in 

the paper while preserving the testbed's design principles: 

open-source, reproducible, and lightweight.  

Table 11. Future Improvements to Challenges and 

Limitations 

Technology Testbed 

Layer 

Current 

State 

Extension 

NIST SP 1800-

35 [6] 

Standards SP 800-

207 
mapping 

Cross-

reference 
with 1800-

35 builds 

AI/ML 

scoring [20], 

[29], [30] 

Trust 

Engine 

Determinis

tic 

variance 

weighting 

Adaptive α 

via RL 

Docker [31], 

[32] 

Orchestrati

on 

Docker 

Compose 

K8s for 

production 

scale 

SPIFFE/SPIR

E [33], [34] 

Identity Keycloak 

(human 

IdP) 

Machine 

identity + 

mTLS 

eBPF/Cilium [

35], [36] 

Enforceme

nt 

OVS + 

Envoy 

Kernel-

level, sub-

ms 

Zeek + 

Suricata [37], 

[38] 

Telemetry Simulated 
Gaussian 

Real 
network 

metadata + 

IDS 

IX. REPRODUCIBILITY AND REUSABILITY 

A. Code Repository Structure 

To facilitate reproducibility, all source code, configuration 
files, topology definitions, policy scripts, and simulation 

outputs are provided in a public repository [39].  

The repository includes implementations of the baseline, 

temporal decay, and ensemble trust models, together with 

automation scripts for provisioning the Docker–Mininet 

testbed and reproducing the experimental scenarios.  

The testbed is designed to be easily extended: researchers can 

modify Rego policies, change trust engine parameters (decay 

rates, weights), add new telemetry sources, or integrate 

additional enforcement points (e.g., a service mesh). 

X. CONCLUSION AND FUTURE WORK  

This paper presented a lightweight, reproducible Zero Trust 

testbed that bridges theoretical trust evaluation with 

operational enforcement through an open-source, 

containerized implementation aligned with NIST SP 800-207. 

The architecture integrates SDP-based identity verification, 

SDN-enabled microsegmentation, and an Ensemble Trust 

Engine combining variance-based adaptive weighting, 

Dempster-Shafer evidential fusion, and dual-horizon 

temporal dynamics to support continuous, context-aware 

access control. 

Experimental evaluation demonstrated that the proposed 

framework correctly enforced dynamic access policies while 

maintaining low computational overhead (approximately 18.5 

ms per evaluation cycle) and significantly reducing trust-

score volatility and breach containment time compared with 

static approaches. The modular separation of the trust engine 

from policy enforcement proved particularly effective, 

enabling independent evolution of trust algorithms without 

reconfiguring the control plane, while the containerized 

design ensures reproducibility on commodity hardware. 

Future work will extend the framework with hardware-

backed device attestation [40], reinforcement learning for 

adaptive trust parameter tuning, multi-state trust models, 

cloud-scale deployments [30], [41], and formal policy 

verification to further improve scalability, robustness, and 

real-world applicability. 
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