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This is the preface to Communication Papers
volume

EAR Reader it is our pleasure to present to you the Com-

munication Papers of the 21th Conference on Computer
Science and Intelligence Systems (FedCSIS 2026), which took
place on 23-26 August, 2026, in Riga, Latvia.

In the context of the FedCSIS conference series, the commu-
nication papers were introduced in 2017, as a separate category
of contributions. They report on research topics worthy of
immediate communication. They may be used to mark a new
research territory, or to describe work in progress, in order to
quickly present it to the scientific community. They may also
contain additional information, omitted from the earlier papers,
or may present software tools and products in a research state.

FedCSIS 2026 was chaired by Oksana Nikiforova. More-
over, Andrejs Romanovs was the Chair of the Organizing
Committee. Furthermore, this year, FedCSIS was organized by
the Polish Information Processing Society (Mazovia Chapter),
IEEE Poland Section Computer Society Chapter, Systems
Research Institute Polish Academy of Sciences, The Faculty of
Mathematics and Information Science of the Warsaw Univer-
sity of Technology, The Faculty of Electrical and Computer
Engineering of the Rzeszéw University of Technology, The
Faculty of Electrical Engineering af the Riga Technical Uni-
versity and The Faculty of Engineering and Management of
the University of Technology and Arts in Applied Sciences.

FedCSIS 2026 was technically co-sponsored by IEEE
Poland Section, IEEE Serbia and Montenegro Section, IEEE
Estonia Section, IEEE Latvia Section, IEEE Lithuania Section,
IEEE South Africa Section, Serbia and Montenegro Section
Computational Intelligence Society Chapter, IEEE Young Pro-
fessionals Affinity Group, Novi Sad, Republic of Serbia, [EEE
Romania Section WIE Affinity Group, Czechoslovakia Section
Computer Society Chapter, Poland Section Computer Society
(Gdansk) Chapter, Estonia Section Computer Society Chapter,
Latvia Section Computer Society Chapter, Lithuania Section
Computer Society Chapter.

FedCSIS 2026 was sponsored by InfoSoftware Polska as
well as MDPI Information, MDPI Electronics, MDPI Tech-
nologies, MDPI Applied Sciences journals. Moreover, FedC-
SIS 2026 has been conducted under patronages of: INFORMS
Poland Chapter, Latvian Information and communications
technology association (LIKTA), Naukowe Towarzystwo In-
formatyki Ekonomicznej, International Rough Set Society,
Web Intelligence Consortium, Polish Neural Network Society,
European Society for Fuzzy Logic and Technology, Polish
Artificial Intelligence Society (PSSI). Finally, media patronage
was provided by Forum Akademickie.

During FedCSIS 2026 four keynote speakers delivered

lectures providing a broader context for the conference par-
ticipants. These presentations were:

« Ginter, Filip, TurkuNLP, Department of Computing Uni-
versity of Turku, Finland and ELLIS Institute, Finland
Keynote title: The Challenges of Tracing Meaning at
Scale across Multilingual Historical Texts

o Pechenizkiy, Mykola, Department of Mathematics and
Computer Science, Eindhoven University of Technology,
Netherlands
Keynote title: Advancing the Science of Safe and Trust-
worthy Al Evaluation

o Prodan, Radu, Edge Al at the Department of Computer
Science, University of Innsbruck, Austria
Keynote title: Distribute and Learn 1 Billion

o Sabou, Marta, Vienna University of Economics and Busi-
ness (WU), Austria
Keynote title: Neuro-Symbolic Knowledge Engineering:
Emerging Paradigms and Challenges

Moreover, four past FedCSIS keynote speakers have been
invited to prepare and deliver special contributions, which refer
to the core focus of the conference series. These were:

o Atiquzzaman, Mohammed, School of Computer Science,
University of Oklahoma, USA
EnsembleClassifier: Using Machine Learning to Select
Exact Packet Classification Structures for Partitioned
Rule Subsets

o Blum, Christian, Artificial Intelligence Research Institute
(IITA-CSIC), Spain
Contribution title: Preserving Optimization Algorithm Ex-
pertise by means of Executable Algorithm Knowledge
Graphs: A Worked Example on the TSP

o Skowron, Andrzej, Systems Research Institute Polish
Academy of Sciences, Poland
Contribution title:Evolution of Approximation Spaces in
Rough Sets: From Relational Systems to Complex Adap-
tive Systems

o van der Aalst, Wil M.P, RWTH Aachen University,
Germany
Contribution title: Mining Bureaucracy Debt: Process
Intelligence for Evidence-Based Deregulation

At the time, when you are reading this text, videos of the
keynote presentations and of invited contributions, delivered
during the FedCSIS 2026 conference, are already available
on the official conference website (www.fedcsis.org). We
warmly encourage you to visit the website and watch these



recordings to gain additional insights and perspectives shared
by distinguished speakers.

This year, the structure of the conference remained the
same as last year. FedCSIS 2026 had a single Main Track
with 5 Topical Areas, which was supported by 16 Thematic
Sessions and an Industrial Track. Such a structure emphasizes
the integrity of the conference and its closeness to the issues
that are crucial for the world around us. Here, we recognize the
fact that today (in 2026) it is difficult to envision research (and
its applications) without an intelligence component. Reflecting
this, all five Topical Areas, which constitute the Main Track,
represent various aspects of Intelligence Systems. Moreover,
the Thematic Sessions provide further insights into selected
areas of Intelligence Systems, approached from different per-
spectives.

Articles are ordered alphabetically by the last name of the
first author. The specific Topical Area or Thematic Session
that given contribution was associated with is listed in the
article metadata. Each contribution, found in this volume, was
refereed by at least two referees.

Delivery of FedCSIS 2026 required a dedicated effort of
many people. We would like to express our warmest gratitude
to all Topical Area Curators, Thematic Session organizers,
members of the FedCSIS 2026 Senior Program Committee,
and members of the FedCSIS 2026 Program Committee (a
total of more than 300 individuals), for their hard work
in attracting and reviewing all submissions. We thank the
authors of papers for their great contribution to the theory and
practice of Computer Science and Intelligence Systems. We
are grateful to Keynote and Invited Speakers for sharing their

knowledge and experiences with the participants. Last, but
not least, we acknowledge Andrejs Romanovs, Megija Krista
Milune, Rihards Bobkovs, Uldis Karlovs-Karlovskis, Kristaps
Babris, Veronika Tatjana Vucane, Zane Bicevska Anastasiya
Danilenka and Pawet Szmeja, as well as a fantastic group of
student helpers. We are very grateful for your efforts!

We also hope to meet you again for the 22nd Conference
on Computer Science and Intelligence Systems (FedCSIS
2027), which will take place in Gdynia, Poland, on September
12-15, 2027.

Co-Chairs of the FedCSIS Conference Series:

Bolanowski, Marek, Rzeszow University of Technology,
Poland

Ganzha, Maria, Warsaw University of Technology, and
Systems Research Institute Polish Academy of Sciences, Poland

Grzegorowski, Marek, Samsung Research and University
of Warsaw, Poland

Maciaszek, Leszek, (Honorary Chair), Macquarie Univer-
sity, Australia and Wroctaw University of Economics, Poland

Paprzycki, Marcin, Systems Research Institute Polish
Academy of Sciences and University of Technology and Arts
in Applied Sciences, Poland

Paszkiewicz, Andrzej, Rzeszow University of Technology,
Poland

slezak, Dominik, QED Software and University of Warsaw,
Poland
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Phase-Dependent Drivers and Cumulative Institutional Impacts of
Digital Transformation Adoption in Saudi Public Universities

Saleh Z Alshehri
0000-0002-0702-3382
dept. Computer Science and Information Systems
King Khalid University
Abha Saudi Arabia
dept. of Informatics
University of Sussex
Brighton, United Kingdom
Sa2142@sussex.ac.uk

Abstract—Digital transformation (DX) adoption in Saudi
public universities is shaped by centralised governance and
national policy, notably Vision 2030, which existing Western
models often fail to capture. This study examines and extends the
Digital Transformation Adoption framework (DXA-SPU)
through a sequential explanatory mixed-methods design,
combining structural equation modelling of survey data with
thematic analysis of interviews with senior IT leaders. Results
reveal that adoption is governed by Phase-Dependent Drivers:
national mandates and Strategy trigger the initial decision, while
Collaboration and Coordination facilitate implementation. We
further identify Cumulative Institutional Impacts, in which
operational gains in Infrastructure and Efficiency precede later
improvements in Teaching and Institutional Performance.
Theoretically, the study reconceptualises governance structure
as the determinant of factor timing; methodologically, it shows
how explanatory mixed-methods resolve non-significant survey
paths; practically, it offers university leaders a staged template
for managing digital change. As a cross-sectional, single-country
study, it invites longitudinal and comparative validation.

Index Terms—Digital transformation, Institutional impacts,
Phase-Dependent Drivers, Cumulative Impacts, Mixed-
Methods Research, Saudi public universities, TAM, TOE, Vision
2030, Institutional Performance, Thematic analysis.

I. INTRODUCTION

IGITAL transformation (DX) is now a strategic issue in

higher education. It is not only about new tools and tech-
nologies, but also about changes in how universities plan, de-
liver services, and organise work [1, 2, 3]. In Saudi Arabia,
this shift is tied to Vision 2030 and the National Transfor-
mation Program [4, 5], which aim to modernise public ser-
vices and strengthen the knowledge economy [6, 7]. Saudi
public universities (SPUs) are central to that agenda, yet many
still face challenges in readiness, governance, and strategic
alignment despite major investment in digital infrastructure
(8, 9].
Much of the literature on DX adoption in higher education
draws on models developed in Western or private-sector set-

©2026, PTI 1

Natalia Beloff, Imran Khan, and Martin White

0000-0002-8872-7786
0000-0002-5732-4685
0000-0001-8686-2274
dept. of Informatics
University of Sussex
Brighton, United Kingdom
{N.Beloff,Imran.Khan,M.White} @sussex.ac.uk

tings [10, 11]. Although useful, such work does not fully re-
flect the conditions in public universities operating under cen-
tralised governance and national policy direction. In the Saudi
case, adoption decisions are shaped simultaneously by user
perceptions, institutional hierarchy, and state regulation. This
mix has received limited attention in the relevant literature.

The DXA-SPU framework was developed for this deci-
sion-making setting by combining the Technology Ac-
ceptance Model (TAM) and the Technology-Organisation-
Environment (TOE) framework [11, 12]. Our earlier work
tested this framework with survey data from 447 participants
[13]. While 12 of the 14 hypotheses were supported, quanti-
tative methods are inherently limited to identifying statistical
associations. It cannot explain the institutional processes or
the logic behind adoption decisions. Our earlier work also did
not explore whether this non-significance reflected the fac-
ulty-dominated nature of its sample.

This paper addresses these gaps by introducing the con-
cepts of Phase-Dependent Drivers and Cumulative Impacts.
We demonstrate that the importance of adoption factors is not
static throughout the project lifecycle. Instead, drivers such as
collaboration shift from being non-significant during the ini-
tial decision phase to becoming critical during implementa-
tion.

This paper differs from our earlier work [13] in three con-
crete ways. First, it contributes new primary data: whereas
[13] analysed survey responses from 447 participants (67.3%
academic faculty), this study draws on original interviews
with 11 senior IT leaders who direct institution-level adop-
tion, a population absent from the prior study. Second, it ad-
vances new theoretical constructs, Phase-Dependent Drivers
and Cumulative Institutional Impacts, that were neither pro-
posed nor testable in the cross-sectional quantitative design.
Third, it makes an explanatory contribution that the prior pa-
per could not explicitly make at the statistical analysis stage.
It resolves the two satistically non-significant survey paths
(Collaboration and Coordination, Competitive Pressure) by
showing they are not weak factors but factors that act at a later

Topical area: Information Technology
for Business and Society



project phase. In short, [13] established which factors corre-
late with adoption; this paper explains how and why they op-
erate, and when each becomes influential.

The current study presents the qualitative phase of the re-
search design. We interviewed top-level decision-makers to
explain the mechanisms behind our previous statistical re-
sults. This study provides a dynamic framework for digital
transformation in centralised governance settings.

Section II reviews related work and the framework. Section
III outlines the method. Section IV presents the findings, re-
capping the quantitative results before the qualitative analy-
sis. Section V discusses both strands together, and Section VI
concludes.

II. LITERATURE REVIEW

Research on digital transformation in higher education has
grown rapidly, but most studies still rely on surveys, structural
models, or secondary data to identify factors influencing
adoption [10]. Far fewer studies examine how adoption deci-
sions are made inside universities. Where qualitative work ex-
ists, it often focuses on a single tool, such as an e-learning
platform or learning management system, rather than a uni-
versity-wide DX [14, 15]. As a result, existing research pro-
vides limited insight into the decision processes and institu-
tional choices that underlie the statistical findings reported in
quantitative studies.

Governance structure is central to understanding adoption
in this context. Institutional perspectives on technology adop-
tion have long recognised that in public sector organisations,
governance arrangements shape how technologies are
adopted and enacted in practice. Fountain's technology enact-
ment framework argues that institutional arrangements, in-
cluding cognitive, cultural, and legal structures, determine
how objective technologies become enacted differently across
organisations [16]. Dunleavy's Digital Era Governance ap-
proach similarly argues that in public institutions, organisa-
tional structure and process change drive technology adop-
tion, not the other way around [17]. TAM [12] and TOE [11],
two widely applied adoption frameworks, were developed
and tested in settings where organisations have broad inde-
pendence in technology decisions. In that literature, collabo-
ration and competitive pressure are often treated as direct
drivers of adoption [18, 19]. Saudi public universities operate
differently: Vision 2030 and the National Transformation
Program shape strategy, funding, and performance expecta-
tions [6]. In this context, adoption decisions are influenced by
compliance and top-down direction as much as by internal
agreement or peer competition.

Studies in Saudi Arabia have examined attitudes to DX [8],
requirements for transformation [9], organisational routines
[20], data governance [21], the effect of COVID-19 on digital
adoption [22], and the role of digital learning in sustainable
development [23]. These studies are valuable, but most focus
on one part of the problem at a time. They do not provide an
integrated account of how organisational, technological, and
environmental factors interact in DX adoption, nor do they
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consider the impacts of DX. Our paper provides qualitative
evidence on how these factors operate in practice and why
some expected relationships do not hold in the Saudi govern-
ance setting.

Survey-based studies identify which factors correlate, but
provide less insight into how decisions are made and why a
factor that is salient in practice may not emerge as a direct
statistical predictor [24]. For that reason, qualitative evidence
is especially valuable when a study seeks to explain non-sig-
nificant paths in an adoption model rather than confirm ex-
pected ones [24].

In this study of SPUs, where national programmes, minis-
terial direction, and institutional hierarchy shape major in-
vestment decisions, adoption cannot be understood solely in
terms of individual perceptions. The decision to launch a dig-
ital initiative may be made at the top, while the coordination,
local adjustments, and user acceptance occur later. Our study
addresses this gap by showing how the same factor can have
different effects at different stages of the adoption process.

Therefore, this study positions the qualitative phase as an
analytical bridge rather than a supplement to the survey. As
argued by [24], this approach uses qualitative data to explain
and elaborate initial quantitative patterns, interpreting factors
that are highly visible in practice yet emerged as weak statis-
tical predictors.

A. The DXA-SPU Framework

The DXA-SPU framework combines TAM and TOE to ex-
amine DX adoption at the institutional level in SPUs [13].
TAM contributes to perceived ease of use and perceived use-
fulness [12]. TOE captures organisational, technological, and
environmental conditions that shape adoption in public insti-
tutions. The framework includes 10 factors related to the in-
tention to adopt DX (H1-H10) and 4 institutional outcome
constructs (H11-H14). Full framework development is re-
ported in [13].

The organisational context includes Effective Strategy
(ES), Collaboration and Coordination (CC), and Funding and
Resources (FR). The technological context covers Complex-
ity (CX), Security (SC), Ease of Use (EU), and Usefulness
(UF). The environmental context captures Regulatory Envi-
ronment (RE), Competitive Pressure (CP), and Digital Up-
skilling (DU). The outcome side includes Institutional Perfor-
mance (IP), Administrative Efficiency (AE), Technical Infra-
structure (TI), and Teaching and Learning Effectiveness
(TLE).

III. STUDY METHODOLOGY

This study employed a sequential explanatory mixed-meth-
ods design to bridge the gap between statistical outcomes and
institutional reality [24]. The primary rationale for this design
was to provide a deeper explanation of the "how" and "why"
behind the results of the initial quantitative phase (n=447)
[13]. Specifically, while the survey confirmed the majority of
the hypothesised relationships, it could not explain why Col-
laboration and Coordination and Competitive Pressure were
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non-significant in the Saudi context. By following the survey
with qualitative interviews, this study explores whether these
factors are truly secondary or if their influence is Phase-De-
pendent, shifting as a project moves from a top-down mandate
to operational implementation.

Participant Selection and Sampling Logic

Purposive sampling was used to recruit 11 senior IT leaders
across various Saudi Public Universities between June and
September 2025. Purposive sampling is appropriate here be-
cause the study targets a specifically informed population,
those who direct institution-level adoption, rather than a sta-
tistically representative one; this elite-informant logic is
standard for the explanatory phase of a mixed-methods de-
sign. These participants were selected because they occupy a
critical governance role, translating national strategic man-
dates into practical technology adoption. This selection also
addresses a demographic limitation in the previous study
phase, which relied heavily on academic faculty (67.3% of
respondents). Unlike faculty, senior IT leaders are directly in-
volved in system rollouts and manage the technical complex-
ities that define the institutional adoption process. Each par-
ticipant was required to have led a major digital transfor-
mation project within the last three years, ensuring the data
reflects current institutional realities under the Saudi Vision
2030 framework.

Data Collection and Ethical Procedures

The qualitative data were gathered through semi-structured
interviews lasting 45 to 60 minutes. These sessions were con-
ducted either in person or via Zoom, recorded, and transcribed
verbatim for analysis. The 39-question interview guide was
mapped directly to the DXA-SPU framework constructs, such
as Perceived Usefulness, Security, and Complexity, distrib-
uting roughly two to three open questions across each of the
fifteen constructs rather than over-burdening any single
theme. This alignment allowed the qualitative evidence to be
correlated directly with the survey variables while still per-
mitting an open-ended exploration of unexpected results.

Ethical approval for this study was obtained from the Uni-
versity of Sussex Sciences and Technology Cross-Schools
Research Ethics Committee (ref ER/SA2142/3). All partici-
pants provided informed consent and were de-identified using
codes P1-P11 to ensure institutional confidentiality.

Thematic Analysis and Trustworthiness

To ensure a rigorous analytical process, the interview data
were processed through a multi-stage thematic analysis in
NVivo [25]. The coding strategy was both deductive and in-
ductive: an a priori codebook ensured alignment with the
DXA-SPU constructs, while open coding allowed for the
emergence of "temporal sequence" and "cumulative impact"
patterns. To enhance interpretative consistency, a peer-check-
ing process was implemented where a second researcher re-
viewed a subset of the transcripts. Thematic saturation was
assessed iteratively throughout the process. The later inter-
views confirmed and elaborated on patterns already estab-
lished in the earlier ones rather than introducing new thematic

categories, indicating that saturation had been reached within
the sample.

IV. FINDINGS

This section summarises the quantitative results [13]. Table
I reproduces the structural model results from that prior work;
these values are not re-estimated here. They are presented
solely to make the sequential design transparent and to iden-
tify the patterns, particularly the non-significant paths for Col-
laboration and Coordination (H2) and Competitive Pressure
(H9), that the qualitative phase was designed to explain.

Eight out of ten hypotheses related to DX Adoption were
supported. Perceived Usefulness had the largest effect (f =
272, p <0.001), followed by Digital Upskilling (B = .239, p
<0.001), Funding and Resources (f =.184, p =0.002), Com-
plexity (B =.181, p <0.001), Security (§ = .131, p = 0.003),
Effective Strategy (B=.121,p=0.001), Ease of Use (=.103,
p=0.047), and Regulatory Environment (§ =.091, p=0.009).
Two hypotheses were not supported: Collaboration and Coor-
dination (H2: B =-0.009, p =.773) and Competitive Pressure
(H9: B =.100, p=0.068). All four Impact hypotheses (H11 to
H14) were strongly supported, with Administrative Effi-
ciency showing the largest coefficient (f =.753, p < 0.001),
followed by Technical Infrastructure (B = .683, p < 0.001),
Teaching and Learning Effectiveness (B = .639, p < 0.001),
and Institutional Performance (f = .629, p < 0.001). Table I
summarises these results.

TABLE .
SUMMARY OF HYPOTHESIS TESTING RESULTS

H Path B S.E. | C.R. P Result
H1 DX «— ES 121 .037 | 3.256 .001 | Supported
H2 DX < CC | —009 | .031 | —.288 773 | Not Supported
H3 DX «— FR .184 .059 | 3.099 .002 | Supported
H4 DX « CX 181 .054 | 3.364 *** | Supported
H5 DX « SC 131 .044 | 2.995 .003 | Supported
H6 | DX« EU .103 .052 | 1.983 .047 | Supported
H7 DX « UF 272 .049 | 5.539 **% | Supported
H8 DX «— RE .091 .035 | 2.613 .009 | Supported
H9 DX « CP .100 .055 | 1.822 .068 | Not Supported
H10 | DX« DU | .239 .052 | 4.601 *** | Supported
H11 | IP < DX .629 .043 | 14.491 | *** Supported
H12 | AE < DX 753 .047 | 16.004 | *** | Supported
H13 | Tl « DX .683 .046 | 14.990 | *** | Supported
H14 | TLE « DX | .639 .049 | 13.165 | *** | Supported

Note: *** = significance at the 0.001 level. Source: [13].

The non-significance of Collaboration and Coordination
and Competitive Pressure is notable, as our interviewees iden-
tified both as essential drivers in practice, a visibility also re-
ported in [20, 26]. Therefore, the qualitative analysis ad-
dresses this gap by examining decision-making processes, im-
plementation conditions, and participants’ interpretations of
DX's institutional impacts.



This section presents the findings from the thematic analy-
sis of interviews with 11 senior IT leaders across Saudi public
universities. The analysis was framework-guided, using the
DXA-SPU constructs to organise and interpret the interview
evidence. At the same time, broader patterns emerged from
participants' interpretations of how digital transformation is
decided, implemented, and experienced in their institutions.

Thematic analysis of the interviews produced four themes:
(1) Institutional Alignment and Support, (2) Trusted and Ef-
fortless Experience, (3) External Mandates and Pressures, and
(4) Operational and Educational Gains.

A. Institutional Alignment and Support

Interviewees described digital transformation as gaining
momentum when it was tied to institutional priorities and na-
tional goals. For participants, Strategy functioned as the pri-
mary mechanism for translating national objectives into spe-
cific projects. For instance, P5 noted that Strategy supported
data-driven decision-making and a digital culture, while P10
viewed it as a path to leadership in e-learning. In these ac-
counts, Strategy was more than a formal statement; it was the
tool used to turn national goals into institutional priorities:
"Our digital transformation strategy is not just about technol-
ogy, it is deeply connected with the national goals of Saudi
Vision 2030. We are focused on using technology to create
tangible benefits for our society.” (P1)

When asked why Collaboration and Coordination did not
emerge as a significant driver in the earlier survey, P1 ex-
plained: "This perception is likely because the core decision
to start a digital transformation project is a strategic, top-
down decision from our top leadership. This is especially true
when it is connected to a national plan like Saudi Vision
2030." (P1)

The practical value of Collaboration and Coordination is
most significant after a project has moved from approval to
execution. This distinction between strategic adoption and op-
erational implementation is reinforced by how universities
manage Collaboration and Coordination, as stated by P1.
While coordination through steering committees and routine
feedback channels, such as Blackboard and internal service
platforms, is evident in daily service improvements, it rarely
influences the initial decision to adopt a major digital initia-
tive. For instance, P11 described a campus-wide scheduling
project, in which disagreements were managed through cen-
tralised tracking and early stakeholder engagement rather than
broad consultation. When internal disagreements over priori-
ties occur, institutions rely on such central project manage-
ment to ensure execution without reopening the adoption de-
cision. Consequently, Collaboration and Coordination func-
tion as an implementation-stage facilitator rather than a stra-
tegic trigger, explaining the non-significance of H2.

Funding was treated as essential, but mostly as a question
of pace and scale. P3 explained how endowment companies
add to government funding, including a programme that of-
fers up to 50,000 riyals for medium-sized research projects.
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P4 described cost-control strategies, such as outsourcing non-
critical services. Interviewees did not present funding as the
sole factor determining whether DX would be adopted. They
described it as the factor that shaped what could be done, how
fast, and at what scale.

B. Trusted and Effortless Experience

The technological side of DX was described in practical
terms. Interviewees focused on trust, ease of use, and clear
value. They also returned repeatedly to one problem: new sys-
tems must work with old ones.

Legacy systems integration was the most common imple-
mentation problem. P1 said, "The primary difficulty is inte-
grating new, modern tools with our existing legacy plat-

forms." PS5 linked poor compatibility to delays, errors, and

lower confidence in new systems. P2 added that upgrades re-
quire careful planning so that integration and security are
managed together. Universities responded with pilot testing,
phased rollouts, and close work with vendors. P11 gave a con-
crete example: an Al-based attendance system failed to sync
with biometric devices, so the university restored manual
tracking while the vendor developed a patch. This episode
showed the importance of pre-deployment testing and backup
procedures.

Security was treated as a threshold issue that participants
(P1, P9) directly linked to institutional trust and operational
reliability. Beyond technical protocols, such as pre-approval
security checks and incident response procedures, the inter-
views revealed that Security is intrinsically connected to
Complexity. This is demonstrated by the practice of pausing
deployments or reverting to stable versions to prevent service
disruption when integration fails. Consequently, in a central-
ised environment, Security is not merely an isolated technical
requirement but a continuous process of managing the Com-
plexity inherent in integrated systems.

Ease of use was discussed less as convenience and more as
inclusion. P3 stressed user-friendly design and guides for sys-
tems such as Blackboard and a university communication
platform, adding, "Ease of use is crucial." P10 said the goal
was to make systems simple enough for everyone to benefit.
When systems are hard to use, less confident staff often return
to manual work, which limits wider adoption.

Usefulness was the clearest reason for support. P5 said, "/
think they are extremely useful. Our research shows a direct
and positive impact. For efficiency, data-driven decision-
making has the highest correlation with continuous improve-
ment." Participants linked usefulness to things they had seen
directly, such as faster administration and better teaching de-
cisions. This underpins Perceived Usefulness (H7) as the
strongest predictor of adoption intention.

C. External Mandates and Pressures

Environmental conditions also mattered, but not in the
same way. Interviewees spoke about regulation, competition,
and skills, each working at a different point in the process.

The Regulatory Environment was described less as a
checklist and more as a basis for institutional confidence and
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legitimacy. Alignment with Saudi Vision 2030, the Digital
Government Authority, and national cybersecurity standards
(P4, P9) allows senior leaders to justify investment and de-
fend decisions internally. In this sense, regulation does not
constrain action; instead, it reduces uncertainty by providing
a formal basis for institutional and political alignment. This
explains why Regulatory Environment emerged as a signifi-
cant driver.

In contrast, Competitive Pressure was described as a sec-
ondary influence rather than a primary trigger for adoption.
While participants like P7 noted it as a factor in specific Al
and data science investments, most institutions monitor peers
primarily through rankings and networks to shape their posi-
tioning once a project is underway. While the two forces are
present simultaneously, they operate at different points: Reg-
ulatory Environment triggers the initial strategic decision,
whereas Competitive Pressure influences how universities ad-
vance their endeavours.

While Digital Upskilling emerged as a strong predictor in
the survey, the interviews show it is a manageable impedi-
ment rather than a constant barrier. Participants (P2, P6) de-
scribed how universities mitigate this gap through key user
testing, targeted workshops, and phased platform introduc-
tions. This clarifies the quantitative significance of Digital
Upskilling: the primary challenge was not an inherent lack of
capacity but rather weak support structures that hindered the
pace of adoption. When these support systems are visible and
integrated into routine practices, adoption accelerates.

D. Operational and Educational Gains

When discussing systems already in use, interviewees
spoke less about adoption and more about what they believed
had changed. Two patterns emerged from the interviews.
First, participants often described outcomes as becoming eas-
ier to observe once systems had stabilised and routine use had
increased. Second, they indicated that gains in one area could
support gains in others.

Institutional Performance was framed as the cumulative,
symbolic outcome of Digital Transformation, shifting the fo-
cus from internal efficiency to institutional reputation. Partic-
ipants (P1, P5) indicated that while automation and infrastruc-
ture investment drive service quality, the broader value of In-
stitutional Performance lies in building trust and signalling
capability to national stakeholders. By reducing service inter-
ruptions and enhancing transparency, universities demon-
strate that they are modern, responsive, and well-governed.
This underpins H11: Institutional Performance aggregates ad-
ministrative and technical gains into a broader signal of insti-
tutional standing.

Administrative Efficiency (H12) was identified as the most
immediate and visible outcome of digital transformation. Par-
ticipants provided concrete evidence of improved systems
that resolved long-standing operational bottlenecks. One no-
table example provided by P11 illustrates this impact: "One
notable example is the implementation of a unified student

portal, which centralises academic records, course registra-
tion, and fee payments. This reduced student complaints by
40% and minimised administrative bottlenecks.” (P11)

Beyond the student portal, participants (PS5, P6) noted that
cloud platforms and infrastructure upgrades significantly
raised service quality in libraries and administrative units. In
the interviews, Technical Infrastructure emerged as the foun-
dational layer on which the other three impacts rest, rather
than as one impact among equals; P5 noted that network and
server investment “creates the foundation for all of our digital
transformation projects to succeed.” Administrative Effi-
ciency is the first gain to become visible; automation affects
daily operations immediately, but it rests on the infrastructure
foundation rather than preceding it.

Technical Infrastructure (H13) was described as both a
starting point and a reinforcing outcome of Digital Transfor-
mation. Participants (P5, P8) noted a cyclical relationship in
which adoption programmes justify investment in networks,
which in turn lower the cost and difficulty of subsequent in-
novation. For example, the transition to Al-based tools and
virtual classrooms on Blackboard Ultra (P8) was only possi-
ble because of prior investments in bandwidth and server
nodes. This suggests that Technical Infrastructure is a cumu-
lative asset that builds institutional capacity for future digital
shifts.

Teaching and Learning Effectiveness (H14) represents a
broad academic shift that integrates digital tools into the core
curriculum. Participants (P6-8, P11) highlighted that the
value of Digital Transformation in this area extends beyond
simply moving content online. It involves providing students
with flexible access to materials through virtual labs and
aligning programmes more closely with labour market expec-
tations in fields like AI and data science. In these accounts,
Al-based plagiarism tools and blended delivery models (P11)
strengthen academic integrity and student engagement.

The qualitative evidence suggests that these four outcome
areas do not become visible at the same speed. Technical In-
frastructure forms the foundational layer. Administrative Ef-
ficiency is typically the first gain to become visible because
automation affects daily operations immediately. Teaching
and Learning Effectiveness takes longer as it depends on
changes in staff practice and student uptake. Finally, Institu-
tional Performance serves as the cumulative result of these
prior successes. While the survey data showed support for
H11 through H14 simultaneously, the real-world benefits are
interpreted as accumulating progressively over time.

In summary, these qualitative findings provide a multi-lay-
ered view of Digital Transformation that extends beyond the
statistical associations reported in [13]. The interview data
capture the transition from strategic triggers, such as national
mandates, to the practical realities of infrastructure and cumu-
lative impact. By providing the institutional logic behind the
quantitative patterns, these operational experiences establish
the evidentiary basis for the Phase-Dependent DXA-SPU
framework discussed in the following section.



V.DISCUSSION

To provide a comprehensive examination of digital trans-
formation in Saudi public universities, this section integrates
the structural model results from [13] with qualitative in-
sights. The analysis employs a phase-dependent perspective
to clarify how the influence of adoption drivers shifts across
the institutional lifecycle. Moving beyond isolated statistical
patterns, this synthesis explains the underlying organisational
mechanisms and their longitudinal institutional impacts. The
updated DXA-SPU framework, reflecting these findings, is
presented in Fig. 1.

A. Organisational Context

In the centralised Saudi governance model, Strategy and
Funding serve as the primary organisational drivers of adop-
tion. The strong statistical support for Strategy (H1) (8 =.121,
p =.001) confirms that a clear roadmap is essential for build-
ing institutional commitment. Qualitative evidence clarifies
that Strategy is not merely a symbolic policy but a mechanism
for translating national goals, such as Saudi Vision 2030, into
sequenced institutional projects. This aligns with [27], which
argues that strategic alignment is a prerequisite for bridging
the gap between high-level policy and practical modernisa-
tion. Similarly, Funding (H3) (8 = .184, p = .002) acts as the
critical "safety net" for technical risk-taking. With the Saudi
higher education market projected to reach $317 million by
2025 [27], financial readiness remains the most significant
precursor to large-scale action.

In contrast, the rejection of Collaboration and Coordination
(H2) (8 =-0.009, p = .773) highlights the "top-down" nature
of this environment. While inter-departmental cooperation is
highly valued during implementation, it does not drive the in-
itial decision to adopt. As noted by [28], hierarchical legacies
in Saudi institutions often create friction that delays collective
efforts, meaning momentum is generated by mandate rather
than horizontal consensus. These results indicate that Digital

Organisational Context

Effective Strategy (ES)

Collaboration & Coordination H2
cc — — = &

Funding & Resources (FR) —Haﬁ

Technological Context

Complexity (CX) —Hd 5
Security (SC) —H5 =
Ease of Use (EU) b HE

Usefulness (UF)

Environmental Context

Regulatory Environment (RE) HO

[ Competitive Pressure (CP) ]—— -

Digital Upskilling (DU) H10
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Transformation adoption in Saudi public universities is gov-
erned by hierarchical triggers, specifically Strategy and Fund-
ing, while Collaboration and Coordination functions as an im-
plementation-stage facilitator rather than a strategic trigger.
This confirms that the institutional governance structure dic-
tates the timing of factor influence, with top-down mandates
preceding bottom-up coordination, providing a necessary cor-
rection to Western models that often assume collaborative
drivers are present from the beginning.

B. Technological Context

Technological adoption depends on a delicate balance be-
tween the perceived value of a tool and the technical barriers
to its entry. Perceived Usefulness (H7) (8 = .272, p <0.001)
emerged as the strongest predictor in the model, as users view
digital tools as fundamental utilities for institutional readiness
in an increasingly Al-literate global landscape [29]. However,
this utility is contingent upon the mitigation of technical risks,
specifically Complexity (H4) (8 =.181, p <0.001) and Secu-
rity (H5) (8 =.131, p =.003). Participants noted that integrat-
ing legacy systems with cloud platforms remains a primary
hurdle, a perspective supported by [30], which identifies the
simplification of traditional constraints as a requirement for
institutional agility.

Security has transitioned from a technical requirement into
a "threshold issue" for institutional trust. Alignment with na-
tional personal data protection laws is now critical to the user
trust required for university-wide e-governance adoption
[31]. While Perceived Ease of Use (H6) (8 = .103, p = .047)
was a significant predictor, its modest impact indicates it is an
"enabler" rather than a primary driver. As argued in [30],
while user-friendly design and training are essential for driv-
ing digital performance, users are willing to navigate greater
complexity if the system's functional value and security are
clearly established.

(impacts )

Institutional Performance (IP)

Administrative Efficiency (AE)

Technical Infrastructure (T1)

H14 Teaching & Learning
Effectiveness (TLE)

Digital Transformation (DX) Adoption

Significant in Quant and Qual

[ Significant in Qual only J

Fig 1. The Validated and Updated DXA-SPU Framework
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These findings suggest that technological adoption de-
pends on a balance between perceived value (UF) and the mit-
igation of technical risk (CX, SC). Strategic commitment is
highest when operational benefits are clear and technical bar-
riers to entry are minimised.

C. Environmental Context

The Regulatory Environment (H8) (5 =.091, p =.009) pro-
vides the legal "backbone" of the framework, with the Na-
tional Transformation Program (NTP) serving as the enabling
force that legitimises digital initiatives. Recent 2025 legisla-
tion and support policies specifically designed to stimulate in-
novation within public institutions [32] provide the confi-
dence universities need to pursue modernisation. This man-
date-driven logic clarifies why Competitive Pressure (H9) (S
=.100, p = 0.068) was not statistically significant. In a cen-
tralised system, market rivalry primarily influences institu-
tional positioning and branding after the infrastructure is es-
tablished, rather than triggering the core decision to adopt
[26].

Furthermore, the strong support for the Digital Upskilling
(H10) (8 = .239, p < 0.001) indicates that adoption is funda-
mentally motivated by the desire to align educational outputs
with labour market needs. The strategic priorities identified in
[33] emphasise that Saudi universities are under increasing
pressure to align digital transformation with student employ-
ability and the human capability requirements of Vision 2030.
These findings reveal that environmental drivers are not
merely external pressures but are strategic imperatives tied to
national socioeconomic goals.

D. Institutional Outcome Impacts

The findings are compatible with a provisional cumulative
sequence rather than a set of parallel benefits. Because the de-
sign is cross-sectional, this ordering rests on the convergence
of the qualitative accounts and the pattern of effect magni-
tudes and is advanced as an interpretation rather than a tested
causal sequence. Foundational operational successes create
the conditions for subsequent academic and reputational
shifts.

Foundational Gains: Technical Infrastructure and Ad-
ministrative Efficiency

The chain begins with Technical Infrastructure (H13: B =
.683, p < 0.001), the foundation on which the other impacts
depend; Administrative Efficiency (H12: § =.753, p <0.001)
is the first and largest gain built on that foundation. Although
Administrative Efficiency carries the higher path coefficient,
Technical Infrastructure remains foundational—a foundation
is judged by what it enables, not by the size of its own asso-
ciation with adoption. These results suggest that the primary
“quick wins” of adoption are located in the university’s back-
office operations.

By automating routine tasks and reducing manual errors,
digital tools have considerably improved administrative per-
formance across Saudi institutions [34]. This operational
streamlining is supported by rapid modernisation of hardware
and software, as reflected at the national level, where Saudi

Arabia’s digital experience maturity reached 86.71% in 2025
[35]. The high impact coefficients for these factors reveal that
while a project may be triggered by national policy, its first
visible institutional footprint rests on creating a robust, Al-
ready technical foundation that simplifies the bureaucratic ex-
perience for staff and students.

Intermediate Gains: Educational Transformation

Once the infrastructure has stabilised, the impact of Digital
Transformation shifts towards Teaching and Learning Effec-
tiveness (H14) (=.639, p <0.001). The qualitative evidence
clarifies that academic shifts are not immediate; they depend
on the prior successful adoption of infrastructure and a coher-
ent digital strategy to enable personalised, flexible learning
pathways. As noted in [29], the 2025 Al curriculum rollouts
and digital educational shifts in Saudi Arabia are now begin-
ning to transform classroom quality, but only in environments
where the "technical friction" has already been minimised.
This indicates that Teaching and Learning Effectiveness is a
mediated outcome; it requires a period of institutional "set-
tling" in which staff and students move beyond basic system
use to meaningful digital engagement.

Long-Term Outcome: Cumulative Institutional Perfor-
mance

The final stage of this sequence is Institutional Perfor-
mance (H11: f = .629, p < 0.001). While highly significant,
its slightly lower coefficient compared to Administrative Ef-
ficiency suggests that performance gains are a delayed, cumu-
lative effect. This aligns with the analysis of institutional ma-
turity at King Khalid University, which posits that perfor-
mance quality is the final result of successfully stabilising the
underlying technical and administrative ecosystem [36]. In
the Saudi context, Institutional Performance is not merely an
internal metric but a symbolic signal of institutional standing.
It combines gains in operational efficiency and pedagogical
excellence to build the reputation and trust needed to meet the
rising expectations of national stakeholders.

This provisional cumulative sequence reveals that digital
transformation is a sustained commitment, with outcome
measures responding to adoption at different rates. The chain
begins with Technical Infrastructure (capacity), which ena-
bles Administrative Efficiency (automation); these opera-
tional gains together facilitate Teaching and Learning Effec-
tiveness (educational quality). These successes culminate in
marked improvement in overall Institutional Performance,
which ultimately contributes to the high-level socioeconomic
goals of Saudi Vision 2030. This sequential logic provides
university leadership with a realistic framework for managing
expectations, suggesting that the most profound academic and
reputational benefits will only emerge after the foundational
operational gaps have been closed.

E. Contributions and Implications

Before detailing these contributions, we state explicitly
how they extend [13]. The earlier paper validated the DXA-
SPU framework statistically but treated all adoption factors
and all institutional impacts as simultaneous, undifferentiated
effects. The present study replaces that static picture with a



dynamic conceptual vision, extended by phase-dependent
drivers on the input side and cumulative impacts on the out-
come side, grounded in evidence that the survey could not
provide.

This study makes three connected contributions. Theoreti-
cally, it advances a stage-based account of adoption in cen-
tralised public universities. Whereas quantitative applications
of TAM and TOE typically model organisational, technolog-
ical, and environmental factors as simultaneous direct predic-
tors [11, 12], our findings indicate that Strategy, Regulatory
Alignment, and Perceived Usefulness shape the decision to
adopt, while Collaboration and Coordination and Competitive
Pressure operate primarily at the implementation and posi-
tioning stages [3, 13]. This distinction helps explain why fac-
tors highly visible in practice may not emerge as direct statis-
tical predictors in cross-sectional data [20, 26]. The frame-
work’s outcome side is equally stage-dependent: rather than
emerging together, institutional impacts follow a provisional
cumulative sequence: Technical Infrastructure forms the
foundation, Administrative Efficiency is the first and most
visible gain built on it, Teaching and Learning Effectiveness
follows, and Institutional Performance accumulates last.
These compounding impacts extend to graduate readiness and
the broader national knowledge economy [6, 7].

Methodologically, the study demonstrates that a sequential
explanatory design can serve an analytical rather than merely
descriptive function [24]: the non-significance of H2 and H9
was only resolvable through the qualitative strand, which re-
vealed the centralised governance logic behind them. Inter-
viewing senior decision-makers, rather than end users, is
therefore especially suited to explaining the governance pro-
cesses that shape institutional adoption.

Practically, the findings offer university leaders a staged
template. National policy direction creates the legitimacy
needed to initiate transformation; leaders should then make
system value visible, treat security as an enabling condition
rather than a post-adoption concern, support staff through
phased rollouts, and plan resourcing across the full adoption
cycle [13]. Because benefits accrue progressively, from the
Technical Infrastructure foundation through Administrative
Efficiency and Teaching and Learning Effectiveness to Insti-
tutional Performance, investment must be sustained across
successive cycles rather than expected to deliver uniformly or
immediately. These contributions invite extension to compa-
rable governance contexts, such as Gulf Cooperation Council
university systems, and to decentralised or private settings, to
test whether the phase-dependent drivers and cumulative im-
pacts identified here generalise [3, 13].

VI. CONCLUSION, LIMITATIONS AND FUTURE WORK

This study provides a contextually grounded examination
of Digital Transformation in Saudi public universities by in-
tegrating quantitative validation [13] with qualitative institu-
tional evidence. By bridging the gap between the statistical
results of the DXA-SPU framework (#n=447) and the opera-
tional experiences of senior IT leaders (n=11), the research
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clarifies that adoption in this setting is a Phase-Dependent
process. The findings demonstrate that while national man-
dates and institutional Strategy trigger the initial decision to
adopt, factors such as Collaboration and Coordination and
Competitive Pressure emerge as vital facilitators during the
implementation and positioning stages. Furthermore, the
study establishes that the resulting benefits accumulate in a
specific temporal sequence, from the Technical Infrastructure
foundation through Administrative Efficiency and Teaching
and Learning Effectiveness to Institutional Performance. This
longitudinal perspective confirms that digital change is a sus-
tained commitment that ultimately strengthens graduate la-
bour market readiness and contributes to Saudi Arabia’s na-
tional knowledge economy. Whereas our previous paper [13]
reported that 12 of 14 hypothesised relationships held, the
present study explains why the two exceptions occurred and
the order in which the four institutional benefits materialise,
thereby moving the framework from a validated static model
to a dynamic, phase-aware conceptual vision.

Limitations and Future Directions

Despite these insights, several limitations provide opportu-
nities for further research. The primary constraint is the cross-
sectional design, which captured institutional perceptions at
specific points in time between 2024 and 2025. Because Dig-
ital Transformation is an ongoing process, a temporal snap-
shot cannot fully capture the "intention-behaviour gap," in
which strong adoption intentions do not always translate into
actual usage [37, 38]. Future research should employ longitu-
dinal designs to track institutions over several years, provid-
ing objective evidence of how adoption decisions evolve into
long-term implementation. Furthermore, while the qualitative
phase targeted strategic decision-makers to address the initial
survey's faculty-heavy composition, students' and administra-
tive personnel's perspectives remain underrepresented. Future
studies should adopt stratified, multi-stakeholder sampling to
capture the diverse experiences of the entire university com-
munity.

The geographical and institutional scope of this study also
suggests areas for expansion. The findings are specific to the
centralised governance of Saudi public universities during a
unique period of national transformation under Saudi Vision
2030. Consequently, the non-significance of factors such as
Competitive Pressure may not hold for private universities or
decentralised international systems. Comparative studies
across the Gulf Cooperation Council (GCC) region or be-
tween public and private sectors would clarify which aspects
of the DXA-SPU framework are universal and which are con-
text-specific. Finally, as the current outcome measures are
perceptual, future investigations should link survey data with
objective institutional records, such as administrative pro-
cessing times or research outputs, to strengthen the evidence
base for the framework’s impact on institutional excellence.
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Abstract—The continuous development of computers has made
software that performs calculations in various fields of science,
including economics, significantly more efficient.

This paper presents two parallel implementations developed in
Java and a performance analysis of Monte Carlo simulations for
Value-at-Risk estimation, using geometric Brownian motions and
a log-normal distribution of returns. The first implementation
variant utilizes data parallelism and parallel loops. The second
implementation variant, in addition to data parallelism and
parallel loops, also utilizes task parallelism and the fork-join
model.

Software tests were conducted on three computers equipped
with Intel processors. The main area of research was the
dependence of simulation execution time and speedup on the
number of threads and data size. The program’s performance
was accelerated by more than 42 times.

I. INTRODUCTION

DVANCES in computer technology in recent years have

significantly contributed to increasing the efficiency of
computations in various fields of science, including economics.
This article presents two variants of a multithreaded implemen-
tation of Monte Carlo simulation for Value-at-Risk estimation.
Value-at-Risk is a key element in financial analysis, as it is
one of the factors that allows financial institutions to estimate
market risk [1]. One method for estimating Value-at-Risk is
Monte Carlo simulation. Obtaining an accurate result using
this method involves lengthy computation time [2], so it is
worthwhile to employ parallel programming to reduce this
time.

To date, numerous studies have been conducted on how to
accelerate the Monte Carlo simulation process for Value-at-
Risk estimation using Intel AVX [3] and high-performance
GPU accelerators [4], as well as the CUDA [5] and Intel MIC
architectures [6]. Parallel programming in C/C++ was used to
estimate Value-at-Risk using the Delta-Gamma Monte Carlo
method [7].

This article aimed to develop an implementation using
parallel programming to accelerate the overall simulation
process. Java was chosen as the programming language, as it
provides numerous tools for handling multithreading. The first
implementation variant utilizes data parallelism and parallel
loops. The second implementation variant, in addition to data
parallelism and parallel loops, also utilizes task parallelism
and the fork-join model. Furthermore, few references in the
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literature that combine the topic of Value-at-Risk with pro-
gramming use the Java language.

The software tests were conducted on three server-class
computers equipped with Intel processors, each of which has
a different architecture and number of cores.

The remainder of the article is structured as follows. Section
II provides an introduction to the economic and mathematical
theory, which familiarizes the reader with the definition of
Value-at-Risk and the basic mathematical formulas on which
the implemented simulation is based. Section III describes
the details of both implementations, highlighting mechanisms
from the java.util.concurrent package. In addition,
the functioning strategies of both implementations are pre-
sented, highlighting the types of parallelism and parallel
programming patterns used. Section IV contains a detailed
description of the test environment, as well as the results of the
software testing, focusing on how time and speedup depend
on the number of threads and the data size.

II. MONTE CARLO SIMULATION IN VALUE-AT-RISK
ESTIMATION

Value-at-Risk is a statistical measure of the risk of a decline
in market value, based on the current market value, which
depends on a specific time horizon and tolerance level [8].
One method for estimating Value-at-Risk is Monte Carlo
simulation, which involves repeatedly simulating a random
process for given financial instruments in an effort to account
for various situations that may arise in the financial market [8].
This allows for the calculation of return rates from predefined
probability distributions. This approach enables the reflection
of the distribution of the entire investment portfolio, which
allows for the estimation of Value-at-Risk [1].

One of the fundamental pillars of Monte Carlo simulation
is the use of historical data — past observed asset prices.
Furthermore, this method requires the use of an appropriate
stochastic process. A correlation matrix is also used, created
by multiplying the covariance matrix of the assets, which has
previously undergone Cholesky decomposition, by a vector of
generated standard normal variables. The process of calcu-
lating Value-at-Risk in this way boils down to the following
steps:

1) Selection of the stochastic process and parameters.

Thematic Session: Computer Aspects of
Numerical Algorithms
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2) Generation of pseudo-random numbers used to calculate
individual asset prices.

3) Calculation of asset values over a given time horizon.

4) Calculating potential losses and sorting them.

5) Determining Value-at-Risk as a quantile [8].

In this study, geometric Brownian motions combined with
a log-normal distribution of returns was used to simulate price
paths, and the future values of the assets in the portfolio were
calculated using the following formula:

S(t) = S(0) exp <[u - ;02} t+ 0W(t)> W

where:

o S(0) — initial value of the asset,
o i — drift,
« 0 — volatility,
¢ W — standard Brownian Motion.
The above formula can be generalized to the following form:
— -0

S(tiy1) = S(t:) exp ( [M ; 2} (tig1 —ti)

+U\/ti+17tiz’i+l)7 7::0717"'7”717

2

where:
o S(tiy1) — asset price at time t;41,
e Z;y1 — independent standard normal variable [9].

The marginal distribution S(r) is an exponential normal
distribution, known as a log-normal distribution, which allows
returns to be calculated using the formula:

e R; — return on the i-th asset at time #;_1,
e S(t;) — asset price at time ;.

3

where:

Potential losses are calculated by subtracting the expected
value of the asset from its initial price. These losses are then
sorted, and Value-at-Risk is calculated based on this.

III. IMPLEMENTATION

Two variants of the parallel implementation of the previ-
ously described simulation were created. Both implementa-
tions use parallel loops. Additionally, the second variant also
uses the fork-join model. The algorithm takes as input an array
of asset prices in the investment portfolio, an array of asset
weights, a confidence level, the number of days for which
the simulation is to be executed, the number of price path
simulations for each asset, and the number of threads on which
the program is to run.

The primary data type used in both implementations is
BigDecimal, which provides high decimal precision and
control over number rounding — a feature that is extremely
important from an economic standpoint, as it allows for highly
accurate results.

COMMUNICATION PAPERS OF THE FEDCSIS. RIGA, LATVIA, 2026

The class responsible for generating pseudorandom numbers
when creating a vector of independent normal variables is
the SplittableRandom, whose instances are passed to
threads by calling the split method on the parent object,
which is not subsequently used to generate pseudorandom
values, allowing threads to safely use the newly created
objects [10]. Additionally, the Box-Muller transformation was
used to obtain values from the normal distribution.

In both implementations, potential losses are sorted by
calling the parallelSort method of the Arrays class.
However, ensuring that the covariance matrix is positive def-
inite and performing the Cholesky decomposition is executed
sequentially what does not significantly affect the program’s

efficiency.

The first implementation primarily focuses on
data  parallelism. The most important class is
MonteCarloSimulationMultithreaded, which

contains the runSimulation method responsible for
starting the simulation and calling the other methods tasked
with calculating the individual parameters necessary to
perform the price path simulation. These methods launch
thread classes, most of which implement the Runnable
interface, with the exception of the class involved in
calculating the initial portfolio value, which implements the
Callable interface. The use of this interface necessitated
the use of the ExecutorService and Future interfaces.
Each thread receives its own uniform data range on which it
performs specific operations, although the last thread created
may receive a larger data range if an even distribution is
not possible. This approach prevents a race condition for
resource access. The CountDownLatch class was used
as the synchronization mechanism, which notifies the main
thread when it is possible to resume work.

In the second parallel implementation, task parallelism

was used in addition to data parallelism. The
most important class in this implementation is the
MonteCarloSimulationMultithreaded?2 class,

which, as in the first implementation, has a runSimulation
method. A ForkJoinPool thread pool is created with
the number of threads allocated for the entire simulation.
Additionally, the CompletableFuture class is used,
which allows for the asynchronous execution of the following
tasks:

o creating and decomposing the covariance matrix,

« calculating volatility,

o calculating the initial portfolio value.

If only two threads are allocated for the entire simulation,
the decomposed matrix is created on one thread, while the
operations responsible for calculating volatility and the initial
portfolio value are performed on the other thread. The methods
responsible for performing the tasks listed above do not
create separate threads — the method execution process occurs
sequentially.

The rest of the methods in the simulation work identically to
the first implementation, with the exception of price path sim-
ulation, for which the parallel method of the IntStream
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interface is used, allowing the previously created thread pool
to fully manage the assignment of tasks to threads.

IV. PERFORMANCE ANALYSIS AND TEST ENVIRONMENT

The tests were conducted on three computers designated
Cl1, C2, and C3, each equipped with a different server-class
processor, with each subsequent model has better parameters
than the previous one. Their detailed specifications are as
follows:

o C1 (2x Intel Xeon Gold 5218R) — 20 cores / 40 threads,

Cascade Lake Refresh architecture (14 nm);
e C2 (2x Intel Xeon Gold 6342) — 24 cores / 48 threads,
Ice Lake-SP architecture (10 nm);

e C3 (2x Intel Xeon Platinum 8358) — 32 cores / 64

threads, Ice Lake-SP architecture (10 nm).

The testing process began by running the sequential
implementation, followed by each of the parallel
implementations, executed sequentially on a number of threads
ranging from 1 to the maximum number of logical threads
available. The simulation duration was the total execution
time of the runSimulation method. Time measurement was
performed using the System.nanoTime () method. The
speedup is the ratio of the execution time of the sequential
version of the program to the execution time of the parallel
version. The program was primarily tested using ten different
datasets (asset portfolios and weight matrices), each of which
had a different size. The remaining input parameters, with the
exception of the number of threads such as the confidence
level were constant for all datasets.

The symbol x in the legend of the figures presented later in
this article denotes the multiple of the data size relative to the
smallest tested data size. This means that in the case of a size
of 10x, the data size is ten times larger than the smallest tested
data size.

For all computers, the execution time of both implementa-
tions is inversely proportional to the number of threads used
in the simulation, which is fully consistent with Amdahl’s law,
which states that the maximum theoretical speedup has already
been achieved [11].

Figure 1 shows the relationship between acceleration and the
number of threads for the first version of the parallel imple-
mentation on computer C1. A sharp increase in performance
is noticeable up to 20 threads, followed by a certain plateau,
likely caused by the fact that the processor had been using
physical cores up to that point, and after exceeding 20 threads,
it begins to utilize Hyper-Threading, which causes threads to
compete for resources at the level of the physical processor
core. From around 40 threads, the performance begins to rise
slowly again, as the second processor is also utilized, though
the increases are no longer as sharp as at the beginning,
because the processor must access resources from RAM.

In Figure 2, which shows the performance of the second
parallel implementation on computer C1, a sharp increase
in performance up to about 20 threads can be observed,
followed by a slight plateau at around 40 threads. This may

The relationship between the speedup and the number of threads
for the first parallel implementation on computer C1
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Fig. 1. The relationship between the speedup and the number of threads for
the first parallel implementation on computer C1

be caused by competition for thread resources on the same
cores, which could be due to work-stealing algorithm in the
ForkJoinPool thread pool. Next, there is another sharp
increase in performance due to the use of a second processor,
followed by a plateau at a high number of threads, for the
same reasons as in the case of the first plateau.

The relationship between the speedup and the number of threads
for the second parallel implementation on computer C1
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Fig. 2. The relationship between the speedup and the number of threads for
the second parallel implementation on computer C1

In Figures 3 and 4, which show the relationship between
performance and the number of threads for the first parallel
implementation on computers C2 and C3, a rapid increase
in performance can be observed until the number of threads
equals the number of processor cores, followed by a period of
very large fluctuations resulting from the start of more inten-
sive use of the second processor and overheads associated with



the NUMA architecture, such as access to remote memory and
increased cache coherence traffic. This is followed by a slight
decline in performance and a steady increase that is no longer
as rapid, which is likely due to reaching memory bandwidth
limits and increased synchronization costs between threads.

The relationship between the speedup and the number of threads

for the first parallel implementation on computer C2
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Fig. 3. The relationship between the speedup and the number of threads for
the first parallel implementation on computer C2

The relationship between the speedup and the number of threads

for the first parallel implementation on computer C3
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Fig. 4. The relationship between the speedup and the number of threads for
the first parallel implementation on computer C3

Figures 5 and 6 show the relationship between performance
scaling and the number of threads for the second implementa-
tion on computers C2 and C3. A steep increase in performance
is observed as long as the number of threads does not exceed
the number of physical cores in the processor. Once the
number of cores is exceeded, the rate of increase slows down
and fluctuations appear, related to the high load on the first
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processor and the low load on the second processor. However,
as the number of threads increases and the second processor’s
workload grows, further increases in acceleration can be
observed. Noteworthy is the drastic drop in performance on
the C2 computer for just over 60 threads with the smallest
dataset, likely caused by excessive overhead associated with
thread management by the thread pool.

The relationship between the speedup and the number of threads
for the second parallel implementation on computer C2
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Fig. 5. The relationship between the speedup and the number of threads for

the second parallel implementation on computer C2

The relationship between the speedup and the number of threads
for the second parallel implementation on computer C3
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Fig. 6. The relationship between the speedup and the number of threads for
the second parallel implementation on computer C3

Summarizing the results from all computers, the shortest
runtime for the maximum number of threads for data sizes
ranging from 1x to 10x was recorded for the first imple-
mentation on computer C2, although for small datasets, the
results of both implementations on computers C2 and C3 are
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very similar, as shown in Figure 7. In contrast, the longest
runtime was measured for both implementations running on
computer C1.

The relationship between the execution time of
both parallel implementations and the data size for
the maximum number of threads across all computers

—— 1st implementation on C1

1st implementation on C2
54 =—— 1lstimplementation on C3
—— 2nd implementation on C1
—— 2nd implementation on C2
4 {4 — 2nd implementation on C3

they match the programs running on computer C2. It should
be noted that computer C3, which has the largest number of
cores, did not achieve the highest speedup for this data range in
every case. Therefore, both implementations were additionally
tested for data sizes of 15x, 20x, 25x, and 30x. The results are
presented in Tables I and II. For a data size of 15x, the highest
speedup was recorded for the second implementation variant,
running on computer C2. However, for data sizes of 20x,
25x, and 30x, the greatest speedups were recorded for both
implementations running on computer C3, and the speedup
for the second implementation for 30x data exceeded 42X,
indicating that for this computer, the input data size must be
sufficiently large.

TABLE I
SPEEDUP OF THE FIRST IMPLEMENTATION FOR DATA SIZES OF 15x, 20x,
25x AND 30x ON ALL COMPUTERS

T T
1x 2% 3x 4x 5x (54 T 8x 9 10x
Data size

Fig. 7. The relationship between the execution time of both parallel imple-
mentations and the data size for the maximum number of threads across all
computers

The greatest speedup for data sizes ranging from 1x to
10x was observed for the first version of the implementation
on computer C2, with the exception of the smallest dataset,
for which the greatest speedup was observed for the second
version of the implementation on computer C2, as shown in
Figure 8.

The relationship between speedup of
both parallel implementations and the data size for
the maximum number of threads across all computers

1st implementation on C1
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Fig. 8. The relationship between speedup of both parallel implementations
and the data size for the maximum number of threads across all computers

The speedups measured for both implementations across
data sizes ranging from 1x to 10x, when run on the C3
computer, show a similar trend, and for the 7x data size,

Speedup of the first implementation for data sizes of 15x, 20x, 25x and
30x on all computers
Cl Cc2 C3
15x 19.7235 29.6798 27.5808
20x 20.6108 31.0633 32.5892
25x 25.2650 35.7620 37.5054
30x 25.8888 38.0322 40.9800
TABLE 11

SPEEDUP OF THE SECOND IMPLEMENTATION FOR DATA SIZES OF 15x, 20x,
25x AND 30x ON ALL COMPUTERS

Speedup of the second implementation for data sizes of 15x, 20x, 25x
and 30x on all computers
Cl C2 C3
15x 20.5501 32,5164 32.3631
20x 22.9676 34.4352 38.1631
25x 25.8211 37.3377 40.5544
30x 25.7501 38.3150 42.7427

The smallest speedups were recorded for both implemen-
tations running on computer C1. For all data sizes, the first
implementation was faster, with the exception of the smallest
data size.

V. CONCLUSION

This paper demonstrated how parallelizing the implementa-
tion of Monte Carlo simulations for Value-at-Risk estimation,
using geometric Brownian motions and a log-normal return
distribution, contributed to faster computation times. The
performance of both implementations depended on the types
of parallelism and parallelism patterns employed. Tests were
conducted on three server-class computers with varying num-
bers of cores and architectures, focusing on the dependence
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of execution time and speedup on the number of threads and
the size of the input data.

The tests confirmed the superiority of multithreaded imple-

mentations over the sequential version, as the speedup ranged
from just over 19X to more than 42x.
The greatest performance gains for the 1x—10x datasets were
observed on computer C2 for the first implementation variant,
with the exception of the smallest dataset, for which the second
implementation variant, run on the same computer, was the
fastest. In contrast, for larger datasets, the greatest performance
gains were recorded for the implementations run on computer
C3. The programs running on computer C1 performed the
slowest, particularly the second implementation variant, with
the exception of the result for the smallest dataset.

Research has confirmed that the effectiveness of parallel
implementations depends on the number of processor cores,
as well as on how the operating system and the Java virtual
machine manage threads. The architecture of the computer
system, as well as the type and size of the input data, are also
key factors.

Future research on the parallel implementation of Monte
Carlo simulations for Value-at-Risk estimation could focus on
testing the software not only on various CPUs but also on
GPUs. It would be worthwhile to explore other programming
languages and compare which implementation yields the great-
est performance boost.
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Abstract—Artificial Intelligence (AI) is increasingly having
a strong impact on education, spanning personalization, au-
tomation, and data-driven decision-making. Although promising
and disruptive, its implementation also entails structural risks,
including algorithmic bias, unequal access to digital resources,
and a lack of governance frameworks. OECD (2023) reports
that over 60% of schools in high-income countries use Al-
driven educational tools, while a UNESCO (2023) survey of 450
institutions identifies the absence of national regulations as a
primary reason for the lack of institutional guidance. This results
in uneven and fragmented adoption of Al tools and policies.

This paper provides a dual contribution. First, it introduces
INCLUDE-AI (INCLUsive Artificial Intelligence for Democratic
and Accessible Education), a Europe-oriented multi-level gov-
ernance framework designed to operationalize inclusive and
trustworthy AI across educational systems. Second, it presents
G.LLU.L.ILA. (Gender-Inclusive Use of Learning Intelligence &
Al), a territorial implementation model developed in the Bologna
educational ecosystem as a context-sensitive extension of the
broader framework. The study adopts a cross-national and
participatory design perspective involving Italy and Austria,
combining ethnographic observation with applied socio-technical
analysis. To demonstrate how European-level strategies can be
translated into localized, gender-aware educational practices,
the paper proposes a socio-technical architecture, a governance
taxonomy, and a set of measurable indicators. Evidence from
an exploratory mixed-methods pilot involving 312 students and
78 educators indicates a persistent gender-based gap in self-
assessed Al literacy and conditional educator trust, suggesting
that inclusion treated as a design principle rather than a
corrective measure is a precondition for equitable AI adoption
in education.

Index Terms—Artificial Intelligence in Education, Inclusive
Education, AI Ethics, Digital Governance, Learning Analytics,
Socio-Technical Systems, Educational Innovation, Complex Sys-
tems Management

I. INTRODUCTION

TTEMPTS to introduce Atrtificial Intelligence into educa-
tion began in 1960 with PLATO (Programmed Logic for
Automatic Teaching Operations), but the major breakthrough
came with ChatGPT in 2022. The integration of Natural
Language Processing is among today’s major transformations
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in knowledge distribution, with formal and informal learning
now using adaptive environments, predictive analytics, and
automated assessment. This fast diffusion of generative Al
poses significant ethical and regulatory challenges, including
data management, algorithmic bias, and systemic inequalities
[1]. On the opportunity side, personalized learning has been
shown to produce statistically significant gains in student
performance, particularly in mathematics [2].

However, notwithstanding the technological progress, crit-
ical evidence challenges this promise, pointing to systemic
risks. Because algorithmic systems use data at their core, im-
plement assumptions, and are applied in institutional contexts,
they are not unbiased. Commercial facial analysis systems
based on machine learning can exhibit substantial disparities
in accuracy across demographic groups [3]. This points out
to biases that are automatically embedded at the core of
Al systems through data. In educational settings, these risks
are further amplified by structural inequalities in access to
digital infrastructures. The World Bank (2021) [4] estimates
that a majority of students in many countries lack access to
digital devices or internet connectivity. This results in a strong,
uneven participation and a broadened lack of opportunities for
them.

At the same time, governance has not kept pace with
technological development. The EU has responded with major
initiatives—the AI Act (2024), which classifies educational
applications as high-risk given their impact on fundamental
rights, and the Digital Education Action Plan (2021-2027)
[5], which sets out a vision for inclusive, accessible digital
education. Yet the translation of these frameworks into oper-
ational practice remains uneven and fragmented, particularly
at the regional level: schools frequently lack the technical in-
frastructure, competencies, and governance structures needed
to engage critically with Al, while the opacity of many sys-
tems further reduces educators’ trust and capacity to evaluate
algorithmic recommendations [6].

This paper contributes to the emerging field of Artificial
Intelligence in education in three main ways. First, it devel-
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ops INCLUDE-AI, a multi-level governance framework that
integrates infrastructure, data governance, algorithmic design,
and pedagogy within a unified socio-technical perspective.
Second, it introduces G.I.U.L.ILA. as a territorially grounded
implementation model, offering an applied, context-sensitive
extension of European-level strategies, with a specific focus on
gender inclusion. Third, the paper advances the operationaliza-
tion of inclusion-by-design by proposing a set of measurable
dimensions and indicators to evaluate fairness, accessibility,
and participation in Al-enabled educational systems.

Unlike existing frameworks, this study explicitly opera-
tionalizes inclusion through measurable indicators and inte-
grates gender as a structural dimension of Al governance.

The remainder of the paper is organized as follows.
Section II reviews related work and positions INCLUDE-
Al against existing frameworks. Section III presents the
INCLUDE-AI architecture, governance taxonomy, and indi-
cators. Section IV introduces G.I.LU.L.ILA. and maps it onto
INCLUDE-AL Section V describes the mixed-methods design
and empirical findings. Sections VI and VII discuss implica-
tions and limitations, and Section VIII concludes.

II. LITERATURE REVIEW AND THEORETICAL
FRAMEWORK

The literature on Artificial Intelligence in education in-
creasingly recognizes both its potential and its limitations.
While Al enables new forms of personalization, allowing
systems to adapt to individual learning paths, several studies
highlight that these systems are often built on data structures
that reflect existing social and institutional biases. Students
from disadvantaged backgrounds use less structured and less
complete data due to factors such as unstable internet access,
lower digital literacy, and limited engagement with digital
learning platforms [7]. A recent meta-systematic review high-
lights that the field of AI in education remains dominated
by performance-oriented studies, while ethical and governance
dimensions are still underdeveloped [8].

From an ethical perspective, the debate has increasingly
focused on the principles of transparency, fairness, and ac-
countability. A comprehensive framework for ethical Al has
emphasized the importance of human-centered design and
responsible innovation [9]. However, ethical principles alone
are insufficient if they are not embedded within the technical
and organizational structures of Al systems [10]. This obser-
vation is particularly relevant in educational contexts, where
the interaction between technology and pedagogy is deeply
intertwined.

Al literacy is widely seen as a critical enabler of meaningful
engagement with Al systems [11], encompassing not only
technical skills but also the capacity to understand, critically
evaluate, and ethically reflect on algorithmic systems. Cru-
cially, this competence is unevenly distributed, with dispari-
ties associated with gender, socio-economic background, and
geographic context [12]. Where students and educators cannot
critically assess the outputs of adaptive systems, existing
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inequalities are reproduced rather than reduced, making inclu-
sive and context-sensitive Al-literacy programs a precondition
for equitable integration of Al in education [13].

In parallel, research on digital infrastructures highlights the
importance of robust, interoperable systems to support Al
applications. In education, interoperable digital infrastructures
and shared platforms enable data to flow across systems and
support large-scale storage, processing, and analysis [14]. Yet,
the relationship between infrastructure and pedagogy remains
underexplored, with most studies treating these domains sep-
arately. This fragmentation limits the ability to develop inte-
grated solutions that address the multifaceted nature of Al in
education. For example, recent FedCSIS contributions present
capable Al-driven educational tools—an LLM-based feedback
generator for an intelligent tutoring system [15] and an Al-
supported generator of programming exercises [16]—yet such
tools are typically designed and evaluated as isolated artifacts,
without an explicit data-governance, fairness, or inclusion
layer wrapped around them. A device-provisioning decision
taken independently of teacher training and data governance
can likewise leave a well-designed adaptive tool unused
where connectivity or competence is lacking. INCLUDE-AI
is positioned precisely at this gap: rather than proposing
another tool or another set of abstract principles, it specifies
how infrastructure, data, algorithms, and pedagogy must be
governed jointly, and pairs each dimension with a measurable
indicator—an emphasis that the compared frameworks [6], [9],
[13] address only partially (Table I).

The theoretical foundation of this work builds upon the
concept of socio-technical systems, which underlines the in-
terdependence between technological components and social
practices. Within this perspective, educational institutions are
systems in which Al technologies, data governance mech-
anisms, pedagogical practices, and institutional values are
intertwined. Taken together, these perspectives suggest that Al
in education cannot be adequately addressed through isolated
technical or ethical approaches. It requires an integrated socio-
technical framework in which governance, infrastructure, and
pedagogy are treated as interdependent dimensions.

Table I provides a dimension-based comparison between
INCLUDE-AI and the most relevant existing frameworks in
this area. Specifically, the table contrasts INCLUDE-AI with
Floridi et al.’s general ethical Al framework [9], Holmes
et al’s education-specific treatment of Al ethics [6], and
UNESCO’s Al Competency Framework for Teachers [13].
This comparison is not intended to equate these frameworks
methodologically, but rather to examine whether they explic-
itly address core dimensions relevant to equitable Al inte-
gration in education, namely infrastructure, data governance,
algorithmic fairness, pedagogy, gender inclusion, and measur-
able indicators.

III. THE INCLUDE-AI FRAMEWORK

The central contribution of this paper is a multilevel frame-
work that operationalizes inclusive and ethical AI within
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TABLE 1
COMPARISON OF INCLUDE-AI WITH EXISTING FRAMEWORKS

Dimension INCLUDE-AI Floridi Holmes UNESCO
Infrastructure v - - -
Data v v Partial
Governance

Algorithmic v v Partial
Fairness

Pedagogy v - v v
Gender Inclu- v - Partial Partial
sion

Measurable In- v - - Partial

dicators

educational ecosystems, moving beyond abstract ethical dis-
cussion toward a design-oriented approach to Al governance
at the European level. Its premise is that inclusion and trust-
worthiness cannot be achieved through isolated interventions
but require systemic integration across multiple layers of the
educational ecosystem.

At the infrastructural level, the framework emphasizes the
importance of robust, scalable digital environments that sup-
port data-intensive Al applications. This includes cloud-based
architectures, interoperable data systems, and secure network
infrastructures aligned with European strategies on digital
sovereignty. Infrastructure is not treated as a neutral enabler,
but as a determinant of access and participation, directly
influencing the distribution of opportunities within educational
systems.

The data governance dimension addresses issues related to
data quality, bias mitigation, and regulatory compliance. Par-
ticular attention is given to the alignment with European legal
frameworks, including the General Data Protection Regulation
and the emerging Al Act. The framework aims to adopt data
models that ensure transparency, accountability, and ethical
principles.

At the algorithmic level, INCLUDE-AI supports the de-
velopment of explainable and fairness-aware models. The
opacity of many Al systems has been identified as a major
barrier to trust and adoption, particularly among educators,
for whom understandability and explainability are central to
confidence in Al-enabled educational tools [17]. By promoting
explainability and auditability, the framework seeks to enhance
users’ capacity to critically engage with algorithmic outputs.

The pedagogical level integrates principles of inclusive
education into the design and implementation of Al systems.
This involves adapting technologies to diverse learning needs
and rethinking educators’ roles as active agents in building
Al-enhanced learning environments. This level also addresses
the risk of cognitive offloading. In such cases, students may
delegate critical thinking and analytical reasoning to Al sys-
tems, thereby undermining the development of their cognitive
skills. The framework advocates pedagogical approaches that
position Al as a tool to augment, not replace, human cognitive
engagement, ensuring that learners retain agency over their
learning processes.

The four levels of the INCLUDE-AI framework are not

Pedagogical Level
Inclusive education, adap-
tive learning, educator agency

e a
Algorithmic Level &
Explainability, fairness-aware models, auditability g
L J >
T >z
- ~ £
Data Governance z
Data quality, bias mitigation, S

GDPR/AI Act compliance

T

Infrastructure Level
Cloud architectures, interopera-

L ble data systems, network security )

Fig. 1. INCLUDE-AI Framework: Four-layer socio-technical architecture
with bidirectional interdependencies.

conceived as independent layers, but as interdependent dimen-
sions that interact dynamically. For example, the quality and
representativeness of training data (data governance) directly
affect the fairness of algorithmic outputs (at the algorithmic
level). This, in turn, shapes the pedagogical experiences of
diverse learner populations (pedagogical level). Similarly, the
availability and robustness of digital infrastructure (at the
infrastructure level) constrain the range of Al applications
that can be deployed in a given educational context. Figure 1
illustrates the four-layer architecture. The vertical ordering
should be read as a socio-technical stratification (from material
substrate to human practice) rather than as a strict service-
dependency stack: the bidirectional arrows denote mutual
constraint between adjacent strata, not a one-directional, top-
down dependency. The model is thus better understood as
a constrained interaction graph rendered in layered form for
readability, and the layers are not assumed to be independently
substitutable.

The governance taxonomy maps core dimensions across
levels, actors, and mechanisms. This structure facilitates the
transition from normative principles to actionable governance
practices, supporting measurable, context-sensitive implemen-
tation. Table II presents this taxonomy.

A key innovation of INCLUDE-AI is the development of
measurable indicators. This allows for the empirical assess-
ment of inclusion, addressing a major limitation of existing
frameworks that remain primarily normative. Table III presents
the core inclusion-by-design indicators that guide the frame-
work’s operationalization.

IV. G.I.U.L.I.A.: TERRITORIAL IMPLEMENTATION AND
GENDER-INCLUSIVE GOVERNANCE

While INCLUDE-AI provides a European-level architec-
ture, its effective implementation requires translation into
context-specific practices. The G.ILU.L.ILA. framework rep-
resents this translation, embodying a territorial' and applied
dimension developed within the Bologna (Emilia-Romagna
Region) educational ecosystem.

"We use ferritorial in the sense of European cohesion and regional policy,
i.e. a sub-national (regional/local) level of implementation; the term is used
interchangeably with regional throughout.
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TABLE I
INCLUDE-AI GOVERNANCE TAXONOMY

Dimension Level Actors Mechanisms Indicators

Infrastructure Macro/Meso  Governments, Institutions Cloud systems, interoperability Access rate, system availability
Data Governance Macro/Meso  Regulators, Schools GDPR compliance, data stewardship ~ Data transparency, bias audits
Algorithmic Meso/Micro  Developers, EdTech providers — Explainability, fairness-aware models  Perceived fairness, auditability
Pedagogical Micro/Meso  Teachers, Students Co-design, inclusive curricula Engagement, inclusion index
Governance Cross-level Policymakers, Stakeholders Multi-stakeholder accountability Trust level, participation rate

TABLE 111
INCLUDE-AI: INCLUSION-BY-DESIGN INDICATORS

Dimension  Indicator Measurement
Approach

Access Availability Infrastructure audit; stu-
of Al-enabled dent survey
learning tools

Fairness Perceived Likert-scale
algorithmic educator/student survey
fairness

Literacy Gender- Self-assessment
disaggregated questionnaire
Al literacy levels

Transparency Transparency Semi-structured
perception among  interviews; survey
educators

Participation Stakeholder Co-design workshop
involvement in attendance; qualitative
Al governance analysis

The conceptual contribution of this project lies in its explicit
focus on gender inclusion as a structural component of Al
governance. Existing approaches often treat gender disparities
as secondary effects of technological systems; by contrast,
G.ILU.L.LLA. frames gender as a central dimension influencing
access to resources, participation in decision-making, and
interaction with Al systems.

In operational terms, “gender-aware” refers to four concrete
mechanisms enacted in the pilot rather than to a general ori-
entation. First, gender-disaggregated baseline measurement:
Al-literacy and confidence were measured separately for male
and female students (Table VIb) and used as a design input,
so that observed gaps shaped subsequent activities rather than
merely being reported. Second, balanced participation: co-
design workshops applied a participation target ensuring that
female students and teachers were represented in proportion to,
or above, their share in each setting, and facilitation explicitly
elicited their input. Third, stereotype review of materials:
worked examples, prompts, and role models used in the Al-
supported activities were screened to avoid gendered stereo-
types (e.g. default male framing of technical roles) and revised
accordingly. Fourth, gender-sensitive monitoring: the inclusion
indicators in Table III retain gender as a disaggregation axis,
so equity effects are tracked over time rather than assumed.
These mechanisms are deliberately lightweight and procedural,
which is what makes them transferable to institutions with

TABLE IV
MAPPING G.I.U.L.I.LA. LEVELS OF ACTION ONTO INCLUDE-AI LAYERS

G.I.UL.LA. INCLUDE-AI Concrete mechanism in
level layer(s) enacted pilot
Individual Pedagogical, Critical Al-literacy mod-
Algorithmic  (end- ules; reading and contest-
user view) ing algorithmic outputs
Pedagogical ~ Pedagogical, Data  Inclusive curricula;
Governance consent-aware data use;
bias review of teaching
materials
Organizational Infrastructure, Data  Procurement and inter-

Governance, Gover-
nance (cross-level)

operability decisions; ac-
countability roles; trans-
parency protocols

limited resources.

The framework adopts a multi-level perspective. At the indi-
vidual level, it promotes the development of critical Al literacy
among educators and students, enabling them to understand
and question algorithmic processes. At the pedagogical level,
it supports the design of inclusive learning environments that
account for diverse cognitive and social dynamics. At the
organizational level, it introduces governance mechanisms to
enhance transparency, accountability, and participation in Al
adoption decision-making.

It is important to clarify the relationship between the two
frameworks, since their organizing axes differ by design.
INCLUDE-ALI is structured by socio-technical layers (infras-
tructure, data governance, algorithmic, pedagogical), i.e. what
must be governed; G.LLU.L.LLA. is structured by levels of
action (individual, pedagogical, organizational), i.e. who acts
and at which scale. G.LLUL.IA’s levels are therefore not
an alternative taxonomy but the operational projection of
INCLUDE-ATI’s layers onto the actors that enact them in a
given territory: each level of action takes responsibility for one
or more layers and translates the corresponding requirements
into concrete practices. Table IV makes this mapping explicit.
This separation of concerns is what allows a single European-
level architecture to be implemented by heterogeneous local
actors without prescribing a uniform technical stack.

Bologna offers fertile ground for this experimentation: a
longstanding tradition of educational innovation, major re-
search institutions, and a dense network of schools and civic
associations support multi-stakeholder collaboration. The pilot
activities involved secondary schools and vocational training
institutions across the Bologna and Ravenna metropolitan



MATTEO CIASCHI, DANIEL DAN: INCLUDE-AI AND G.ILU.LIA.: A MULTI-LEVEL EUROPEAN AND TERRITORIAL FRAMEWORK

areas, spanning urban and semi-urban settings to capture
variation in institutional capacity and digital readiness.

The pilot implementation followed a phased approach. In
the first phase, baseline assessments were conducted to map
existing levels of Al literacy, digital infrastructure availabil-
ity, and institutional governance practices across participating
schools. In the second phase, co-design workshops brought
together educators, students, school administrators, and tech-
nology providers to collaboratively develop inclusive pedagog-
ical strategies and governance protocols for Al adoption. In
the third phase, the proposed strategies were implemented in
classroom settings and monitored through surveys, interviews,
and ethnographic observation. This iterative cycle of assess-
ment, co-design, and implementation embodies the research-
action methodology underpinning the project, ensuring the
framework remains grounded in real-world constraints and
responsive to stakeholder feedback.

As summarized in the crosswalk of Table IV, the model
translates INCLUDE-AI’s European-level governance into the
Bologna ecosystem through three levels of action (individual,
pedagogical, organizational), with gender inclusion as a cross-
cutting dimension spanning all three.

V. METHODOLOGY

The research adopts a mixed-method and participatory
approach, combining qualitative and quantitative techniques
within a comparative framework. The choice of Italy and
Austria as case studies reflects their differing levels of digital
maturity and policy development, thus providing a meaningful
basis for cross-contextual analysis.

Data collection integrates multiple sources and operates
across three analytical levels—macro, meso, and micro—
ensuring both robustness and real-world (contextual) validity.

A. Macro-Level Analysis

At the macro-level, consolidated international datasets con-
textualize Al in education globally. OECD data (2021; 2024)
[14], [18] indicate that 60—65% of Al-based educational sys-
tems rely on behavioral and interaction data, with adaptive
technologies improving outcomes by up to 30% in well-
resourced settings. UNESCO reports (2023-2025) [19], [20]
reveal a governance gap: fewer than 10% of countries have
comprehensive Al-in-education regulation and fewer than 35%
have formal governance guidelines, while some 2.6 billion
people remain offline. World Bank data (2021) [4] confirm that
around 40% of students lack reliable access to digital learning
tools, with markedly lower rates in low-income contexts.

B. Meso-Level Analysis

At the meso-level, the research develops a comparative
analysis between Italy and Austria, integrating data from
the European Commission’s Digital Education Action Plan
(2022-2025) [5] and national statistics. Table V presents a
comparative assessment of digital readiness between the two
countries.

TABLE V
COMPARATIVE DIGITAL READINESS: ITALY VS. AUSTRIA

Indicator Austria Italy
Schools with digital platforms (%) 85 68
Teacher digital training (%) 64 42
Female STEM participation (%) 34 27

Al experimentation level Medium-High Medium

Here, the Al experimentation level is an ordinal summary
of three observable signals: the presence of a national Al-in-
education strategy or guidelines, the share of schools running
structured Al pilots (as opposed to ad-hoc individual use),
and the availability of dedicated teacher-training provision.
A medium level denotes emerging, largely bottom-up experi-
mentation without a consolidated national strategy, whereas
medium-high denotes a coordinated national strategy with
institutionalized pilots. By this measure both countries exhibit
medium to medium-high levels of Al experimentation; the
gaps in digital platforms (85% vs. 68%) and teacher digital
training (64% vs. 42%) reflect Austria’s more structured
national investment in educational technology and teacher
competence.

Gender disparities in STEM participation persist in both
contexts (34% in Austria, 27% in Italy). This is relevant to Al
education because lower female STEM participation correlates
with reduced exposure to computational thinking, which af-
fects self-assessed Al literacy and confidence—providing em-
pirical grounding for the gender-aware design of G.I.LU.L.L.A.

C. Micro-Level Analysis and Empirical Findings

At the micro-level, the study incorporates primary data
collected through the G.I.U.L.I.A. pilot implementation within
the Bologna educational ecosystem. The empirical component
includes surveys administered to students (N=312) and teach-
ers (N=78), ethnographic observation in educational settings,
semi-structured interviews, and co-design workshops involving
local stakeholders.

The qualitative component included 4 co-design workshops
involving educators, students, and institutional stakeholders
(N=46 participants total), as well as 12 semi-structured in-
terviews with teachers, school leaders, and policy actors.
The co-design workshops followed a participatory design
protocol structured in three phases: (i) problem framing, (ii)
collaborative ideation, and (iii) validation of governance and
pedagogical solutions. Each workshop lasted approximately
two hours and used scenario- and persona-based prompts (e.g.
an adaptive tutoring tool producing an opaque recommenda-
tion) to surface concrete trust and fairness concerns; their
outputs fed directly into draft governance protocols and the
inclusion indicators. The student and teacher surveys used
closed Likert-scale items adapted from established Al-literacy
and technology-acceptance instruments, complemented by de-
mographic items enabling the gender-disaggregated analysis.
Semi-structured interviews were conducted using a proto-
col focusing on trust, perceived risks, usability, and gover-
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nance expectations related to Al systems. All qualitative data
were analyzed using thematic coding, following an inductive-
deductive approach.

The quantitative findings are summarized in Table VI.

Gender-disaggregated analysis reveals significant differ-
ences in self-perceived Al competence. While 26% of male
students report high confidence in using Al systems, only 14%
of female students do so. Conversely, a higher proportion of
female students (42%) report low confidence compared to their
male counterparts (26%). Within this exploratory sample, these
findings indicate a gender-based confidence gap, consistent
with existing literature on digital self-efficacy and STEM
participation. As the data are self-reported and the sample is
local, the gap should be read as a measured association rather
than as a generalizable effect.

Thematic analysis of the qualitative data identified three
dominant dimensions that reinforce and contextualize the
quantitative findings:

Trust. Educators consistently expressed that trust in Al
systems is contingent on understanding how decisions are
produced. As one secondary school teacher stated: “I would
use Al more if I understood how decisions are made.” This
conditional trust aligns with the quantitative finding that 61%
of educators report trust dependent on improved transparency.

Agency. Participants emphasized the importance of main-
taining human control and critical engagement with Al sys-
tems. A workshop participant noted: “Students should not
just use Al, but understand and question it.” This theme
underscores the need for Al literacy as a prerequisite for
meaningful participation.

Opacity. The perceived lack of transparency in Al systems
emerged as a recurring concern across both interviews and
workshops. As one teacher expressed: “Al feels like a black
box—we don’t know what happens behind the interface.” This
perception is directly connected to the 63% of educators who
identified a lack of transparency as a primary risk.

These themes underscore the centrality of transparency and
user empowerment, and directly informed the design of the
INCLUDE-AI governance taxonomy and inclusion indicators;
the participatory, co-design dimension also strengthens the
study’s real-world (contextual) validity.

Overall, the integrated dataset reveals three structural
tensions that underpin the rationale of this study: (i) a
performance—equity gap, whereby the benefits of Al are un-
evenly distributed; (ii) an adoption—governance gap, reflect-
ing the misalignment between technological diffusion and
regulatory frameworks; and (iii) an access—capability gap,
between infrastructure availability and actual competencies
and trust. Exploratory in scale, these insights nonetheless
directly informed the design of the dual INCLUDE-AI and
G.IUL.IA. frameworks as multi-level, inclusion-oriented
governance models.

VI. DISCUSSION

To keep claims of different kinds distinct, we read the results
in three registers, as suggested in the review process: empirical
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findings from the pilot, which are exploratory and local;
the conceptual proposals embodied in the two frameworks;
and policy recommendations, which follow analytically from
the analysis and remain to be tested. Read in this way, the
exploratory findings are consistent with—rather than proof
of—the argument that integrating governance, inclusion, and
socio-technical design enables more transparent and context-
aware adoption of Al in education. At the conceptual level, the
analysis highlights a recurring limitation of current approaches
to Al in education: the tendency to treat ethical considerations
as external constraints rather than integral components of
system design.

Theoretically, the work extends socio-technical systems
theory by treating inclusion and gender as structural rather
than incidental dimensions; practically, the Bologna case sug-
gests that regional ecosystems can serve as laboratories for
validating and refining European strategies, underlining the
value of place-based innovation in responsible Al.

The pilot data give each of the three tensions a concrete face.
The performance—equity gap appears in the contrast between
students’ positive perceptions of Al (74%) and the gender
disparities in self-assessed literacy: recognition of AI’s benefits
is not matched by an even capacity to engage with it critically.
The adoption—governance gap shows in conditional educa-
tor trust (61%), indicating that current deployment does not
yet meet stakeholders’ governance expectations. The access—
capability gap surfaces in the Italy—Austria comparison, where
differences in infrastructure and teacher training track different
levels of Al readiness.

These tensions are not unique to the Italian or Austrian
context but reflect broader challenges in the European educa-
tional landscape. The INCLUDE-AI framework, by addressing
these tensions through an integrated socio-technical approach,
provides a model that is potentially transferable to other na-
tional and regional contexts, subject to appropriate contextual
adaptation.

A legitimate objection is that many schools and institu-
tions lack the technical infrastructure, staff competencies, and
governance structures needed to adopt Al tools at all, which
could place a framework of this kind out of reach. The design
responds to this in three ways. First, the framework is meant
to be entered incrementally rather than wholesale: an institu-
tion with limited resources can begin at the data-governance
and pedagogical layers—which are largely organizational and
procedural—before committing to infrastructure investment.
Second, the governance taxonomy (Table II) doubles as a
readiness self-assessment, letting an institution locate its cur-
rent capacity per dimension and prioritize the smallest viable
next step rather than a full programme. Third, by assigning
the infrastructure and interoperability burden primarily to the
macro/meso levels (regional authorities, shared platforms), the
model deliberately shifts cost away from individual under-
resourced schools toward pooled provision. The gender-aware
mechanisms described in Section IV were chosen on the
same principle: they are procedural and low-cost rather than
technology-dependent. We do not claim this removes the ca-
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TABLE VI
G.I.LU.L.I.A. PILOT SURVEY RESULTS: (A) STUDENT PERCEPTIONS AND SELF-ASSESSED AI LITERACY (N=312); (B) SELF-ASSESSED AI LITERACY BY
GENDER (N=312; MALE=168, FEMALE=144); (C) EDUCATOR TRUST AND PERCEIVED RISKS (N=78).

Dimension Category % Dimension Category %
Positive 74 Al literacy Male % Female % High 22
Overall perception  Neutral 21 Trust level Conditional 61
Negative 5 High 26 14 Low 17
Medium 48 44
High 18 Low 26 42 Data privacy 71
Al literacy (self) Medium 46 - Perceived risks  Lack of transparency 63
Low 36 (b) Literacy by gender Algorithmic bias 48

(a) Students

pacity gap—closing it ultimately requires sustained investment
and policy support—but the framework is structured so that
partial, resource-constrained adoption is still meaningful.

Within the EDUC-AI-TION perspective, conversational Al
systems (chatbots and generative assistants) are a critical appli-
cation domain, raising specific challenges of (i) epistemic trust
in Al-generated responses, (ii) bias amplification, as language
models may reinforce stereotypes, and (iii) student dependency
and cognitive offloading. By integrating explainability, co-
design, and inclusion indicators, INCLUDE-AI offers a gov-
ernance structure for deploying such tools transparently and
responsibly.

A. Implications for Practitioners

The findings carry concrete implications for three groups
of actors. For educators, the results underscore Al literacy
not merely as a technical skill but as a critical competence;
teacher-training programs should integrate modules on algo-
rithmic transparency, data governance, and ethical Al use, so
that educators can act as informed mediators between Al sys-
tems and learners. The finding that only 22% of teachers report
high trust suggests that current professional development does
not yet address the governance and transparency concerns
that shape adoption decisions. For school administrators, the
governance taxonomy (Table II) functions as a readiness
tool: by mapping dimensions, actors, and mechanisms, leaders
can locate gaps in institutional capacity, while the inclusion
indicators (Table III) support monitoring of equity effects over
time.

For EdTech developers, the emphasis on explainability and
fairness-aware design should inform tools that expose transpar-
ent decision processes and accommodate diverse learners. The
recurrent theme of opacity indicates that current educational
Al systems fall short of users’ transparency expectations,
implying both an ethical and a market imperative for more
interpretable, auditable tools.

VII. LIMITATIONS AND FUTURE WORK

This study has several limitations. First, the empirical com-
ponent is limited in scale: the G.I.U.L.I.A. pilot is confined to
the Bologna/Ravenna context, which favours real-world (con-
textual) validity and depth but constrains generalizability, so
transferability to other—especially non-European—contexts
needs further validation. Second, the research-action design

(c) Educators

prioritizes iterative development over large-scale quantitative
testing, and the absence of longitudinal data limits claims
about long-term impact. Third, the operationalization of in-
clusion remains partially exploratory: the indicators require
psychometric refinement and cross-institutional comparison.
Fourth, explainability and auditability are moving targets as Al
systems evolve, and the alignment between European policy,
local practice, and infrastructure is an ongoing institutional
process beyond the scope of this study.

These limitations define a research agenda. The priorities
are: (i) large-scale, cross-country validation beyond a single
region (e.g. Nordic, Southern-European, and non-European
contexts); (ii) longitudinal designs tracking Al literacy, trust,
and pedagogical practice over several years to test whether
the governance mechanisms produce sustained equity gains;
(iii) refinement of the inclusion indicators (Table III) into
validated composite indices, and extension of the four gender-
aware mechanisms—as a reusable template—to other equity
axes such as socio-economic status, migrant or cultural back-
ground, and disability, ultimately through intersectional rather
than single-axis analysis; and (iv) deeper study of human—Al
interaction (trust, agency, decision-making), where Al shapes
cognitive and emotional dimensions of learning in ways not
yet well understood [21], alongside practical compliance tools
for aligning institutional practice with the European Al Act.

VIII. CONCLUSION

This paper reframes Artificial Intelligence in education not
as a purely technological innovation, but as a socio-technical
transformation that reshapes access, participation, and gover-
nance within educational ecosystems. Because Al systems are
embedded in structures of power, data, and institutional design,
they call for governance models that are correspondingly
multi-level and inclusive.

The dual framework proposed—INCLUDE-ALI at the Euro-
pean level and G.I.LU.L.ILA. at the regional level—addresses a
persistent gap between normative principles and implementa-
tion by integrating infrastructure, data governance, algorithmic
transparency, and pedagogy into a single architecture and
pairing each dimension with a measurable indicator. The
exploratory evidence indicates that Al can enhance learning
outcomes while also amplifying inequalities unless inclusion is
embedded by design rather than added as a corrective measure;
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inclusion-by-design is thus the paper’s central proposition.
The G.I.LU.L.LA. pilot further illustrates the value of regional
ecosystems as settings in which European strategies can be
translated, tested, and refined, while the explicit treatment
of gender as a structural dimension moves the discussion
beyond generic notions of fairness toward context-sensitive,
measurable inclusion.

The work aligns with emerging research positioning Al in
education as a force shaping not only performance but also
cognition, agency, and emotional engagement [21]. From a
policy standpoint, the governance taxonomy (Table II) offers
institutional leaders a structured mapping to align practice
with evolving European regulation, including the Al Act; from
a theoretical standpoint, the paper embeds inclusion, gover-
nance, and gender into socio-technical systems theory. The
same architecture extends to conversational Al tools—chatbots
and generative assistants—whose governance challenges (epis-
temic trust, bias amplification, and cognitive offloading) are
increasingly salient within the EDUC-AI-TION community.

Ultimately, the trajectory of Al in education will depend
less on technological sophistication alone than on the capac-
ity to design systems that are transparent, accountable, and
equitable—an outcome that, as recent work stresses, requires
multi-stakeholder alignment among educators, students, and
institutions [22] and integrated approaches combining ethical,
technical, and institutional dimensions [23]. Rather than a
finished paradigm, INCLUDE-AI and G.I.LU.L.I.A. are offered
as an operational starting point for the empirical validation and
policy-oriented implementation of inclusive Al in education.
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Abstract—Centrality measures are of critical importance for
the identification of influential nodes in networks. However,
classical metrics such as degree and betweenness are static
and thus fail to capture temporal dynamics. The present paper
introduces a probabilistic framework for modeling centrality
as a stochastic process using Markov chains. By discretizing
centrality values into states, transition probability matrices are
learned from temporal data, enabling future centrality prediction.
First-order and higher-order models were evaluated, with the
results indicating that higher-order models improve accuracy,
particularly for betweenness. The results of the study indicate
that centrality is inherently dynamic and probabilistic. The
proposed framework offers an interpretable method to forecast
node importance and distinguish stable from volatile influencers

in evolving networks.

ETWORKS are foundational components of complex
Nsystems in nature, technology, and society, influencing
the dissemination of information, the propagation of diseases,
and the distribution of resources. Network science is a field
of study that utilizes centrality measures to analyze such
systems, with these measures quantifying the importance of
nodes within a network. It is evident that classical metrics,
incorporating degree, betweenness, closeness, and eigenvector
centrality, have yielded valuable insights into static network
structures. However, in actual practice, networks are seldom
static, for example social networks [1], [2], [3], [4], biomedical
networks [5], [6], [7] or education networks [8]. Phenomena
evolve, adapt and fluctuate over time, thus rendering traditional
centrality measures insufficient for capturing the temporal and
probabilistic nature of influence and interaction [9].

Observations of natural and engineered systems suggest
that complex structures often evolve according to underlying
patterns governed by physical laws or mathematical principles,
often formulated in the form of differential equations [10].
Concurrently, a substantial proportion of these systems can be
naturally represented as dynamic networks, where interactions
between components undergo alteration over time. Examples
of such phenomena include ant colonies forming trails from
initially random movements, leaf venation emerging through
local growth rules, and social systems organizing through
repeated interactions [11], [12]. When observed through the
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lens of a network, such systems demonstrate a tendency
towards self-organization, albeit constrained by parameters
that operate across specific temporal and spatial scales. Thus,
the central question guiding this study is whether temporal
measurements of network structure, governed by simple prob-
abilistic rules, can provide a comprehensive explanation of
interaction patterns and enable the prediction of future network
evolution.

A significant gap in extant research is the limited ability to
predict how network structures and node importance evolve
over time. While a substantial body of research has focused
on describing network snapshots, fewer studies have addressed
the prediction of centrality dynamics in evolving networks,
see [9] and the literature review. A key issue is the absence
of flexible frameworks that integrate probabilistic modeling
with centrality analysis to quantify influence and volatility in
dynamic settings.

The present study addresses this gap by investigating cen-
trality from a probabilistic perspective. Recent advances in
the field of network analysis have seen the integration of
Markov chains, and it is this foundation that the present study
builds upon. The investigation of stochastic transition models
as a means of capturing temporal dependencies in network
evolution is the primary focus of this study.

II. LITERATURE REVIEW

The study of complex networks has evolved into a cen-
tral paradigm for understanding systems across disciplines,
including sociology, biology, and computer science. Foun-
dational concepts and terminology in network science are
comprehensively introduced in the work of [13], which em-
phasizes networks as a universal framework for representing
interacting entities. Historically, the field developed through
interdisciplinary contributions, ranging from early sociological
theories to formal mathematical modeling and computational
analysis [14].

A core problem in network science is the identification of
important or influential nodes. This has led to the development
of centrality measures, which quantify node importance from
different structural perspectives. Classical centrality measures

Thematic Session: Computational Optimization



26

include degree, betweenness, closeness, and eigenvector cen-
trality, each capturing a distinct notion of influence [15].
Degree centrality, one of the earliest and simplest measures,
reflects the number of direct connections of a node and was
formalized by [16]. Betweenness centrality captures the extent
to which a node lies on shortest paths between other nodes,
thereby measuring its role as an intermediary [17]. Closeness
centrality quantifies how close a node is to all others in terms
of shortest path distances, while eigenvector centrality assigns
importance based on connections to other highly connected
nodes [15].

While these measures have been widely applied, they are
fundamentally limited to static network representations. Real-
world systems, however, are inherently dynamic, with network
structures evolving over time. Recent work highlights that
applying static centrality measures to evolving networks can
lead to significant inaccuracies and misinterpretations [9].
This has motivated the development of temporal network
analysis, where networks are represented as sequences of time-
dependent snapshots.

Early approaches to dynamic networks extended static cen-
trality measures by computing them independently at each
time step. Although straightforward, this approach neglects
temporal dependencies and fails to capture the continuity of
node importance. More advanced methods incorporate time
explicitly into centrality definitions. For instance, dynamic
PageRank models treat centrality as a time-dependent dynam-
ical system driven by evolving transition matrices [18]. These
approaches enable faster detection of emerging influential
nodes by emphasizing recent structural changes.

Parallel to temporal extensions, probabilistic approaches
have gained importance in network analysis. Probabilistic
graphical models, such as Bayesian networks, provide a prin-
cipled framework for representing uncertainty and conditional
dependencies between nodes [19]. These models allow for
robust inference in the presence of noisy or incomplete data
and enable the identification of statistically significant network
structures.

Dynamic Probabilistic Networks (DPNs) extend these ideas
to temporal settings by modeling network evolution as a
stochastic process under the Markov assumption [20]. In this
framework, the state of the network at time ¢ + 1 depends
only on its state at time ¢, allowing for tractable learning
and inference. Such models have been successfully applied
in domains such as biological network analysis and social
interaction modeling.

Markov chains provide a particularly powerful tool for
modeling stochastic processes on networks. In this setting,
transitions between nodes are governed by a probability ma-
trix, and long-term behavior is characterized by a stationary
distribution. This perspective forms the basis of PageRank
and related centrality measures. Research has shown that in
certain network structures, particularly scale-free networks,
some nodes exhibit remarkable stability in their rankings
despite structural perturbations [21].

Recent work has extended Markov-based models to cap-
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ture temporal dynamics and improve predictive performance.
Temporal PageRank incorporates time-dependent transition
matrices, enabling the modeling of evolving influence patterns
[18]. Furthermore, higher-order Markov models have been
proposed to account for temporal dependencies beyond the
memoryless assumption, demonstrating improved accuracy in
predicting centrality trajectories in dynamic networks [22].
Notwithstanding these advances, substantial gaps persist
within the relevant literature. The majority of existing ap-
proaches concentrate on describing centrality at specific time
points rather than predicting its evolution. Furthermore, there
is a lack of integration between probabilistic modeling and
centrality analysis within a unified framework. Finally, central-
ity is frequently regarded as a deterministic quantity, despite
its inherently stochastic nature in dynamic environments.
The present paper builds upon these lines of research by
introducing a probabilistic framework for centrality analysis in
evolving networks. The objective of this study is to integrate
the principles of Markov chain modeling with the utilization
of discretized centrality trajectories. This approach is intended
to facilitate the capture of both the temporal dynamics and
the associated uncertainty of node importance. Furthermore,
a flexible weighted centrality measure is proposed, allowing
customization based on application-specific priorities. This
enables the identification of both stable and volatile nodes.
This approach contributes to a deeper understanding of how
influence emerges and evolves in complex, dynamic systems.

III. METHODOLOGICAL BACKGROUND

The incorporation of probability theory into complex net-
work analysis has been shown to have a significant impact on
our capacity to model uncertainty, characterize random struc-
tural evolution, and quantify dynamic interdependence among
nodes on a large scale, see [19], [20]. Whilst classical graph
theory is typically predicated on deterministic assumptions,
probabilistic frameworks explicitly acknowledge the stochastic
nature of real-world networks. This paradigm shift enables
researchers to move beyond static representations and address

three central challenges:
1) Modeling incomplete or noisy observational data
through uncertainty quantification,
2) Capturing temporal restructuring mechanisms in evolv-
ing networks,
3) Understanding how local stochastic interaction rules give

rise to emergent global patterns.

At the core of probabilistic network modeling lies the con-
ceptualization of networks as probabilistic graphical mod-
els. Bayesian networks provide a principled framework for
representing conditional dependencies between nodes, while
avoiding overfitting through likelihood-based model selection
[19]. In the context of a network comprising random variables
X1,..., Xy, the joint probability distribution can be factorized
as follows:

P(Xy,...,X,) = HP(XZ- | Pa(X;)),
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where Pa(X;) denotes the parent set of node X;. This fac-
torization induces sparse dependency structures that exclude
redundant correlations and improve interpretability [19].

Probabilistic formulations are particularly powerful for
dynamic networks through Dynamic Probabilistic Networks
(DPNs) [20]. These extend the Markov assumption to the
temporal domain:

P(X[t+1] ] X][0],...,X[t])) = P(X[t+ 1] | X[t]),

where temporal transitions are governed by a time-invariant
dependency structure. Learning such models from data in-
volves maximizing a Bayesian score

Score(G) =log P(D | G) + log P(G),

where D represents observed temporal snapshots and P(G)
encodes prior structural knowledge [20]. This approach en-
ables the joint inference of static dependencies and dynamic
transition rules, with applications ranging from biological
pathway modeling to social contagion analysis.

Centrality measures undergo a fundamental reinterpretation
under probabilistic network models. Consider Katz centrality,

Ci = iiak(flk)],,

k=1j=1

where « is a damping factor controlling the contribution of
longer paths [23]. In random networks, C; becomes a random
variable whose distribution depends on the degree distribution
p(k). For sparse, locally tree-like networks, cavity methods
yield the approximation

00 1
Po(e) = kZ_()P(kw(c - 1—041@152[0]) 7

revealing a multimodal structure in which each mode corre-
sponds to a distinct degree class [23]. This result explains
empirically observed correlations between degree and central-
ity, as nodes of different degrees occupy distinct probabilistic
centrality regimes.

Probabilistic network theory therefore provides a power-
ful analytical lens, enabling robust uncertainty quantification,
dynamic modeling, and improved interpretability across do-
mains ranging from protein interaction networks to resilient
infrastructure design. This theoretical framework provides us
with one more idea that is "Influence is uncertain and evolves
probabilistically".

A. Markov Chains and Transition Matrices in Network Cen-
trality

Markov chain theory offers a mathematically rigorous
framework for modeling stochastic transitions and predicting
node importance in evolving networks. In this setting, net-
work navigation is represented as a memoryless random walk
governed by a transition matrix P, where P,, denotes the
probability of transitioning from node u to node v in one

step [24]. For a network with adjacency matrix A, a common
construction is

AUU
ky
where k, is the out-degree of node wu, ensuring row-
stochasticity >, Py, =1 [24], [21].

The stationary distribution 7, satisfying 7 = 7P, forms
the theoretical basis of PageRank centrality. Introducing a
teleportation parameter « yields

Puv:

7= (1-a)v+anP,

where v is the teleportation distribution [18]. In scale-free net-
works, this formulation gives rise to super-stable nodes whose
rankings remain robust under topological perturbations due to
their disproportionate influence on 7 [21]. A complementary
global connectivity metric is the Kemeny constant [25],

1
K:_ZlfAj’

Jj=2

where ); are the non-principal eigenvalues of P. Lower
values of K correspond to faster mixing and more efficient
information diffusion [24].

In dynamic networks, the transition matrix becomes time-
dependent, leading to non-homogeneous Markov chains [18].
Temporal PageRank models this evolution via the dynamical
system

2'(t) = (1 = a)u(t) = (I — aP(t))z(t),

where x(t) represents instantaneous centrality. Empirical eval-
uation on Wikipedia traffic data shows that this approach de-
tects emerging trends substantially faster than static PageRank
by emphasizing recent transitions [18].

Prediction of future centrality values can be achieved using
higher-order Markov chains that condition transitions on multi-
step histories [22]. For a centrality time series C;, a K-order
model estimates

K
P(Cis1 | Cy,...,Crk) = [[ P(Crsr | Coci),
k=0

with parameters learned via maximum likelihood estimation.
Applied to mobile social networks, this approach achieves high
prediction accuracy by capturing periodic interaction patterns,
see [22].

Recent work integrates Markov transitions with graph neural
networks by learning transition matrices Py parameterized by
node features [26]. The Transition Probability Matrix (TPM)
method computes node representations as

¢(v) =MLP| > Py(v,w)hy |,

weN (v)

where h, denotes node embeddings. This hybrid ap-
proach demonstrates improved performance over classical
Graph Convolutional Networks (GCNs) in cross-network

27



28

classification tasks and Here, MLP denotes a multi-
layer perceptron that applies a nonlinear transformation
to the Markov-weighted neighborhood aggregation, en-
abling expressive node representations beyond linear diffu-
sion [26].

Finally, dynamic-sensitive centrality analysis shows that
temporal correlation between consecutive snapshots governs
prediction error bounds [27]:

T
1-p

e< — E |P: — Pi—1l|F,
VT =

where p is the temporal correlation coefficient and 7T is the
observation window. High correlation ensures robustness even
under substantial missing data, highlighting the suitability of
Markov-based approaches for real-world temporal networks
such as epidemic contact graphs and IoT systems.

B. Upper and lower Bounds for Centrality Measures

Several upper and lower bounds for centrality measures have
been proposed in literature, see [28], [29]. Here, the authors
defined &? = {G1,...G,} as a series of graphs and p € R
with 0 < p <1 and

[(V(G) UV(Gi + )\ (V(G) N V(G + 1) | < plV(G),
[(B(Gs) U B(Gi + 1)\ (B(G) N E(G; +1))| < plE(G),

for i € {1,...,c — 1}. As &P now is a series of graphs with
a fixed set of differences and changes from one to the other,
the authors proposed approximations of the changes over time,
or the error in the centrality measures that can occur due to
these changes. Unless otherwise noted, we will consider & =
{G1,...G,}.

Theorem IIL1. Let i € {1,.... — 1} so that v € V(G;) and
v € V(Giy1). Then it holds that

L A —plV(G)

~ V(G =1+ plVI(GH)I

dc' 1 (v)

< d'(v) + p|V(Gy)|
V(G| = 1= p|V(Gy)|

For betweenness centrality, we define

dci+1(v)

o = |N(G;)|p,
e = min{D(G;)?,2|V(G,)|p},

where D(G) is the diameter of G. [28] provided two lemmata
to obtain a bound for bci 1 (v) for v € V.

Lemma IIL2. Let i € {1,... — 1} so that v € V(G;) and
(OB V(Gz+1) Then,

P,(k,§)~ < P (k,5)

1
o
holds.
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Lemma IIL3. Let i € {1,.... — 1} so that v € V(G;) and
v € V(Gi41). Then,

P;+1(k,]) < {Pu(k7])€

D(Gi)2€

Py(k,7) >0
RJ(kaJ) =0

holds.

Theorem III4. Ler i € {1,.... — 1} so that v € V(G;) and
v € V(Giy1). Then,

, , 1
bet(v)e < bt (v) < bet(v) =
o

holds.

For details and proofs we refer to [28], [29]. Clearly, this
notation is equivalent to {G; = (V;, F;)}7_, as a sequence
of network snapshots over 7' discrete time steps, see Sec-
tion IV-B.

IV. METHOD
A. Generation of Networks

All network simulations are implemented in Python using
the NetworkX library, which provides data structures and algo-
rithms for constructing, manipulating, and analyzing complex
networks [13]. In order to systematically study the effects of
topology on centrality dynamics, a range of canonical network
models must first be generated. These models will serve as
controlled environments for the analyses to be conducted.

Random networks are constructed using the Erd6s—Rényi
model G(n,p). In this model, each of the nodes, n in
number, is connected independently with probability p. This
process yields homogeneous degree distributions characterized
by minimal clustering and the absence of intrinsic hubs.
Consequently, a neutral baseline is established, providing a ref-
erence point for the subsequent comparison of more structured
topologies. Scale-free networks are generated via the Barabdsi-
Albert preferential attachment mechanism, whereby new nodes
attach to existing nodes with probability proportional to
their degree. This phenomenon gives rise to heterogeneous
topologies comprising a small number of high-degree hubs,
which mirrors numerous real-world systems, including social
and citation networks. Small-world networks are generated
using the Watts—Strogatz model, which begins with a regular
lattice and randomly rewires edges with probability prewire-
This process produces high local clustering while maintaining
short average path lengths. Such networks have been shown
to capture structural features that are relevant to social and
biological systems, where influence can rapidly propagate
within and across communities.

To model temporal evolution, we construct dynamic net-
works as sequences of snapshots, denoted by G; = (V;, E}).
Each simulation commences with a modestly connected seed
graph, which is generally initiated using an Erdos-Rényi
topology. At each discrete time step, a new node is added and
connected to a predefined number of existing nodes, sampled
from a distribution. Concurrently, a limited number of edges
can undergo removal or reconfiguration to emulate network
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TABLE I: Experiment 1 parameters for synthetic network generation

Parameter

Value

Initial nodes (ninit) 5
Initial graph model

Attachments per new node (m)
Detachments per step
Discretization bins 5
Bin edges (degree centrality)
State labels

Random seed 42

Erdés—Rényi (p = 0.5)
Total snapshots (1) 150

Uniform(2, 5)
Uniform(1, 3)

[0.00,0.01,0.02,0.03,0.04, 0.05]
{Very Low, Low, Medium, High, Very High}

churn and adaptation. This procedure produces evolving net-
work structures suitable for analyzing centrality trajectories
and for probabilistic modeling of influence. Extensions to
multilayer networks, where multiple types of edges coexist
over the same node set, are also supported to capture multiplex
interactions.

For all simulations, parameters such as the initial node
count, attachment range, and total time steps are recorded
and fixed to ensure reproducibility. This framework provides a
flexible and mathematically precise foundation for subsequent
analysis of centrality and influence in evolving networks. See
Table I for chosen parameters.

B. Dynamic and Adaptive Network Simulation

To study influence and centrality in evolving networks, we
extend static network models into dynamic, time-varying struc-
tures. Let {G; = (V;, E;)}]_, denote a sequence of network
snapshots over T discrete time steps. Each G, represents the
state of the network at time ¢, including the current set of
nodes V; and edges Ej.

Simulations begin with a small connected seed graph Gy,
typically generated as an Erd6s—Rényi random network to
ensure baseline connectivity and reproducibility. At each
subsequent time step, network evolution is driven by both
growth and adaptation mechanisms. Growth is modeled by the
addition of new nodes, where each new node vy, connects
to a set of m existing nodes sampled according to a specified
attachment criterion, which may be uniform, degree-based,
or guided by composite measures. This process captures
preferential attachment and mimics the emergence of hubs and
local leaders over time.

Network adaptation is incorporated through edge addition,
deletion, or rewiring. For each node, a small number of edges
may be removed or redirected, and new connections may form
with nodes in its local neighborhood. Formally, if E, is the
edge set at time ¢, the updated edge set at ¢t + 1 is

Ei11 = (B \ Eqel) U Eaaa,

where Fg. and E,qq denote edges removed and added,
respectively. The rewiring and attachment probabilities can be
uniform or weighted by node centrality, trust accumulation, or
proximity to influential hubs, allowing the network to adapt in
ways that reflect social, biological, or technological dynamics.

At each time step, a snapshot G; is recorded, enabling the
computation of node-level statistics such as degree, between-
ness, closeness, and eigenvector centrality. This framework

generates networks that are both temporally coherent and
structurally adaptive, forming the foundation for subsequent
modeling of centrality trajectories and Markov chain-based
influence prediction. By explicitly controlling growth and
adaptation parameters, we can systematically investigate how
local and global network dynamics affect the evolution of node
importance over time.

a) Selection of Centrality Measures: The present study
begins its analysis of node importance and prediction us-
ing a set of four fundamental and widely studied centrality
measures: degree centrality, betweenness centrality, closeness
centrality, and eigenvector centrality. These measures are em-
ployed as baseline indicators of node importance, providing in-
terpretable and complementary perspectives on network struc-
ture. The utilization of classical centrality measures facilitates
a straightforward comparison and serves as a foundational
framework for assessing the added value of more complex
approaches.

1) Degree centrality measures the relative number of con-
nections of a node and captures its immediate lo-
cal influence. In our implementation, degree centrality
is computed using the nx.degree_centrality ()
function from the NetworkX library in Python, which
normalizes the node degree by the maximum possible
number of connections in the network [15].

2) Betweenness centrality quantifies the extent to which a
node acts as an intermediary by lying on shortest paths
between other node pairs. Nodes with high between-
ness centrality often play a crucial role in controlling
information flow. We compute this measure using the
nx.betweenness_centrality () function [17].

3) Closeness centrality reflects how efficiently a node can
reach all other nodes in the network, based on the
average length of shortest paths originating from it.
This metric captures the notion of accessibility and
speed of information spread and is computed using
nx.closeness_centrality () [15].

4) Eigenvector centrality extends the concept of degree
centrality by accounting not only for the number of
connections a node has, but also for the importance
of its neighbors. Nodes connected to other highly
central nodes receive higher scores, capturing a no-
tion of global influence within the network. In our
analysis, eigenvector centrality is computed using the
nx.eigenvector_centrality () function [30].
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Collectively, these four centrality measures furnish a bal-
anced and well-established toolkit for analyzing node im-
portance. The computational availability, interpretability, and
theoretical significance of these models renders them suitable
for initial prediction tasks. In the following sections, we build
upon these classical measures by introducing dynamic, prob-
abilistic, and temporal centrality frameworks that are better
suited for evolving networks and influence prediction.

C. Using Markov Chains to Predict Centrality

In this section, the focus is on the predictive modeling
of node centrality trajectories within dynamic networks. The
central idea is to leverage Markov chains as a probabilistic
framework to forecast the future state of a node’s importance,
based on its historical behavior. To this end, an end-to-
end experimental pipeline was developed, integrating dynamic
network generation, centrality computation, discretizations of
continuous measures, transition probability estimation, and
predictive evaluation.

a) Discretization of Centrality Trajectories: Since cen-
trality measures are continuous-valued, direct application of
Markov chain models is not feasible. To address this, we
discretize centrality trajectories into a finite set of qualitative
states (e.g. Very Low, Low, Medium, High, Very High). This
transformation enables categorical analysis and allows the evo-
lution of a node’s importance to be interpreted as transitions
between symbolic states.

Formally, given a sequence of centrality values {c;}7_, for
a node over 7' time steps, we partition the range of values into
bins B = {b1,bs,...,br}. Each observed centrality value is
assigned to the corresponding bin, producing a sequence of
discrete states S = {s1,82,...,s7} where s; € {1,...,k}.
This sequence serves as the input to our Markov chain model.

To model temporal evolution using Markov chains, we
transform continuous centrality values into a small set of
discrete states (labels). The default configuration uses 5 bins:

Labels = {Very Low, Low, Medium, High, Very High},

and default bin edges [0.00,0.01,0.02,0.03,0.04,0.05]. The
discretization function maps a numeric centrality = to the bin
index j satisfying b; < x < b;j41 (last bin inclusive). Formally,
for a centrality sequence {z;} of node i, we define the state
sequence

1.2 T
P2 Shy ey S8i ),

Sf S {61,‘..765}.

si=(s

Alternative binning strategies are supported:

o Uniform bins on theoretical bounds: compute lower
and upper bounds for centralities and set edges with
linspace(min, max, k + 1).

b) Markov Chain Modeling and Prediction:
c) First-order Markov model.: From the discretized state
sequences {s;}, we compute first-order transition counts

Cup = #{(t,7) : st = a, s'T1 = b},

COMMUNICATION PAPERS OF THE FEDCSIS. RIGA, LATVIA, 2026

and then transition probabilities
Cab
Zb/ Cap

To predict the next state given current state a, we either sample
from the categorical distribution defined by row 77,. (stochastic
prediction), or choose arg maxy T}, (deterministic prediction).

d) Markov chain construction.: Using the discretized
sequences, we construct a first-order Markov chain for each
centrality measure. The transition probability matrix P is
estimated empirically as

Ty =Pr(s'™ =b| s =a) =

ey

> Nij’
where N;; denotes the number of observed transitions from
state ¢ to state j across all nodes and time steps. Each row of P
thus represents a probability distribution over the possible next
states, conditioned on the current state. This model encodes
the stochastic dynamics of centrality evolution.

e) Centrality Computation and Storage: For each gener-
ated or ingested snapshot G;, we compute the following node-
level statistics using NetworkX functions:

Py =

deg, (i), btwy(i), cloi(i), eig, (7).
Results are stored as lists of dictionaries (one
dictionary per snapshot mapping node to score), e.g.
degree_matrix[t][i] = deg_t(i). This sparse

mapping reduces memory compared to full matrices when
nodes are created over time.

f) Centrality Bounds and Adaptive Binning: The code
contains functions to estimate conservative upper and lower
bounds for degree and betweenness centralities per node.
Bounds can be used to:

o derive dataset-adaptive bin

linspace<Ininbound» maXhound k+ 1))7
« detect out-of-range centrality values during simulation;
« reason about theoretical limits.

edges (e.g.

Computing bounds as discussed in Section III-B improves
robustness of the discretization step for networks with very
different sizes or growth dynamics.

g) Extensibility and Higher-Order Models: While our
initial experiments focus on degree centrality and first-order
Markov chains, the methodology is readily extensible in two
directions:

1) additional centrality measures (betweenness, closeness,
eigenvector) can be modeled within the same frame-
work;

2) higher-order Markov models can be employed to capture
memory effects.

h) k-th order Markov model.: To capture richer temporal
dependencies, we build a k-th order Markov model by aggre-
gating transition tuples

((St_k+1, LR st"'l).
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Fig. 1: Confusion matrices for first order Markov predictions of discretized centrality states.

TABLE II: Table showing the evaluation metrics

F1 Accuracy

First order Markov Model

Second order Markov Model

DC  0.9589 0.9211
BC 0.6739 0.5082
CcC 0.1 0.0526
EC 02325 0.1315
DC  0.9792 0.9594
BC  0.9596 0.9225
CC  0.9951 0.9904
EC  0.9699 0.9416

V. EXPERIMENTAL RESULTS

A. First Order Markov Chain Prediction Performance

Prior to the interpretation of the results, it is essential to
comprehend the confusion matrix. A confusion matrix is a
tabular representation used to evaluate the performance of a
classification model by comparing the predicted class labels
with the true labels. Each row in the data corresponds to the
actual class, while each column represents the predicted class.
Predictions that are accurate are indicated by entries along the
main diagonal of the matrix, whereas misclassifications are

indicated by off-diagonal entries. The confusion matrix is a
data structure that provides a concise overview of the outcomes
of a classification process. It facilitates the calculation of
performance metrics, including accuracy, precision, recall, and
the F-score. As recall was uniformly 1 across all classes and
models, Table II reports only accuracy and the F-score.

Each centrality time series was discretized into five bins:
Very Low, Low, Medium, High, and Very High. A first-
order Markov chain was trained to predict the next state of
each node. As illustrated in Figure 1, the resulting confusion
matrices are presented.
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Higher-Order Markov Chain (k=2): Prediction Accuracy Comparison
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Fig. 2: Confusion matrices for second order Markov predictions with k = 2.

The confusion matrix reveals a strong diagonal dominance,
particularly evident in the Low, Medium, and High categories,
with respect to degree centrality. This finding suggests that
the degree of evolution occurs in a relatively smooth and pre-
dictable manner. Misclassifications primarily occur between
adjacent bins, such as Low and Very Low or Medium and
Low, reflecting gradual changes in connectivity rather than
abrupt transitions. As indicated by the findings, betweenness
centrality demonstrates a conspicuously diminished diagonal
structure, with a considerable proportion of high and medium
states being erroneously classified as low. This phenomenon is
indicative of the highly volatile nature of betweenness, where
nodes can rapidly gain or lose brokerage roles due to the
formation or deletion of shortest paths.

Closeness centrality demonstrates a pronounced bias toward
the Very Low bin, suggesting that as the network expands, the
majority of nodes experience an increase in distance from one
another. The model accurately forecasts this collapse, yielding
high apparent accuracy but low informational diversity. Eigen-
vector centrality demonstrates moderate predictability, with
substantial ambiguity between Medium, High, and Very High
states. This phenomenon underscores the heightened sensitiv-

ity of eigenvector centrality to subtle topological alterations in
influential subgraphs.

B. Nodewise Prediction at the Final Timestep

Figure 3 compares the actual and predicted degree centrality
bins for all nodes at the final timestep.

The majority of nodes are accurately classified into Low
or Medium states, which predominate the distribution at late
times. Errors have been found to be concentrated among nodes
with borderline values, where minute numerical disparities
lead to transitions between adjacent bins. The Markov model
has been demonstrated to effectively capture the global stratifi-
cation of the network, effectively distinguishing between hubs
and peripheral nodes, even in large-scale networks.

C. Higher Order Markov Models

The second-order Markov model is predicated on the as-
sumption that two previous states are incorporated to predict
the next state. As illustrated in Figure 2 and Table II, the
metrics provide a quantitative representation of the data.

Across all centralities, diagonal dominance is found to
be significantly stronger than in the first order case. The
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Actual vs Predicted Degree Centrality Bins at Time Step 150
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Fig. 3: Actual versus predicted degree centrality bins for all nodes at timestep 150.
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Fig. 4: Degree centrality of Node 0 with theoretical upper and lower bounds over time.

degree and closeness centrality indices achieve near-perfect
classification, while the eigenvector and betweenness indices
also improve substantially. This finding serves to substantiate
the hypothesis that node importance is endowed with short-
term temporal memory and that the incorporation of past states
significantly enhances predictability.

D. Degree Centrality Bounds and Structural Stability

Figure 4 shows the degree centrality of Node 0, along with
analytically derived upper and lower bounds.

The observed degree centrality remains strictly within the
theoretical envelope throughout the simulation. In the nascent
stages of network evolution, both the upper bound and the
actual centrality are high, reflecting hub dominance. As the
network expands, both bounds and actual values approach
zero, thereby substantiating the notion that the decay in
normalized degree is a structural consequence of network
growth, rather than a modeling artifact.

E. Betweenness Centrality Bounds

Figure 5 displays betweenness centrality and its theoretical
bounds at the final timestep.

All observed values lie far below the maximum theoretical
bound, showing that although the network contains hubs,
it does not collapse into a single dominating bridge. This
reflects the creation of multiple alternative shortest paths as
the network grows.

VI. DISCUSSION AND OUTLOOK

The present work has introduced a probabilistic framework
for the analysis and prediction of node centrality in evolving
networks. In the context of classical network models, the cen-
trality measures—including degree, betweenness, closeness,
and eigenvector centrality—were computed at each temporal
interval. These measures were subsequently transformed into
discrete state trajectories. This discretization enabled the for-
mulation of centrality evolution as a stochastic process, which
was modeled using first- and higher-order Markov chains.
The transition probability matrices were estimated through
empirical means, and the predictive performance was evaluated
through the use of classification-based metrics and confusion
matrices. The findings indicate that centrality dynamics man-
ifest structured temporal dependencies, and that incorporating
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Fig. 5: Betweenness centrality with lower and upper bounds at the final timestep.

short-term memory through higher-order models significantly
enhances predictive accuracy across all considered metrics.

A principal strength of the proposed approach is its in-
terpretability. By mapping continuous centrality values to
a finite set of states, the framework provides an intuitive
description of how node importance evolves, while still re-
taining a probabilistic foundation. The employment of Markov
chains enables the lucid modeling of transition dynamics
and expedites the direct interpretation of persistence, volatil-
ity, and drift in node influence. The experimental design,
predicated on the controlled synthetic network generation,
ensures reproducibility and enables systematic investigation
of how different topological mechanisms affect centrality
evolution. The observed consistency between empirical find-
ings and theoretical predictions, including the limited vari-
ability of centrality measures and the gradual progression
of degree centrality, further reinforces the approach’s valid-
ity.

However, it is imperative to acknowledge several limitations
inherent to this approach. The discretization of centrality
values, while necessary for Markov modeling, introduces a
loss of information and may obscure fine-grained variations,
particularly near bin boundaries. The model’s reliance on first-
and second-order Markov assumptions imposes limitations on
its capacity to accommodate long-range temporal dependen-
cies, which are likely to be present in complex real-world
systems. Furthermore, the simulations are grounded in stylized
network models, such as Erd6s—Rényi and preferential attach-
ment mechanisms. While these models have been thoroughly
validated, they may not fully capture the heterogeneity and
domain-specific constraints inherent to empirical networks.
Another limitation pertains to the assumption of stationarity
in the transition probabilities. However, real networks may
exhibit non-stationary dynamics due to external shocks or
regime changes. Finally, while the empirical results indicate
strong predictive performance, a comprehensive theoretical

analysis of error bounds and convergence properties remains
an open problem.

These limitations suggest several promising avenues for
future research. One natural extension of this work is the
development of non-Markovian or higher-memory models that
can capture longer temporal dependencies. These models can
be developed through variable-order Markov processes or
sequence modeling techniques. Another significant avenue in-
volves the integration of continuous-state models, which would
circumvent discretization and enable centrality to be regarded
as a fully continuous stochastic process. The incorporation
of non-linear relationships between different centrality mea-
sures signifies a progression toward realism, as influence in
numerous systems emanates from complex interactions rather
than linear aggregation. Furthermore, the implementation of
the proposed framework in real-world datasets, including
social, biological, and technological networks, would offer
significant insights into its practical utility and generalizability.
Finally, the integration of probabilistic network modeling with
contemporary machine learning methodologies, such as graph
neural networks, has the potential to unify interpretability with
high expressive capacity. This, in turn, promises to enhance
our understanding of how influence emerges and evolves in
complex dynamic systems.

In summary, the present study demonstrates that centrality
is not a static property; rather, it is a dynamic and inherently
stochastic quantity that could be effectively modeled and pre-
dicted within a probabilistic framework. The work combines
network simulation, centrality analysis, and Markov chain
modeling to provide a coherent approach to understanding
and forecasting node importance. While further theoretical
and empirical developments are required, the results highlight
the potential of probabilistic methods to advance the study
of dynamic networks and to uncover the temporal structure
underlying complex systems.



ANCHAL GERA ET AL.: PREDICTING CENTRALITY MEASURES IN COMPLEX NETWORKS UTILIZING MARKOV CHAINS

ACKNOWLEDGMENTS

During the preparation of this manuscript, the authors used
DeepL to check the language and grammar. The authors have
reviewed and edited the output and take full responsibility for
the content of this publication.

(1]

(2]

(3]

(4]

[5]

(71

(8]

91

[10]

[11]

[12]

REFERENCES

V. Sekara, A. Stopczynski, and S. Lehmann, “Fundamental structures
of dynamic social networks,” Proceedings of the national academy of
sciences, vol. 113, no. 36, pp. 9977-9982, 2016.

J. Dorpinghaus, “Die soziale Netzwerkanalyse: Neue Perspektiven fiir
die Auslegung biblischer Texte?” Biblisch erneuerte Theologie, vol. 5,
pp. 75-96, 2021.

F. Grando, L. Z. Granville, and L. C. Lamb, “Machine learning in
network centrality measures: Tutorial and outlook,” ACM Computing
Surveys (CSUR), vol. 51, no. 5, pp. 1-32, 2018.

J. Dorpinghaus, “Digital theology: New perspectives on interdisciplinary
research between the humanities and theology.” Interdisciplinary Journal
of Research on Religion, vol. 18, p. 1, 2022.

J. Dérpinghaus and M. Jacobs, “Semantic knowledge graph embeddings
for biomedical research: Data integration using linked open data.” in
SEMANTICS (Posters & Demos), 2019.

J. Dorpinghaus, S. Schaaf, and M. Jacobs, “Soft document clustering
using a novel graph covering approach,” BioData mining, vol. 11, no. 1,
p. 11, 2018.

J. Dorpinghaus, J. Klein, J. Darms, S. Madan, and M. Jacobs, “Scaiview-
a semantic search engine for biomedical research utilizing a microservice
architecture.” in SEMANTICS (Posters & Demos), 2018.

J. Dorpinghaus, D. Samray, and R. Helmrich, “Challenges of automated
identification of access to education and training in germany,” Informa-
tion, vol. 14, no. 10, p. 524, 2023.

M. P. Mangroliya, J. Doerpinghaus, and R. Rockenfeller, “Towards
the analysis of errors in centrality measures in perpetuated networks,”
pp. 417-428. [Online]. Available: https://annals-csis.org/Volume_39/
drp/4841.html

H. T. Tu, T. T. Phan, and K. P. Nguyen, “Modeling information
diffusion in social networks with ordinary linear differential equations,”
Information Sciences, vol. 593, pp. 614-636, 2022.

B. Tadi¢ and R. Melnik, “Self-organised critical dynamics as a key to
fundamental features of complexity in physical, biological, and social
networks,” Dynamics, vol. 1, no. 2, pp. 181-197, 2021.

W.-N. Chen, D.-Z. Tan, Q. Yang, T. Gu, and J. Zhang, “Ant colony
optimization for the control of pollutant spreading on social networks,”
IEEE Transactions on Cybernetics, vol. 50, no. 9, pp. 4053-4065, 2019.

[13]

[14]
[15]
[16]
[17]

[18]

[19]

[20]

[21]

[22]

[23]

[24]
[25]
[26]

[27]

[28]

[29]

[30]

F. Menczer, S. Fortunato, and C. A. Davis, A
First Course in Network Science, 1st ed. Cambridge
University Press. [Online]. Auvailable: https://www.

cambridge.org/highereducation/books/first-course-in-network-science/
EE22722F27519D8BB1443C7225C57BAF#contents

L. C. Freeman, The Development of Social Network Analysis: A Study
in the Sociology of Science. Empirical Press ; BookSurge.

M. E. J. Newman, Networks: An Introduction. Oxford University Press,
2010.

L. C. Freeman, “Centrality in social networks: Conceptual clarification,”
Social Networks, vol. 1, no. 3, pp. 215-239, 1978.

, “A set of measures of centrality based on betweenness,” Sociom-
etry, vol. 40, no. 1, pp. 35-41, 1977.

D. F. Gleich and R. A. Rossi, “A Dynamical System for PageRank with
Time-Dependent Teleportation,” Internet Mathematics, vol. 10, no. 1-2,
pp. 188-217, Apr. 2014.

C. E. Graafland, J. M. Gutiérrez, J. M. Lépez, D. Pazd, and M. A. Ro-
driguez, “The probabilistic backbone of data-driven complex networks:
An example in climate,” Scientific Reports, vol. 10, no. 1, p. 11484, Jul.
2020.

N. Friedman, K. Murphy, and S. Russell, “Learning the Structure of
Dynamic Probabilistic Networks.”

G. Ghoshal and A.-L. Barabdsi, “Ranking stability and super-stable
nodes in complex networks,” vol. 2, no. 1, p. 394. [Online]. Available:

https://www.nature.com/articles/ncomms 1396
M. Ruan, X. Chen, and H. Zhou, “Centrality prediction based on

K-order Markov chain in Mobile Social Networks,” vol. 12, no. 6,
pp. 1662-1672. [Online]. Available: http:/link.springer.com/10.1007/
$12083-019-00746-y

S. Bartolucci, F. Caccioli, F. Caravelli, and P. Vivo, “Distribution of
centrality measures on undirected random networks via the cavity
method,” Proceedings of the National Academy of Sciences, vol. 121,
no. 40, p. e2403682121, Oct. 2024.

Markov-Chain based centralities and Space Syntax’ Angular Analysis:
an initial overview and application, Krakow, Poland, 2023.

J. G. Kemeny and J. L. Snell, Finite Markov Chains. Princeton, NIJ:
D. Van Nostrand, 1960.

S. N. Mohammed and S. Giindii¢, “TPM: Transition Probability Matrix
— Graph Structural Feature based Embedding,” Mar. 2023.

D.-W. Huang and Z.-G. Yu, “Dynamic-Sensitive centrality of nodes
in temporal networks,” vol. 7, no. 1, p. 41454. [Online]. Available:
https://www.nature.com/articles/srep41454

J. Dorpinghaus, V. Weil, C. Duing, and M. W. Sommer, “Centrality
measures in multi-layer knowledge graphs,” Annals of Computer Science
and Information Systems, vol. 32, 2022.

J. Dorpinghaus, V. Weil, and M. W. Sommer, “Towards modeling and
analysis of longitudinal social networks: J. dorpinghaus et al.” Applied
Network Science, vol. 9, no. 1, p. 52, 2024.

S. P. Borgatti, “Centrality and network flow,” Social Networks, vol. 27,
pp. 55-71, 2005.

35






Communication Papers of the 21% Conference on Computer

DOI: 10.15439/2026F4286

Science and Intelligence Systems (FedCSIS) pp. 37-43 ISSN 2300-5963 ACSIS, Vol. 49

Potential of Found Establishment Data Linkage
for the Social Sciences

Christian Gerhards
0000-0002-8180-3248
Federal Institute for Vocational
Education and Training
Friedrich-Ebert Allee 114-116,
53113 Bonn, Germany
Email: gerhards@bibb.de

Abstract—Social science research on establishments
classically relies on representative survey data from official
registers. More recently, digital found data sources that can be
analysed with Al especially geolocatable sources such as online
job advertisements and OpenStreetMap (OSM), have opened up
new opportunities for establishment research. However, their
representativeness and possible biases are often unclear. This
paper discusses the question of how the representativeness of
operational data from different geospatial sources can be
compared. It proposes linking these sources and discusses the
practical, methodological, and data protection challenges
involved, including Al-supported matching at the individual
establishment level. The paper also discusses how generative Al
can be used to derive key variables, such as industry
classifications, from available information, enabling
comparisons with register-based benchmark data. The
approach is illustrated by showing how linked geolocatable
establishment data from two german projects could be used:
OSM-based establishment information and online job
advertisement data.

Index Terms— establishment research, business registers,
online job advertisements, OpenStreetMap (OSM), Al-
supported data linkage.

I. INTRODUCTION: JOB ADVERTISEMENT DATA AND OSM AS
DATA SOURCES FOR ESTABLISHMENT RESEARCH

NFORMATION at the establishment level, as a meso level

of analysis, is highly important for the social sciences, es-
pecially in the field of organisational research, labour and
education research. The increasing shift of societal processes
into the virtual world is making the potential of found data for
social-scientific analyses of establishments increasingly rele-
vant. These found data are particularly interesting because,
although official register data are comprehensive, they pro-
vide only standard information for very basic research ques-
tions. Moreover, access to official register data and the pos-
sibilities for linking them to other data sources are often re-
stricted. The question of how well data sources cover estab-
lishments is of both empirical and methodological importance
in order to assess whether, and to what extent, the data allow

-ChatGPT was used as a translation aid to support the drafting of the
English text.
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for representative conclusions. Two heterogeneous examples
of found-data sources that have become more important in the
organizational, labour and education research in recent years
are data from online job advertisements and geodata, such as
data from OpenStreetMap (OSM). Data from job advertise-
ments [1] provide a source offering insights into recruitment
processes in training firms. OSM, in turn, is an openly acces-
sible found-data source that are predominantly entered by
volunteers and that captures business locations, points of in-
terest, and address information on a broad scale [2]. Since
neither of these two sources was designed as a complete
business register, their analytical value depends not only on
sample size, but also on how selectively, completely, and
systematically they represent different types of establish-
ments. This paper therefore discusses, how both sources could
be linked at the establishment level to assess their suitability
for analysing firms and to identify coverage errors.

The proposed approach focuses on linking heterogeneous
digital resources through fuzzy matching and record linkage
[3], and on using web mining, text mining, and generative Al
to derive key establishment characteristics such as industry,
firm size, and training activity from names, addresses, job
advertisements, legal notices, and linked websites. These de-
rived variables could then be compared with benchmark dis-
tributions from register-based data in order to assess data
quality, reliability, and bias.

Legal and ethical questions need to be clarified when
dealing with establishment data for example because, in the
event of re-identification, such data could create a competi-
tive disadvantage for the establishments concerned. Important
steps therefore include anonymisation, data protection, and
the permissibility of linking OSM and job advertisement data,
especially if the enriched data are later used for establishment
surveys.

The approach is situated at the intersection of Al-based and
computational approaches in the social sciences and eco-
nomics. It shows how two heterogeneous digital found data
sources in the field of labour market and qualification re-
search can be integrated into a critically reflected analytical
framework.

Thematic Session: Al in Digital Humanities,
Computational Social Sciences and Economics Research
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II. STATE OF RESEARCH AND THEORETICAL PERSPECTIVE

A. Previous Research on the Selectivity and Coverage

To date, there has been little research on the representa-
tiveness (Selectivity and Coverage) —and thus the usefulness
—of found data on establishments for the social sciences.
Thus, it remains unclear, if online job advertisements can be
used as a representative sampling frame for subsequent es-
tablishment surveys. The approach proposed here is illus-
trated, first, by means of a project in Germany that collects
online job advertisements: Since 2011, the German Federal
Institute for Vocational Education and Training (BIBB) has
collected such advertisements from a range of online job
boards in Germany collected by a private provider. The
project is called KASI, short for Kombinierte Ausbil-
dungsstellenanzeigenanalyse und Inserierendenbefragung —
Combined Analysis of Apprenticeship Vacancy Advertise-
ments and Survey of Advertisers [1]. As the project shows,
job advertisements do not provide a representative picture of
all establishments in Germany. Within this data they identi-
fied apprenticeship vacancies using a dedicated classification
model. Between 2016 and 2024, the number of identified ad-
vertisements increased substantially, while the number of new
entrants into vocational training remained relatively stable. In
addition, there is pronounced regional variation in the rela-
tionship between online advertisements and apprenticeship
vacancies reported to the Federal Employment Agency. This
selectivity is also confirmed at the international level. The
Joint Research Centre (JRC), the European Commission’s in-
house science and knowledge service, notes that online job
advertisements are timely and information-rich, but tend to
overrepresent higher-skilled profiles and more formalised,
socially desirable skill requirements [4]. For this reason, it is
recommended to combine online job advertisement data with
survey and administrative sources to asses biases.

Research on OSM likewise makes clear that broad cover-
age should not be mistaken for completeness. In another
project of BIBB Gerhards [2] compares OSM data with the
official establishment register of the Federal Employment
Agency (BA, short for Bundesagentur fiir Arbeit) and identi-
fies about 825,000 OSM entries, compared with 2,100,000
establishments in the official BA statistics. Under the as-
sumption that both sources refer to identical units, this would
correspond to roughly 39 percent coverage. At the same time,
the study shows that although the macro-level relationship
between OSM and official BA data is correlated, micro-level
validity remains uncertain. Earlier research on OSM in Ger-
many also points to spatially and socially uneven complete-
ness. For retail establishments in the German federal states of
Baden-Wuerttemberg and Saxony, Briickner et al. report rel-
atively high average completeness levels, but also a consid-
erable range from 42 to 100 per cent [5]. In particular, large
cities and regions with lower unemployment were found to be
mapped more comprehensively.
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B. Theoretical Perspective on Selective Observability and
Unit Incongruence

From a theoretical perspective, the biases of both found
data sources can be conceptualised as a problem of selective
observability. KASI does not observe establishments as such;
rather, it captures a selected subsample: establishments that
publicly posted an apprenticeship vacancy online (on estab-
lished job platforms and on the official website of the Federal
Employment Agency) during the observation period, pro-
vided an email address, and entered the sample through a se-
lection process. And additionally, as a sampling strategy to
avoid duplicate data per establishment, only one training oc-
cupation per company—typically the first posted advertise-
ment—is included. OSM, likewise, does not include the full
population of establishments (in Germany), but only those
business-related units that become visible through mapper
activity, data imports, or publicly identifiable points of inter-
est [6]. In both cases, inclusion probabilities are therefore not
equal or random, but are shaped by the specific mechanisms
through which the data are generated. In the case of KASI,
these mechanisms are driven by recruitment practices and
digitalisation (strategy to present job postings online in job
advertisements); in the case of OSM, they are driven by visi-
bility (potentially establishments that attach importance to
being findable via OSM), community activity, and platform-
specific logics.

A second theoretical issue concerns the incongruence of
observational units. In labour market statistics, the reference
concept of an establishment refers to a place of work with
employees liable to social insurance contributions; establish-
ments must therefore be distinguished from companies, which
may consist of multiple establishments. This distinction is
crucial for both KASI and OSM, since in both data sources,
individual data points may refer to companies rather than
specific establishments. An apprenticeship advertisement
may refer to a company as a whole or to several establish-
ments of one company simultaneously, while an OSM entry
may represent a branch, company headquarters, showroom,
club venue, or another type of point of interest. The central
source of bias is therefore not limited to undercoverage, but
also includes unit error: entries may formally exist in the data
without correctly corresponding to the target population of
establishments.

III. LEGAL AND ETHICAL CONSIDERATIONS IN LINKING
AND REUSING ESTABLISHMENT DATA

For data on establishments, specific legal and ethical issues
arise, particularly in relation to data linkage and the potential
subsequent enrichment of these data with additional survey
data. In principle, establishment data are often less sensitive
than personal data. However, this does not mean that they can
be linked, enriched, and reused without legal or ethical con-
straints. A decisive issue is whether the data remain at the
level of organisations or whether they can be connected to
identifiable natural persons. This distinction is particularly
important when combining KASI and OpenStreetMap (OSM)
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data and when considering whether web-scraped contact de-
tails may later be used for establishment surveys [7].

A. Permissibility of Linking KASI and OSM

By linking data from KASI and OSM, their representa-
tiveness can at least be partially assessed. The linkage of
KASI and OSM at the individual establishment level is not
prohibited as such, but it is only permissible under clearly
defined conditions. The first key question is whether personal
data are involved at all. The EU's General Data Protection
Regulation (GDPR) protects natural persons, not legal entities
[8]. Data relating only to firms in the organisational sense—
such as company names, legal forms, or generic contact ad-
dresses—are therefore often less problematic. The situation
changes where sole proprietors (e.g. “Name Inc.”), self-em-
ployed persons, named contact persons, personalised email
addresses (e. g. name@inc.com), or direct phone numbers are
involved. In such cases, the data can relate to identifiable in-
dividuals, and matching, enrichment, and subsequent contact
may constitute forms of personal data processing.

Where personal data are involved, the crucial issues are the
necessity of the processing for a genuine research purpose
(this may constitute an exception permitting the processing of
personal data), and the proportionality of the procedure. In
research contexts, this generally means that only those vari-
ables should be linked that are actually required for the ana-
lytical objective, and that safeguards such as data minimiza-
tion (collecting and linking only the data that are necessary),
early anonymisation (removing or altering identifying infor-
mation) where possible, or at least pseudonymization (re-
placing direct identifiers with codes) should be built into the
design. The legal assessment therefore depends not simply on
the existence of a scientific interest, but on whether the link-
age is genuinely necessary and whether the interests of af-
fected persons are adequately protected [9] [10].

The fact that (found) data are publicly accessible does not
remove these obligations. Publicly visible contact details or
other business-related information may not be a legally unre-
stricted resource. If information is scraped or otherwise col-
lected from sources without being obtained directly from the
data subject, researchers must generally consider trans-
parency obligations, including informing affected persons
about the source, purpose, and legal basis of the processing.
Public availability therefore does not automatically legitimise
large-scale collection, linkage, or reuse.

In addition to data protection law, other legal constraints
may also apply. OSM data are comparatively straightforward
in this regard, as they are explicitly made available for reuse
under the Open Database License, which allows reuse subject
to conditions such as attribution (the data source must be
properly credited) and, where applicable, share-alike re-
quirements (derived databases may have to be shared under
the same or a compatible open license). It might remains un-
clear, at least initially, whether data on establishments con-
tained in the two data sources are present without the estab-
lishments’ consent and may subsequently be processed for

purposes entirely different from those for which they were
originally made available. KASI raises additional issues be-
cause the underlying job advertisement corpus originates
from a commercial provider. Even where processing within a
research project is lawful, this does not automatically imply
that raw data or identifiable components may be freely shared
or republished. If further contact details are additionally
scraped from company websites, researchers must also take
into account website terms of service.

B. Use of Scraped Establishment Addresses for
Establishment Surveys

For social science analyses, found data offer new potential
alongside designed data from purpose-built surveys. One way
to extend the analytical potential of found data is to enrich
them with designed data. A possible approach is to use the
contact information of establishments (within the framework
of the legal and ethical limitations outlined above) — in this
case obtained from OSM or KASI — to conduct dedicated
establishment surveys. In the case of the KASI project, this is
already an integral part and objective of the project. If linked
or scraped data are to be used for subsequent establishment
surveys, it is important to distinguish clearly between postal
contact, email contact, and telephone contact.

Initial contact by post may be comparatively more feasible,
but should still be subject to institutional data protection and
legal review, especially when it is addressed to a legal entity
or a generic business address and the communication is
clearly framed as scientific research. In such cases, the re-
search purpose may be more straightforward to assess in the
context of institutional data protection and legal review, while
the interference with personal privacy may be comparatively
limited.

Email contact is more sensitive [11]. Unsolicited electronic
communication is subject to stricter legal scrutiny (in the EU
and Germany), particularly where no prior relationship or
consent exists. Unsolicited contact by email remains legally
delicate when it targets named individuals or personalised
addresses. Telephone contact is the most sensitive channel
[12]. Telephone recruitment based on scraped contact infor-
mation is generally the most problematic option for estab-
lishment surveys.

C. Ethical Guidelines

Even where the legal framework does not prohibit data
processing, established research ethics guidelines call for a
broader assessment. The ethics guidelines of the Association
of Internet Researchers (AoIR), a learned society dedicated to
the advancement of the transdisciplinary field of Internet
studies, stress that public accessibility should not be equated
with ethical acceptability. What matters instead are the con-
text in which the data were made available, the expectations
of the persons concerned, the degree of identifiability, the
possibility of harm, and the question of whether data use may
alter the social situation of those concerned. For establish-
ments in particular, the possibility of re-identification and
linkage with data that are otherwise unavailable or difficult to
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TABLE L.

PROPOSED APPROACH: STEPS FOR LINKING AND EVALUATING BIASES IN FOUND DATA AT THE ESTABLISHMENT LEVEL

legal and ethical considerations in linking and reusing establishment data perspective: permissibility, use of scraped
contact information, ethical guidelines

Data cleaning: standardization of words, removal of duplicates, fuzzy matching (blocking, similarity measures, manual
review of borderline cases)

entity resolution (matching of datasets): blocking or candidate generation, pairwise similarity features, human-in-the-loop
pipeline (manually coded pairs, active learning, global assignment rule)

generative Al for Classification (e.g. on Industry Codes, Establishment Size Groups, and Training Activity) as part of a
hybrid pipeline: web research on company websites; substantive enrichment of linked establishments (compilation into a

more complex or ambiguous cases: LLM

standardized dossier; LLM with restricted classification task);
simple cases: Deterministic rules and classical Natural Language Processing (NLP);

5 Assessing Coverage Bias: descriptive coverage matrix, multivariate models

obtain may create competitive risks. Correspondingly, the
GESIS as a major German research institute guidance on
digital behavioral data highlights privacy, data minimisation,
the risk of inferring sensitive attributes, and the need to con-
sider the entire data lifecycle from collection to publica-
tion [13].

IV. PROPOSED METHODOLOGICAL APPROACH

Table 1 illustrates the pipeline of the proposed approach for
linking and evaluating biases in found data at the establish-
ment level.

A. Error Structure, Data Cleaning, and Al for Fuzzy
Matching Between KASI and OSM Establishments

A fair evaluation of the representativeness of KASI and
OSM requires a distinction between two establishment-level
target populations. The first is the full population of estab-
lishments with employees, which serves as the general estab-
lishment population. The second is the subset of establish-
ments that advertised apprenticeship vacancies online during
the observation period. On both levels the official establish-
ment register of the Federal Employment Agency (BA) can
serve as a reference for assessing representativeness. How-
ever, due to restrictions, matching at the individual establish-
ment level is not possible, and only marginal distributions can
be compared (macro-level comparison). Only at this second
level can KASI be interpreted as a coverage instrument (to
assess how well it covers the target population) as it captures
the subpopulation of apprenticeship-providing establishments
that recruit digitally.

Both data sources may contain incorrect inclusions (false
positive) as well as missing establishments (false negative).

In KASI, such problems arise mainly from advertisements
listed at the company rather than establishment level, multi-
location postings, central recruiting mailboxes, or advertise-
ments that cannot be assigned to a specific establishment.
Missing cases include establishments that did not advertise
online (first level) or have no/could not be linked to a con-
tactable email address.

In OSM, problematic entries may include outdated nodes
(individual geographic points), non-economic institutions,

brand-only entries, headquarters without a corresponding
employee-bearing establishment, or units without employees
subject to social insurance contributions. Gerhards [2] notes
that the macro-level comparison with Federal Employment
Agency data does not resolve whether OSM entries and
agency establishments actually refer to the same units, or
whether some recorded entries are not employee-bearing es-
tablishments at all. In OSM, missing cases include establish-
ments that are unmapped, less visible, or primarily oriented
toward business-to-business markets.

Data cleaning must therefore be treated as a separate
methodological step. Names, legal-form suffixes, punctua-
tion, umlauts, abbreviations, and address elements first need
to be standardized. Duplicates must then be removed within
each source, since both repeated job postings and repeated
points of interest may occur. Only in a third step should multi-
stage fuzzy matching be applied: first, exclusion (blocking) of
cases from matching by postal code, municipality, federal
state, or spatial distance (in many cases geocoded GPS coor-
dinates are available for OSM and KASI Data); second, sim-
ilarity measures for names and domains; and third, proba-
bilistic linkage with manual review of borderline cases. Ex-
ternal websites and legal notices are especially useful for
distinguishing between corporate groups, brands, branches,
and local establishments. A validated hand-coded sample is
advisable for calibrating thresholds and making precision and
recall transparent.

The most obvious and methodologically central application
of classical Al (in this step not generative Al) in the proposed
approach for linking KAST and OSM is entity resolution [14],
that is, the probabilistic linkage of identical establishments
across two data sources. OSM contains spatially referenced
entries with names, address components, and sometimes
websites or phone numbers. KASI contains establishments
that advertised apprenticeship vacancies online between July
2024 and July 2025, including contact details and further in-
formation extracted from the advertisements. A simple exact
match based on names or addresses would fail systematically,
because one must expect name variants, branch labels, legal-
form suffixes, misspellings, company-level rather than es-
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tablishment-level designations, and incomplete location in-
formation. For this reason, Al-assisted matching at the indi-
vidual establishment level represents a key methodological
advance.

A multi-stage approach seems well suited for this task and
is proposed here. In the first step, strict blocking (exclusion
from comparison) or candidate generation (probable matches)
should be used so that not every KASI establishment is com-
pared with every OSM entry. Appropriate blocks can be de-
fined by postal code, municipality, district, or a geographic
radius around geocoded addresses. In the second step, pair-
wise similarity features are constructed, including Jaro—Win-
kler or Levenshtein similarities for names, token-based simi-
larities for street and locality, exact or partial matches for
house number, website domain, telephone number, and email
domain, as well as spatial distance measures. Domain-spe-
cific features are also useful, such as the detection and stan-
dardization of common German or international legal-form
suffixes like GmbH, AG, e.K., eG, or gGmbH, and branch
markers such as “Center,” “Market,” “Store,” “Branch,” or
place-name extensions. These features can then be combined
in a supervised matching model, for example through gradi-
ent boosting, random forests, or simple logistic regression.

In practice, the procedure should be designed as a human-
in-the-loop pipeline (with active human oversight). First, a
gold standard of manually coded pairs should be created,
distinguishing confirmed matches, confirmed non-matches,
and ambiguous cases. This serves as the basis for training and
iteratively improving the classifier. Active learning (a ma-
chine learning approach where the model selectively asks for
labels on the most informative data points to improve perfor-
mance efficiently) is especially useful, since the model can
present uncertain or contradictory cases for manual review
[15]. After pairwise classification, a global assignment rule is
required to prevent multiple OSM entries from being incor-
rectly assigned to a single KASI establishment, or vice versa.
The procedure should be evaluated using classification eval-
uation metrics (precision, recall, F1 score), and calibrated
match probabilities, supplemented by error analyses across
industry, establishment size class, and federal state.

B. Generative Al for Constructing Variables on Industry,
Establishment Size, and Training Activity.

Potential biases in the data should be examined using a
multivariate approach. The aim is to compare the marginal
distributions in official Federal Employment Agency (BA)
data with those observed in the found data of OSM and KASI.
To enable this comparison using marginal distributions along
classifications of the BA, the information from KASI and
OSM must be classified into classes like industry-codes or
firm size levels. BA data contains information on industry,
location (e. g. German federal states), and employment
counts.

Such an analysis requires that key establishment charac-
teristics be available in a consistent form or be recon-
structable. For industry, the official WZ classification (short

for Wirtschaftszweig, branch, a German system for catego-
rizing economic activities into standardized industry sectors)
provides the reference framework.

For KASI and OSM, where direct classification from a
reference source is unavailable, industry coding should pro-
ceed in stages: through web research on company websites
and legal notices; and through text-based classification using
job advertisement titles, OSM tags, and activity descriptions.

Federal state can be identified relatively robustly from
geocoded addresses or OSM coordinates.

The second field of application concerns the substantive
enrichment of linked establishments. This is where generative
Al may be especially useful in the approach proposed here.
Many analytically central characteristics are not available in
KASI or OSM as clean, standardized variables but as texts.
Industry, establishment size, and training activity therefore
need to be reconstructed or approximated from heterogeneous
traces: establishment names, legal form and address details,
apprenticeship advertisement text, legal notices, career pages,
“about us” pages, and other linked content on company web-
sites. KASI is particularly informative in this respect, using
additional information contained in advertisements and a
dedicated classifier for apprenticeship postings [1]. Con-
versely, the OSM study highlights the potential of linking
OSM with company websites, job advertisements, and other
digital resources [2].

In this context, generative Al should not be used as an
open-ended text tool (that generates unrestricted, free-form
text without predefined constraints), but as a structured ex-
traction and classification component. A two-stage procedure
is methodologically advisable. First, all available text sources
and metadata for an establishment should be compiled into a
standardized “dossier” (set of variables): name, legal form,
OSM tags, advertisement title, advertisement text, legal no-
tice, self-description on the website, contact page, location
list, and, where available, career pages. In the second step, a
large language model (LLM) [16] should be given a restric-
tive extraction task with a fixed output schema, for example
in JSON (a data format used to store and exchange structured
data, such as model inputs, outputs and labels), including the
presumed main industry, a WZ-related industry description,
indicators of branch structure, indicators of employee count
or size class, evidence of training activity, and finally a con-
fidence score (numerical value indicating how certain the
model is about its prediction or extracted information), and an
“evidence span” field (a reference to the specific text seg-
ment(s) in the source data that support or justify the extracted
information). This forces the model to derive variables from
explicit textual evidence rather than merely guessing.

For example, for industry, terms such as “bakery,” “dental
practice,” “logistics provider,” “metalworking,” “car dealer-
ship,” or “tax consultancy” are strong signals. For establish-
ment size, relevant indicators include references to multiple
branches, franchise structures, team size, or expressions such
as “employees,” “locations,” “family-run craft business,” or
“international corporation.” For training activity, terms such

EEINT3
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as “apprenticeship,” “trainee,” “dual training,” “training oc-
cupations,” chambers such as “IHK,” (short for Industrie- und
Handelskammer — Chambers of Industry and Commerce)
“HWK,” (short for Handwerkskammer — Chambers of
Crafts) or “we provide training” are directly informative.

Generative Al should not operate in isolation, but as part of
a hybrid pipeline: Deterministic rules and classical Natural
Language Processing (NLP) components should first handle
the straightforward cases, such as legal-form recognition,
domain extraction, pattern matching for training activity,
counting location lists, and detecting explicit employee
ranges or size information. Only more complex or ambiguous
cases should be passed to the LLM, for example when indus-
try must be inferred from several text fragments or when size
class must be derived from weaker “signals” (correlations).
The procedure may become especially robust when the model
does not generate freely, but instead works with retrieval-
augmented prompting based only on previously extracted text
snippets and is required to return textual evidence for its de-
cision rather than on its internal knowledge alone.

The results should then be filtered using confidence
thresholds and validated against external reference sources,
such as register-based industry information or known indica-
tors of training activity.

C. Assessing Coverage Bias against a Third “Ground
Truth” Source

Once the data have been brought into a comparable form,
the analysis for assessing coverage bias should begin with a
descriptive coverage matrix. For each source, the first step is
to report what share of establishments in the reference data
from official Federal Employment Agency (BA) statistics
appears overrepresented in KASI, in OSM, in both sources,
or in neither. This should be followed by stratified coverage
rates by industry, size class or federal state. Raw proportions
and comparison of overcoverage and undercoverage makes it
possible to show whether a source includes many establish-
ments overall but systematically captures the wrong types of
units.

The next step should be a multivariate model, such as a
logistic (e.g. training/non training establishments) or multi-
nomial regression (e.g. economic sector). For KASI, the
model should explicitly refer to the subpopulation of poten-
tially training-active establishments. For OSM, the general
establishment population can also be analyzed.

Three expectations follow from the design. First, KASI is
likely to cover the general establishment population much
more selectively than OSM, because by design it is restricted
to apprenticeship-providing establishments that recruit online
and provide an email address. Second, OSM is expected to
reach a broader range of establishments, but also to contain
more incorrect inclusions, since visible POIs do not neces-
sarily correspond to employee-bearing establishments. Third,
the overlap between the two sources is likely to be greatest
among larger, publicly visible, service-oriented, or customer-
facing establishments, whereas small, industrial, business-to-
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business, or informally recruiting establishments are likely to
remain underrepresented in at least one source. For KASI,
findings on regionally uneven online recruitment patterns
point to systematic coverage differences. For OSM, earlier
research suggests that visibility, urbanity, and local socioe-
conomic context may matter [2].

V. CONCLUSION: LINKING KASI AND OSM WITH Al:
METHODOLOGICAL INSIGHTS, DATA QUALITY, AND FUTURE
DIRECTIONS

This article suggested an approach how in labor market
research found establishment data sources can be linked and
compared. It focused how generative Al methods could be
used to construct variables from text. The proposed method-
ological advantage is that generative Al not only can accel-
erate classification, but also can bridge the gap between un-
structured web and advertisement texts and an analyzable
multivariate establishment dataset.

Linking found establishment data from online job adver-
tisements (project KASI) and georeferenced data from open
street map (OSM) at the individual establishment level
promises a double analytical gain: Substantively, it makes it
possible to identify which types of establishments are visible
in both sources and which are systematically missing.
Methodologically, it shows that coverage is not merely a
question of quantity, but a question of the unit of observation
and the process through which data are generated.

Especially when combined with additional data (e. g. an
establishment survey) KASI is likely to be especially valuable
for analyzing apprenticeship-providing establishments that
recruit online, but not as a general establishment register.
OSM, by contrast, is attractive as an open infrastructure for
establishment-related found-data research, yet it requires
much stricter cleaning and validation before it can serve as a
reliable sampling frame.

In this way, the proposed approach would extend the em-
pirical literature in two respects: first, by moving from ag-
gregated coverage comparisons against official statistics to
establishment-level error measurement; and second, by sys-
tematically combining job advertisement data with open ac-
cessible OSM based found data so that the contents of both
data sources can be linked.

For the research question on how geodata on establish-
ments can be linked, the linkage of KASI and OSM should be
understood not only as a technical task, but also as a legally
and ethically conditioned research practice. Establishment
data may often be less sensitive than personal data, but they
are not free of regulatory and ethical obligations some of
which are particularly specific to establishment data. A re-
sponsible design therefore requires a careful distinction be-
tween organisational and personal information, clear limita-
tion to what is necessary for the research objective, appropri-
ate safeguards for processing and storage, and a cautious ap-
proach to any later use of scraped contact details for estab-
lishment surveys. For the proposed approach, this leads to a
practical conclusion and data protection implications: linking
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KASI and OSM is feasible in principle, provided that a clear
distinction is maintained between non-personal establishment
data and personal contact data or sole proprietorship data, that
a sound legal basis is documented, and that research purpose,
data minimization, transparency, and the right to object are
properly implemented. For subsequent establishment surveys,
contacting firms by post or via generic functional addresses is
legally and ethically far more defensible than unsolicited
phone calls or personalized cold emails. Where additional
web scraping of company websites is envisaged, terms of
service, technical protection measures, information require-
ments, a data protection impact assessment for larger-scale
processing, and approval by data protection officers or ethics
committees should be integrated into the study design.

The main limitation of the design is that two imperfect data
sources cannot be fully validated against one another without
an external reference. The establishment register of the Fed-
eral Employment Agency is the most convincing third source
and reference. Another limitation is the focus on Germany-
specific data from proprietary or project-specific datasets
(OSM and KASI) which may limit the generalisability of the
findings to other countries or contexts. Nevertheless, in many
countries, OSM data on establishments and online job adver-
tisement data are publicly available or available by web-
scraping, making the approach potentially transferable be-
yond the German context.

A next step in the practical implementation of the proposed
approach lies in semi-automated web enrichment, active-
learning-based matching procedures, and validation against
Federal Employment Agency (BA) reference data. It should
be noted: Even the reference source of the BA official regis-
ter, however, is not perfect. It does not cover solo self-em-
ployed persons without relevant employment notifications,
and its definition of an establishment may differ from the
meaning of an OSM point of interest (POI)/node or a KASI
advertisement.
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Abstract—Precision Livestock Farming (PLF) increasingly re-
lies on integrated technologies to improve animal health, welfare,
reproduction, and productivity within a complex ecosystem. How-
ever, current approaches often deal with specific use cases, single
domain, and remain fragmented, relying on siloed analytics tools
and unilateral decision-making. This paper proposes a holistic
Cyber-Physical System (CPS) for smart PLF that enables seam-
less end-to-end processes, spanning several stakeholders’ per-
spectives and farm domains: animals, environment, production,
and logistics. The proposed layered and modular architecture
leverages adaptive Al capabilities enabling intelligence-driven
functionalities within an integrated farm workflow, and supports
automated, human-in-the-loop and hybrid modes. Both domain-
specific and shared views are provided to foster collaborative
decision-making, and control across operations. The CPS capabil-
ities are illustrated through various use cases, highlighting their
relevance across different operational settings. By integrating
sensing, data, analytics, human perspectives, and collaborative
decision-making, the proposed CPS enhances visibility, trans-
parency, and efficiency in livestock management and monitoring.

I. INTRODUCTION

RECISION Livestock Farming (PLF) increasingly relies
Pon integrated technologies to support farm management
and monitoring in order to enhance animal health, welfare,
reproduction, and production [1], [2]. In fact, modern PLF sys-
tems collect and analyze data from sensors and environmental
monitors to provide actionable insights and support real-
time decision-making [3], [4]. Despite these developments,
PLF systems still face significant challenges among them,
the limited collaborative decision support among multiple
stakeholders since data access and alert sharing are typically
controlled by the farmer or herd manager [5]. Only a few ini-
tiatives, such as ClearFarm [6], integrate external stakeholders
at the value-chain level, but not at the operational level where
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the decision-making remains unilateral and primarily farmer-
centered. Although differences in actor perspectives are recog-
nized, existing approaches partially address role-specific views
and lack structured processes enabling stakeholders the oppor-
tunity to interact, express their viewpoints, validate outcomes,
and co-construct decisions [7], [8], [9], [6]. In addition, the
PLF ecosystem is addressed partially, and most systems focus
on isolated aspects of a specific domain rather than covering
multiple domains including animals, environment, infrastruc-
ture, production, logistics and supply chain [11]. Furthermore,
Al capabilities remain task-specific, addressing particular and
fragmented prediction or optimization problems instead of
providing scalable and adaptive support for intelligence-driven
functionalities [12]. Finally, many initiatives focus narrowly
on a single decision-making or control mode while neglect-
ing multilevel autonomy embedding automated, human-in-the-
loop and hybrid modes. The ccoordination between decision-
making and command execution processes for the implemen-
tation of approved recommendations into concrete tasks also
remains largely absent [3], [5]. The fragmented structures
of existing PLF systems hinder end-to-end visibility and
transparency, restrict the autonomy of specialized actors, and
may delay timely responses to health, welfare, reproduction
or production issues. To address these challenges, this paper
presents a holistic Cyber-Physical System (CPS) for smart PLF
ecosystems. Our main contributions include:

e The integration of multiple PLF domains including an-
imals, environment, infrastructure, production, processes
and logistics, ensuring comprehensive integration.

o The integration of several stakeholder with various per-
spectives through domain-specific views, enabling coor-
dinated decision-making across roles.

Topical area: Intelligent Software, System,
and Service Engineering
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¢ A modular and adaptive Al capabilities, tailored to
processes’ needs in perception, diagnosis, prediction,
decision-making and adaptive control, to support system-
wide observation, reasoning, action and collaboration
functionalities within an integrated farm-scale workflow.
o A modular, multi-level architecture integrating flexible
end-to-end workflows supporting automated, human-in-
the-loop, and hybrid modes of control and monitoring,
while fostering visibility, transparency, and collaboration
among stakeholders.
This CPS provides an integrated solution addressing iden-
tified challenges in current PLF implementations.
The remainder of this paper is organized as follows. Sec-
tion II reviews related work on PLF systems and highlights
existing challenges. Section III presents the functional and
non-functional requirements for smart PLF environments.
Section IV describes the proposed holistic CPS architecture,
including its layers, modules, and workflows. Section V details
the proposed Intelligent and collaborative decision support
modules. Section VI presents the compliance with the require-
ments and illustrative use-cases. Finally, Section VII concludes
the paper, summarizes key findings, and outlines insights and
directions for future research.

II. RELATED WORKS
A. Multi-Actor Collaboration Limitations

In PLF, multiple actors must collaborate to ensure effective
farm management and monitoing efficiency [5]. Some existing
approaches enable the sharing of sensor-derived data and
welfare indicators, but the collaboration remains informal and
lacks structured mechanisms and decision support architec-
tures, limiting coordinated decision-making [9]. ClearFarm
Project [6] emphasizes multi-actor co-design at the value-
chain level, but operational roles such as veterinarians, nu-
tritionists, and maintenance staff are not formally integrated,
and some interactions still rely on the farmer as intermediary
and unilateral decision-maker. Consequently, stakeholders’ key
expertise is not taken into account and their proposals are not
coordinated, leading to delayed, inconsistent, or conflicting on-
farm decisions [7].

B. Multi-View and Multi-Perspective Integration

Current PLF systems provide dashboards for monitoring
farm indicators, allowing actors to interpret situations accord-
ing to their roles. However, these views are generally isolated,
limiting sharing of variety of perspectives and experiences [9].
The ClearFarm Project [6] illustrates harmonized data sharing
at the value-chain level and emphasizes combining perspec-
tives for decision-making. Nevertheless, the operational multi-
view integration on the farm has not been addressed yet. The
involved actors have distinct perceptions and priorities regard-
ing the same situation, depending on a variety of factors such
as risk and trust in technology [7], [13]. Different users assume
distinct roles in collaborative decision-support systems, which
require both role specific and shared interfaces to ensure
expertise, visibility, transparency and coordination [14]. Thus,
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capturing and managing multi-views and multi-perspectives
remains a challenge for informed decision-making.

C. Partial Integration Across Farm Domains

Most existing decision-support systems in PLF focus on
isolated domains, such as animal health, welfare, or produc-
tion, without integrating data across animals, environment,
infrastructure, production, logistics, and supply chain pro-
cesses [11]. This siloed approach can lead to conflicting and/or
non-actionable decisions, thus limiting holistic coordination,
management and monitoring efficiently livestock operations.
For example, a PLF alert detects a health problem in a cow.
The veterinarian validates an immediate change in treatment.
When logistics providers receive the order, they report that
they cannot fulfill the request. Effective coordination between
actors in the animal and the logistics domains could have
reduced delays and enabled a single, consistent, and immedi-
ately applicable decision. Although IoT-based sensing systems
enable domain-level data collection in livestock environments,
these solutions remain fragmented and are deployed separately
within each domain [26], [27], [28].

D. Al Capabilities in Precision Livestock Farming

Al techniques have been widely applied for behavior recog-
nition [15], [16], health monitoring [9], [10], lameness de-
tection [23], estrus detection [24], disease and stress dis-
crimination [25] and welfare assessment [17]. In [12], the
authors present a comprehensive overview of Al approaches.
In this context, Al applications are typically developed for
each emerging need as isolated, task-specific solutions that are
not designed as modular and adaptive components integrated
into a farm-wide workflow. Furthermore, adaptive control and
learning, whereby outcomes are fed back to refine models, re-
main largely unexplored, particularly in terms of mechanisms
and continuous workflow.

E. Multi-Level Autonomy and Command Execution

Some PLF systems enable automated actions, such as
feeding or environmental control adjustments, but these are
generally confined to isolated subsystems [3], [5]. Existing
work rarely considers multi-level autonomy across automated,
human-in-the-loop and hybrid decision-making and control
modes, and often overlooks execution, leading to a gap be-
tween recommendations and their implementation.

FE. Cyber-Physical System Integration

Research on cyber-physical systems in PLF has mainly
addressed the integration of sensing, computation, and control
to support decision-making [18]. However, related CPS are
often limited to isolated applications or subsystems related
to a single domain, and comprehensive workflows spanning
all farm operations are still largely absent [9], [19]. Proto-
type systems combining Al and modular sensors have been
developed for applications such as rumen monitoring in dairy
cows. Unfortunately, multi-actor collaboration and human-in-
the-loop integration remain rare [20]. Overall, these studies
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illustrate that current CPS are fragmented and that holistic,
end-to-end workflows across PLF domains have not yet been
implemented [9], [19].

III. CPS REQUIREMENTS FOR SMART PLF
ENVIRONMENTS

This section presents the functional (RQ1 to RQ14) and
non-functional (RQ15 to RQ17) requirements of the CPS ar-
chitecture for smart PLF environments. These requirements are
derived from Section II, with traceability to the corresponding
subsections (§) and references in the related work.

RQ1 The system shall integrate several domains within a smart
PLF ecosystem (§ II-C [11], § II-F [19]).

RQ2 The system shall support cross-domain stakeholders
with diverse roles and expertise through human-in-the-loop
and bidirectional interactions for action execution and system
feedback (§ II-A [5], [7], [8], § II-B [14]).

RQ3 Users will be able to interact with a dedicated dashboard
to support continuous performance monitoring through KPI-
based visualizations and feedback loops (§ II-B [9], [14]).
RQ4 Users will be able to interact with a dedicated dashboard
to manage, monitor and track system alerts in real time
(§ 1I-B [9], [10]).

RQS The system shall provide a dedicated dashboard enabling
stakeholders to access specific and shared interfaces to ex-
press viewpoints, share recommendations, and collaboratively
validate decisions under operational constraints (§ II-A [7],
§ 1I-B [6], [14]).

RQ6 The system shall provide a configuration dashboard en-
abling actors to manage system-wide parameters and interact
bidirectionally with system feedback (§ II-A [5], § II-B [9],
§ 1I-D [12], § 1I-F [18]).

RQ7 The system shall generate al erts related to performance,
real-time system status, Al, execution, and human/decision-
related dimensions (§ II-D [10], [23], [24], [25]).

RQ8 The system shall provide a data acquisition capability
across all ecosystem domains with real-time transmission of
collected data and/or information (§ II-C [26], [27], [28].
RQ9 The system shall support transforming raw data, storing
results for historical tracking and traceability, accessing Al
models, and distributing processed data to relevant system
modules (§ II-D [12], § II-F [19]).

RQ10 The system shall provide Al-driven perception, diagno-
sis, prediction, decision optimization, and adaptive control and
learning using data-driven methods, supporting performance
monitoring, alert generation, decision-making, and Al agent
functions as needed (§ II-D [15], [16], [17]).

RQ11 The system shall provide decision support using con-
textual analysis and multi-source data fusion, generating con-
sistent decision proposals and shared views, triggered by alerts
or user requests (§ II-A [5], § II-B [13]).

RQ12 The system shall support decision-making and con-
trol processes in automated, Al-assisted, human-operated, and
hybrid modes, triggered by system alerts or user requests
(§ II-E [3], § II-E [20]).

RQ13 The system shall support multi-level autonomy in

command execution, enabling automated, manual, and hybrid
execution of system commands depending on operational
constraints (§ II-E [3], § II-F [19)).

RQ14 The system shall incorporate execution feedback to
ensure consistency, alignment, and continuous improvement
across system operations, with feedback propagated to the
originating components (§ II-C [2], [3], [9], § II-D [12]).
RQ15 The system shall ensure end-to-end traceability and
consistency across data, decision, control, execution, and hu-
man interaction flows (§ II-C [11], § II-F [19]).

RQ16 The system shall adopt a modular architecture to sup-
port flexibility and scalability, with clearly defined interactions
between components.(§ II-C [4], [28], § II-F [19]).

RQ17 The system architecture shall support applicability
across different PLF systems without being constrained to a
specific operational setting (§ II-C [11], § II-F [19]).

IV. PROPOSED CPS ARCHITECTURE

The proposed CPS architecture consists of a human layer, a
physical layer, a communication layer, and three cyber layers.

A. Human Layer

It represents stakeholders interacting with the CPS through
dashboards and the PLF ecosystem, contributing to collabora-
tive decision-making. Key actors include veterinarians (animal
health and welfare), farm managers (farm operations and
resource coordination), nutritionists (animal nutrition), repro-
duction specialists (animal reproduction), technicians (CPS
infrastructure and maintenance), data analysts (Al and data
analytics), agricultural consultants (technical expertise and
innovation support), regulatory inspectors (compliance and
certification), and supply chain representatives (quality and
logistics). Each actor accesses role-specific information to
contribute to, validate, and refine system decisions.

B. Physical Layer

It encompasses animals, sensors, actuators, physical envi-
ronments, infrastructure, production, and logistics within the
PLF ecosystem. It includes four main domains[9]:

o Animals: focuses on health, welfare, growth, and repro-
duction using wearable sensors (heart rate, accelerome-
ters, rumination), biosensors (temperature, pH), computer
vision [24], [25], and RFID for identification and track-
ing. Actuators support automated feeding and precision
treatment delivery, enabling closed-loop decision-making.

o Environment & Infrastructure: covers housing and opera-
tional conditions monitored via temperature and humidity
sensors, with actuators for ventilation, heating, and light-
ing control to ensure welfare and efficiency [26].

e Production & Processes: includes sensors for milking
(yield, conductivity), feed intake, motion, and weighing
[27], with actuators such as robotic milking, precision
feeding, automated sorting, and herd routing for workflow
automation.

o Logistics & Supply Chain: relies on GPS, RFID/barcodes,
and cold-chain sensors, with actuators for automated
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refrigeration and smart routing to ensure traceability and
optimized logistics.

C. Communication Layer

Positioned between the Physical and Data Treatment &
Storage Layers, it connects sensing/actuation components to
data processing modules via networks, IoT protocols, and
transmission infrastructures [28]. It transmits: (i) Sensor data
from the Physical Layer to the Data Treatment & Storage
Layer. (ii) Control commands/feedback in the opposite di-
rection to actuators. This bidirectional exchange enables con-
tinuous interaction between the physical and cyber systems.
It ensures reliable, secure transmission using standardized
protocols (MQTT, CoAP, HTTP), maintaining synchronization
and data integrity for real-time decision-making and system
coordination.

D. Cyber Layer

It consists of three layers. The Data Treatment & Storage
Layer handles data collection, preprocessing, and storage of
structured and historical data, including AI models. The Intelli-
gent Decision and Control Layer provides Al-driven analytics,
generating alerts, decisions, and control commands for both
automated and human-in-the-loop operation. The Application
Layer offers dashboards for monitoring, visualization, KPI
tracking, alerts, and collaborative decision-making. Table I
summarizes the modules and their functions across these
layers.

E. CPS layers, modules and flows

Figure 1a illustrates the proposed layered CPS architecture,
its modules, and the exchanged flows between components,
while Figure 1b details these interactions. The architecture
integrates perception, data processing, decision-making, and
execution within a generic framework supporting human-in-
the-loop collaboration and Al deployment across multiple
application domains. Its generic, extensible design ensures
coherent cross-layer information flows while remaining inde-
pendent of any specific application context.

V. INTELLIGENT AND COLLABORATIVE DECISION
SUPPORT MODULES AND WORKFLOWS

A. Al Core Module: Capabilities and Macro-Functions

We propose an Al Core Module that provides modular,
adaptive, and context-aware Al capabilities for anomaly de-
tection, alert generation, information aggregation and analysis,
decision support, collaboration, operational control, decision-
to-command translation, and system performance monitoring.
These capabilities enable system-wide observation, reasoning,
and action across multiple use cases, including key Al macro-
functions such as:

o Perception: infers animal behavior, physiological indi-
cators, and environmental conditions from multimodal
sensor and system data.

e Diagnosis: identifies anomalies, deviations, and root
causes.
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o Prediction: anticipates risks, events, and performance
degradation.

e Decision & Optimization: generates recommendations
and constructs actor views, while fusing information,
resolving conflicts, and prioritizing optimal actions.

o Adaptive Control & Learning: continuously updates mod-
els and control strategies to address data drift, model
decay, and performance degradation.

B. Alert generation

The CPS generates multi-source alerts indicating abnormal
or anticipated conditions derived from raw and processed data,
Al inferences, operational decisions, and manual observations.
Alerts are defined across domains, including animal health and
welfare (e.g., lameness, estrus, disease detection [23], [25]),
environment and infrastructure (e.g., thermal stress, air quality,
ventilation issues [26]), production and processes (e.g., milk
quality changes, production drops, feeding or milking disrup-
tions [27]), logistics and supply chain (e.g., delivery delays,
stock shortages), and system-level issues (e.g., sensor failures,
communication loss, Al degradation). Al can be used for alert
generation, such as predictive risk detection, early warning
signals, cross-domain correlation, operational optimization,
and strategic or economic impact assessment [29]. The alert
life cycle begins when an issue is detected through sensors,
KPIs, system events, or Al outputs. It is then validated against
historical data and domain rules to reduce false positives,
before triggering Al-driven or rule-based actions. The cycle
ends with resolution once normal conditions are restored,
while persistent or worsening issues may be escalated for
further analysis.

C. Decision-Making Module: Intelligent Operational Support

We propose a Decision-Making Module (DMM) including
the following key functionalities:

o Contextual Analysis and Recommendation Generation:
produces contextual recommendations from predictive
models and analytics, enabling actor review and valida-
tion.

o System-wide and Actor-specific Fusion: : fuses CPS and
actor inputs to generate coherent, actionable proposals.
Fusion occurs at three levels: automatic fusion for rule-
based routine events; Al-assisted fusion for complex
cases using ML, ensembles, or consensus methods; and
hybrid fusion, where actors refine or adjust outputs using
contextual knowledge and constraints. Methods to sup-
port information fusion include rule-based aggregation,
MCDA (AHP, TOPSIS, VIKOR), outranking (ELEC-
TRE), and fuzzy/probabilistic approaches [22].

o Multi-Actor, Multi-Perspective, and Shared Views Gener-
ation: generates actor-specific and shared views by inte-
grating CPS and actor inputs into a coherent system-wide
representation, supporting coordinated decision-making
through aggregated recommendations, fused inputs, and
proposed actions. It interprets events, scores, and recom-
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TABLE I: Functional overview of Cyber Layer modules in the proposed CPS architecture.

Cyber Layer

Modules

Function(s)

Data Treatment
& Storage Layer

Data Processing & Integration

Collects, cleans, and integrates data from multiple sources (sensors, systems, actors).

Data Storage (Databases)

Stores structured, historical, and contextual data for analysis, traceability, and learning.

AI Models Repository

Stores trained AT models and makes them available for inference and updates.

Intelligent
Decision &
Control Layer

Al Core Module

Provides adaptive, data-driven intelligence that supports perception, diagnosis, predic-
tion, decision-making, optimization, and learning processes. Delivers actionable insights
to enable intelligence and advanced functionalities across intelligent modules.

Alert Generator

Detects anomalies or threshold violations and generates alerts. Classifies alerts into
automatic or decision-required.

Decision-Making Module

Serves as the core component for making decisions by analyzing heterogeneous data
from users and other modules, providing recommendations, and preparing validated
decisions for execution to the Command Generator.

Automated Systems/Al Agents

Translates validated decisions or automatic alerts into executable commands for actua-
tors or operational actions. Manages execution logic.

Command Generator

Translates validated decisions or automatic alerts into executable commands for actua-
tors or operational actions. Manages execution logic.

Application
Layer

Performance & KPI Dashboard

Calculates performance indicators for system monitoring and performance tracking, and
supports two-way interaction with actors to adjust views, filter data, or provide feedback.

Alerts Dashboard

Displays alerts, allows actors to create, acknowledge, deactivate, or prioritize alerts,
and provides situational awareness. Supports two-way interaction between actors and
the dashboard for alert management and response.

Collaborative Decision Dashboard

Provides actors with personalized views of system recommendations and a shared
space to view peers’ proposals, submit, validate, or adjust decisions, enabling two-
way interaction between actors and the system.

Configuration & Roles Dashboard

Allows actors to define system parameters (thresholds, AI models, rules, priorities)
applied across all modules, and supports two-way interaction to view current settings,
adjust parameters, and receive system feedback.

mendations from multiple actor perspectives to produce
coherent, domain-informed proposals.

o Decision Consolidation and Prioritization: consolidates
validated recommendations into final decisions and sup-
ports automatic, human, or hybrid decision-making, while
prioritizing actions under operational constraints for com-
mand execution.

o Al-Driven Intelligence: the DMM interacts with the Al
Core Module to enable adaptive, context-aware reasoning,
improving information integration and decision support.
It also enables predictive analytics and machine learning
to enhance decision quality and responsiveness.

D. Alert-Driven Collaborative Decision Workflow

3)

4)

e Actors provide recommendations, feedback, and ad-
justments based on their domain perspective;

o The dashboard enables requests for additional analyses,
scenario exploration, and alternative evaluations;

o The dashboard supports coordination, integration of
perspectives, and validation of recommendations to
produce coherent decisions.

Decision preparation & Command execution: The DMM
prepares validated decisions and transmits them to the
Command Generator or automated CPS systems for ex-
ecution.

Feedback loop: Feedback from execution is processed to
update system modules (command generator, Al agents,
decision-making module, alert generator, and dashboards)
and stored as system state data.

This section presents the Collaborative Decision Dashboard

through an alert-driven workflow, illustrating how multiple
actors interact and how shared decision support facilitates
coordination and prioritization. The workflow represents a
specific decision scenario, while additional use case-driven
workflows are presented in the following section.

1) Alert Generation: The system generates and distributes

alerts to the DMM and relevant actors.
2) Collaborative interaction and validation:

o The Collaborative Dashboard displays actor-specific

WORKFLOWS

and details provided in Table II.

and shared views from the DMM, providing system
recommendations and aggregated proposals;

VI. REQUIREMENT COMPLIANCE & USE CASE-DRIVEN

This section presents the compliance of the proposed
holistic CPS architecture with the requirements defined in
Section III. Use case-driven workflows are introduced to
illustrate its application in different operational scenarios,
highlighting the end-to-end system behavior. The satisfaction
of all requirements is demonstrated through the illustrations
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TABLE II: Requirement compliance & use case-driven workflows.

Requirement Compliance and use cases

RQ1 The Physical Layer corresponds to the PLF ecosystem, composed of four domains (see Section IV-B).
- [Ecosystem - Sensors] — (1) — [Communication Layer]
- [Ecosystem] — (25) — [Human Layer-Actors] — (24) — [Ecosystem]
- [Command Generator] — (13) — [Communication Layer] — (13) — [Actuators-Ecosystem] — (14) — [Communication Layer] — (14) —
[Command Generator]

RQ2  The Human Layer integrates multiple stakeholders. Their roles, domains, and actions are defined in Section IV-A
Bidirectional interactions: (5; 5b), (10;11), (18;19) and (24;25).

RQ3  [Human Layer-Actors] — (21) — [Performance & KPI Dashboard]— (22) — [Human Layer-Actors]

RQ4  [Human Layer-Actors] — (5b) — [Alerts Dashboard] — (5) — [Human Layer-Actors]

RQ5  [Human Layer-Actors] — (11) — [Collaborative Decision Dashboard] — (10) — [Human Layer-Actors]

RQ6  [Human Layer-Actors] — (19) — [Configuration & Roles Dashboard] — (18) — [Human Layer-Actors]

RQ7 The Alert Generator module processes multi-source data originating from various system modules and actors (see Section V-B).
- [Human Layer-Actors] — (5b) — [Alert Generator]
- [Performance & KPI Dashboard] — (5¢) — [Alert Generator]
- [Data Treatment & Storage Layer (real-time event streams)] — (5a) — [Alert Generator]
- [Data Treatment & Storage Layer (complex events)] — (3) — [Alert Generator]
- [AI Core Module] — (7) — [Alert Generator]
- [DMM] — (16) — [Alert Generator]

RQ8 L
- Sensor-based: [Ecosystem - Sensors] — (1) — [Communication Layer] — (2) — [Data Treatment & Storage Layer]
- Human-based: [Ecosystem] — (25) — [Human Layer-Actors] — (11) — [DMM]
- Human-based: [Ecosystem] — (25) — [Human Layer-Actors] — (5b) — [Alerts Dashboards]

RQ9

Q - Raw data transformation: [Ecosystem - Sensors] — (1) — [Communication Layer] — (2) — [Data Processing & Integration]

- Results storage: [Intelligent Decision & Control Layer] — (22) — [Data Storage (Databases)]
- Results storage: [Performance & KPI Dashboard] — (23) — [Data Storage (Databases)]
- Al models access: [AI Models Repository] — (3a) — [AI Core Module]
- Processed data distribution: 3b, 3, 5a

RQ10 The AI Core Module, supported by AI models stored in the Data Layer, consists of five components covering perception, diagnosis, prediction,
decision-making/optimization, and adaptive control/learning (see Section V-A).
- Al performance requests and responses: [Performance & KPI Dashboard] — (6a) — [AI Core Module] — (7a) — [Performance & KPI
Dashboard]
- Alert requests and responses: [Alert Geneartor] — (6) — [AI Core Module] — (7) — [Alert Generator]
- Al Decision requests and responses: [DMM] — (6) — [AI Core Module] — (7) — [DMM]
- Al Agents requests: [Automated Systems/Al Agents] — (6) — [AI Core Module] — (7) — [Automated Systems/Al Agents]

RQ11

Q - [Alert Generator] — (9) — [DMM] — (10) — ([Collaborative Decision Dashboard],[Actors]) — (11) — [DMM]

- [Actors] — [Collaborative Decision Dashboard] — (11) — [DMM] — (10) — ([Collaborative Decision Dashboard],[Actors]) — (11) — [DMM]
The loop (10-11) is repeated iteratively until validation is achieved.

RQI12 ,
- Automatic mode : [Alert Generator] — (9) — [DMM]
- Al-assisted mode : [Alert Generator] — (9) — [DMM] — (6) — [AI Core Module] — (7) — [DMM]
- Human mode : [Alert Generator] — (9) — [DMM] — (10) — ([Collaborative Decision Dashboard],[Actors]) — (11) — [DMM]
- Hybrid mode : [Alert Generator] — (9) — [DMM] — (6) — [AI Core Module] — (7) — [DMM] — (10) — [Collaborative Decision Dashboard]
— [Actors] — (11) — [DMM]

RQ13 .
- Automated Command Execution: [Alert Generator] — (8) — [Automated systems] — (13) — [Actuators]
- Human Command Execution: [Alert Generator] — (9) — [DMM] — (10) — ([Collaborative Decision Dashboard],[Actors]) — (11) — [DMM]
— (10) — ([Collaborative Decision Dashboard],[Actors]) — (24) — [Ecosystem|
- Code-generated Command Execution: [Alert Generator] — (9) — [DMM] — (10) — ([Collaborative Decision Dashboard],[Actors]) — (11)
— [DMM] — (12) — [Command Generator] — (13) — [Actuators]
- Hybrid Command Execution: [Alert Generator] — (9) — [DMM] — (10) — ([Collaborative Decision Dashboard],[Actors]) — (11) — [DMM]
— (12) — ([Command Generator|, [Automated systems]) — (13) — [Actuators]

RQ14 [Ecosystem] — (14) — [Command Generator] — (15) — [DMM] — (16) — [Alert Generator] — (5) — ([Alerts Dashboard],[Actors])

RQI15 Raw data transformation:
[Ecosystem - Sensors] — (1) — [Communication Layer] — (2) — [Data Processing & Integration] — (5a) — [Alert Generator] — (9) —
[DMM] — (6) — [AI Core Module] — (7) — [DMM] — (10) — ([Collaborative Decision Dashboard],[Actors]) — (11) — [DMM] — (12) —
[Command Generator] — (13) — [Ecosystem-Actuators] — (14) — [Command Generator] — ((15) — [DMM] — (16) — [Alert Generator] —
5) — ([Alerts Dashboard],[Actors])) and ((22) — [ Data Storage (Databases)] )

RQ16 This requirement has been addressed. The system adopts a modular architecture ensuring flexibility and scalability, with clear interactions between
components and well-defined data flows (see Figure la and Figure 1b).

RQ17  This requirement has been addressed. The system adopts a generic layered CPS architecture not tied to any specific operational setting, ensuring

adaptability across diverse PLF environments.
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Fig. 1: (a): Proposed holistic CPS architecture, (b): Module interactions and flow descriptions in the CPS architecture.
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VII. CONCLUSION

This paper presents a holistic Cyber-Physical System (CPS)
architecture for Smart Precision Livestock Farming, bridging
existing gaps in cross-domain integration, Al capabilities,
and multi-stakeholder coordination. By adopting a multi-
level, modular design, the framework structures perception,
data transmission, decision-making, execution, and feedback
into clearly defined components, enabling flexible end-to-end
workflows and human-in-the-loop interactions across system
operations. In contrast to traditional farmer-centric or centrally
driven approaches, we introduced a shared collaborative dash-
board and workflows that enable diverse stakeholders to inter-
act, coordinate, and collectively validate through multi-view
and multi-perspective views tailored to their roles. While this
enhances visibility, transparency, and efficiency in livestock
management, future work requires the further refinement of
collaboration mechanisms, including role-based interactions,
approval sequences, and coordination rules. Additionally, ad-
dressing interoperability challenges stemming from the hetero-
geneity of IoT devices, sensor networks, and software services
remains a key priority, motivating the need for standardized
mechanisms for data exchange, alignment, and system com-
patibility to ensure consistent implementation and reuse.
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Abstract—This paper presents a pipeline for semantically
matching IT vocational training offers from the KURSNet
database to skills defined in the ESCO ontology. The proposed
approach combines semantic IT filtering, LL.M-based keyword
cleaning, and embedding-based matching using Sentence Trans-
former models. Applied to a dataset of 6,128 IT training courses
with 16,372 unique keywords, the pipeline successfully maps
63.4% of keywords to ESCO skills at a cosine similarity threshold
of 0.75. Evaluation against a manually annotated gold standard of
1,000 keyword-ESCO pairs yields a precision of 61.8%, with an
inter-annotator agreement of x = 0.91. The results demonstrate
that embedding-based methods are suitable for bridging semi-
structured national training data with standardized European

competency frameworks.

HE alignment of national vocational training data with
Tstandardized European competency frameworks repre-
sents a key challenge for labor market transparency and
qualification comparability [1]. In Germany, KURSNet — op-
erated by the Federal Employment Agency — serves as the
central database for continuing education offers, describing
courses through heterogeneous, non-standardized keywords
[2]. The European Skills, Competences, Qualifications and Oc-
cupations ontology (ESCO) provides a multilingual reference
framework of over 13,000 skill concepts, enabling structured
competency modeling across European labor markets [3].

Despite the complementary nature of these systems, no
systematic mapping between KURSNet keywords and ESCO
skills exists. Embedding-based approaches using Sentence
Transformers have shown promising results for semantic sim-
ilarity tasks across domains [4], [5], suggesting their poten-
tial for bridging this gap. This paper presents a multi-step
pipeline that combines semantic filtering, LLM-based keyword
cleaning, and bi-encoder matching to automatically align IT
vocational training offers with ESCO skills.

1. INTRODUCTION

II. BACKGROUND AND RELATED WORK
A. KURSNet and ESCO

KURSNet, operated by the German Federal Employment
Agency (BA), serves as the central database for continuing
education offers in Germany. Training courses are described
through semi-structured fields including titles, content de-
scriptions, and freely assigned keywords [2]. These keywords
represent the primary semantic units for content description,

©2026, PTI
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yet exhibit significant terminological heterogeneity — varying
in granularity, language (German/English), and specificity.
The European Skills, Competences, Qualifications and Oc-
cupations (ESCO) ontology provides a multilingual reference
framework of over 13,000 skill concepts, organized in a three-
pillar structure covering occupations, skills, and qualifications
[3]. ESCO follows Linked Open Data principles, using RDF
and SKOS to model hierarchical (broader/narrower) and as-
sociative (related) relations between concepts [6], [7]. Each
concept is identified by a unique URI, enabling interoperability
across systems. The structural gap between KURSNet’s free-
text keywords and ESCO’s formal ontology motivates the need
for semantic matching approaches.

B. Structural Gap Between KURSNet and ESCO

Although both systems address vocational content, they
differ fundamentally in their structural, terminological, and
semantic design, as summarized in Table I. KURSNet stores
information in field-structured format with hybrid keyword
assignment — combining systematic classification, machine-
generated terms, and manual additions by training providers
[2] — resulting in terminological heterogeneity and varying
levels of granularity. ESCO, by contrast, models occupations,
skills, and qualifications as nodes in a formal semantic net-
work, connected through hierarchical (broader/narrower) and
associative relations [3].

TABLE I: Structural comparison of KURSNet and ESCO

Dimension

KURSNet

ESCO

System type

Data structure

Operational information
system

Field-based, semi-
structured keywords

Ontological knowledge
structure

Graph-based with ex-
plicit relations

Terminology Hybrid, partly free-form  Controlled multilingual
vocabulary
Relations No explicit semantic re-  broader/narrower, essen-
lations tial/optional skills
Interoperability ~ Limited High (RDF, SKOS,
URI)

This structural gap motivates the need for semantic match-
ing approaches that capture meaning similarity beyond exact
lexical overlap [8], [9]. For example, the KURSNet keyword
Teamfiihrung (team leadership) would not match the ESCO
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skill Mitarbeiter fiihren (manage employees) under a purely
lexical approach, despite their semantic equivalence. Similarly,
Machine Learning would fail to match maschinelles Lernen
einsetzen (apply machine learning) due to cross-lingual varia-
tion. These examples illustrate that lexical methods are insuf-
ficient for bridging the terminological gap between KURSNet
and ESCO keywords.

C. Semantic Matching Approaches

Semantic matching of competency data has been approached
through both ontology-based and embedding-based methods.
Ontology-based approaches leverage explicit knowledge struc-
tures and hierarchical relations between skill concepts [10],
[11], while Fernandez-Sanz et al. demonstrate how different
competency frameworks can be systematically mapped to
the ESCO taxonomy [12]. Snijder et al. investigate ontology
alignment methods between labor market ontologies such as
ESCO and O*NET [13].

Embedding-based approaches model semantic similarity
through learned vector representations [8], [14]. Sentence-
BERT [4] enables efficient similarity computation between
text segments, while domain-adapted models such as Va-
cancyBERT [15] demonstrate improved matching quality for
job market data. Bhola et al. show that embedding-based
methods outperform lexical approaches for skill extraction
from unstructured text [16]. However, the systematic mapping
of national vocational training databases with semi-structured
keyword data to ESCO remains underexplored, motivating the
present work.

III. METHODOLOGY

The proposed pipeline consists of four sequential steps for
semantically aligning IT vocational training keywords from
KURSNet with ESCO skills, as illustrated in Fig. 1.

[Datenaufhereitung}{ IT- Filterung H H SBERT Matching J

Fig. 1: Multi-step pipeline for semantic matching of IT voca-
tional training offers to ESCO skills.

LLM Keyword
Bereinigung

A. Data Preprocessing and Deduplication

The raw KURSNet dataset contains 60,540 training offers
described through freely assigned keywords. As multiple offers
may share identical keyword sets, deduplication is performed
based on keyword set identity — two offers are considered
identical if they share exactly the same combination of key-
words, regardless of order. This keyword-based deduplication
is justified by the analytical focus of this work: since the
subsequent matching pipeline operates exclusively on key-
words, two offers with identical keyword sets are semantically
indistinguishable for the purpose of this analysis. This reduces
the dataset to 26,872 distinct offers. The deduplicated data is
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subsequently transformed into long format, where each key-
word constitutes an individual observation, yielding 851,626
rows representing 98,841 unique keywords. This format serves
as the basis for all subsequent steps.

B. Semantic IT Filtering

Since KURSNet covers all domains of continuing education,
a semantic filtering step is applied to identify IT-relevant
offers. The multilingual Sentence Transformer paraphrase-
multilingual-MiniLM-L12-v2 [4] is used to encode each course
title against ten manually defined IT-domain anchor texts
(e.g., Software Development, Cybersecurity, Cloud Comput-
ing). Each course is assigned the maximum cosine similarity
score across all anchors. The score distribution shows a mean
of z = 0.373 and a 75th percentile of P75 = 0.468. A
threshold of 7 = 0.48 is selected through iterative inspection
of borderline cases — a qualitative review of ten boundary cases
confirmed correct IT classification in eight instances — yielding
6,128 IT-relevant courses with 16,372 unique keywords.

C. LLM-Based Keyword Cleaning

The raw keywords exhibit significant heterogeneity: generic
meta-terms (e.g., Weiterbildung, Lehrgang, Fachkraft), re-
dundant entries, synonyms, and varying levels of specificity
coexist within the dataset. Direct use of these raw keywords
for ESCO matching would be problematic, as irrelevant terms
dilute the semantic signal of the text representations.

Rule-based approaches such as stopword lists or heuristic
filters were considered but deemed insufficient, as they cannot
capture semantic relationships between terms and perform
poorly under terminological variance or ambiguity. Statistical
methods such as clustering or frequency analysis reduce data
volume but fail to account for the specific meaning context of
individual courses [17], [18].

GPT-40-mini was selected for its balance between model
performance and processing efficiency. For the cleaning task
— which focuses on selection, normalization, and semantic
condensation — high-complexity reasoning is not required,
making smaller models sufficient. Compared to larger lan-
guage models, GPT-40-mini enables substantially more cost-
efficient and faster processing, which is particularly relevant
when scaling to thousands of training offers.

A structured prompt provides the model with the course
title as semantic context alongside the full list of original
keywords. The course title serves as an interpretive frame,
preventing keywords from being evaluated in isolation without
reference to the actual course topic. The model is instructed to
remove generic or organizational terms such as Kurs (course)
or Lehrgang (training program), merge terminological variants
and synonyms to reduce redundancy, prefer precise technical
terms or short technical phrases over generic designations, and
extract semantically relevant core phrases from longer key-
word strings — for instance, reducing Einfiihrung in die digitale
Fertigung (Introduction to digital manufacturing) to digitale
Fertigung (digital manufacturing). Output is constrained ex-
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clusively to JSON format, enabling automated downstream
processing.

A negative list of generic terms provides additional post-
processing filtering, retry logic handles API failures automati-
cally, and checkpoint storage ensures fault-tolerant processing
of large batches. This step intentionally introduces a method-
ological trade-off: while synonym merging reduces redun-
dancy, it may also conflate terms that represent distinct ESCO
skills — for example, merging SPS Technik and Speicherpro-
grammierbare Steuerungen into a single representation. The
LLM-based cleaning therefore represents a deliberate compro-
mise between redundancy reduction and potential information
loss.

D. Bi-Encoder Semantic Matching

The cleaned keywords are matched against ESCO skills
using the multilingual Sentence Transformer paraphrase-
multilingual-mpnet-base-v2  [5], which produces 768-
dimensional embeddings optimized for semantic similarity
tasks. This model was selected over the MiniLM variant used
in the filtering step, as the higher dimensionality enables
finer-grained semantic differentiation — particularly relevant
for distinguishing closely related ESCO skill concepts
such as Softwareentwicklung and Anwendungsentwicklung.
Embeddings are computed separately for all unique keywords
and for all ESCO preferred labels (preferredLabel).
Cosine similarity is computed via dot product on L2-
normalized vectors. Only the preferred label is used for
ESCO representation, as KURSNet keywords are typically
short phrases, making label-level comparison structurally
appropriate. Matching is performed on unique keywords
to avoid redundant computation; results are subsequently
mapped back to all corresponding courses.

The threshold 7 = 0.75 was selected based on a systematic
evaluation across values from 0.65 to 0.85, as summarized in
Table II. Lower thresholds yield higher coverage but lower
average similarity, indicating a higher proportion of weaker
matches. At 7 = 0.70, coverage increases to 12,687 keywords
but mean similarity drops to 0.79. At 7 = 0.80, coverage
drops substantially to 7,712 keywords, excluding a significant
portion of relevant IT keywords. The value 7 = 0.75 represents
the optimal trade-off between coverage (63.4%) and semantic
quality (z = 0.82). For each keyword, up to K = 10 ESCO
skills with the highest similarity scores are retained (Top-K).

TABLE II: Threshold evaluation results

Threshold Keywords matched @ Similarity
0.65 14,284 0.76
0.70 12,687 0.79
0.75 10,388 0.82
0.80 7,712 0.85
0.85 4,992 0.89

IV. RESULTS AND EVALUATION
A. Matching Results

The pipeline was applied to the filtered dataset of 6,128
IT-relevant training courses. At threshold 7 = 0.75, 10,388
out of 16,372 unique keywords (63.4%) were successfully
matched to at least one ESCO skill, generating 54,390 unique
keyword-ESCO pairs across 5,109 distinct ESCO skills. The
mean cosine similarity of matched pairs is £ = 0.819 (me-
dian = 0.808), indicating that the majority of matches lie
well above the threshold. A rank analysis shows a shallow
decline from @ 0.85 (rank 1) to @ 0.79 (rank 10), suggesting
that lower-ranked matches remain semantically plausible and
justify the Top-K approach.

The most frequently matched ESCO skills reflect the the-
matic focus of the IT training landscape, with Cloud tech-
nologies, project management, and data analysis dominating
the top assignments. A total of 213 keyword-ESCO pairs
achieve a cosine similarity of > 0.99, typically arising from
lexically identical or near-identical label pairs such as DevOps
— DevOps or agiles Projektmanagement — agiles Projekt-
management.

Table III illustrates the Top-K matching results for the
keyword Data Science, demonstrating how a single keyword
can be associated with multiple semantically related ESCO
skills.

TABLE III: Top-K ESCO matches for keyword Data Science

ESCO Skill Cosine Similarity
Datenanalyse 0.851
Datenanalyse durchfiihren 0.808
Daten sammeln 0.798
Datenmodelle 0.784
Datensiitze erstellen 0.777
Forschungsdaten verwalten 0.760
Daten untersuchen 0.759
Daten verarbeiten 0.758

Qualitative inspection reveals systematic error patterns:
morphologically similar but semantically distinct pairs such
as Hafenordnung (harbor regulations) — Ports (network
ports) or Auftragsbearbeitung (order processing) — Brau-
verfahren (brewing process) demonstrate the limitations of
purely similarity-based approaches without additional concep-
tual modeling.

B. Evaluation

To assess matching quality, a gold standard of 1,000
keyword-ESCO pairs was manually annotated by three inde-
pendent annotators using a three-point scale: yes (relevant),
approximately (partially relevant), and no (not relevant). Both
yes and approximately were treated as positive matches. The
dataset was stratified across five cosine similarity intervals
(250/250/250/162/88 pairs), ensuring representative coverage
of the full similarity range.

Inter-annotator agreement was measured using Cohen’s
Kappa [19], yielding £ = 0.91, indicating almost perfect
agreement [20]. The overall observed agreement rate was
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95.6%, with 44 disagreements resolved by a third annotator
whose judgment served as the final gold standard label.

Overall precision of the matching procedure is 61.8% (618
out of 1,000 pairs rated as relevant). As shown in Table 1V,
precision increases substantially with cosine similarity score,
demonstrating a clear positive correlation between similarity
score and match quality.

TABLE IV: Precision by cosine similarity interval

Interval Precision n
[0.75, 0.80) 39.6% 250
[0.80, 0.85) 57.2% 250
[0.85, 0.90) 63.2% 250
[0.90, 0.95) 82.1% 162
[0.95, 1.00] 96.6% 88

Overall 61.8% 1,000

Matches in the lowest interval [0.75,0.80) are frequently
thematically related but not semantically equivalent, while
matches above 0.90 are predominantly correct. The highest
interval approaches near-perfect precision, driven by lexically
identical label pairs.

V. DISCUSSION AND LIMITATIONS
A. Discussion

The proposed pipeline achieves a precision of 61.8%, which
represents a solid baseline given the challenging input data.
Unlike existing work focusing on structured competency pro-
files or job postings [15], [16], [10], this work addresses semi-
structured, terminologically heterogeneous keyword data — a
significantly more demanding setting.

The score-dependent precision analysis confirms that cosine
similarity is a reliable indicator of match quality. A clear trade-
off is visible: higher thresholds yield substantially better preci-
sion but reduce coverage. For practical applications, threshold
selection depends heavily on whether precision or recall is
prioritized.

The thematic concentration of matches on Cloud computing,
IT security, and project management reflects both actual trends
in the IT labor market [21] and data-driven effects from
keyword frequency distributions. Results should therefore be
interpreted as reflecting both content trends and dataset-
specific characteristics.

Error analysis reveals that the method’s limitations lie
primarily at the boundary between conceptual proximity and
semantic equivalence. Morphological similarity — such as
Hafenordnung (harbor regulations) — Ports (network ports) or
Schraubenschliissel verwenden (use wrench) — Primdirschliis-
sel (primary key) — represents a systematic error source that
purely similarity-based approaches cannot reliably resolve, un-
derscoring the need for complementary methods incorporating
contextual or ontological information.

B. Limitations

Several limitations should be acknowledged. First, the
LLM-based keyword cleaning was not systematically eval-
uated; relevant content may be lost or distorted, and the
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non-deterministic nature of LLMs limits reproducibility. The
chosen prompt formulation further influences results, as syn-
onym merging may conflate terms that represent distinct
ESCO skills. Second, the high terminological heterogeneity
and varying granularity levels of KURSNet keywords directly
affect embedding quality and constrain achievable matching
performance — similar concepts are frequently described using
different formulations (e.g., Webentwicklung vs. Frontend),
leading to inconsistent matching results. Third, the bi-encoder
approach does not model fine-grained interactions between
keywords and ESCO skills; cross-encoder models [22] could
improve precision for borderline cases by jointly processing
both texts, though at substantially higher computational cost
for large-scale matching tasks. Fourth, matching relies exclu-
sively on short label texts, disregarding contextual information
from course descriptions or metadata; this may cause semantic
nuances to be lost, particularly for polysemantic or highly
generic terms. Fifth, the dataset is restricted to IT-relevant
offers, limiting generalizability to other vocational domains
such as healthcare or skilled trades. Finally, evaluation is
based solely on precision; recall cannot be computed as the
gold standard covers only model-proposed pairs, precluding
assessment of false negatives and thus providing only a partial
quality evaluation of the matching procedure.

VI. CONCLUSION AND OUTLOOK

This paper presented a multi-step pipeline for semantically
matching IT vocational training keywords from the KURSNet
database to skills defined in the ESCO ontology. The approach
combines semantic IT filtering, LLM-based keyword cleaning,
and bi-encoder matching using multilingual Sentence Trans-
formers.

The results confirm that embedding-based methods are suit-
able for bridging semi-structured national training data with
standardized European competency frameworks, even when
matching is performed exclusively on short label texts. From a
practical perspective, the approach offers concrete benefits for
multiple stakeholders: research institutions such as BIBB can
leverage the mappings for data-driven analysis of competency
trends within the German continuing education landscape — for
instance, identifying which ESCO skills are underrepresented
in current IT training offers, or tracking shifts in demand for
Cloud computing and cybersecurity competencies over time;
public employment agencies could integrate the method into
digital training portals to enable competency-based search; and
training providers may benefit from automated, standardized
competency tagging of their offers. On a policy level, the
approach supports data-driven assessment of the alignment
between national training landscapes and European compe-
tency frameworks, contributing to labor market transparency
and qualification comparability.

Several directions for future work emerge. Incorporating full
ESCO skill descriptions and alternative labels (non-preferred
terms) could increase semantic expressiveness, particularly
for generic or ambiguous keywords. Extracting competencies
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directly from course descriptions rather than assigned key-
words may capture implicit skills not reflected in explicit
keyword fields, with context-based representations potentially
improving matching quality for polysemantic terms. Domain-
specific fine-tuning of embedding models on labor market
and education-specific texts [15] and cross-encoder re-ranking
[22] offer promising avenues for improving precision for
borderline cases. A more systematic, data-driven optimization
of the similarity threshold 7 — explicitly balancing the trade-off
between precision and coverage — represents another valuable
direction. Extending the pipeline to non-IT domains would
assess its generalizability and enable broader evaluation of
ESCO’s semantic coverage. Finally, a cluster analysis of
derived ESCO assignments could reveal latent competency
structures, thematic groupings, and potential occupational tran-
sition pathways within the continuing education landscape,
representing the next step toward a comprehensive data-driven
competency analysis of national vocational training systems.
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Abstract—We consider the column generation solution
framework handling the crew rostering problem in the context
of commercial aviation. Motivated by practical requirements
arising in realistic environments, we modify the algorithmic
methodology to enable the incorporation of three special re-
striction types termed min/max, with/without and pairing, re-
spectively. Min/max restrictions impose suitable lower/upper
bounds on the number of a specific category crew members as-
signed to certain flight duties. With restrictions ensure that
crew members of a specific category assigned to certain flight
duties are coupled with crew members of another specific cate-
gory. Without restrictions forbid the simultaneous assignment
of crew members belonging to two distinct specific categories to
certain flight duties. Finally, pairing restrictions dictate that the
number of crew members of each of two mutually exclusive,
but collectively exhaustive, categories assigned to certain flight
duties with even total crew complement is also even. After
properly adjusting the algorithmic methodology for accommo-
dating these restrictions, we present computational results
demonstrating how their incorporation affects algorithmic be-
havior and computational performance.

Index Terms—Column generation, branch & price, commer-
cial aviation, airline management, crew rostering, min/max re-
strictions, with/without restrictions, pairing restrictions.

I. INTRODUCTION

OLUMN generation comprises one of the most popular

solution frameworks for the efficient treatment of com-
plex decision-making problems arising in the context of air-
line management. Focusing on the algorithmic variation that
handles the crew rostering problem, we incorporate into the
column generation methodology three special types of re-
strictions for accommodating practical user requirements
arising in realistic environments. These restrictions are ap-
plicable to flight duties with crew complement strictly
greater than 1, i.e., flight duties that must be assigned to
more than 1 crew members.

The first restriction type, termed min/max, imposes a
lower/upper bound on the number of crew members of a
specific category assigned to some flight duty. The second
restriction type, termed with/without, is distinguished into
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two sub-types. With-type restrictions ensure that the assign-
ment of a specific category crew member to a certain flight
duty is only allowed if a crew member of another specific
category is also assigned to the same flight duty. Without-
type restrictions, on the other hand, forbid the simultaneous
assignment of crew members belonging to two distinct spe-
cific categories to the same flight duty.

The last restriction type, termed pairing, necessitates the
existence of some attribute/characteristic with only two crew
categories involved, such that any crew member always be-
longs to exactly one of the two by default. Such a restriction
dictates that the number of crew members of each of these
two categories assigned to some specific duty with even to-
tal crew complement must also be even, in order to mini-
mize relevant crew handling costs which increase consider-
ably otherwise.

We develop the methodology for incorporating the above
restrictions into the column generation algorithmic variation
handling the crew rostering problem. This includes the mod-
ification of the master problem formulation for ensuring
their satisfaction, as well as the suitable adjustment of the
column generation subproblem for ensuring they are prop-
erly taken into consideration within the pricing algorithmic
procedure.

The main contribution of the present work is the exten-
sion of the fundamental column generation framework for
enabling the accommodation of special restrictions arising in
realistic environments. Besides illustrating how these restric-
tions can be properly handled, the current research provides
valuable insight for the treatment of similar restriction types
that may arise in different situations.

The remainder of this work is structured as follows. Sec-
tion 2 presents a literature review on solution algorithms for
aircrew rostering, while Section 3 presents the problem defi-
nition and develops the model formulation. Section 4 devel-
ops the associated algorithmic implementation, while Sec-
tion 5 presents computational results drawn from realistic
experiments. Finally, Section 6 summarizes this work and
suggests fruitful directions for future research.

Thematic Session: Computational Optimization
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II. LITERATURE REVIEW

A large number of decision-making problems arising in the
regular operation of commercial aviation, such as tail assign-
ment [1] and trainee assignment [2], necessitate the employ-
ment of sophisticated optimization models and solution algo-
rithms. Aircrew rostering [3] comprises one of the most
widely studied relevant problems, due to its high complexity,
its tremendous significance, and its wide applicability.

Typically, the crew rostering problem is considered within
the context of the crew scheduling framework [4], which, be-
sides the crew rostering problem, also includes the problem
of constructing pairings through the integration of flight legs,
off days, rests, training duties, etc., termed crew pairing [5].

Three are the most common design schemes for the aircrew
rostering problem. The first one, often referred to as fair as-
signment in the related literature, optimizes an objective en-
compassing the duty non-coverage cost, as well as the aggre-
gate soft quality cost of the crew rosters [6]. The second one,
typically termed preferential bidding system in the related lit-
erature, also minimizes the duty non-coverage cost as primal
objective, but instead of secondarily optimizing soft quality,
it optimizes the cost related to preference satisfaction with re-
spect to specific crew requests that have been expressed in
advance [7]. These two schemes comprise two different ver-
sions of the so-called personalized crew rostering framework.
The third one, termed bidline rostering, builds a set of anon-
ymous rosters in advance, with the final group schedule ob-
tained after each crew member expresses specific preference
for roster assignment [8]. The special restriction types intro-
duced above are considered in the context of the personalized
version of the crew rostering problem; therefore, we focus on
this problem variation in what follows.

Column generation [9] comprises one of the major break-
throughs for the solution of the aircrew rostering problem.
Ryan [10] formulates a set partition optimization model,
which employs a specialized column generation approach to
solve the LP relaxation of the master problem to near optimal-
ity, and then employs branch & bound to obtain an integer
solution using the column variables that have been identified
so far. Gamache et al. [11] formulate a set-partition optimiza-
tion model for the aircrew rostering problem, utilizing a heu-
ristic column generation-based methodology for identifying
integer solutions.

Fahle et al. [12] develop a column generation heuristic so-
lution algorithm for the problem, which exploits constraint
programming in the shortest path pricing subproblem for han-
dling the computational difficulties raised by the complex
rules/regulations each crew roster needs to comply with.

The solutions returned by heuristic algorithms often exhibit
moderate quality; this has motivated the development of exact
methodologies such as branch & price [13] for the treatment
of the problem. Branch & price comprises an innovative ex-
tension of branch & bound that ensures exact optimality by
employing column generation in each node of the branching
tree. It has been exploited for the solution of numerous deci-
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sion-making problems arising in the regular operation of com-
mercial aviation, such as logistics planning [14], [15], gate
assignment [16] and vacation planning [17].

One of the earliest works on branch & price is that of
Desrosiers et al. [ 18], although the specific term for this meth-
odology was later introduced by Barnhart et al. [19] who il-
lustrate its application on the generalized assignment and the
crew scheduling problem. Gamache and Soumis [20] present
an exact branch & price solution methodology for a rostering
problem variation that includes crew requests, which, instead
of assigning in advance a specific subset of these requests,
incorporates them into the optimization procedure. More in-
formation on column generation methodologies for aircrew
rostering can be found in the survey of Kasirzadeh et al. [21].

III. PROBLEM DESCRIPTION & MATHEMATICAL
FORMULATION

We consider the crew rostering problem in the context of
commercial aviation, which aims to build rosters (schedules)
for assignment to a crew member group, while optimizing an
aggregate objective function. A crew roster is formed by se-
lecting a proper subset of duties respecting the active legality
restrictions imposed by air safety regulations and govern-
ment/union agreements. The specific duty selection pre-
scribes an associated cost, which reflects the extent to which
the roster exhibits certain desirable quality characteristics
aimed at increasing crew satisfaction and operational effi-
ciency. The problem objective includes the duty non-cover-
age cost and the roster quality cost, with the former exhibiting
higher priority, due to its indisputable superior significance.

The activities subject to coverage include flight duties
called pairings and ground duties called standbys. Each pair-
ing is formed by connecting a subset of pairwise temporally
and locally compatible flight legs, coupled with rest periods.
Temporal compatibility necessitates that the arrival time of
each flight leg precedes the departure time of the immediately
next one, while local compatibility necessitates that the arri-
val airport of each flight leg coincides with the departure air-
port of the immediately next one. Each pairing must begin and
end at the corresponding crew group airport home base. Each
standby, on the other hand, is a stand-alone independent duty,
typically characterized by its service location (home, airport),
as well as by its service time (morning, evening, night, etc.).

Column generation is a specialized algorithmic procedure
for handling linear programming problems with an exponen-
tially large number of decision variables. In the aviation con-
text under consideration, each of these variables corresponds
to a crew roster. Instead of explicitly enumerating all of them,
a task that would necessitate an extraordinary amount of time,
the column generation algorithmic approach formulates a so-
called restricted master problem including a very small subset
of them, which is moderately being enriched with additional
beneficial ones until the optimal solution is obtained.

The criterion exploited for identifying these extra variables
is their reduced cost with respect to the optimal solution of the
master problem LP relaxation. The involved computations are
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performed by a shortest path network optimization problem
termed pricing subproblem. This problem is invoked numer-
ous times along algorithmic execution, each time identifying
new beneficial rosters for addition to the master problem.

The pricing subproblem ensures satisfaction of the com-
plex hard rules that each roster needs to respect for the asso-
ciated crew member in isolation. Typical examples of such
restrictions are the imposition of an upper bound on the total
flight time, the requirement that a rest period of specific min-
imum duration is ensured after certain long-lasting duties, and
the imposition of a lower bound on the number of off-work
days. In addition, each roster must respect the set of preas-
signed activities which may have been appended in advance
to the monthly plan of the crew member under consideration.

On the other hand, rules applicable to the entire crew group
are handled at the master problem level. An example of such
a restriction is the satisfaction of a specific upper bound on
the total number of days off from work assigned collectively
to the crew group for a given day of the planning horizon. The
special restrictions we consider in this research work must
also be satisfied combinedly by all crew members.

For the formulation of the master problem, we introduce
the following mathematical notation:

Sets:

I: set of crew members, indexed by i.

R;: set of rosters of crew member i, indexed by ;.

D: set of standby/pairing duties, indexed by d.

Parameters:

cii: quality cost of roster j of crew member i, i€/, j€R;,

h: cost for each uncovered unit of duty complement,

bg: crew complement of duty d, deD,

ajjq: binary parameter that takes the value 1 if roster j of
crew member i includes (covers) duty d, and 0 otherwise, i €/,
J€R;, deD.

Decision variables:

x;: binary decision variable that takes the value 1 if roster j
is assigned to crew member i, and 0 otherwise, i€l, j€R;,

yq: integer slack decision variable denoting the number of
complement units of duty d that remain uncovered, d€eD.

Utilizing the above notation, the master problem is formu-
lated as follows:

Min Yie; Xjer, Cij - Xij + Xaep h " Ya (1)
S.t. Z]-ERixi]- =1,i€l (2)
Ya + Yier Xjer; %ija * Xij = ba, d €D 3)

x;j €B={01},y, €Z*,i€l,jER;,d €D (4)

The objective function (1) minimizes the total system cost,
which includes the cost of uncovered duties plus the roster
quality cost. Cost coefficient / is always much larger than cost
coefficients c;, imposing the lexicographic priority between
the two objective terms. Constraint set (2) includes one mul-
tiple choice constraint for each crew member, ensuring the
assignment of exactly one among all the alternative rosters.
Constraint set (3) monitors duty coverage based on the as-

signed rosters; slack variable y, is equal to the number of un-
covered complement units, imposing the corresponding ob-
jective cost in case it becomes positive. Finally, constraint set
(4) imposes integrality restrictions on the decision variables.

IV. SPECIAL RESTRICTIONS’ INCORPORATION

The crew rostering problem is typically solved separately for
each crew position. The complement of a duty is equal to 1
when only one crew member holding the position under con-
sideration needs to be assigned to it. This is common for po-
sitions such as CP (captain) and FO (first officer). On the
other hand, the number of FAs (flight attendants) that need to
be assigned to a duty is naturally an integer greater than 1.

In realistic commercial airline environments, crew mem-
bers typically belong to specific categories, based on their
particular attributes/characteristics. Some examples include
categories reflecting experience level (junior, senior, etc.),
language knowledge (Chinese, French, German, etc.), and
origin (Asian, European, etc.). The three restriction types un-
der consideration pertain exclusively to duties with comple-
ment strictly greater than 1, i.e., duties d€D for which bs> 1.
In the following subsections, we elucidate in detail the corre-
sponding requirements and setting parameters for each of
them. For this analysis, we extend the mathematical notation
introduced in the previous section with two additional sets:

Sets:

G: set of crew categories, indexed by g.

G;: set of crew categories of crew member i, i €].

A. Min/max Restriction Type

A min/max restriction type imposes a lower/upper bound on
the number of crew members of a specific category assigned
to some particular duty. For example, a min-type restriction
may impose the requirement that at least two Chinese speak-
ing crew members are assigned to some pairing, while a max-
type restriction may impose the requirement that at most one
junior crew member is assigned to it.

To accommodate a max-type restriction, we add to the mas-
ter problem formulation a less or equal (<) constraint with
right-hand side equal to the corresponding upper bound. In the
left-hand side, this constraint is meant to include the rosters
of crew members belonging to the specific category for which
the restriction is imposed, provided that they include (cover)
the duty to which the rule applies. Let M &G and p €D denote
this crew category and duty, respectively, and u be the speci-
fied upper bound. Mathematically, the max restriction is ex-
pressed with the following constraint:

Die:Mec; Ljer; Qijp " Xij S U (5)

A generated roster is appended to the left-hand side of this
constraint, if and only if it satisfies the category-duty combi-
nation specified by the rule. Clearly, the inclusion of this con-
straint and its proper population with rosters ensure satisfac-
tion of the max-type restriction upon algorithmic termination.

Consider a min-type restriction next. Following a similar
approach, one could add to the master problem a greater or
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equal (=) constraint with right-hand side equal to the corre-
sponding lower bound. The decision of whether a generated
roster should be appended to the left-hand side of this con-
straint would similarly necessitate the check of whether it sat-
isfies the corresponding category-duty combination. A diffi-
culty that arises in this case, however, is that this modeling
choice leaves open the possibility of infeasibilities, since the
presence of crew rosters which are necessary for constraint
satisfaction in the left-hand side cannot be guaranteed. To
give a particular example, the solution that consists of empty
rosters (no duties covered), commonly used for initializing the
master problem, cannot be utilized under this modeling ap-
proach, because it renders the master problem infeasible.

To circumvent this difficulty, we express a min-type re-
striction as a less or equal constraint with right-hand side
equal to the difference between the total complement of the
associated duty and the corresponding lower bound imposed
on the number of crew members of the specific category. Us-
ing a similar but reverse logic as the one adopted in the case
of a max-type restriction, the left-hand side of this constraint
is meant to include rosters covering the duty in question
which pertain to crew members that do not belong to the cat-
egory specified by the rule. This adjustment is clearly equiv-
alent to the imposition of the desirable lower bound on the
number of crew members of the specific category prescribed
by the rule. This modeling approach handles properly poten-
tial master problem infeasibilities, since the constraint is still
satisfied even when its left-hand side is empty. Let M &G and
p€ED denote the crew category and duty, respectively, for
which the restriction applies, and / be the specified lower
bound. Mathematically, this restriction is expressed with the
following constraint:

Dicr:Mec; 2jer; Aijp " Xij < by — 1

(6)
B. With/without Restriction Type

Moving on to the next case, a with-type restriction imposes
the requirement that for each crew member of a specific cate-
gory assigned to a particular duty, a crew member of another
specific category must be assigned to the same duty, too. For
example, a with-type restriction may dictate that each junior
crew member assigned to some duty must be accompanied by
a senior crew member. This one-to-one coupling restriction
works only in one direction, i.e., the total number of junior
crew members assigned to the duty cannot exceed the total
number of senior crew members, whereas the opposite is
clearly permissible. For simplicity, we call the former crew
members dependent and the latter ones independent. As far as
the involved crew categories are concerned, the convention is
that any given crew member can be dependent, independent,
or neither of the two, but a crew member cannot be both de-
pendent and independent simultaneously.

To incorporate a with restriction, we add to the master
problem formulation a less or equal (<) constraint. This con-
straint is meant to include in its left-hand side the rosters of
dependent crew members covering the duty in question, and
in its right-hand side the rosters of independent crew members
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covering this duty. This ensures that the number of dependent
crew members to which the duty will be assigned will not ex-
ceed the number of independent ones, without imposing any
restriction, whatsoever, on the latter ones. Let M| €G denote
the dependent crew category, M>€E€G denote the independent
one, and p€D denote the duty for which the restriction ap-
plies. Mathematically, this restriction is expressed with the
following constraint:

DielMye6; Ljer; Qijp " Xij < Diermyec; Djer; Rijp * Xij (7)

A without-type restriction, on the other hand, imposes the
requirement that the number of crew members assigned to a
given duty must be equal to 0 for at least one of two specified
crew categories, the convention being again that any crew
member can belong to neither or one of the two, but no crew
member can belong to both of them at the same time.

To incorporate this restriction, we add to the master prob-
lem formulation two less or equal (<) constraints, as well as a
binary auxiliary decision variable. The right-hand side of the
first constraint is set equal to the duty complement multiplied
by this variable, while that of the second constraint is set equal
to the duty complement multiplied by one minus this variable.
Each of the two constraints is meant to include in its left-hand
side rosters of crew members belonging to one of the two
specified categories covering the duty in question. Let M, €G
and M, €G denote the corresponding crew categories, p €D de-
note the duty for which the restriction applies, and z be the
auxiliary decision variable. Mathematically, this restriction is
expressed with the following two constraints:

DicrMye6; LjeRr; Qijp " Xij S by Z )

YicrMyec; 2ijer; Aijp * Xij < bp - (1 —2) )

The binary nature of z ensures that the right-hand side of
one of these two constraints is equal to 0, while that of the
other one is equal to the corresponding duty complement.
This way, the number of crew members assigned to this duty

is always equal to 0 for one of the two specified categories,
with no restriction, whatsoever, imposed on the other one.

C. Pairing Restriction Type

The final restriction type we consider necessitates the exist-
ence of two mutually exclusive but collectively exhaustive
crew categories, such that any crew member always belongs
to exactly one of the two. An extra prerequisite for the activa-
tion of this restriction is that the crew complement of the duty
in question is even; when this is the case, the pairing-type re-
striction requires that the number of crew members assigned
to this duty for each of the two specified categories is even,
too. The aim is to avoid extra costs which arise when the crew
members of these two categories are not treated in pairs.

To express a pairing-type restriction, we add to the master
problem formulation an equality (=) constraint whose right-
hand side is equal to an integer auxiliary variable multiplied
by 2. The left-hand side of this constraint is meant to include
the rosters of crew members belonging to one of the two spec-
ified categories which cover the duty in question. This way,
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the sum of these crew members is ensured to be an even num-
ber (0, 2, 4, etc.). Let M €G denote any of the two correspond-
ing crew categories, p €D denote the duty to which the re-
striction applies, and w be the auxiliary decision variable.
Mathematically, the pairing-type restriction is expressed with
the following constraint:

ZieI:MEGiZjERi Qijp X5 =2-W

(10)
D.Algorithmic Modifications

After incorporating the special restrictions as illustrated
above, some proper algorithmic modifications are deemed
necessary for the column generation methodology, as ex-
plained next. The first one concerns the proper initialization
of the master problem formulation. Although the master prob-
lem is typically initialized with an empty roster for each crew
member, rosters containing a proper subset of duties may al-
ternatively be utilized to this end in some cases ([22], [23]).
When this is the case, the special constraints need to be pop-
ulated with the initial roster variables, based on the associated
crew categories and duties covered.

The next algorithmic modification regards the shortest path
pricing subproblem. Each time a partial roster is extended
through the inclusion of an additional duty, a check of
whether the inclusion of this duty necessitates the population
of some special constraints with the associated roster variable
needs to be performed. In such a case, the dual variables as-
sociated with those constraints need to be taken into consid-
eration for the computation of this roster variable’s reduced
cost. In addition, if this roster is deemed promising upon con-
clusion of the pricing subproblem and its addition to the mas-
ter problem is decided, the associated roster variable should
be appended to the proper special constraints.

V. COMPUTATIONAL RESULTS

In this section, we present computational results from realistic
experiments for assessing how the inclusion of the special
constraint types affects the computational performance of the
column generation solution framework. For the execution of
these experiments, we have exploited our long-term research
collaboration with AIMS INTL DWC LLC [24], one of the
largest worldwide providers of commercial airlines’ opera-
tions management software.

Since 1983, AIMS has been engaged in the development of
a specialized software package which facilitates the support
and coordination of numerous airline operations, such as air-
crew management, fleet planning, flight scheduling, etc.
Among others, the AIMS software includes sophisticated so-
lution algorithms for the treatment of complex decision-mak-
ing problems encountered in commercial aviation, such as
pairing generation, crew rostering, flight and maintenance
scheduling, vacation planning, etc.

The proposed model extension incorporating the special re-
strictions under consideration has been fully implemented
within AIMS software. The execution of the computational
experiments for which results are presented next was per-
formed on live databases of AIMS’ airline clients to which

AIMS holds access for maintenance and support purposes.
The actual code includes several specialized techniques for
avoiding excessive computational times, such as limits on the
size of the branch & price tee, integrality gap tolerances, exe-
cution time limits, etc. These techniques are not fixed but
have been properly customized depending on the special char-
acteristics of each particular airline client.

The source code interacts with commercial optimization
software IBM ILOG CPLEX [25], which performs various
specialized operations necessitated for algorithmic execution.
All the computational experiments were executed on an Intel
(R) Core (TM) 17-1165G7 @ 2.80GHz Processor with 16 GB
system memory. Computer processors employed in realistic
environments exhibit superior technical characteristics, lead-
ing to significantly higher computational performance.

We tested the proposed methodology on 12 realistic crew
rostering problem instances, each time with Flight Attendants
(FA) as the crew position subject to assignment. Table 1 pre-
sents the data parameters of these instances, i.e., the problem
index (i), the number of crew members (N), the number of
duties (standbys + pairings) subject to assignment (D) and the
total complement (7C), computed as the weighted sum of the
duties, with weights the corresponding crew complements.

TABLE I
DATA PARAMETERS OF THE PROBLEM INSTANCES

i N D Cc
1 1061 | 787 | 3675
2 1089 | 801 | 3918
3 1104 | 832 | 4194
4 1073 | 799 | 3876
5 1128 | 867 | 4233
6 1102 | 809 | 4051
7 1239 | 984 | 5332
8 1255 | 991 | 5498
9 1247 | 965 | 5154
10 | 1118 | 863 | 4349
11 1094 | 796 | 4042
12 | 1139 | 880 | 4426

The next 5 tables present the results of these experiments.
Specifically, Table 2 presents the results when no special re-
strictions are present, Table 3 only with min/max-restrictions
activated, Table 4 only with with-restrictions activated, Table
5 only with without-restrictions activated, and finally, Table
6 only with pairing-restrictions activated. Note that the same
12 problem instances were tested in all 5 model variations.

All these tables, besides the first one, include a column la-
beled “# SR”, which presents the actual number of activated
special restrictions. The next 3 columns present the obtained
results, i.e., the time required for the solution of the master LP
relaxation at the root node of the branch & price tree (LP
Time), the time required for obtaining the final integer solu-
tion (/P Time) and the number of nodes of the branch & price
tree (Nodes). The computational time results are presented in
the form HH:MM:SS, where HH shows the number of hours,
MM the number of minutes and SS the number of seconds.
Note that the /P Time results are not reported in isolation, i.e.,
they include the associated LP Time counterparts.
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The computational times reported in the following tables
pertain exclusively to the column generation algorithmic
methodology. The actual computational times are practically
10-15% higher, since they also include processing time for
database access, parameter information loading, as well as
several pre-processing procedures which need to be executed
before the column generation solution framework is invoked.

TABLE II.
COMPUTATIONAL RESULTS - NO SPECIAL RESTRICTIONS

i LpTime IpTime Nodes
1 10:25:48 20:36:12 1821
2 11:08:03 21:49:57 1833
3 11:27:13 22:47:36 1871
4 11:03:36 22:55:12 1859
5 12:50:48 25:43:48 1921
6 11:52:31 24:40:49 1863
7 15:26:12 31:00:48 1997
8 16:06:29 33:00:36 2015
9 15:54:19 32:52:31 2005
10 15:12:30 31:23:44 1919
11 12:45:09 25:50:24 1905
12 16:03:14 32:03:18 1957
TABLE III.

COMPUTATIONAL RESULTS - ONLY MIN/MAX SPECIAL RESTRICTIONS

i | #SR LpTime IpTime Nodes
1 57 10:38:17 | 20:49:36 1835
2 65 11:21:42 | 22:45:25 1867
3 83 11:39:28 | 23:28:11 1893
4 78 11:21:03 23:38:26 1861
5 69 13:15:33 26:40:49 1939
6 81 12:00:15 | 25:29:18 1893
7 70 16:07:01 32:34:18 2009
8 97 16:23:08 33:43:23 2027
9 95 16:16:12 | 33:46:44 2045
10 80 15:44:48 32:11:27 1945
11 76 13:18:12 | 26:51:07 1925
12 82 16:38:17 | 33:32:04 1985
TABLEIV.
COMPUTATIONAL RESULTS - ONLY WITH SPECIAL RESTRICTIONS
i | #SR LpTime IpTime Nodes
1 73 10:53:09 21:07:16 1849
2 88 11:39:33 23:12:05 1859
3 64 11:54:51 23:18:34 1881
4 71 11:31:10 24:22:56 1877
5 69 13:04:22 26:31:33 1919
6 70 12:14:18 25:38:04 1897
7 63 15:46:29 32:53:10 2019
8 82 16:49:13 33:04:51 2015
9 57 16:31:47 34:37:23 2079
10 62 15:41:56 32:18:19 1927
11 70 13:23:04 27:40:53 1937
12 75 16:31:39 34:14:41 1997
TABLE V.

COMPUTATIONAL RESULTS - ONLY WITHOUT SPECIAL RESTRICTIONS

i | # SR LpTime IpTime Nodes
1 26 10:41:11 21:28:32 1859
2 35 11:49:08 | 25:31:27 2011
3 19 11:35:16 23:50:44 1897
4 38 11:59:23 | 26:07:16 1977
5 21 13:11:28 26:33:55 1943
6 12 12:01:30 25:36:47 1881
7 15 15:51:39 32:09:36 2011
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8 26 16:25:27 35:11:58 2053
9 18 16:18:40 33:52:09 2053
10 33 15:27:12 | 34:56:19 2033
11 24 13:14:22 | 28:01:33 1989
12 17 16:24:04 33:17:29 1993
TABLE VL.
COMPUTATIONAL RESULTS - ONLY PAIRING SPECIAL RESTRICTIONS
i | #SR LpTime IpTime Nodes
1 12 10:49:41 21:32:37 1853
2 13 11:37:52 22:59:20 1871
3 10 11:47:02 23:37:52 1881
4 13 11:39:14 23:11:33 1871
5 12 13:01:29 26:30:53 1963
6 13 12:08:29 25:51:37 1891
7 12 15:45:18 | 46:39:33 5305
8 13 16:34:11 33:51:21 2045
9 10 16:24:03 | 37:17:44 2193
10 10 16:09:57 | 41:45:56 3627
11 12 13:06:09 27:57:29 1957
12 13 16:23:14 34:43:05 2009

As the above results demonstrate, the min/max, and the
with restriction types do not appear to increase the computa-
tional times considerably; the without and the pairing re-
striction types, on the other hand, result in substantially higher
computational times for some problem instances (highlighted
in bold). An interesting relevant observation regards the fact
that the size of the branch & price tree also appears to be sig-
nificantly larger in those problem instances, as depicted by the
corresponding number of tree nodes.

An important observation that provides valuable insight
into this behavior is the fact that the imposition of the without
and the pairing restriction types necessitates auxiliary deci-
sion variables, whereas that of the min/max and the with re-
striction types does not. Combined with the fact that a solution
in which all roster variables satisfy the integrality constraints
may still fail to be feasible simply because the associated aux-
iliary decision variables do not, this observation helps justify
why some computational times are significantly higher.

To provide a specific example for the without restriction
type, consider the case of a duty with total complement equal
to 4. A solution in which all roster variables are integer may
assign to this duty two crew members of the first of the mutu-
ally exclusive crew categories and two of the second one, with
the corresponding auxiliary variable being equal to 0.5, and
thus failing to satisfy integrality.

Similarly, a solution in which all roster variables are integer
may assign to a duty with an active pairing restriction three
crew members of the specified crew category, with the corre-
sponding auxiliary variable being equal to 1.5, and thus fail-
ing to satisfy integrality.

Of course, the algorithmic methodology can always back-
track and reverse previously made poor branching decisions
that lead to such pitfalls, but this is both time consuming and
tedious. The branching strategy (choice of the next decision
variable on which branching is performed) is a vital element
of the algorithmic methodology that can crucially affect com-
putational performance; consequently, several alternative
branching schemes have been proposed in the literature [26].
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Based on proper experimentation, in our algorithmic im-
plementation we adopt the strategy of branching on the largest
fractional variable. For roster variables, the branch on 1 deci-
sion assigns a specific roster to the corresponding crew mem-
ber, while the branch to 0 decision prohibits this assignment.
For a without auxiliary decision variable, each of the two
branching values determines which of the two mutually ex-
clusive crew categories can be assigned to the duty in ques-
tion. Finally, for a pairing auxiliary decision variable, each of
the two branches imposes an even number as a lower/upper
bound on the number of crew members of the associated crew
category assigned to this duty.

To circumvent the computational effort challenges that can
potentially arise in the presence of without and/or pairing re-
strictions, we adopt a slightly different branching strategy.
Specifically, we give higher branching priority to the auxil-
iary decision variables associated with the special restrictions,
and we do not choose to branch on a roster variable unless all
of them are integer valued.

This is a very crucial algorithmic amendment that improves
computational performance significantly, as justified by addi-
tional computational results presented next. The rationale mo-
tivating its adoption is that it avoids feeding the algorithmic
implementation with misleading information that would sig-
nificantly deteriorate its performance.

More specifically, in the case of a without restriction type,
it clarifies in advance which of the two mutually exclusive
crew categories will be freely assigned to the duty in question
and which will be prohibited from assignment, thus assisting
the algorithm in deciding earlier which particular roster vari-
ables will be used to this end. Similarly, in the case of a pair-
ing restriction type, it excludes in advance the assignment of
the intermediate odd number of crew members to the duty in
question, which would otherwise appear as feasible if the aux-
iliary variable assumed a fractional value.

Failing to adopt this strategy in case of a without restriction
type often leads the algorithm to assume that both mutually
exclusive categories can be assigned to the duty in question
simultaneously, which results in a large number of roster as-
signment decisions that need to be reversed in order to reach
a feasible solution. Similarly, failing to adopt it in case of a
pairing restriction often leads the algorithm to assume that an
odd number of the specified category crew members can be
assigned to the duty, which, in a similar way, necessitates the
reversion of a large number of roster assignment decisions in
order to reach a feasible solution.

The next two tables present computational results for the
above problem instances with the same without and pairing
restriction types activated, the only difference being that the
strategy of not branching on a roster variable unless all with-
out/pairing auxiliary decision variables are integer-valued is
adopted (we use the term without/pairing priority branching
for this strategy). In the presence of many fractionally valued
auxiliary decision variables, the algorithm chooses to branch
on the one with the largest value.

TABLE VIIL
COMPUTATIONAL RESULTS - ONLY WITHOUT SPECIAL RESTRICTIONS -
WITHOUT PRIORITY BRANCHING

i LpTime IpTime Nodes
1 10:37:11 21:21:17 1841
2 11:44:08 | 23:53:52 1893
3 11:38:27 24:01:16 1885
4 12:01:37 | 24:41:28 1879
5 13:14:52 | 26:24:08 1951
6 12:00:19 | 25:21:12 1869
7 15:54:42 32:13:29 2017
8 16:24:13 33:51:05 2029
9 16:16:04 33:08:59 2031
10 | 15:24:43 33:17:33 1951
11 | 13:07:14 | 27:08:27 1947
12 | 16:18:40 32:37:11 1977
TABLE VIII.

COMPUTATIONAL RESULTS - ONLY PAIRING SPECIAL RESTRICTIONS -
PAIRING PRIORITY BRANCHING

i LpTime IpTime Nodes
1 10:45:04 21:17:02 1837
2 11:35:52 22:26:11 1841
3 11:43:03 23:39:28 1875
4 11:41:35 23:23:57 1885
5 13:00:37 26:16:27 1961
6 12:05:43 24:58:50 1869
7 15:48:33 32:17:29 2005
8 16:37:13 33:58:40 2037
9 16:27:10 34:03:15 2041
10 | 16:17:26 35:06:22 1989
11 12:59:26 26:44:18 1937
12 | 16:25:57 34:31:36 2003

The above results demonstrate that the computational chal-
lenges posed by the without/pairing restriction types are han-
dled quite satisfactorily by the without/pairing priority
branching strategy. Its adoption avoids the excessively large
branch & price trees, and in turn the dramatically increased
computational times encountered sometimes otherwise. For
this reason, it has been adopted as the standard branching
strategy in the actual algorithmic implementation.

Note that the computational time required for the solution
of the master LP relaxation at the root of the branch & price
tree is independent of the adopted branching strategy. Conse-
quently, the corresponding LP Time values should coincide in
Tables 5 and 7, as well as in Tables 6 and 8. The small differ-
ences observed are negligible and can be explained by the in-
evitable variance in the computer processor’s task workload.

VI. SUMMARY AND FUTURE RESEARCH

In this research work, we have addressed the problem of in-
corporating special restrictions into column generation algo-
rithms for aircrew rostering. We considered three types of re-
strictions typically encountered in commercial aviation, and
we illustrated how the algorithmic methodology needs to be
modified for accommodating them.

Computational results from realistic problem instances in-
dicate that, in some special cases, the inclusion of some spe-
cific restriction types may lead to substantially increased
branch & price trees and, consequently, computational times.
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Mainly, this behavior appears to be present because these re-
striction types exploit auxiliary decision variables which may
provide misleading information to the optimizer if their exact
integer values have not been determined promptly.

To properly handle these difficulties, we devised a special-
ized branching strategy which gives higher branching priority
to the auxiliary decision variables. Additional computational
experiments confirm that its adoption addresses successfully
the difficulties introduced by the increased computational
times; consequently, it has been adopted as standard in the
actual algorithmic implementation.

The present research can be extended in many fruitful
ways. An interesting direction for future research involves the
development of additional special techniques for handling the
computational challenges potentially arising by the incorpo-
ration of special restrictions that involve auxiliary decision
variables. An innovative idea in that direction is to determine
the optimal integer values of these decision variables and tem-
porarily enforce them to the master LP relaxation for identi-
fying its optimal dual solution utilized for the solution of the
shortest path pricing subproblem.

Another interesting direction for future research is the in-
vestigation of how the incorporation of the special restrictions
affects the quality of the final solutions. As the present re-
search is currently in progress, we solely investigate the cor-
responding effect on computational performance; such a fu-
ture research extension will clearly render it more complete.
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Abstract—A software system for numerical optimization of
metallic nanostructures using Monte Carlo methods is
presented in this paper. It is designed for high performance
and flexibility, allowing the construction of complex experiment
plans combining multiple Monte Carlo algorithms and for
systematic variation of their parameters. The system runs on
Linux and Windows operating systems, and is compatible with
a wide range of existing software packages using the standard
XYZ file format for atomic configurations. It has been used for
modeling and optimization of various metallic and bimetallic
nanostructures from 150 to 16,000 atoms, including
nanoparticles, nanowires, nanofilms and nanocages.

Index Terms—nanostructures, simulation, software systems,
Monte Carlo methods, optimization.

I. INTRODUCTION

THE problem of optimizing the structure of nanoparticles
and nanostructured materials is closely related to their
stability, especially when it comes to nanoclusters contain-
ing only a few hundred atoms [1]. At the same time, opti-
mization algorithms for various types of nanoobjects have
recently been actively tested using the Monte Carlo method
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financed by the Research, Innovation and Digitalization for Smart
Transformation Programme 2021-2027 and cofinanced by the European
Union and by the IICT-BAS project No210386 “Models and methods for
decision support and applications” with Virtech LTD, Sofia.
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[2]-[5]. This approach is interesting, including from a prog-
nostic point of view for describing the manifestations of in-
stability of nanoscale objects [6]. At the same time, the prob-
lem of structural optimization can be complicated by
changes in external factors, primarily temperature [7]. Thus,
despite some progress in the development of approaches to
optimizing the structure of nanoparticles and nanostructured
materials, a number of open questions remain, including
those related to the optimization algorithm itself.

This paper presents a software system for Monte Carlo
optimization of metallic nanostructures. We formulate the
primary requirements for such a system, propose a software
architecture suitable for meeting those requirements, and de-
scribe the components of the system in the way they have
been implemented. A description is provided of the compu-
tational model on which the implemented Monte Carlo algo-
rithms work, and an illustrative example is given using the
software.

II. REQUIREMENTS FOR THE SOFTWARE SYSTEM

For experimenting with Monte Carlo optimization of vari-
ous types of metallic and bimetallic nanostructures, the soft-
ware system should implement a number of Monte Carlo al-
gorithms, providing flexibility in the manner they can be
combined, and allowing systematic variation of their param-
eters. It should be easy to use not only for investigating the
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properties of the studied nanoparticles, but also for investi-
gating the behavior of the algorithms themselves.

We formulated the primary requirements for the system as
follows:

e It must be optimized for x86-64 processors, achiev-
ing performance sufficient to execute billions of
Monte Carlo iterations within minutes, thereby en-
abling the algorithms to reach good solutions for
nanoparticles with several hundred to several thou-
sand atoms on standard and widely available hard-
ware.

e It must use the standard XYZ data format for input
and output of atomic configurations, ensuring com-
patibility with a wide range of existing software
packages, such as those for 3D visualization, analy-
sis of the results, etc.

e It must be compatible with Linux and Windows op-
erating systems.

* It must support the construction of complex plans
for numerical experiments that combine multiple
processing steps, various algorithmic variants, pa-
rameter variations, output of intermediate data for
animated 3D visualization, performance statistics,
etc.

e It must be able to synchronize the execution of the
experiment plan across multiple processor cores on
a single computer or across multiple computers
with different operating systems, while remaining
robust and capable of continuing normal operation
after unexpected interruptions (e.g., power failures
or system restarts).

e It must provide a high level of operational flexibil-
ity, including the ability to modify the experiment
plan after the experiment has already been started,
in a way that results already obtained remain usable
for the updated plan.

III. SoFTWARE ARCHITECTURE

The software architecture consists of three main compo-
nents: Computational core, a template for the Experiment
Master Plan, and auxiliary functionalities for analysis of the
results, testing, and visualization (Fig. 1).

The Computational core is concentrated in a single exe-
cutable command written in the C programming language
[8]. It incorporates all Monte Carlo algorithms and their
variations. Each execution of this command corresponds to a
single run of a single algorithm.

The Experiment Master Plan defines what nanoparticles
are to be studied, what combinations of algorithms are to be
used, whether parameters will be varied, what results are to
be collected, where they will be stored, and how they will be
aggregated for visualization. Essentially, the Experiment
Master Plan consists of one Makefile with a specific struc-
ture. However, here we do not just use a standard Make
command, but instead we combine some of the lesser-known
advanced features of GNU Make [9] with a number of cus-
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External tools for 3D visualization

Input lattice
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XYZ file
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1) XYZ File Handling Module

2) Parameter Handling Module

3) Operating System Interface Module

4) Pseudorandom Number Generator Module
5) Data Structures Module

6) Algorithm Implementation Module

Fig 1. Main components of the software architecture

tom extensions developed specifically for this system. In this
way Make is transformed from a cumbersome tool into a
flexible and expressive domain-specific language (DSL),
suitable for achieving the objectives outlined in Section II.

The auxiliary functionalities consist of a library of GNU
Make functions implemented using Perl [10] scripts, which
provide the tools necessary for expressing the Experiment
Master Plan. Additionally, an automated regression testing
system for the implementation of the algorithms of the Com-
putational core is also included.

Graph visualization is done in Excel, using data automati-
cally extracted in real time and formatted according to a ta-
ble schema defined in the Experiment Master Plan. 3D visu-
alization of atomic configurations is performed separately
using standard widely available software packages capable
of reading XYZ files.

This architecture isolates the core computational workload
into a single command with a clearly defined interface, en-
abling careful code optimization for performance. At the
same time, the experimental workflow of a whole experi-
ment is centralized in a single Makefile, supported by an ex-
tensive library of specialized functions, ensuring both flexi-
bility and transparency in experiment design and documenta-
tion. This architecture is also easily extensible, allowing for
future enhancements as the need arises, such as graphical or
web-based user interfaces built upon the existing compo-
nents.

A. Computational Core

The Computational core is implemented as a single com-
mand, each execution of which corresponds to a single run
of a single algorithm. The core consists of six modules:

1) XYZ File Handling Module

This module provides all necessary functions for reading

and writing data in the de facto standard XYZ file format for
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atomic configurations. The format is structured as follows
(Fig. 2):

*  The first line contains a single integer », which rep-
resents the number of nodes in the lattice.

*  The second line has no standardized meaning, and
is typically ignored when read by other software.
For the present system, it contains a long list of
variables and their values, used for input parame-
ters, output results (e.g., energy, temperature; ev-
erything other than the (x,y,z) coordinates of the
atoms), and miscellaneous internal state.

*  Each of the next » lines represents a node in the lat-
tice and contains the following columns, separated
by spaces or tab characters: the chemical element
(or the letter n, if the node is empty), x, y, z coor-
dinates. Depending on the experiment, additional
columns may be included, which represent the en-
ergy of the given atom, classification of the atom
by layer group in the nanoparticle, etc.

e The file may contain multiple configurations (e.g.,
for animation), in which case the above n+2 lines
repeat the required number of times.

This module takes special care to store all parameters re-
quired to fully reconstruct the system’s internal state with
sufficient numerical precision, ensuring reproducibility and
safe continuation after interruptions.

The module also reads parameters for the potential energy
function from a separate file format.

2) Parameter Handling Module

This module defines all parameters used by the system,
together with the rules for their manipulation. Parameters
can be read both from the command line and from the input
XYZ file, and are written to output XYZ files. They may be
input or output parameters. Each parameter has a designated
type (e.g., integer, floating point, string), default value, op-
tionally minimum and maximum value, and help text. Exam-
ple input parameters include the composition (type and pro-
portion of chemical elements in the particle), maximum
number of iterations, neighborhood radius, etc. Output pa-
rameters include algorithm stop reason, achieved energy,
etc. The starting and current state of the random number
generator are also stored as parameters, for reproducibility of
the results. The system uses approximately 50 parameters in
total.

The parameter system is designed in such a way that any
generated XYZ file can serve as input for a subsequent run
of the same or a different algorithm, with a simple modifica-
tion of the command line. This, besides being useful when
defining an Experiment Master Plan, also helps for the
seamless continuation after intentional or unintentional inter-
ruptions.

3) Operating System Interface Module

This module contains low-level functions with platform-
specific implementations for Linux and Windows.

3000

#Algo=Diffusion Task=AuAg-3000_4500~fcc_080M_Tprev1500_T1500 seed25
% #Energy=-9583.0102125318499 MinEnergy=-9583.0102125318499

L Temper=>551.57657207140539 IterCnt=50618260 IterMax=80000000

% #StopReason=IterMax JumpMax=80000000 JumpCnt=50618260

& PbbtyJumpCnt=25311619 EqlbrlterMax=80000000 EqlbrlterCnt=0

% TemperChangelterMax=10000 TemperChangelterCnt=8260

% SnapshotlterMax=80000000 SnapshotlterCnt=50618260 #Nodes=3004

L Num=3000 Composition=AuAg Rneigh=5.26 #Rcut=6.7823411887046792
% TemperDelta=-1.8739842480310037¢-05 #ZoomX=1.002 #ZoomY=1

& #ZoomZ=1 ZoomMin=0.8 ZoomMax=1.2 SaveNodes=0

% RandState=2D43C0D10795E7100E4D586B2CFAB6D7

L #InitialRandState=5250B2EA33F5F116E134B987F06DA224

Au -5.8165665933600001 -1.9214831400000001 -19.320616619999999
Au -9.8402655085199981 -17.709002340000001 11.800856339999999
Au 1.8900739026000002 -0.00047634000000000001 -17.068808520000001
Au -1.9485816044400002 21.585799979999997 7.8422465399999997

Au  7.9086129746400005 19.785529560000001 -11.86733892
[...

Ag 3.7796173664399997 -11.328081239999999 -11.32314648

Ag 1.9835312842800001 13.8258042 19.75329348

Ag 3.99379606884 23.70382386 -3.9047772599999999
Ag -7.6161807576000005 -11.41884288 11.415396300000001

Ag -9.7092440686800003 -15.49355826 -9.6807108599999996

[.]

Fig 2. Example XYZ file. “%” means continuation of the previous line

4) Pseudorandom Number Generator (PRNG) Module
As Monte Carlo simulations use an enormous number of
pseudorandom numbers, a suitable choice of PRNG is essen-
tial. Default PRNGs typically have a number of disadvan-
tages, so we specifically chose the xoroshiro128+ algo-
rithm [11], which ensures high statistical quality for floating-
point random number generation. The algorithm has a long
period 2'*—1, compact internal state (only 32 hex digits,
which is convenient for use in XYZ files and on the com-
mand line), and has code that is especially optimized for
x86/x86-64 processors.
5) Data Structures Module.
Defines the data structures and associated operations re-
quired for the implementation of the algorithms.
6) Algorithm Implementation Module
Implements the computational model and algorithms de-
scribed in Section IV and their variants, with a strong em-
phasis on performance for x86-64 processors. To this end,
the code is organized in a way that enables the compiler to
analyze it as much as possible in order to apply built-in opti-
mizations. The most critical code sections are implemented
in multiple ways, then profiled on representative examples in
real conditions, to select the most efficient coding approach.

B. Experiment Master Plan

Each experimental study typically requires hundreds of al-
gorithm runs under varying conditions. In the proposed ar-
chitecture, the entire experiment is defined in a single Make-
file.

The XYZ files are stored in a small number of directories
(often one) on a shared filesystem. All the information about
what the XYZ represents in the context of the Experiment
Master Plan is encoded in the file name. The file name is
parsed by the system into a list of variables that can be used
to construct command-line parameters for the Computational
core, in case the file will subsequently be used as input to
some algorithm.
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To facilitate expressing complex experiment plans in a
concise and declarative manner, the variables and parame-
ters can be combined using a custom domain-specific lan-
guage (DSL), which supports arithmetic operators and other
functions, type checking, regular expressions, and other fea-
tures. This approach enables a high degree of flexibility to
plan studies of different kinds of nanoparticles, or studies of
the behavior of the algorithms themselves.

The developed DSL also functions as a query language
over the results, enabling the extraction of specific informa-
tion from the potentially thousands of generated XYZ files,
and aggregation of data in tabular form for real-time visual-
ization, according to a user-defined table schema.

The use of static descriptive file names in one shared di-
rectory, and GNU Make for generating those files, brings all
classic advantages of GNU Make, such as the possibility of
synchronized execution using several processor cores on one
or several computers, possibly with different operating sys-
tems. The system has features for robustness that allow it to
continue normal operation after unexpected interruptions,
and features for operational flexibility that allow modifying
the Master Plan after the experiment has already been started
without loss of work. The developed DSL and other exten-
sions compensate for many of the disadvantages of the
Makefile language, specifically for use in experiments with
nanoparticles.

C. Auxiliary Functionalities for Analysis and Testing

The auxiliary functionalities consist of a library of GNU
Make functions, implemented using Perl scripts. They sup-
port the DSL described above, and provide additional tools
for experiment management, including:

»  various commands for XYZ file processing;
*  progress visualization with color;

*  logging;

*  performance statistics.

An automated regression testing system for the Computa-
tional core is also included.

A graphical user interface is not provided, because our
past usage of the system has always been very dynamic, with
each experiment having a unique element in its design that
evolves even during the process of its execution. It would be
difficult to warp such usage in some standardized collection
of buttons and menus. Instead, our system supports conve-
nient batch execution of trials. Should the system ever be-
come popular among non-technical users, the architecture al-
lows for the addition of graphical or web-based interfaces on
top of the existing components.

IV. ComputaTiIONAL MODEL AND ALGORITHMS

Two basic Monte Carlo algorithms, developed by the au-
thors, are currently provided:
* awide-lattice simulated annealing algorithm [12];
*  an algorithm for the simulation of diffusion [13].
The system works with a pre-prepared model of the
nanostructure. For example, in the case of a bimetallic
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nanoalloy, the total number of atoms is known, as well as the
number of atoms of each metal separately (proportion). The
atoms are arranged on a predefined lattice consisting of
empty nodes. The first goal is to find a configuration of
atoms on this lattice so that the resulting nanoparticle is sta-
ble—i.e., to minimize the potential energy of the system.

The Cleri—-Rosato many-body tight-binding (TB) potential
[14] is used to calculate the interaction between the atoms.
The total potential energy for the entire system has the fol-
lowing form:

=X duexp (- pul -2

i j#E 0,ab

—1))

—1)),

where i enumerates all atoms in the system; j enumerates all
atoms other than 7, but at a distance from atom i less than the
predefined global parameter R, ; a and b denote the chemi-
cal element of atoms i and j; 7; is the distance between the
atoms; 7w, Aap Papr Sav, and g, are constants specific to
the chemical elements under consideration.

The modeled nanoalloy can have nanoscale dimensions
along some of the coordinate axes, and macroscale dimen-
sions along the remaining axes. A distinction is made be-
tween 3 cases:

* nanoparticle, where all three axes are nanoscale;
*  nanowire, where one of the axes is macroscale;
* nanofilm, where two of the axes are macroscopic.

In case of a nanowire or a nanofilm, the model is analo-
gous to that for a nanoparticle, but using periodic boundary
conditions. This means that the used lattice is nanoscale
along all three axes, but a periodic window is introduced
along the axes where macroscale dimensions are modeled.
The distance between two atoms is thus defined as follows:

ry=V|Ax, P+ Ay, P+ Az, )

q
3)

where x; and x; are the x-coordinates of atoms i and j inside
the periodic cell, and L, is the x-size of the periodic cell. If
macroscale dimensions are modeled along the y and z axes,
then [Ay;| and |Az,| are also calculated in a similar way.
The non-periodic case corresponds to L, =0,

The present model, as well as the algorithms for it, are
suitable for the optimization of bimetallic nanoparticles with
sizes between 100 and several tens of thousands of atoms.

—Z\/Z £, exp(~24, (- (1)

|A x;|=min (|x—x,

ij ’Lx_|xi_x/'|}a

V. ILLUSTRATIVE EXAMPLE

The system has been used for modeling various metallic
and bimetallic nanostructures from 150 to 16,000 atoms. In
this section, we give an example for using it to optimize six
gold-silver nanocages of 3000 atoms each [15].

The Experiment Master Plan for this example is partially
illustrated in Fig. 3. It combines both the wide-lattice simu-
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lated annealing algorithm and the diffusion algorithm in a
hybrid optimization approach consisting of four steps:

Step 1. Parameter setting for the wide-lattice Monte Carlo
algorithm. The algorithm is run 30 times from random initial
configurations for 40x10° iterations in each run, to deter-
mine the optimal initial temperature.

Step 2. Fixing of the geometric shape. The wide-lattice al-
gorithm is run again, 30 times from random initial configu-
rations, but this time for 1000x 10° iterations in each run, us-
ing the best values from Step [ for the initial temperature.

Step 3. Parameter setting for the diffusion Monte Carlo
algorithm. The algorithm is run 30 times on the results of
Step 2, for §x 10° iterations in each run, to determine the op-
timal initial temperature for diffusion.

Step 4. Diffusion. The diffusion algorithm is run again, 30
times on the results of Step 2, for 80x 10° iterations in each
trial, using the best values from Step 3 for the initial temper-
ature.

The parameters of the Computational core are set as ap-
propriate for each invocation. The results are queried and ag-
gregated in tabular form for analysis and visualization (the
table schema is not shown in the figure). A sample achieved
configuration of one of the investigated nanocages is dis-
played in Fig. 4.

VI. ConcLusion

A software system for numerical optimization of metallic
nanostructures using Monte Carlo methods has been pre-
sented. The architecture consists of a Computational core,
designed for high performance, a template for the Experi-
ment Master Plan, designed for flexibility, and auxiliary
functionalities for analysis of the results, testing, and visual-
ization. The system is suitable both for investigating the
properties of the studied nanostructures, and for investigat-
ing the behavior of the algorithms. The system runs on
Linux and Windows operating systems, and is compatible
with external tools using the standard XYZ file format for
atomic configurations. It has been used for modeling and op-
timization of various metallic and bimetallic nanostructures
from 150 to 16,000 atoms, including nanoparticles,
nanowires, nanofilms and nanocages.
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# All lists undergo Bash-like brace expansion.

S ?=00..29

STEPI ?=\

AuAg--3000-4500_fcc_0040M_T{1000,1500,2000,2500} seed{$S} \
AuAg--3000-4500_ico_0040M_T {2000,2500,3000} _seed {$S} \
Au3Ag--3000-4500_fcc_0040M_T{1000,1500,2000} seed{$S} \
Au3Ag--3000-4500_ico_0040M_T {2500,3000,4000} seed{$S} \
AuAg3--3000-4500_fcc_0040M_T{1500,2000,2500} _seed{$S} \
AuAg3--3000-4500_ico_0040M_T {2000,2500,3000} _seed{$S}

STEP2 ?=\

AuAg--3004-4500_fcc_1000M_T1500_seed{$S} \
AuAg--3004-4500_ico_1000M_T2500_seed {$S} \
Au3Ag--3004-4500_fcc_1000M_T1500_seed {$S} \
Au3Ag--3004-4500_ico_1000M_T3000_seed{$S} \
AuAg3--3004-4500_fcc_1000M_T2000_seed {$S} \
AuAg3-3004-4500_ico_1000M_T2500_seed {$S}

STEP3 ?=\
AuAg--3000-3004_4500~fcc_008M_Tprev1500_T{1000,1500,2000}_seed{$S} \
AuAg--3000-3004_4500~ico_008M_Tprev2500_T {1500,2000,2500,3000}

L seed{$S}\
Au3Ag--3000-3004_4500~fcc_008M_Tprev1500_T{1000,1500,2000} seed{$S} \
Au3Ag--3000-3004_4500~ico_008M_Tprev3000_T{1000,1500,2000,2500,3000}

L seed{$S} \
AuAg3--3000-3004_4500~fcc_008M_Tprev2000_T{1000,1500,2000}_seed {$S} \
AuAg3--3000-3004_4500~ico_008M_Tprev2500_T{1500,2000,2500}_sced{$S}

STEP4 ?=\

AuAg--3000-3004_4500~fcc_080M_Tprev1500_T1500_seed {$S} \
AuAg--3000-3004_4500~ico_080M_Tprev2500_T2500_seed {$S} \
Au3Ag--3000-3004_4500~fcc_080M_Tprev1500_T1500_seed{$S} \
Au3Ag--3000-3004_4500~ico_080M_Tprev3000_T2000_seed {$S} \
AuAg3--3000-3004_4500~fcc_080M_Tprev2000_T1500_seed {$S} \
AuAg3-3000-3004_4500~ico_080M_Tprev2500_T2000_seed{$S}
SRO 7=\
AuAg--3000-3004_4500~fcc_080M_Tprev1500_T1500_seed25.ssht \
AuAg--3000-3004_4500~ico_080M_Tprev2500_T2500_seed11.ssht\
Au3Ag--3000-3004_4500~fcc_080M_Tprev1500_T1500_seed04.ssht \
Au3Ag--3000-3004_4500~ico_080M_Tprev3000_T2000_seed21.ssht\
AuAg3--3000-3004_4500~fcc_080M_Tprev2000_T1500_seed28.ssht \
AuAg3--3000-3004_4500~ico_080M_Tprev2500_T2000_seedO1.ssht

TASKS ?= $(STEP1) $(STEP2) $(STEP3) $(STEP4) $(SRO)

taskPtn = »Composition:SrtNat?Srt?Nat?«--»Num:Nat«-»nodes:Nat«_
BylteNodes:Nat?wltcSep:Ch?2«x»ltcShp:Nm«_»it:Dbl«M»tprevSep:Ch*?«
Gytprev:Nat?«_T»Temper:Dbl«_seed»seed:Nata»ssht:Ch*«
parmsCode = inputClsc=input_---»nodes«_»ltcShp«.xyz \
inputDfsn=trialsAll/»Composition«--»nodes«-»ltcNodes«_»ltcShp«_1000M_
L Trtpreve_seednseed«.xyz \
InputFile=»ltcSep?inputDfsn|inputClsc« Rneigh=»ltcSep?5.26|3.3« \
IterMax=»rnd(it*1e6)«»:(it<=4000)« JumpMax=»IterMax« \
EqlbrlterMax=»IterMax« TemperChangelterMax=10000 \
TemperDelta=»dbl(0-(Temper-1)/(IterMax-10e3))« \
SnapshotlterMax=»ssht?rnd(rnd(0-100/(TemperDelta* TemperChangelterMax))*
L TemperChangelterMax)|IterMax« \
SnapshotlterCnt=»ssht?rnd(SnapshotlterMax-TemperChangelterMax)|0« \
MinEnergy=INF \
IterCnt=0 JumpCnt=0 PbbtyJumpCnt=0 EqlbrlterCnt=0 TemperChangelterCnt=0 \
z0om=»bool(it>=80)« \
ZoomMin=»zoom?it==32070.99/0.8|1« ZoomMax=»zoom?it==32071.01|1.2]1« \
tgt=$$$$@ nul=$(NulNativ) SnapshotFile=»ssht?tgt/nul« \
MinEnergyFile=»ssht?nul[zoom?nul|tgt« ZoomFile=»ssht?nul|tgt« SaveNodes=0

Fig 3. Fragment of the Experiment Master Plan for the given example.
The “%” symbol denotes continuation of the previous line.
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Fig 4. An achived atomic configuration of the AuAg ico nanocage
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Abstract—The practical evaluation of Zero Trust Architec-
ture (ZTA) remains constrained by the lack of accessible, re-
producible testbeds supporting dynamic trust experimentation.
This paper presents a lightweight, containerized Zero Trust
testbed integrating a Software Defined Perimeter (SDP), Soft-
ware Defined Networking (SDN), network emulation, and pol-
icy-as-code enforcement. A pluggable Python trust engine im-
plements progressively sophisticated trust models, culminating
in Dempster—Shafer evidential fusion with temporal decay and
residual inertia. Evaluation across six representative enterprise
scenarios demonstrates low policy evaluation latency, modest
session setup overhead, linear scalability, and rapid breach
containment, while remaining deployable on commodity hard-
ware. By combining reproducibility, open-source components,
and advanced trust evaluation within a single platform, the
proposed testbed provides an accessible environment for re-
search, education, and the experimental validation of Zero
Trust mechanisms.

Index Terms—Zero Trust testbed, Software-Defined Perime-
ter (SDP), Software-Defined Networking (SDN), Mininet,
GNS3, Docker, dynamic trust evaluation, virtualization, emula-
tion, containerization, reproducibility.

1. INTRODUCTION

ZERO Trust Architecture (ZTA) has become the domi-
nant security paradigm for modern enterprise networks
due to the erosion of traditional network perimeters, wide-
spread adoption of cloud services, and the proliferation of
mobile and IoT devices [1], [2]. Guided by the principle of
"never trust, always verify," ZTA enforces continuous au-
thentication, authorization, and monitoring of every access
request [3]. Frameworks such as [4], [5] and [6], and recent
cybersecurity initiatives have accelerated its adoption. How-
ever, despite the maturation of ZTA frameworks [6], a sig-
nificant gap remains between theoretical trust models and
their practical validation This gap spans three dimensions:
algorithmic opacity, where trust models remain mathemati-
cally specified but not reproducible [7]; infrastructure inac-
cessibility, due to the complexity of deploying realistic ZTA
environments [8]; and scenario non-standardization, where
poorly specified evaluation conditions hinder reproducibility
and cross-study comparison [7], [9].

This paper addresses these challenges through a repro-
ducible, lightweight testbed that maps the NIST architecture
onto open-source, containerized components deployable on
a commodity workstation. The testbed provides executable
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trust engines, Infrastructure-as-Code deployment, and stan-
dardized scenarios with published telemetry and empirical
datasets. Consistent with the resource-constrained philoso-
phy of prior work [1], it enables reproducible experimenta-
tion with dynamic trust models using only commodity hard-
ware.

A. Contributions

The main contributions of this paper are: (1) a modular,
lightweight Zero Trust testbed integrating Software-Defined
Perimeter, Software-Defined Networking, and containerized
services using open-source components; (2) a pluggable
Python-based trust engine supporting progressive policy
models, including static weighting and Dempster—Shafer ev-
idence fusion with temporal decay and residual inertia; (3)
experimental validation across six enterprise scenarios eval-
uating latency, breach containment, resource utilization,
false-positive rates, and scalability; and (4) a reproducible
infrastructure-as-code implementation to support replication
and future research.

The remainder of the paper reviews related work (II),
presents the system architecture (III) and implementation
(IV), describes the experimental methodology(V), results
(VI), and discussions (VII), and concludes with limitations
(VIII), reproducibility(IX) and future research direc-
tions (X).

II. REeLateD WoRK

A. Zero Trust Testbeds and Dynamic Trust Evaluation

Literature contains several efforts to implement Zero
Trust principles in testbed environments. Reference [1]
demonstrated combining Software Defined Perimeter (SDP)
with Software Defined Networking (SDN) and lightweight
virtualization for zero trust experimentation with Mininet as
a key enabler for resource-constrained prototyping. Refer-
ence [10] extended this foundation by building an SDP for
network introspection, demonstrating how SDP components
map to ZTA concepts in [3]. Their work validated that SDP
2.0 specifications directly support ZTA’s Single Packet Au-
thorization (SPA). Reference [11] investigated identity-
aware SDN controllers, while various commercial imple-
mentations have demonstrated Zero Trust Network

Thematic Session: International Forum on
Cyber Security, Privacy, and Trust
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Access (ZTNA) as alternatives to traditional VPNs [12].
However, these efforts share common limitations: a lack of
dynamic trust evaluation, dependence on proprietary
components, or failure to provide reproducible artifacts.

Within the CARTA paradigm [13], Al and machine
learning support continuous trust assessment through
behavioral modelling, adaptive trust scoring, and predictive
threat detection [14]. However, these approaches typically
depend on labelled training data and often lack
interpretability. The proposed engine uses deterministic
variance-based weighting for unstable evidence, providing
transparent and verifiable trust decisions suitable for
adversarial environments. While explainability is prioritized,
optimization of the variance parameter through reinforcement
learning is identified as future work [15], [16].

B. Simulation, Emulation, and Virtualization Approaches

The choice between simulation, emulation, and full virtu-
alization has implications on testbed fidelity and resource re-
quirements. Simulators model network behavior mathemati-
cally, offering high scalability but limited realism for proto-
col-specific and timing-sensitive behaviors. Emulators exe-
cute real network stacks in virtualized environments, provid-
ing a balance between fidelity and resource efficiency. Full
virtualization runs unmodified operating systems and appli-
cations but incurs higher overhead. Table 1 compares
common approaches with their respective strengths and
limitations.

Table 1. Comparison of testbed approaches for zero trust
experimentation

Approach | Exampl | Fidelity | Resou | Isolati | Repro
es rce on ducibil
Cost ity
Simulatio | ns-3, Low Very Compl | High
n OMNe (models) | low ete
T++
Lightweig | Mininet | Medium | Low Partial | High
ht (Linux
emulation netns)
Full GNS3, High Mediu | Good | Mediu
emulation | Eve-NG | (real m- m
images) | High
Type 2 | Virtual | Very High Strong | Mediu
virtualizat | Box, high m
ion QEMU/
KVM
Type 1 | VMwar | Native Very Strong | Low
virtualizat | e ESXi, high
ion Xen

Mininet remains the de facto standard for SDN prototyping
and emulation of large-scale networks through lightweight
Linux network namespaces. It supports efficient experimen-
tation in resource-constrained environments while achieving
aggregated bandwidths exceeding 10 Gb/s with over 1,000
hosts on commodity hardware [17]. Although its lightweight
virtualization offers weaker isolation and introduces security
challenges compared to Type 1 hypervisors [18], these limi-
tations are generally acceptable for zero trust experimenta-
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tion. Applications requiring hardware-level isolation or pro-
prietary device emulation may instead benefit from platforms
such as GNS3 or full virtualization solutions.

C. Software Stack for Zero Trust Experimentation

Numerous closed and open-source projects have been used
to implement parts of ZTA. Table 2 catalogs tools relevant to
zero trust testbed construction, extending prior surveys with
additional components for dynamic trust evaluation.

Table 2. Open-source software components for zero trust
testbeds.

Component Purpose

Keycloak Identity Provider (OAuth2, OIDC,
SAML)

Open Policy Agent | Policy Decision Point (PDP)

(OPA)

Envoy Proxy L7 Policy Enforcement Point (PEP)

OpenDaylight SDN Controller (OpenFlow)

Open vSwitch (OVS) OpenFlow-enabled virtual switch

Mininet Network emulation

GNS3 Full network emulation

Docker Container platform for applications

Pritunl Zero Overlay zero trust server

OpenZiti Zero trust networking overlay

SPIFFE/SPIRE Identity providers for non-user com-
ponents such as services and nodes

eBPF Cilium/Tetragon | Kernel level filters for processes and
system calls

Kubernetes Network orchestration

D. Trust Evaluation Models

Trust evaluation has evolved from static, to reputation-
based, and dynamic models. Static approaches assign fixed
weights to trust attributes regardless of signal quality, making
them insensitive to changing operating conditions [9].
Reputation-based models leverage historical interactions to
estimate trust [19], but do not effectively distinguish transient
compromise from persistent environmental variability.
Dynamic approaches employ adaptive weighting, including
entropy-based methods and machine-learning [15], [20].

E. Dempster-Shafer Theory in Network Security

Dempster-Shafer theory [21] has been applied to intrusion
detection [22], anomaly detection [23], and trust management
[24]. Unlike Bayesian methods, it explicitly models epistemic
uncertainty through belief mass assigned to a frame of
discernment, avoiding forced probability assignments with
incomplete evidence. However, existing approaches assume
uniform source reliability, neglect the relationship between
signal variance and reliability [25], and fuse evidence within
a single domain rather than across heterogeneous domains.

F. Temporal Trust Dynamics

Temporal trust employs linear or exponential decay to
reduce the influence of stale evidence [26], [27]. While
effective in capturing evidence freshness, they do not account
for consistency of observations. Continuous Adaptive Risk
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and Trust Assessment (CARTA) frameworks combine
temporal and contextual information to balance trust
revocation against prolonged trust retention [28]. The
proposed ensemble model addresses this through a dual-
horizon architecture that considers historical stability and
recent observations.

G. Gap Analysis

No prior testbed integrates a trust engine supporting Demp-
ster-Shafer fusion, variance-based weighting and temporal
decay, with SDP/SDN enforcement in a reproducible, low-re-
source manner. Existing implementations either treat trust as
static binary rules or fixed weights, depend on proprietary
policy engines, or lack end-to-end integration across control
and data planes. This paper directly addresses this gap.

III. TESTBED ARCHITECTURE AND DESIGN PRINCIPLES

The proposed testbed integrates Mininet for SDN-based
network emulation, GNS3 for high-fidelity topology
emulation and telemetry generation, and Docker for
lightweight service virtualization. This hybrid architecture
balances functional realism with the resource constraints of
commodity hardware.

A. Design Principles

The architecture is guided by five principles: (1) operation
on commodity hardware without proprietary software for
resource-constrained philosophy; (2) decoupled Policy
Decision Point (PDP) and Policy Enforcement Point (PEP)
for modular trust-policy evaluation; (3) automated
deployment through Docker Compose and infrastructure-as-
code for reproducibility; (4) progressively increasing
sophistication of trust models, from static policies to
Dempster—Shafer evidence fusion with temporal decay; and
(5) complete version-controlled reproducibility of the testbed.

B. Logical ZTA Component Mapping

Figure 1 presents the conceptual architecture, while Table
3 maps the implemented components to the logical entities
defined in [3], demonstrating alignment with the Zero Trust

Figure 1. High-level architecture diagram (conceptual
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C. Physical and Virtualization Layers

The testbed is hosted on Ubuntu 24.04 LTS and is designed
to operate on commodity hardware (minimum 4 CPU cores,

16 GB RAM, and 256 GB SSD). Mininet with Open vSwitch
provides SDN-based network emulation, with optional GNS3
integration for scenarios requiring greater network fidelity.
Docker and Docker Compose orchestrate the control-plane
services including: Keycloak, Open Policy Agent (OPA),
Envoy, and OpenDaylight thus providing lightweight
isolation, portability, and reproducible deployment.

Table 3. Mapping of NIST ZTA components to testbed
implementations

7TA Testbed Role
Component | Implementation
Policy Open  Policy Computes trust
Decision Agent (OPA) + | scores and makes
Point (PDP) | Python trust | access decisions
engine based on telemetry
and policies.
Policy OpenDaylight Translates PDP
Administrat | SDN controller + | decisions into
or (PA) custom network flow rules
orchestration (OpenFlow) and
service-mesh
configurations.
Policy Open vSwitch Enforces
Enforcemen | (L3), Envoy Proxy | allow/deny decisions
t Point | (L7), eBPF(cilium | at  network  and
(PEP) and tetragon) application layers.
Identity Keycloak, Provides
Provider SPIFFE/SPIRE authentication  and
(IdP) device posture
attributes
(OAuth2/0IDC).
Telemetry Mininet hosts, Stream  real-time
Sources OVS, Envoy, | metadata  (identity,
GNS3 device health,
nodes,Suricata, network variance,
Zeek application
behaviour, NIDS
data).
Subject(Use Mininet  hosts Source of telemetry
r/Device) or GNS3 virtual | data
machines
Resource Containerised Source of telemetry
services (e.g., web | data
servers,
databases)

IV. IMPLEMENTATION DETAILS

A. Testbed Preparation

The steps in Table 4 prepare a minimal installation for
testbed deployment. These are later automated based on a
yaml script for easier reproducibility.

Table 4. Testbed Deployment Workflow

Host Preparation
sudo apt update && sudo apt install -y git curl bridge-
utils net-tools
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Resource utilization
vmstat-a
Docker
sudo apt install -y docker.io docker-compose
sudo systemctl enable docker
sudo usermod -aG docker SUSER
newgrp docker
OpenVswitch-PEP-Network Layer
sudo apt install -y openvswitch-switch
sudo systemctl start openvswitch-switch
ovs-vsctl show
Mininet- Emulator
sudo apt install -y mininet
sudo mn --test pingall
Opendaylight
docker run -d \

--name opendaylight \

-p 8181:8181 -p 6653:6653
opendaylight/odl:latest
Keycloak-Identity and Device Trust Anchor

docker run -d \
--name keycloak \
-p 8080:8080 \
-e KEYCLOAK ADMIN=admin \
-e KEYCLOAK ADMIN PASSWORD=admin\
quay.io/keycloak/keycloak:latest start-dev

B. Architectural Workflow

The proposed testbed follows a five-stage workflow.
Firstly, Keycloak authenticates users, issuing JWTs
containing identity and session claims. Secondly, the trust
engine collects multi-domain telemetry (network traffic,
device posture, application behaviour, and resource
metadata). Thirdly, the Engine computes a trust score using
the ensemble model. Fourthly, OPA evaluates the trust score
against rego policy rego rules as in Table 5, to determine the
access tier. Finally, the Policy Administrator enforces
decisions through OpenDaylight and Open vSwitch’s micro-
segmentation and application-level access control.

The network is emulated in Mininet using a three-tier
topology comprising corporate, DMZ, and remote segments
interconnected through an OVS core switch. Fine-grained
micro-segmentation is achieved through dynamically
installed OpenFlow rules updated in response to trust
evaluations.For reproducibility, Table 6 shows repository
replication process.

Table 5. Access Tiers Rego policy

package trust.policy

default allow = false

default access_level = "no_access"

access_level = "full access" {
input.trust_score > 0.75

/

access_level = "limited access" {
input.trust_score >= (.45
input.trust_score <= (.75

/

access_level = "no_access"
input.trust_score < 0.45

/
Table 6. Automated Deployment

# Clone repository and deploy

git clone https://github.com/[redacted]/dcta.git

cd dcta

docker compose up -d #1dP, OPA, ODL containers
sudo python3 deploy mininet.py # Network topology
python3 run _ensemble scenarios.py # Execute evaluation

C. Design Considerations and Future Extensions

The testbed employs Docker Compose to maximize repro-
ducibility and minimize resource overhead, providing deter-
ministic deployment and seamless integration with Mininet
and OpenvSwitch. Although the architecture is readily porta-
ble to Kubernetes for production-scale deployments, Docker
offers greater experimental repeatability.

V.VALIDATION SCENARIOS AND EXPERIMENTAL
METHODOLOGY

A. Ensemble Trust Engine

The proposed Trust Engine integrates variance-based
dynamic weighting, Dempster-Shafer (DS) evidential fusion,
and dual-horizon temporal trust dynamics to support adaptive
trust evaluation in a Zero Trust environment. This paper
focuses on their integration within a reproducible testbed. The
ensemble trust score is computed as:

Tensemble(t) = Wshort(t) . Tinstant(t) + (1 - Wshort(t)) : Tprev : Dlong(At)
Fresh Signal (Verification)

Historical Inertia (Continuity)

Where Tinstant represents the current trust obtained through
DS fusion, Wshort controls the influence of recent evidence,
Tprev is the previous trust state, and Diong models long-term
trust decay.

Trust is evaluated across four domains. For each domain, a
sliding-window variance estimates signal reliability, with
higher variance reducing the corresponding evidence weight
before fusion. Domain trust scores are converted into DS
Basic Probability Assignments (BPAs), enabling explicit
representation of uncertainty and robust multi-domain
evidence fusion. The resulting belief is transformed into an
instantaneous trust score using the Pignistic probability. To
support continuous authentication, the engine combines this
instantaneous assessment with historical trust through dual-
horizon temporal weighting, balancing responsiveness to
recent events against resilience to transient fluctuations. The
final ensemble trust score is mapped to configurable policy
thresholds that grant Full, Limited, or No Access, enabling
risk-adaptive access control under uncertainty.

B. Experimental Design

Five trust evaluation models of increasing sophistication
were compared: Baseline (no policy enforcement), Single Do-
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main (binary trust based on one attribute), Multi-Domain Hi-
erarchical (static rule-based trust), Static Weighted (fixed
trust weights), and the proposed Ensemble, which integrates
variance-based adaptive weighting, Dempster-Shafer evi-
dence fusion, temporal decay, and residual trust. They were
evaluated using six representative enterprise network
scenarios in Table 7: Corporate Office, Remote VPN, Public
Wi-Fi, BYOD, Compromised Host, and Untrusted
Device/Geofence. These scenarios span the full trust
spectrum, varying domain trust levels and variance
characteristics to represent stable, noisy, and adversarial
environments. Each scenario was executed over 30 evaluation
epochs (1-minute intervals), with domain scores generated
through controlled randomization around predefined means to
ensure reproducible variance profiles.

Table 7. Scenario Configuration Matrix

Scena Netw Devic Data/ Ap Varia Gro
rio ork e Identi plic nce und
Profil Profil ty atio Char Trut
e e n acteri h
stic
Corp High High High Hig Stabl Full
orate (=09 (=09 (=0.8 h e Acce
Office 4) 5) 8) (=0. (02<0 ss
90) .02)
Remo Mode High  High Hig Varia Full
te rate(~ (=09 (=09 h ble Acce
VPN 0.84) 8) 2) (=0. (oN2  ss
91) =0.04
)
Publi Low Mode Mode Mo Chaot Limi
¢cWi- (=0.3 rate(= rate(= der @ic ted
Fi 0) 0.75) 0.60) ate( (oN2  Acce
=0. >0.20 ss
72) )
BYO High Low Mode Mo D2 Limi
D (=0.8 (=04 rate(= der ~0.15 ted
9) 0) 0.49)  ate( Acce
=0. ss
62)
Comp Low Low Low Lo  Chaot No
romis (=02 (=02 (=02 w ic Acce
ed 5) 1) 1) (=0. acros = ss
Host 27) sall
doma
ins
Untru Mode Low Mode Lo  Unsta No
sted rate(= (=0.3 rate(= w ble Acce
Devic  0.31) 4) 0.30) (=0. (02=0 ss
e/Geo 30) .10)
fence

C. Evaluation Methodology

Performance was assessed using classification accuracy,
convergence time, ensemble stability, per-evaluation latency,
and breach containment time. Each scenario was repeated
across 50 independent simulation runs with different random

seeds, and results are reported as mean =+ standard deviation.
Statistical significance was evaluated using the Wilcoxon
signed-rank test (p < 0.01), with effect sizes measured using
Cliff's delta. The ensemble model employed a variance
penalty factor of o = 10.0 and short- and long-term temporal
decay rates of L = 3.0 and A = 0.5, respectively.

D. Implementation

The prototype was implemented in Python 3.12 using
modular components:

e dynamic trust weighting.py:Variance computation,
dynamic weight calculation, intra-domain score
aggregation.

e weighted belief fusion.py:DS  mass  function
construction, Dempster combination rule, Pignistic
transformation.

e ensemble trust simulator.py:Dual-horizon
temporal integration, ensemble computation.

e ds utils.py: Generic Dempster-Shafer library (mass
function manipulation, belief calculation).

e run ensemble scenarios.py: Scenario orchestration,
data logging, and visualisation.

VI. EXPERIMENTAL RESULTS

A. Trust Classification Performance

The proposed Ensemble Trust Engine correctly classified
all six evaluation scenarios at steady state (t>10) over 50
independent runs as in Table 8. High-trust environments
(Corporate Office and Remote VPN) consistently received
Full Access, uncertain environments (Public Wi-Fi and
BYOD) were assigned Limited Access, while compromised
and untrusted scenarios were correctly denied access. Trust
trajectories remained stable throughout evaluation without
crossing decision thresholds, demonstrating robust and
consistent policy enforcement.

The results further show that variance-based adaptive
weighting effectively suppresses unreliable domains while
allowing stable evidence to dominate trust estimation.
Consequently, transient network instability (Remote VPN
and Public Wi-Fi) did not result in unnecessary access
revocation, whereas persistent multi-domain compromise
consistently produced sustained denial. The ensemble
temporal model progressively reinforced trust under stable
conditions while preventing rapid oscillations caused by
short-term fluctuations.

Table 8. Ensemble Trust Scores and Access Decisions

Scenario Tensem Tensem Tensem  Decisi
ble(=0) ble ble on
(=15) (=29)

Corporate 0.795+£0. 0.796+0. 0.792+0. Full

Office 003 002 002 Acces
sV

Remote 0.787+0. 0.787+0. 0.783+0. Full

VPN 005 004 004 Acces
sV
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Public Wi-  0.570+0. 0.606+0. 0.604+0. Limit
Fi 012 011 010 ed
Acces
sV
BYOD 0.558+0. 0.607+0. 0.599+0. Limit
015 013 012 ed
Acces
sV
Compromis = 0.227+0.  0.302+0. 0.299+0. No
ed Host 009 008 007 Acces
sV
Untrusted 0.360+0. 0.343+0. 0.346+0. No
Device/Geo 011 010 009 Acces
fence sV

B. Performance Evaluation

The complete trust evaluation pipeline required an average
of 18.5 ms per evaluation cycle, satisfying the design target
of <20 ms as in Table 9. Mathematical trust computation
accounted for 6.9 ms, with memory state management
representing the primary overhead. Total session
establishment latency increased from 8—12 ms (baseline) to
23-32 ms with the Ensemble model, remaining well within
acceptable enterprise response times.

During simulated compromise scenarios, trust values fell
below the revocation threshold within one evaluation interval,
enabling access revocation in less than 15 seconds, compared
with several minutes for baseline and static trust approaches.
This substantially reduces the attack window for lateral
movement while maintaining responsiveness.

C. Stability and Scalability

Compared with a spatial-only Dempster-Shafer model, the
Ensemble approach reduced trust score volatility by 33—-56%
across all scenarios (p < 0.001, Cliffs & > 0.80),
demonstrating statistically significant improvements in
access stability and reducing false-positive revocations
caused by transient fluctuations.

The prototype remained lightweight, consuming
approximately 3.2 GB RAM and 10-15% CPU at idle,
increasing to 4.1 GB RAM and 35-40% CPU under 100
concurrent sessions. Trust reevaluation scaled linearly (=0.2
ms per additional session), while SDN flow installation
remained below 50 ms, confirming suitability for small- to
medium-scale enterprise Zero Trust deployments.

Table 9. Latency Breakdown per Evaluation Epoch

Component Complexity Latency (ms)
Variance computation =~ O(N) per 2.1
domain, N=10
Weight normalization =~ O(D), D=4 0.3
Mass function O(D), D=4 0.4
construction
DS pairwise fusion (3 ~ Closed form 3.8
iterations) for binary

frame
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Pignistic o) 0.1

transformation

Temporal integration o(l) 0.2

(ensemble mixture)

memory state Network I/0 8.4

read/write

OPA policy evaluation = Rego 32
evaluation

Total 18.5

VII. DISCUSSION

The proposed testbed demonstrates that integrating
identity-aware SDP enforcement with SDN enables
continuous, low-latency micro-segmentation driven by
dynamic trust evaluation. The results further demonstrate that
trust should be modelled as a dynamic continuous property
reflecting both historical stability and current behaviour.

Compared with existing Zero Trust testbeds, the proposed
platform uniquely provides an integrated dynamic trust
engine, multiple policy models, reproducible Infrastructure-
as-Code deployment, and comprehensive empirical
evaluation, including latency, false-positive, and breach-
containment analyses as in 7able 10. The substantially
reduced false positives illustrate an effective security—
usability trade-off. These capabilities establish a practical and
extensible research platform for evaluating adaptive trust
mechanisms under standardized conditions.

Table 10. Comparison of Results with Other works

Feature Horne Lefebvr | This work
[1] e [10]

SDP/SDN v v v

integration

Dynamic trust X X v (DS +

engine variance +

decay)

Multiple policy X Partial | v (6 models)

models

Reproducible Partial X v (Full TaC)

artifacts

Empirical latency | X v v

measurements

False positive X X v

analysis

Breach X X v

containment

measurement

VIII.LIMITATIONS AND DESIGN IMPROVEMENTS

The proposed framework is modular and vendor-agnostic,
enabling interoperability with different implementations of
identity providers, SDN controllers, and policy enforcement
mechanisms without modifying the trust engine. Evaluation
was conducted in a containerized Mininet environment using
simulated telemetry and binary trust states, limiting direct
generalization to production-scale deployments. Although the
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framework demonstrates scalability for small and medium-
sized enterprise environments, further validation using real
security telemetry, hardware trust anchors (e.g., TPM 2.0),
multi-state trust models, and distributed deployments is
required. Design improvements to address these include
integrating SPIFFE/SPIRE for workload identity, eBPF-
based enforcement (e.g., Cilium and Tetragon), and real
network telemetry from Zeek and Suricata to evaluate trust
using operational protocol metadata, behavioral anomalies,
and intrusion alerts. These are summarized in 7able 11.
Each technology addresses a specific limitation identified in
the paper while preserving the testbed's design principles:
open-source, reproducible, and lightweight.

Table 11. Future Improvements to Challenges and
Limitations

Technology Testbed Current Extension
Layer State
NIST SP 1800- Standards SP  800- Cross-
35[6] 207 reference
mapping with 1800-
35 builds
AI/ML Trust Determinis = Adaptive a
scoring [20], Engine tic via RL
[29], [30] variance
weighting
Docker [31], Orchestrati  Docker KS8s for
[32] on Compose  production
scale
SPIFFE/SPIR  Identity Keycloak  Machine
E [33], [34] (human identity +
1dP) mTLS
eBPF/Cilium [ Enforceme OVS + Kernel-
35], [36] nt Envoy level, sub-
ms
Zeek + Telemetry Simulated Real
Suricata [37], Gaussian network
[38] metadata +
IDS

IX. REPRODUCIBILITY AND REUSABILITY

A. Code Repository Structure

To facilitate reproducibility, all source code, configuration
files, topology definitions, policy scripts, and simulation
outputs are provided in a public repository [39].

The repository includes implementations of the baseline,
temporal decay, and ensemble trust models, together with
automation scripts for provisioning the Docker—Mininet
testbed and reproducing the experimental scenarios.

The testbed is designed to be easily extended: researchers can
modify Rego policies, change trust engine parameters (decay
rates, weights), add new telemetry sources, or integrate
additional enforcement points (e.g., a service mesh).

X.CONCLUSION AND FUTURE WORK

This paper presented a lightweight, reproducible Zero Trust
testbed that bridges theoretical trust evaluation with

operational  enforcement through an open-source,
containerized implementation aligned with NIST SP 800-207.
The architecture integrates SDP-based identity verification,
SDN-enabled microsegmentation, and an Ensemble Trust
Engine combining variance-based adaptive weighting,
Dempster-Shafer evidential fusion, and dual-horizon
temporal dynamics to support continuous, context-aware
access control.

Experimental evaluation demonstrated that the proposed
framework correctly enforced dynamic access policies while
maintaining low computational overhead (approximately 18.5
ms per evaluation cycle) and significantly reducing trust-
score volatility and breach containment time compared with
static approaches. The modular separation of the trust engine
from policy enforcement proved particularly -effective,
enabling independent evolution of trust algorithms without
reconfiguring the control plane, while the containerized
design ensures reproducibility on commodity hardware.

Future work will extend the framework with hardware-
backed device attestation [40], reinforcement learning for
adaptive trust parameter tuning, multi-state trust models,
cloud-scale deployments [30], [41], and formal policy
verification to further improve scalability, robustness, and
real-world applicability.
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Abstract—Non-invasive imaging modalities play a crucial role
in healthcare. Magnetic resonance angiography (MRA) has
enhanced access to blood vessel information. MRA grayscale
preserves anatomical fidelity but offers limited perceptual sep-
aration. This study investigates the use of cosine colorization
to enhance feature discrimination in MRA. Cosine colorization
utilizes the Frangi vesselness filter combined with statistical
thresholding to isolate vascular regions. Quantitative and statisti-
cal evaluations were conducted on 20 MRA volumes, comparing
grayscale baselines with full-volume and vessel-restricted cosine
mappings. While full-volume colorization introduces structural
distortion (SSIM =~ 0.85 and NMSE =~ 0.018), the vessel-
restricted approach maintains near-perfect anatomical fidelity
(SSIM ~ 1.0 and NMSE = 0). Statistical analysis confirms
significant improvements in perceptual separability (p < 107°)
without degradation of structural metrics for the vessel-restricted
cosine approach. The results show that this approach provides
an interpretable enhancement of vascular structures.

Index Terms—Cosine Colorization, Enhancement, Magnetic
Resonance Angiography, Vessel-Restricted Mapping.

I. INTRODUCTION

HE Magnetic Resonance Angiography (MRA) imaging

modality provides information on blood vessels without
exposing patients to ionizing radiation [1]. MRA volumes
are typically visualized using grayscale colormaps in clinical
practice [2]. The application of windowing techniques in
which image values are connected to corresponding shades
of gray levels has been used to improve the intensity range
of images [2]. The complexity of distinguishing MRA vessels
from adjacent structures often poses high contrast resolution
and limited perceptual clarity of MRA representations [3].
Colorization has long been understood as an effective way to
enhance visual perception, as it enriches image representation
by introducing chromatic information that adds a perceptual
dimension [3]. The ability to colorize grayscale images can
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greatly improve their visual quality and make them easier
to interpret [4]. In medical imaging, however, colorization
must be carefully designed to preserve anatomical structure
and avoid introducing misleading artifacts [5], [6]. Nonlinear
color-mapping approaches have been shown to improve vi-
sual distinction. By enhancing structural features, they often
make anatomical information more noticeable than in stan-
dard grayscale images [7], [8]. However, their effectiveness
in preserving anatomical integrity—particularly in volumetric
angiographic data—has not yet been thoroughly investigated.

The use of colorization techniques in medical imaging
shows that volume visualization capabilities could be im-
proved, and a well-interpretable rendering of complex data
could be achieved [9]. In multi-modal PET and CT imag-
ing, dual-threshold colorization allows for better observation
and a clear distinction between varying levels of metabolic
activity. Similarly, the application of colorization to 3D MRI
volumes facilitates the generation of photorealistic 3D render-
ings, bypassing the limitations of manual transfer functions
while maintaining structural integrity [10]. Furthermore, in 3D
spectral OCT of the retina, adaptive color mapping enhances
instrument visibility and contrast, while visually setting apart
semantic regions to inform clinicians of data reliability [10].

We focus specifically on cosine-based colorization as a min-
imal and interpretable transformation for MRA visualization.
Given a normalized grayscale intensity field, we consider a
cosine mapping [11] and a mixed cosine—grayscale formula-
tion [12] that preserves luminance structure while introducing
controlled chromatic variation. This study aims to character-
ize trade-offs inherent in periodic color mappings, thereby
providing a foundation for subsequent work on constrained
optimization and more flexible colorization models.

The main contributions of this work are as follows:
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o Systematic evaluation of cosine-based colorization for
MRA visualization.

e Analysis of the impact of full-volume versus vessel-
restricted cosine mappings on anatomical fidelity and
perceptual discriminability.

« Introduction of a quantitative evaluation framework com-
bining structural and perceptual metrics for assessing
medical image colorization.

II. LITERATURE REVIEW

MRA volumes are conventionally visualized using grayscale
colormaps, where voxel intensities are mapped directly to gray
levels for display. In clinical practice, grayscale visualization
remains the default mode for examining vascular morphology
and structural continuity [13]. To improve visibility within
grayscale displays, a windowing technique was utilized for
maximum intensity projections to adjust the visual represen-
tation of the arterial segments for the diagnosis of acute
ischemic stroke [14]. Furthermore, windowing was used to
ensure that the representation of intra-aneurysmal flow was
clear enough to be separated from surrounding structures for
quantitative measurement [15]. However, windowing operates
strictly through linear or piecewise-linear remapping of in-
tensity values and does not introduce additional perceptual
dimensions beyond luminance contrast.

Colorization techniques in medical imaging enhanced visual
interpretation. Colorization with semantic segmentation, where
region identity constrains color assignment and helps preserve
structural boundaries. However, these methods rely on accurate
segmentation and typically require annotated data. Another
approach leverages domain-specific priors, such as region-of-
interest (ROI) masks or anatomical constraints, to localize
colorization. This can reduce global distortion and preserve
contextual information, although it does not inherently guar-
antee consistency in luminance or intensity ordering within the
colored regions.

Nonlinear extensions, such as gamma or logarithmic map-
pings, have been used to highlight particular intensity in
selected regions [16], [17]. However, these approaches operate
through monotonic remapping and only provide intensity
scaling [18]. Hue-based ramps introduce chromatic variation
and can improve perceptual separation. Nevertheless, they
are usually designed for general-purpose visualization [19].
Periodic mappings, on the other hand, provide controlled
and reproducible chromatic variation throughout the intensity
domain by defining color as an oscillatory function of intensity.
By parameterizing color channels using periodic functions like
sine or cosine, these mappings allow for exact control over
frequency and phase, providing a simplified and comprehensi-
ble way to modify color patterns [20]. However, the effect of
cosine-based color mappings in medical imaging, particularly
with respect to anatomical fidelity, luminance consistency, and
intensity ordering, has not been comprehensively evaluated.

Since there is no ground-truth color reference, the assess-
ment of colorization in medical imaging is based on how
well the converted image preserves structural and functional

COMMUNICATION PAPERS OF THE FEDCSIS. RIGA, LATVIA, 2026

information from its original grayscale data. Among the most
important factors to take into account are maintaining bright-
ness consistency, intensity ordering, and visual aberrations,
including distortions.

III. METHODS

The pipeline used in this study is illustrated in Fig. 1.
The pipeline includes dataset preparation and normalization
of the input 3D MRA volume, production of representation
variations, vessel-restricted masking for localized colorization,
and quantitative evaluation. First, the input MRA volume is
normalized and represented as a grayscale baseline. Then,
cosine colorization is applied in two ways: as a full-volume
mapping and as a vessel-restricted mapping. For the vessel-
restricted representation, a vessel mask is obtained using
multiscale Frangi vesselness filtering, anatomical foreground
and central masking, and statistical thresholding. Finally, the
resulting representations are compared using structural, order-
ing, and perceptual evaluation metrics.

A. Dataset

The dataset used in this study is the Magnetic Reso-
nance Angiography Atlas Dataset from https://www.nitrc.org/
projects/icbmmra/, consisting of sixty-one images of healthy
volunteers. This study used 20 three-dimensional MRA
healthy volumes for the experiment. The study is concerned
with the evaluation of cosine-based colorization; the sub-
set was selected for a controlled paired comparison of the
grayscale, full-volumetric, and vessel-restricted representa-
tions.

Normalized Mean

Vessel-restricted

Structural Consistency:
cosine

Inversion Rate
Order-Preservation
Ratio

n [ —

Representations
Variants

Full-image cosine
colorization
Grayscale
(Baseline)

Data Preprocessing Evaluation

Perceptual Difference:
‘Mean Perceptual
‘Separation, AE

discriminability

Fig. 1. The evaluation pipeline

B. Data Representation

Let V(z,y,2) € [0,1] denote a normalized 3D MRA
volume.

A percentile-based min—-max scaling normalization tech-
nique was applied on the input image volume [21].

To enable direct comparison with colorized outputs, the
grayscale volume is replicated across three channels as shown
in Eq. (1)

GrayB(z) = [V (2),V(2), V (2)]
C. Vessel-Restricted Application

ey

To avoid unwanted color patterns in non-vascular tissue
[22], cosine colorization is applied only within vessel regions
using a vesselness-based region-of-interest (ROI) mask derived
from multiscale filtering and statistical thresholding.
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1) Multiscale Frangi Vesselness: Following the Hessian-
based formulation described in [23]. The Gaussian filter
G(x,s) is applied to the normalized image through convolu-
tion to suppress high-frequency noise. For each scale s €
{1.0,2.0,3.0, ...}, the scale-space representation is:

Vi(x) = Vor () * G(z, s), 2)

where G(z, s) is a Gaussian kernel with standard deviation s.
The Frangi parameters are fixed to: g = 0.5, ~ = 12.
Multiscale responses are averaged (mean) to improve ro-

bustness [24], as computed in Eq. (3).

S(2) = 5 S Vi) G)

where Vi(x,s) is the Frangi vesselness response at scale s,
and N is the number of scales.

2) Anatomical Foreground and Central Masking: To reduce
artifacts near the cortical rim and avoid false positives caused
by image boundaries, vessel extraction is limited to the inner
anatomical region [25]. A foreground mask M, is computed
from V(z) using Otsu thresholding [25]. A 3D Euclidean
distance transform is then computed inside My,, and a central
mask is defined as

Meenwral = { | dist(z, 0My,) > d}, %)

where d = 20 voxels.

3) Statistical Vessel Extraction: Vessel regions are defined
using a statistical criterion computed within the central mask
[26]. The vessel threshold is defined as

T = pe + koo, )

where p. and o, are the mean and standard deviation of S,
and k£ = 0.4. The vessel mask is then defined as

Myesses = {z | S(z) > 7} 6)

D. Cosine Color Mapping

The cosine function is used to form smooth and continuous
variations in color based on the input intensity values [11].
Cosine colorization embeds grayscale intensities into RGB
channels using periodic cosine functions in Eq. (7).

R 1+ cos(2m f1I)

2
G 1+ cos (27r2fI +0.5¢) 7
B 1+cos(227rfl+q§)

where f controls frequency and ¢ controls phase offset. The
parameters were fixed to f = w/3 and ¢ = 27/3 to provide
a slow smooth color modulation with separate RGB phase
responses. These values were used as a controlled base line,
not an optimized setting.

E. Vessel-Only Cosine Application
Cosine mapping is applied only where x € Mgl shown.

(R(z), G(z), B(x)),
(0,0,0),

HARS Mvessel
. 3
otherwise

Vra(z) = {

This isolates colorization to vascular structures and prevents
visual distortion in surrounding tissue.

F. Mixed Cosine—Grayscale Representation

To preserve luminance structure while introducing chro-
matic variation, a mixed representation is defined:

Vinix(2) = (1 — a) GrayB(z) + o Vkea (2) )

where « € [0,1] controls the contribution of colorization.
Each experiment’s blending coefficient was set to oo = 0.10
to enable a subtle chromatic enhancement.

G. Evaluation Metrics

Metrics were chosen to evaluate anatomical fidelity,
intensity-order preservation, and vessel-background separabil-
ity. Normalized Mean Squared Error (NMSE) and Structural
Similarity (SSIM) measure luminance consistency with the
original grayscale MRA; order-preservation ratio (OPR) and
inversion rate assess preservation of vessel intensity ordering;
and CIELAB-based AE, AEd', and local contrast measure
perceptual vessel distinction.

1) Structural fidelity: Structural fidelity was evaluated to
determine how well the colorization process preserves the
original grayscale appearance of the MRA volume. Since
colorization modifies the RGB channels while the anatomical
information is encoded primarily in image luminance, the col-
orized representation was first converted to a luminance image
and then compared with the original normalized grayscale
volume. Let V(x) denote the normalized grayscale volume
and let T'(x) = [R, G, B] denote the corresponding colorized
output. The luminance of the colorized image was computed
using the standard sSRGB/Rec. 709 weighting coefficients [27]:

Yr(z) = 0.2126 R(z) + 0.7152 G(x) 4 0.0722 B(x). (10)

Similarity between luminance image and original grayscale
volume was first quantified using the Normalized Mean
Squared Error (NMSE), which measures the average recon-
struction error relative to the energy of the reference image:

mean((Yr — V)?)

NMSE = mean(VQ) +10-8"

an

Lower NMSE values indicate better preservation of the orig-
inal luminance structure, with a value of zero corresponding
to perfect agreement.

To complement this pixel-wise error measure, the Structural
Similarity Index (SSIM) was computed to evaluate the preser-
vation of local structural information, including luminance,
contrast, and spatial organization:

SSIM = SSIM(Y7, V). (12)
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Unlike NMSE, which measures absolute reconstruction
error, SSIM emphasizes perceptually meaningful structural
consistency between the original grayscale image and the
luminance of the colorized representation. An SSIM value
approaching one indicates that the colorization preserves the
anatomical structure with minimal perceptual distortion.

2) Order preservation: To evaluate whether the proposed
colorization preserves the relative ordering of vessel inten-
sities, an order-preservation analysis was performed within
the vessel region €2,. Rather than comparing absolute in-
tensity values, this analysis examines whether the sign of
the intensity difference between neighboring vessel voxels
remains unchanged after colorization. Preserving this ordering
is important because local intensity relationships contribute to
the visual interpretation of vessel continuity and branching.

For each pair of adjacent vessel voxels (z;,z;+1), the
direction of the intensity difference in the original grayscale
image and the luminance component of the colorized image
was computed as

dret (i) = sign(V (z;) — V(2it1)),

diest (1) = sign (Yp(z;) — Yr(zit1)),
where V (z) denotes the normalized grayscale intensity and
Yr(x) represents the luminance of the colorized representa-
tion. Only voxel pairs with non-zero reference differences were
considered, i.e., dyo(7) # 0, to avoid ambiguous comparisons
between equal-intensity voxels.

Order Preservation Ratio (OPR) measures the ratio of voxel
pairs whose ordering is maintained after colorization:

1
m Z 1 [dref(i) = dtest (Z)] .
el
A value of OPR = 1 indicates perfect preservation of local
intensity ordering, whereas smaller values indicate increasing
disruption of the original ordering.
To quantify the extent of ordering errors, the inversion rate
was also computed as the proportion of voxel pairs whose
relative ordering is completely reversed:

Inversion = ﬁ Z 1 [dref(i) = —dtest(i)].

i€l

13)

OPR = (14)

5)

A low inversion rate indicates that the colorization intro-
duces few ordering reversals, thereby preserving the local
intensity relationships that characterize vascular anatomy.

3) Perceptual separability: was evaluated to quantify how
clearly the colorized vessel regions can be distinguished from
their immediate local background. For this purpose, the RGB
representation 1’ was first converted into the perceptually
motivated CIELAB color space: (L, a,b) = Lab(T). Let ©,
denote the vessel region and let €2, denote the surrounding
ring region used as the local background. The mean CIELAB
values of the ring region were used as the local background
reference. For each vessel voxel z € €2, perceptual difference
from surrounding background was computed as

AB(@) = /(L= (D))" + (a = (@) + (o ur(b)();-)
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Voxel count

0.08
S(x)

Fig. 2. Frangi vesselness S(z) distribution inside the central mask.

Average vessel-to-background perceptual separation was
obtained by averaging AE(zx) over all voxels in the vessel
region:

AE‘mean (17)

- ﬁ S AB(@).

€,

Discriminability was quantified using a d’-style measure.
This metric compares the separation between the vessel and
ring distributions relative to their pooled variability:

o — fr|

V0.5(02 + 02) +10-8

Here, p1,, and o, denote the mean and standard deviation of the
vessel-region perceptual values, while w, and o, denote the
corresponding statistics for the local ring background. A larger
AFpean or AEd indicates stronger perceptual separation
between vessels and adjacent tissue.

AEd = (18)

H. Statistical Analysis

A two-sided paired ¢-test was utilized to assess changes in
mean values under the assumption of approximate normal-
ity, and the Wilcoxon signed-rank test was used as a non-
parametric alternative. Statistical significance was computed
at p < 0.05.

IV. RESULT

A. Validation of Vessel Mask

The statistical threshold 7 = . + 0.40. successfully sep-
arates low-response background voxels from high-confidence
vessel regions, as illustrated in Fig. 2. The dashed vertical line
indicates the statistical threshold 7 = u. + 0.40..

Fig. 3 shows an overlay of vesselness values Mepa and
the extracted vessel mask M,eg e, Where the distribution of
vesselness values for the extracted mask Mege is clearly
shifted toward higher responses compared to the central mask.
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Fig. 3. Central vs. vessel distributions of S(z).

B. Single-Image Quantitative Analysis

The grayscale (baseline), full-volume cosine mapping, and
vessel-restricted cosine mapping were evaluated. Table 1 sum-
marizes the quantitative metrics for a single image analysis.

The grayscale image shows NMSE = 0.000000, SSIM =
1.000000, OPR = 0.998405, and zero inversion. It also gives
baseline perceptual separability, with Ly = 0.749028, chro-
matic discriminability = 0.732236, and AFE,; = 0.224801.

A quantifiable structural distortion, with NMSE = 0.018082
and SSIM = 0.847326, is produced with the use of full-
volume cosine mapping. Although global intensity ordering
stays mostly preserved (OPR = 0.997503), a non-negligible
level of inversion rate 0.015662 is introduced. Regarding
perceptual characteristics, full cosine mapping lowers chro-
matic discriminability (Chroma d’ = 0.601273) and over-
all perceptual separation (AFEpen = 8.909666), while only
marginally increasing AEy = 0.236465. Vessel-restricted
cosine mapping preserves anatomical structure with near-
perfect fidelity (NMSE = 0.000001, SSIM = 0.999993),
matching the grayscale baseline in both OPR (0.998405)
and inversion (0.000000). Vessel-restricted mapping improves
chromatic discriminability (Chroma d’ = 0.795021) relative to
both grayscale and full mapping, while maintaining compara-
ble luminance discriminability (Ly = 0.748340) and local
contrast (0.083362). It slightly increases perceptual separation
(AFEpean = 10.190250) and achieves AEy = 0.232772a
comparable result to full mapping but without associated
distortions.

C. Twenty-Images Quantitative Analysis

To assess consistency, the pipeline was applied to all 20
MRA volumes, and the same metrics were used to assess
the grayscale, full-volume cosine, and vessel-restricted cosine
mappings. Table 2. Fig. 5, Fig. 6, Fig. 7, Fig. 8, Fig. 9, and
Fig. 10 show that the trends observed in the single-image
analysis were consistent across the 20-volume subset. The ring
is the local background around vessels, used to evaluate how
well vessels stand out from nearby tissue.

D. Statistical Analysis of Quantitative Metrics

For vessel versus grayscale, the difference was highly signif-
icant (t-test p < 1075, Wilcoxon p = 2x10~%). Similarly, ves-
sel versus full-image cosine mapping showed significant im-
provement (t-test p = 1075, Wilcoxon p = 2.7 x 107°) in per-
ceptual discriminability. No statistically significant difference
was noticed between vessel-restricted mapping and grayscale
(t-test p = 0.0527, Wilcoxon p = 0.0679). In contrast,
vessel-restricted mapping showed a significant improvement
over full-image cosine mapping (p < 107%) in OPR. Vessel-
restricted mapping exhibited lower inversion compared to full-
image cosine mapping, with marginal statistical significance
(t-test p = 0.0422, Wilcoxon p = 0.0679).

E. Qualitative Visualization

To complement the quantitative and statistical analyses,
qualitative comparisons of grayscale, full-image cosine, and
vessel-restricted cosine representations are shown in Fig. 11.
Fig. 11 presents three views: axial slice visualization, maxi-
mum intensity projection (MIP), and a zoomed region high-
lighting local vascular structures.

V. DISCUSSION

Fig. 2 indicates that vascular structures occupy a sparse and
distinct region of the intensity space, while Fig. 3 indicates
that the extracted mask lines up with anatomical vessels.
Fig. 4 indicates that the vessel mask captures bright vascular
structures while suppressing surrounding tissue responses. As
shown in Table I, the vessel restricted cosine method preserves
the original information. Whereas full-image cosine mapping
introduces major structural distortions, as evidenced by lower
SSIM scores and higher NMSE values. Global intensity or-
dering remains fairly strong, but inversion artifacts reveal
how periodic color modulation disrupts local relationships.
Vessel-restricted mapping, however, maintains nearly perfect
structural fidelity and minimizes these inversion issues. By
confining the transformation to vessels only, it avoids the
distortions seen in the full-image approach. Vessel-restricted
cosine mapping increases chromatic discriminability without
alteration to luminance-based structure.

Table II and Figs. 5-10 show that the patterns revealed in
the single case generalize across the multiple images. Vessel-
restricted mapping closely matches the grayscale baseline in
structural measures while providing improved chromatic sep-
arability, while full-image cosine mapping consistently shows
degraded structural metrics and reduced perceptual clarity. The
lower inversion in vessel-restricted representations, compared
to full cosine mapping, further emphasizes the stability of the
localized approach. In particular, Figs. 5-6 confirm structure
preservation, Figs. 7-8 indicate stable intensity ordering with
little inversion, and Figs. 9-10 demonstrate vessel-background
perceptual distinction and local contrast behavior.

The statistical analysis shows that substantial improvements
in perceptual discriminability (AEy) were noted when com-
paring vessel-restricted mapping to both grayscale and full-
image cosine representations. At the same time, the lack of
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(y=160) Sagittal (x=144)
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Fig. 4. Extracted vessels overlay.

TABLE 1
QUANTITATIVE COMPARISON OF GRAYSCALE, FULL-VOLUME COSINE MAPPING, AND VESSEL-RESTRICTED COSINE MAPPING.

Method | NMSE SSIM OPR Inv. Ly Chroma, | AFmen AEy Local C.
Gray 0.000000 | 1.000000 | 0.998405 | 0.000000 | 0.749028 | 0.732236 | 10.146879 | 0.224801 | 0.083883
Full 0.018082 | 0.847326 | 0.997503 | 0.015662 | 0.750136 | 0.601273 | 8.909666 | 0.236465 | 0.072914
Vessel 0.000001 | 0.999993 | 0.998405 | 0.000000 | 0.748340 | 0.795021 | 10.190250 | 0.232772 | 0.083362
TABLE II
QUANTITATIVE COMPARISON ACROSS METHODS (MEAN & STANDARD DEVIATION).
Method NMSE SSIM OPR Inv. Ly Chr ;/ AFE,, AFE Loc. C.
Gray 0.00004-0.000 | 1.0000+0.000 | 0.9971£0.002 | 0.000040.000 | 0.7512+0.061 0.7365 + 10.9066 + 0.1945 + 0.0901 +
0.0596 0.6462 0.0728 0.0085
Full 0.0176 + 0.8500 + 0.9956 + 0.0030 + 0.7515 + 0.6476 + 9.5393 + 0.2065 + 0.0781 +
0.0017 0.0181 0.0024 0.0060 0.0609 0.0629 0.5529 0.0733 0.0073
Vessel 0.0000 + 1.0000 + 0.9971 + 0.0000 + 0.7504 + 0.8306 + 10.9527 + 0.2018 £+ 0.0896 +
0.0000 0.0000 0.0016 0.0000 0.0604 0.0847 0.6471 0.0714 0.0085
0.020 1 1.000 A
0.975
0.015 - 0.950
0.925
8 =
2 0.0101 & 0.900
0.875
0.005 -
0.850 -
— 0.825
Grlay FLII|| Veslsel Grlay FLIJ" Veslsel
Method Method

Fig. 5. Boxplot comparison of NMSE.

significant differences in object preservation between vessel-
restricted mapping and grayscale suggests that the vessel co-
sine mapping maintains structural reliability while enhancing
perceptual discriminability.

From Fig. 11, the grayscale appearance of surrounding tis-
sue is preserved as in the case of vessel-restricted cosine map-
ping while confining chromatic variations to vessel regions.
Whereas global color distortions and intensity inconsistencies
are introduced with the use of full-image cosine mapping,
which affects both vascular and non-vascular regions. The
result from Fig. 11 shows that vessel-restricted cosine mapping

Fig. 6. Boxplot comparison of SSIM.

provides localized perceptual enhancement while preserving
anatomical fidelity.

This study is limited by the use of 20 healthy MRA vol-
umes from a 61-volume corpus. The cosine parameters were
fixed, standard sequential or diverging colormaps were not
compared, and luminance analysis used Rec. 709 convention.

VI. CONCLUSION

The effectiveness of cosine mapping is highly dependent on
its spatial application. Full-image cosine mapping introduced
measurable structural distortion, with reduced structural sim-
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Fig. 8. Boxplot comparison of inversion rate.
ilarity ~ 0.85 and increased reconstruction error of ~ 0.018,

along with non-zero inversion artifacts of ~ 0.003. Although
global intensity ordering remained relatively high with a
value of ~ 0.9950.8, full-image mapping reduced chromatic
discriminability of ~ 0.65. In contrast, vessel-restricted cosine
mapping preserved anatomical structure with a near-perfect
fidelity with an error of ~ 0 and a structural similarity value
of &~ 1.0, and eliminated inversion artifacts of 0.000, while
maintaining object preservation comparable to grayscale of
~ 0.997. Importantly, it improved chromatic discriminability
~ (.83 relative to both grayscale ~ 0.74 and full-image cosine
mapping and achieved slightly improved perceptual separation
of AFnemof ~ 10.95. These improvements were statistically
significant, A Fy showing strong significance when comparing
vessel-restricted mapping to grayscale and full-image cosine
(paired t-test p < 1076, Wilcoxon p < 1075).

Qualitative analysis suggested that vessel-restricted map-
ping provides localized chromatic enhancement of vascular
structures while preserving the grayscale appearance of sur-
rounding tissue, avoiding the global distortions observed in
full-image cosine mapping.

The proposed vessel-restricted approach therefore shows
a favorable balance between enhancement and fidelity, sug-
gesting its potential as a visualization-oriented enhancement
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Fig. 9. Boxplot comparison of vessel ring metric.
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Fig. 10. Boxplot comparison of local vessel contrast.
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Fig. 11. Qualitative comparison of grayscale, full-image cosine, and vessel-
restricted cosine representations across slice, MIP, and zoomed views.
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method for MRA. A promising direction for future work is
to explore optimization strategies to select cosine mapping
parameters for maximizing perceptual discriminability while
preserving structural constraints. Additionally, utilizing global
perceptual metrics and task-based clinical evaluation will be
important to assess the broader impact of the method on
diagnostic performance.

DATA AND CODE AVAILABILITY

Data underlying the results presented in this paper are
publicly available at https://www.nitrc.org/projects/icbmmra/.
The source code used for preprocessing, cosine colorization,
vessel-restricted masking, and metric evaluation is available
upon reasonable request from the correcponding author.
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Abstract— This article presents a practical approach to topics
related to the Internet of Everything (IoE) environment,
specifically describing the main mechanisms and challenges
associated with the collection, aggregation, and analysis of data
from multiple sources. In distributed IoE environments, data is
transmitted using various communication protocols and at
different frequencies. Both network packets and logs
transmitted by IoE devices are specific to a given device type and
often vary depending on the manufacturer. In large-scale IoE
environments, the very large volume of data transmitted in
various formats requires the implementation of effective
mechanisms to aggregate it in near real time, especially when
considering its analysis in the context of cybersecurity. This
article presents a general operational diagram of a system
enabling the analysis of data from a distributed IoE
environment, incorporating mechanisms for data acquisition
from multiple sources, caching, scaling, and multi-stage data
analysis that machine learning and artificial intelligence
support.

1. INTRODUCTION

NTERNET of Everything (IoE) environments represent an

extension of the traditional concept of the Internet of
Things (IoT), encompassing not only end devices but also
users, business processes, applications, analytical systems
and network infrastructure [1, 2, 3]. In an IoE environment,
data is not generated solely by individual sensors or telemetry
devices, but by an entire ecosystem of interconnected ele-
ments. In practice, IoE environments generate vast amounts
of data from many heterogeneous sources [4, 5]. This data
includes, amongst other things, system logs, telemetry data,
network packets, diagnostic messages, security events, alerts
from IDS/IPS systems, syslog data, NetFlow, and information
from industrial devices, OT networks and cloud infrastruc-
ture. This data is transmitted using various mechanisms and
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communication protocols, such as MQTT, Modbus RTU,
Syslog, HTTP/HTTPS, UDP, RTP, REST API, CoAP and
NetFlow, amongst others. Furthermore, many manufacturers
of the same types of devices use different formats for trans-
mitted data and messages, apply varying levels of log detail,
and employ different data transmission frequencies, which
necessitates the use of additional mechanisms to normalize
this data prior to further analysis [6, 7].

From the perspective of customers and organizations im-
plementing IoE solutions, it is essential to ensure an effective,
consistent and, above all, secure method of collecting and
aggregating data from numerous dispersed locations. Once
this data has been appropriately filtered, normalized, classi-
fied and, in many cases, enriched with additional context, it
should be accessible via a central analytics system. The col-
lected and aggregated data form the basis for further analysis,
particularly about the correct operation and performance of
the entire IoE environment, as well as cybersecurity. There-
fore, in IoE environments, it is essential to implement scalable
systems that enable the collection, aggregation and analysis
of data in near real time. Furthermore, the systems imple-
mented must be equipped with mechanisms to mitigate the
risk of data loss and must ensure business continuity even
under increased load [8, 9].

Despite the growing number of solutions designed to moni-
tor and secure IoE environments, there remains significant
scope for research and implementation regarding their practical
application in small and medium-sized enterprises and local
government bodies. The SIEM, SOAR, IDS/IPS systems and
stream analysis platforms available on the market are designed
for large organizations that possess technical and financial re-
sources, as well as specialized staff. For small organizations,
implementing such solutions is often impossible
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due to their high costs and the lack of access to specialized
staff with experience in solutions integrating multiple hetero-
geneous data sources [10, 11]. At the same time, these organ-
izations use various IT systems (often distributed), IoT/IoE
devices, cloud applications and security tools from different
suppliers in their day-to-day operations, which creates a need
for flexible analytical solutions tailored to the organization’s
actual capabilities. A particular challenge remains the acqui-
sition, normalization and correlation of data generated across
the entire IoE environment implemented within the organiza-
tion. The diversity of communication protocols, data formats
and transmission frequencies means that small and medium-
sized enterprises require simplified, modular and scalable sys-
tems supporting near-real-time data analysis [12].

The innovative aspect of the approach presented in this ar-
ticle lies in the development of a system concept for the IoE
environment, combining mechanisms for data aggregation,
queuing, normalization, stream analysis, anomaly detection
and artificial intelligence support in cybersecurity processes
[13, 14]. A key element of the proposed approach’s innova-
tion is the use of a Feedback Loop mechanism, which creates
feedback between the analytical layer and the data pre-pro-
cessing layer. This mechanism allows for the automatic up-
dating of correlation rules, the modification of stream analysis
parameters, and the adjustment of feature vectors used in
anomaly detection and cybersecurity analysis. As a result, the
system can respond not only to detected incidents but also to
changes in traffic characteristics, the location of data sources,
load levels, and threat profiles. This approach transforms the
IoE environment from a passive data aggregation and moni-
toring system into an adaptive architecture capable of self-ad-
justing to changing operational conditions.

From the perspective of small and medium-sized enter-
prises, modular architecture allows the system’s functional
scope to be tailored to the organization’s needs and capabili-
ties, without the need to build costly infrastructure. This ap-
proach enables the gradual implementation of monitoring,
event correlation, anomaly detection and automated incident
response functions, which significantly lowers the implemen-
tation barrier and enhances their level of cybersecurity [15].

II. CUSTOMER REQUIREMENTS, LOG CHARACTERISTICS, AND
SECURITY MECHANISMS IN IOE ENVIRONMENTS

The main requirements that customers place on IoE envi-
ronments are, above all, high system availability and scalabil-
ity, reliable data transmission, the ability to centrally monitor
infrastructure, and ease of integration with existing IT solu-
tions. Scalability is of particular importance, as the number of
devices, sensors, applications and data-generating systems is
growing rapidly as organizations expand. Another key re-
quirement is the ability to analyze data in near real time, par-
ticularly in environments with limited hardware resources,
which is what small and medium-sized enterprises can afford.
It is important to customers that such solutions enable the
rapid detection of failures, anomalies, configuration errors
and potential security incidents. Automation is crucial, and
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more specifically the implementation of artificial intelligence
and machine learning mechanisms that will support custom-
ers through the automatic classification of events, the detec-
tion of unusual communication patterns, and the reduction of
false alarms.

The information logged by IoE devices is highly varied. It
includes telemetry data, system events, diagnostic infor-
mation, network traffic data, error messages, security alerts
and information on the status of end devices. The log formats,
transmission frequency and level of detail depend not only on
the type of device, but also on the manufacturers. Some IoE
devices transmit data periodically, whilst others, such as sen-
sors, only send logs after a change in status or following a
specific event. Therefore, one of the key stages in processing
data from such a diverse environment is its normalization and
standardization. Standardizing the data enables its subsequent
analysis and correlation. This process includes, amongst other
things, parsing messages, assigning timestamps, classifying
event types, and adding context such as the device’s location,
type, IP address or severity level.

In IoE environments under development, data security is of
paramount importance alongside effective data collection and
aggregation mechanisms, and customers are increasingly
drawing attention to this. The basic security measures that
must be implemented in such environments include data
transmission encryption, network segmentation, access con-
trol, multi-factor authentication (2FA/MFA), device authenti-
cation, and monitoring of the integrity of transmitted infor-
mation. The principles of Zero Trust architecture are also fre-
quently applied, in which no element of the IoE infrastructure
can be considered trusted by default. Every device, user and
application should be verified before being granted access to
system resources. SIEM and SOAR systems also play a sig-
nificant role, enabling centralized log collection, event corre-
lation, and the identification of and automatic response to po-
tential threats. The combination of effective and secure mech-
anisms for log collection and aggregation, correlation rules,
Al-powered analysis, and SOAR playbooks create an IoE en-
vironment with a high level of cybersecurity.

III. CASE STUDY AND KEY COMPONENTS OF THE IOE
ENVIRONMENT

A sample Internet of Everything (IoE) environment de-
signed to collect, aggregate and analyze data from multiple
distributed data sources is presented as a case study. A dia-
gram of the proposed environment is shown in Fig. 1. This
diagram includes customer requirements relating to scalabil-
ity, high availability, fault tolerance, near-real-time data anal-
ysis and security-related elements.

The first element shown in the diagram is the data sources,
which include IoE devices, telemetry systems, network infra-
structure and security components such as EDR, IDS/IPS and
UTM. The data is transmitted using various communication
protocols, such as MQTT, Syslog, HTTPS, NetFlow and
Modbus, to so-called data collectors and data producers.
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Fig. 1. Diagram of an example environment for collecting, aggregating, and analyzing data from multiple IoE sources.

The collector and producer layer is primarily responsible
for collecting data, performing initial filtering, and normaliz-
ing it. This component of the environment includes, amongst
other things, log-collecting agents, communication protocol
adapters that enable the integration of devices from different
manufacturers, and data producers such as the Kafka Client.

Another component of this environment is the Apache
Kafka cluster, which acts as a distributed queuing and data
transport system. The data transmitted is logically divided
into topics relating to telemetry, syslog data, alerts and Net-
Flow. This layer utilizes partitioning and replication mecha-
nisms that ensure high performance, fault tolerance and the
ability to process very large volumes of data in parallel in near
real time.

The fourth element shown in the diagram is the data pro-
cessing and analysis layer. It is primarily responsible for pars-
ing incoming logs, event correlation, stream analysis and
anomaly detection. Machine learning algorithms have been
implemented within this layer to support the initial identifica-
tion of security incidents and unusual communication pat-
terns.

The final layer of this environment is a central security sys-
tem that utilizes an indexed database, enabling rapid search-
ing, analysis and correlation of events. This system integrates
SIEM and SOAR solutions, as well as a ticketing system, to
support the SOC team in responding to security incidents. A
key feature of this system is the ability to map events to the
tactics and techniques described in the MITRE ATT&CK ma-
trix. This allows detected incidents to be classified not only as
individual alerts, but as elements of a potential attack chain.
The system also utilizes Indicators of Compromise (IoC),
such as suspicious IP addresses, domains, file extensions, un-
usual process IDs, malware signatures or characteristic pat-
terns of network communication, to automatically enrich logs
and compare current events against databases of known

threats. In addition, the central security system collects data
on software versions and device types and compares this with

CVE (Common Vulnerabilities and Exposures) databases
to identify potential attack vectors. This layer also incorpo-
rates artificial intelligence mechanisms in the form of ma-
chine learning models that analyze data from a behavioral per-
spective (UEBA) and an Al assistant that supports the SOC
team in analyzing incidents, issues and detected anomalies.
The implemented artificial intelligence significantly stream-
lines the response process to detected anomalies and security
incidents and provides suggestions regarding correlation rule
settings and SOAR scenarios.

A key component of this environment is the Feedback
Loop mechanism, which is responsible for transmitting feed-
back between the analytical layer and the data pre-processing
layer (collectors). This mechanism provides feedback that en-
ables the system to dynamically adapt its operation based on
the results of ongoing analysis of logs and security events. It
allows for the automatic updating of correlation rules both in
time and space, the modification of stream analysis parame-
ters, and the adjustment of feature vectors for more accurate
cybersecurity analysis. Adaptation over time means that the
system can respond to the changing dynamics of the IoE en-
vironment, such as an increase in the number of messages, the
emergence of anomalies, periodic overloads, changes in com-
munication patterns, or the occurrence of a security incident.
From this perspective, correlation rules, detection thresholds
and stream analysis parameters are not static, but can be ad-
justed based on the current state of the system and observed
events. Spatial adaptation, on the other hand, refers to the abil-
ity to vary the method of data analysis and processing depend-
ing on the source’s location, network segment, device type,
the role of a given component in the architecture, and the crit-
icality level of the monitored area. Different rules may apply
to control systems, different ones to stream sources, and yet
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others to application data sources or telemetry sensors. As a
result, the IoE environment is not treated as a uniform com-
munication space, but as a collection of areas with varying
levels of risk, differing operational significance, and distinct
requirements regarding security and performance.

IV. SUMMARY

The rapid growth of Internet of Everything environments is
leading to a steady increase in the number of devices, appli-
cations and services that generate data continuously and in a
distributed manner. In practice, this means there is a need to
build modern, scalable systems capable of efficiently col-
lecting, aggregating and analyzing large volumes of data from
heterogeneous sources in near real time, whilst operating with
severely limited hardware resources.

The Feedback Loop mechanism used is one of the key el-
ements of the innovative architecture proposed in this article.
This mechanism enables the transfer of analysis results from
the analytical layer to the layer of collectors and data pre-
processing components, allowing for the dynamic modifica-
tion of correlation rules, stream analysis parameters, and fea-
ture sets used in detection processes. In practice, this means
the system can be continuously adapted to the current threat
profile, infrastructure load, and the significance of individual
data sources.

The proposed solution is not limited to the passive collec-
tion and analysis of information but creates an adaptive
mechanism that supports the automation of cybersecurity, the
reduction of false alarms, and a more efficient use of IoE in-
frastructure resources. The introduction of feedback between
the analysis and data acquisition layers increases the re-
silience and scalability of the entire environment. It also al-
lows for the further development of the system towards self-
learning architecture, in which decisions regarding prioriti-
zation, filtering and correlation of data are gradually opti-
mized based on observed events, anomalies and security in-
cidents.

Of particular importance is the ability to adapt the system’s
operation in both temporal and spatial dimensions. The tem-
poral dimension refers to the system’s ability to respond to
changes occurring over time, such as an increase in traffic
volume, the occurrence of anomalies, changes in communi-
cation patterns, infrastructure overload, or the emergence of a
new attack pattern. This allows detection and correlation rules
to be updated not only periodically, but also in response to
current events observed in the environment. The spatial di-
mension, on the other hand, concerns the ability to differen-
tiate analysis depending on the location of data within the IoE
architecture. The system can apply different detection
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thresholds, correlation rules and levels of analytical detail for
different network segments, physical locations, device classes
and areas with varying levels of criticality. This avoids treat-
ing the entire infrastructure uniformly and allows analytical
resources to be concentrated where the risk or operational
significance of the data is greatest.
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Abstract—Document hierarchy parsing is used to identify
hierarchical relationships between layout elements in documents,
such as headings, paragraphs, and list items. This information
makes documents that are not born-digital easier to navigate
for human readers and can support automated processing of
these documents. Similar to existing approaches, we insert a
sequence of nodes that represent layout elements into a layout tree
to incrementally reconstruct the original document hierarchy.
Different to existing research, our approach uses a GraphSAGE-
based feature extraction network and a deep neural network
based scorer to predict parent relationships between layout
element pairs using text and layout features. Our data set
contains 50 historical German documents and we apply k-fold
cross validation with five splits to validate the model’s ability to
generalize from a small data set to unseen data. The model was
able to obtain an average F1l-score of over 91% on the selected
data set.

I. INTRODUCTION

OCUMENT HIERARCHY PARSING describes the
identification of hierarchical relationships between layout
elements like headings and paragraphs in documents [1]. The
document hierarchy thus organizes elements like sections and
subsections in full documents. An example of such hierarchical
relationships in a single-paged document is shown in Figure 1.
A document hierarchy that is known to machines and
researchers can support at many tasks, e.g., table of content
reconstruction, better document navigation for human readers,
or better chunking for retrieval augmented generation with
LLMs with a limited number of tokens.

In this paper, we aim to identify the document hierarchy
in historical documents given text and layout features that are
obtained by a self-trained document layout analysis (DLA)
model based on DocLayout-YOLO [2] and machine recog-
nized text in the detected bounding boxes using the Tesseract
OCR engine.

Our data set is based on an excerpt of a set of historical vo-
cational education and training (VET) regulations maintained
in an occupational archive maintained by the Federal Institute
for Vocational Education and Training (BIBB). Because legal
documents in particular are frequently organized in sections,
subsections and paragraphs, these document corpora represent
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Fig. 1. Example of hierarchical structure in a document layout graph.
Outgoing edges are the parent of the element with the ingoing edge. Ingoing
edges are visualized by a dot in the center of the bounding box.

a good foundation of hierarchy parsing methods as they often
also follow deeper document hierarchies.

A common approach for parsing document hierarchy is the
insertion of a node sequence into a layout tree, where pairs of
nodes are scored to decide how likely a node in the tree is a
parent node of the new inserted node [3, 4]. Our approach also
follows this idea but uses GraphSAGE [5] to pass information
of neighboring nodes to the parent candidate node in order to
help the scorer decide which node is the parent of the next
inserted node.

Due to the underlying graph-structure of layout trees, we
aim to investigate the effectiveness of graph neural networks
in parsing document hierarchy by answering the following
research questions:

RQ1 How can graph-based neighborhood aggregation be used
to predict document hierarchy?

RQ2 Which data set characteristics impact the prediction qual-
ity of document hierarchy parsing the most?

Compared to other studies, this does not only utilize node
features of candidate parents and siblings, but also their
respective parent nodes through a single feature extraction
network based on aggregation of neighboring node features

Thematic Session: Al in Digital Humanities,
Computational Social Sciences and Economics Research
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with GraphSAGE rather than a combination of different scores.
Another advantage coming from using graph neural networks
like GraphSAGE is that nodes up to the number of additional
GraphSAGE layers away from the candidate parent can be
incorporated without adding further feature extractors for, e.g.,
grandparents and grandchildren of the candidate parent.

In the example of Figure 1, the order in which unconnected
nodes are inserted into the generated tree is given by the
reading order, that is visualized by the number in the center
of the nodes on the left side of the plot. For each node in the
sequence, a new edge is added from the selected parent node
to the newly added node, until all nodes are added and a full
layout hierarchy tree as seen in the right side of the plot is
built.

To decide where nodes are added, a GraphSAGE feature
extraction network is used to generate features for nodes that
have already been added to the graph and a scorer that scores
pairs of candidate parents and new nodes until the tree is
completed like seen on the right side of the plot.

The remaining paper is structured as follows: Section II
discusses related work and the current status of methods that
address the problem of document hierarchy parsing. Section
III presents the proposed methodology and the used model
architecture. In Section IV, the results are presented and
discussed using F1-score and describing common errors found
in the predictions of our model. Finally, Section V summarizes
our findings, followed by a critical discussion of our methods
and an outlook for future research.

Our contributions are a new model architecture to extract
features from document layout graphs and a new scorer
architecture for scoring pairs of layout elements to decide
where new nodes are added.

II. RELATED WORK

Document understanding is a broad research field that re-
volves around methods like document layout analysis [6, 7, 8]
which describes methods that identify and classify layout ele-
ments in document images, named entity recognition [9, 10],
aiming to extract information about, e.g., names and places
in texts, optical character recognition (OCR) [11] to extract
text from images, and form understanding [12, 13], used for
question answering in forms like receipts or questionnaires.

Hierarchical structure analysis on the other hand focuses
more on the logical and hierarchical structure of documents
that have been previously processed with, for example, doc-
ument layout analysis and OCR and frequently builds on top
of these results. In [3], the Hierarchy Extraction from Long
Document (HELD) model was introduced, where nodes are
sequentially inserted into a tree structure. The decision where
a new node is inserted is done by a put-or-skip module which
computes the probability of the new node being inserted on a
parent node of the graph under construction.

In [4], the Detect-Order-Construct approach is introduced
that combines document layout analysis with reading order
reconstruction followed by the construction of the document
hierarchy tree. Similar to [3], they restrict candidate parents
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Fig. 2. Features of the layout elements

to the rightmost path of the constructed graph. But instead of
using a put-or-skip module, they utilize a Construct module
which organizes a sequence of identified section headings. A
relation prediction head scores how likely a new node is either
a parent or a sibling of a candidate node in the table of contents
tree. These scores are then used for a multi-class classification
problem with softmax cross-entropy to select the parent node
with highest score.

DocHieNet [1] is a large document hierarchy parsing data
set that includes a variety of layouts rather than being reduced
to a small specific domain like, e.g., PubLayNet [6] which
focuses only on medical papers. To test their data set, they
adapted the HELD approach with the put-or-skip module to
compute probabilities where a newly added node must be
inserted into the hierarchy tree.

Document hierarchy is also relevant for form understanding
tasks. DocStruct [14] for example uses a multimodal method
for form understanding to recognize the organizational struc-
ture of forms. Similar to parent-child relations in common
document hierarchy parsing tasks, they define key-value pairs
in forms. They use text, layout and image features to then
compute a score that represents the probability of two layout
elements having a key-value relationship.

The usage of graph neural networks (GNNs) for docu-
ment understanding has also already been investigated. Para-
graph2Graph [15] is a framework that uses GNNs for different
document understanding tasks which is able to encode features
at line-level but also encode recognized information in a
graph using task-specific layers while not relying on language-
specific encoders.

III. METHOD

In our approach, we encode page number, reading order,
text, bounding box information and class features of layout
elements and incrementally build a hierarchical document
structure tree as seen in Figure 1 by inserting a sequence
of nodes in their respective reading order. Figure 2 shows
how the positional and textual features are represented. The
green box around the text illustrates the bounding box that was
previously detected by a layout analysis model. The = and y
values represent the top left position of the input bounding
box, whereas the h and w values represent height and width
of the bounding box.

For each node, a set of candidate parents is selected, i.e.,
the rightmost path of the document tree at the stage where
the next node is inserted. Our method assumes there is one
layout element that can be considered to be the root element
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for the document and all other layout elements have only one
parent element. Similar to other works [3, 4], we only allow
insertion into the rightmost path of the existing tree starting
with a root node which is assumed to be the title element of
the document. This ensures that nodes cannot be inserted into
a section of the document that has already been completed in
the tree.

The process can be summarized in four steps:

1) Select candidate parents for new node, i.e., the rightmost

path

2) Extract features from candidate nodes and new node

3) Score pairs of candidate parent nodes and new node

4) Select parent with highest scoring pair

Due to size limitations in our data set, which consists of
only 50 documents, we use k-fold cross validation with five
splits and shuffling. This means, our data set is shuffled to
reorder the documents in it and then divided into five equally-
sized splits. Afterwards, our model is trained five times where
four of these splits are used for training and the remaining one
for testing. In the end, model performance is assessed using
Fl-score on predicted and true edges.

A. Data Set

For the training and evaluation of our method, a data set was
manually annotated. The data set consists of 50 documents
with two to 15 pages containing between 23 and 218 layout
elements. Each document is structured in a graph structure
with a set of nodes and edges. Nodes are represented by layout
elements and edges which define the relationships between
these layout elements. The left plot in Figure 3 shows the
distribution of documents by the number of pages in our data
set, the middle plot shows the distribution of layout elements
by the number of pages, and the right plot the frequency of the
deepest hierarchy level in each document. Here, the deepest
hierarchy is defined as the length of the longest path from the
root element to any leaf element.

The layout elements consist of page number, reading order
position, bounding box, their text, and a class which was
assigned by a document layout analysis model. Edges on the
other hand are directed and each outgoing edge represents a
parent relationship to the target node of that edge.

The bounding boxes are defined by horizontal and vertical
position of their top left corner as well as width and height.
These are normalized to a range between 0 and 1, representing
relative position in the original document image. The same
normalization was applied to page number and reading order
position. Layout classes are one of 13 classes assigned during
document layout analysis on given documents. These classes
include section headings, paragraphs, list items, page headers,
and several other classes. However, our approach is not limited
to these classes and designed to allow different classes in
future research. Nevertheless, the selection of layout classes
will impact the document structure result because section
headings, for example, are likely to be followed by a new
paragraph. Floating text layout elements that are on the page
images, but not part of the main text, like page headers, page

numbers, etc. are ignored for the hierarchy construction task
and filtered out before training and inference, using the classes
that were previously assigned by the DLA model.

A visualization of used features can be found in Figure 2.

B. Model Architecture

Our model consists of three components: A BERT encoder,
based on XLM-RoBERTa [16] for text feature generation, a
graph neural network based on GraphSAGE [5] for feature
generation on the existing graph where new nodes are inserted,
and a scorer that decides which node is most likely the parent
node of a newly inserted node.

The original text is extracted from the document images
using Tesseract OCR [17]. The XLM-RoBERTa encoder was
selected because of its ability to handle German language due
to its multilingual support.

The positional features are created using the bounding box
coordinates from a document layout analysis (DLA) model
that predicts the positioning on the original image. The layout
classes are also predicted by the same DLA model but treated
as a separate feature.

For the text feature encoder, we keep the pretrained weights.
The feature extraction network and the pair scorer are de-
scribed in the following sections.

1) Feature Extraction Network: The feature extraction net-
work is visualized in Figure 4.

In the first step of the feature extraction network, textual
and positional features are both processed by a linear layer,
followed by a layer norm and a ReLU activation function.
The class features are processed by an embedding layer and
a layer norm. Embedding layers are particularly useful for
categorical information to learn similarity between classes. For
the given documents for example, paragraphs and list items are
more similar than paragraphs and section headings because
paragraphs are less likely to start a new section than section
headings. For the non-categorical features, a ReLU activation
function is applied before the resulting feature vectors are
stacked in the fusion layer.

After feature fusion where the extracted features are
concatenated, messages from neighboring nodes are passed
through a GraphSAGE layer with an LSTM aggregator.

GraphSAGE is a special kind of graph neural network
(GNN) that is able to learn graph structures inductively [5].
This enables these networks to learn the structure of unseen
graphs, making them particularly useful in tasks like document
hierarchy parsing where new graphs are built incrementally. In
these networks, features of neighboring nodes are aggregated
by an aggregation function that is learned during model
training.

For this paper, an LSTM aggregator has been selected over
mean or other convolutional aggregators because it can better
learn relationships between different neighboring nodes, which
can be particularly helpful for document hierarchy trees where
relationships between sibling nodes can also exist. However,
for GraphSAGE, the order of nodes is not known because
nodes in a graph are not ordered by default. Therefore, a
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Fig. 3. Quantitative description of the used data set: Document length in number of pages, number of layout elements (nodes) and maximum hierarchy depths.
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Fig. 4. Architecture of the proposed feature extraction network.
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Fig. 5. Message passing on an example graph (left) for node 2 (middle) and
node ? (right) in the GraphSAGE layer.

random sequence of nodes is used by the LSTM aggregator.
The GraphSAGE layer passes information from the candidate’s
parent and children nodes to the candidate parent, as shown in
Figure 5. In the given example, the disconnected green node
has no messages to pass as it has no ingoing edges.

A single GraphSAGE layer was selected in particular to pass
information from all children that were already added to a node
and should help the pair scorer decide where the next node
is inserted. In the rightmost tree of Figure 7, messages from
nodes 0 and 3 would be passed to node 2 when score(2,7) is
calculated.

This layer is then followed by another Layer Norm and
ReLU layer before a dropout layer that is used to avoid
overfitting. The dropout layer deactivates 20% of all neurons in
the network randomly for the upcoming computation to avoid
reliance on a few single nodes when making predictions.

In the last step, another linear layer is added, followed by a
layer norm. Because cross entropy loss was used which applies
softmax activation anyways, no other activation is applied
afterwards.
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Fig. 6. Architecture of the pair scorer. The candidate features and new node
features are both generated from the feature extraction network.

2) Pair Scorer: The pair scorer evaluates pairs of nodes to
decide which node in the already existing layout tree is the
parent of the next node in the insertion sequence. It takes the
candidate parent’s features, extracted by the feature extraction
network, and the features of the next node. The node with
highest score is then selected to be the parent of the new
node.

Architecturally, the pair scorer is a deep neural network with
three linear layers followed by a ReLU activation function
each. The input of this network is the concatenation of the
extracted parent and child features, as well as their product and
the absolute value of their difference. This combination was
selected to also include relative information between parent
and child features.

Therefore, the first linear layer has four times the number
of the feature extraction network’s output dimension neurons.
In the second layer, this is cut in half to two times the number
of output neurons. In the final layer, this dimension is further
reduced to a single scalar value.

The overall network architecture for the pair scorer is
sketched in Figure 6.

C. Training and Inference

To simulate the incremental construction of a graph at
training time, for each graph in the annotated data set, all
prefix graphs are computed. In particular, the training data set
consists of all subtrees of the document trees in the annotated
data set where all nodes up to a certain reading order position
are added. Because this problem is trivial for prefix graphs
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Fig. 7. Visualization of the training and prediction process. Red arrows mark
the rightmost path containing the candidate parents. Blue nodes have already
been assigned to the document tree. Green nodes with question mark are
newly assigned to the document tree. Dashed lines mark pairs that are scored
for classification.

containing only one node, those cases were removed from the
training data set.

Examples of the prefix graph and new nodes that are added
in each larger graph are visualized in Figure 7. During training,
the GraphSAGE network learns which features to generate,
whereas the scorer learns how to combine these features to
generate higher scores for the correct parent.

Although edges are directed when it comes to sorting
nodes in reading order, during training and inference, they are
considered as undirected. This is particularly important for the
message passing in the GraphSAGE network, so children that
are already connected to the parent pass their information to it
when a new node is added, ensuring they impact the decision
for newly added nodes.

Only nodes on the rightmost path of the already constructed
layout tree are considered as candidate nodes because we
assume that once a new section at the same level started, all
previous sections are completed. The rightmost path restriction
models this assumption. To encode features on both the
existing graph and the unseen node, the new node is added to
the graph without any edges. Then, the pair scorer evaluates
pairs of the nodes on the rightmost path. Cross entropy loss
is used during training because the model is optimizing a
multi-class classification problem with only one single class
being the correct one for the new node. The candidate nodes
correspond to the possible classes to which the new node can
be assigned. The highest-scoring pair then indicates the two
nodes between which the new edge is added.

On prediction time, the layout tree starts with the first node
in the insertion sequence and then adds nodes sequentially,
using the parent assignment of the trained models. A new link
between each of the models is added after the parent node has
been selected using the pair scorer.

IV. RESULTS

We applied k-fold cross validation with five splits. Each
split contained 40 training documents and 10 test documents
that the model has not seen during training.

In each test run, the number of edges that were both in
ground truth and predictions (true positives), the number of
edges that were in the predictions but not in the ground truth
(false positives), the number of edges that were in the ground
truth but not in the predictions (false negatives) and the number
of edges that were neither in the predictions nor the ground

TABLE I
MACRO (PER-TREE AVERAGE) AND MICRO (PER-EDGE) F1-SCORES OF
EACH SPLIT SPLIT (IN %).

Split [ 1 [ 2 ] 3 ] 4 [ 5 [Mean
Micro

GraphSAGE | 92.13 | 94.34 | 90.21 | 87.95 | 92.82 | 9149

Linear 91.78 | 91.78 | 88.43 | 87.66 | 88.45 | 89.62

Ablation 93.09 | 89.43 | 86.98 | 82.52 | 88.05 | 88.05
Macro

GraphSAGE | 94.26 | 91.86 | 90.85 | 87.63 | 92.02 | 91.32

Linear 93.88 | 89.33 | 88.15 | 88.11 | 85.29 | 88.95

Ablation 94.94 | 88.08 | 88.56 | 82.16 | 87.95 | 87.95

truth (true negatives) is counted to then compute F1-score on
each of the test splits.

.. TP
precision = ———
TP + FP
TP
recall = ———
TP + FN
2 - precision - recall
Fl-score =

precision + recall

Precision depends on the number of true positives, recall on
the number of false negatives. In our case, each false positive
also implies a false negative since every edge has only one
chance to be detected by the model, so that precision = recall
in our particular approach. Therefore, we report results using
the Fl-score, the harmonic mean of precision and recall be-
cause it provides a standard metric that reflects both precision
and recall which are equal in our context.

For better comparability, the experiment was conducted
in 2 additional setups: We replaced the GraphSAGE layer
by a linear layer of same dimensionality (Linear setup) and
removed it entirely (Ablation setup). The results are shown in
Table I. Bold printed numbers indicate the best result in each
split and on average. The micro results refer to the evaluation
on all edges in the split, the macro results refer to the average
per-tree Fl-score in the split.

While each of these other two architectures was able to
outperform the GraphSAGE variant in singular splits, the
GraphSAGE architecture still has the highest average micro
and macro Fl-score by roughly 1.8% for micro and 2.3% on
macro, showing its better ability to generalize from the training
data. It remains to be investigated how this difference changes
on larger and more heterogeneous data sets.

However, since measuring only the recognition of all edges
in a split does not necessarily give enough attention to the
quality of individual document trees (edges that are added
early are arguably easier to add), true and false positives and
negatives are also reported. Both evaluations are combined
because a single short document with low F1-score can heavily
decrease the average of the Fl-scores, even if all other trees
were predicted successfully. The results of average F1-scores
per tree in each split are also shown in Table I.

The average F1-score per tree in each test split is 91.32%.
When counting all edges in each test split, the average F1-
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score is 91.49%. This indicates that the high performance is
not due to a few large trees with many correctly predicted
edges, but that the model generally reconstructs the layout
hierarchy trees well. Also, the model successfully learned to
build layout trees on unseen data with overall high reliability.
However, there were overall high fluctuations in the results, as
seen for example in Figure 9 where each tree-wise F1-score
is plotted on the y-axis and the document length measured in
number of layout element is shown on the x-axis.

This plot also shows that the overall prediction quality is
not directly influenced by document length, as also seen in
the boxplot in Figure 8 which shows the distribution of F1-
scores in relation to the number of pages in a document.
While there are strong fluctuations in the average Fl-score
between different document lengths, these are expected due to
the limited data set size.

There are only few predictions with low Fl-score for both
long and short documents and there seems to be no obvious
relation between number of nodes and F1-score or number of
pages and Fl-score. Across all test splits, all but six of the
50 predicted trees achieved an Fl-score of more than 80%,
as seen in Figure 9. Even the document with the most nodes
achieved a high F1-score of over 95%.

The relationship between depth of the document hierarchy
and the F1-score is plotted in Figure 10. The single document
that had a maximum hierarchy depth of three had an Fl1-
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Fig. 11. Example of a tree in the ground truth compared to the predictions
by the developed model (F1-score: 100%).

score of only 77%. Reason for this might be the lack of
examples in the training data set and the model not being
able to generalize from documents with deep hierarchies to
flat ones. For documents with four to seven hierarchy levels,
the average score was over 90%. While even the documents
with deepest hierarchy have an average score of around 85%,
there was a lot of inconsistency in the result of these trees
compared to the less deep trees.

Other than the overall document length, it can be observed
that deeper hierarchy causes more inconsistencies, as seen in
the box plot. Because deeper hierarchies imply more possible
classes for the given classification problem, Fl-scores also
more frequently decrease for these.

An example of a successfully predicted tree compared to
its ground truth is shown in Figure 11. In this example, the
basic document structure is captured, with the same nodes
introducing new sections in both the ground truth and the
prediction.

In example of Figure 12, the model failed to capture the
actual layout tree depth. While many of the central nodes
that introduce a new layer have been recognized correctly in
the upper layers of the layout tree, errors like this can either
propagate after a few wrong insertions or are just not fully
learned by the model. This tree is also one of the challenging
examples in the data set, where a paragraph is the parent node
of following list items, which rarely occurs in the data set
and is part of a data imbalance problem. This issue can likely
be addressed by more similar examples in a larger data set.



THOMAS REISER ET AL.: PARSING HIERARCHICAL DOCUMENT STRUCTURE WITH GRAPH NEURAL NETWORKS

Original graph

Predicted graph

Fig. 12. Example tree where hierarchy prediction did not work as expected
(F1-score: 63.6%).

Nevertheless, this would likely be a minor issue for readers
and is also a consequence of ambiguous ground truth, also for
humans.

This example also illustrates another challenge for docu-
ment hierarchy parsing tasks: Well documented annotation
guidelines are necessary for annotators because document
hierarchy can be ambiguous, even for human readers. One
could also argue that list items and paragraphs are on a same
level in the hierarchy tree rather than a paragraph introducing
a list item, no matter the layout format in the image.

V. CONCLUSION

This section discusses the contribution and findings of this
paper as well as current limitations and future research.

A. Summary

We proposed a neural network architecture that is able to
insert a sequence of nodes into a document layout tree to
parse a document’s logical hierarchy. Our approach includes a
GraphSAGE-based network that is used to extract meaningful
features from an incrementally built layout tree and a pair
scorer that takes candidate parent nodes and the next inserted
node as input to find the parent of the new node. Both text
and layout features have been used, including reading order,
position on the document image and page number.

The model obtained an average Fl-score of over 91%.
We used k-fold cross validation with five splits to validate
the model’s ability to generalize from different training sets,
indicating that the model is able to learn successfully on the
given document corpus.

Our neural network architecture was used to answer RQ1
by showing that the model successfully learned to predict the
hierarchy relationships in a small test data set.

To answer RQ?2, different data set characteristics have been
investigated to identify relationships to prediction quality.
While document length seems to have a lower impact on pre-
diction quality, deeper document hierarchies are more difficult
to reconstruct for the model as hierarchy depth is what actu-
ally determines the difficulty of the underlying classification
problem. However, it remains to be tested on larger data sets
with more layout variance across documents.

B. Limitations

While the proposed approach gave reasonable results on
the given data set, there are some limitations that need to
be considered. First of all, the data set consists of only 50
documents with similar structure. Future work should address
the approach with more heterogeneous data for a stronger
assessment of the approach’s reliability.

Due to the creation of prefix graphs, with two or more
nodes at training time, the amount of training data increases
fast. For example, a graph in the ground truth that has 200
layout elements will create subgraphs with two to 200 nodes
before training, making it 199 additional subgraphs during
training. For the same reason, smaller subgraphs are largely
overrepresented during training and harder graphs with more
nodes or deeper hierarchies might be underrepresented. For
larger text corpora, the prefix graphs from training should be
sampled in a balanced way.

Aside from this, other metrics like graph edit distance might
also be considered during model evaluation because high-
degree nodes, i.e. nodes with many outgoing edges in the
ground truth, will have larger impact on precision and recall.

Additionally, layout classes during the layout analysis phase
should be selected carefully to give meaningful information to
the model. Lastly, we assume that there is a single root layout
element for the entire document which might not always be
true for all document corpora. Adding an artificial root node
might resolve this limitation in future research.

C. Future Work

Future work may include the addition of image features
to the model architecture which have been omitted to re-
duce network complexity. Alternatively to the hand-crafted
features that are given to the feature extraction network, other
multimodal encoders like LayoutLMv3 [18] could add more
meaning to the features, further improving model performance.
It also remains to test the model architecture on longer
documents. This work focused on shorter documents and not
on hundreds of pages like for example the HELD model [3], so
the model’s performance on longer documents also remains to
be investigated. Additionally, the output graphs also need to be
encoded in a more standardized way, for example in the XML
format of the Text Encoding Initiative (TEI) [19]. Because the
model is targeted at working in automated document image
processing pipelines, it also remains to see how well the model
can handle noisy predictions of the DLA model that detects
and classifies the layout elements’ bounding boxes.

ACKNOWLEDGMENT

During the preparation of this work, the authors used
ChatGPT for generating the initial program code of the two
designed network architectures in the experiment and code
debugging. The code was reviewed and edited to match the
described method. The authors take full responsibility for the
content of this publication.

99



100

(1]

(7]

REFERENCES
H. Xing, C. Cheng, F. Gao, Z. Shao, Z. Yu,
J. Bu, Q. Zheng, and C. Yao, “DocHieNet: A

large and diverse dataset for document hierarchy
parsing,” in Proceedings of the 2024 Conference on
Empirical Methods in Natural Language Processing,
Y. Al-Onaizan, M. Bansal, and Y.-N. Chen, Eds.
Miami, Florida, USA: Association for Computational
Linguistics, Nov. 2024. doi: 10.18653/v1/2024.emnlp-
main.65 pp. 1129-1142. [Online]. Available: https:
/faclanthology.org/2024.emnlp-main.65/

Z. Zhao, H. Kang, B. Wang, and C. He, “Doclayout-
yolo: Enhancing document layout analysis through
diverse synthetic data and global-to-local adaptive
perception,” 2024. [Online]. Available: https://arxiv.org/
abs/2410.12628

R.-Y. Cao, Y.-X. Cao, G.-B. Zhou, and P. Luo,
“Extracting variable-depth logical document hierarchy
from long documents: Method, evaluation, and
application,” Journal of Computer Science and
Technology, vol. 37, no. 3, pp. 699-718, 2022.
doi: 10.1007/s11390-021-1076-7. [Online]. Available:
https://doi.org/10.1007/s11390-021-1076-7

J. Wang, K. Hu, Z. Zhong, L. Sun, and
Q. Huo, “Detect-order-construct: A tree construction
based approach for hierarchical document structure
analysis,” Pattern Recognition, vol. 156, p. 110836,
2024. doi: 10.1016/j.patcog.2024.110836. [Online].
Available: https://www.sciencedirect.com/science/article/
pii/S0031320324005879

W. L. Hamilton, R. Ying, and J. Leskovec, “Inductive
representation learning on large graphs,” 2018. [Online].
Available: https://arxiv.org/abs/1706.02216

X. Zhong, J. Tang, and A. Jimeno Yepes, “Publaynet:
Largest dataset ever for document layout analysis,” in
2019 International Conference on Document Analy-
sis and Recognition (ICDAR), 2019. doi: 10.1109/IC-
DAR.2019.00166 pp. 1015-1022.

B. Pfitzmann, C. Auer, M. Dolfi, A. S. Nassar, and
P. Staar, “Doclaynet: A large human-annotated dataset
for document-layout segmentation,” in Proceedings of
the 28th ACM SIGKDD Conference on Knowledge
Discovery and Data Mining, ser. KDD ’22. New York,
NY, USA: Association for Computing Machinery, 2022.
doi: 10.1145/3534678.3539043. ISBN 9781450393850
p. 3743-3751. [Online]. Available: https://doi.org/10.
1145/3534678.3539043

M. Li, Y. Xu, L. Cui, S. Huang, F. Wei, Z. Li,
and M. Zhou, “DocBank: A benchmark dataset for
document layout analysis,” in Proceedings of the 28th
International Conference on Computational Linguistics,
D. Scott, N. Bel, and C. Zong, Eds. Barcelona, Spain
(Online): International Committee on Computational
Linguistics, Dec. 2020. doi: 10.18653/v1/2020.coling-
main.82 pp. 949-960. [Online]. Available: https://

[9]

[10]

[11]

[12]

[14]

[17]

COMMUNICATION PAPERS OF THE FEDCSIS. RIGA, LATVIA, 2026

aclanthology.org/2020.coling-main.82/

J. Li, A. Sun, J. Han, and C. Li, “A survey on deep learn-
ing for named entity recognition,” IEEE Transactions on
Knowledge and Data Engineering, vol. 34, no. 1, pp.
50-70, 2022. doi: 10.1109/TKDE.2020.2981314

Y. Wang, H. Tong, Z. Zhu, and Y. Li, “Nested
named entity recognition: A survey,” ACM Trans.
Knowl. Discov. Data, vol. 16, no. 6, Jul. 2022. doi:
10.1145/3522593. [Online]. Available: https://doi.org/10.
1145/3522593

R. Avyodri, S. Lukas, and H. Tjahyadi, “Optical char-
acter recognition (ocr) for text recognition and its
post-processing method: A literature review,” in 2022
1st International Conference on Technology Innovation
and Its Applications (ICTIIA), 2022. doi: 10.1109/1C-
TIIA54654.2022.9935961 pp. 1-6.

G. Jaume, H. K. Ekenel, and J.-P. Thiran, “Funsd:
A dataset for form understanding in noisy scanned
documents,” 2019. [Online]. Available: https://arxiv.org/
abs/1905.13538

A. Abdallah, D. Eberharter, Z. Pfister, and
A. Jatowt, “Transformers and language models in
form understanding: A comprehensive review of
scanned document analysis,” 2024. [Online]. Available:
https://arxiv.org/abs/2403.04080

Z. Wang, M. Zhan, X. Liu, and D. Liang, “DocStruct:
A multimodal method to extract hierarchy structure in
document for general form understanding,” in Findings
of the Association for Computational Linguistics:
EMNLP 2020, T. Cohn, Y. He, and Y. Liu, Eds.
Online: Association for Computational Linguistics, Nov.
2020. doi: 10.18653/v1/2020.findings-emnlp.80 pp. 898—
908. [Online]. Available: https://aclanthology.org/2020.
findings-emnlp.80/

S. Wei and N. Xu, “Paragraph2graph: A gnn-
based framework for layout paragraph analysis,” 2023.
[Online]. Available: https://arxiv.org/abs/2304.11810

A. Conneau, K. Khandelwal, N. Goyal, V. Chaudhary,
G. Wenzek, F. Guzman, E. Grave, M. Ott, L. Zettlemoyer,
and V. Stoyanov, “Unsupervised cross-lingual representa-
tion learning at scale,” in Proceedings of the 58th Annual
Meeting of the Association for Computational Linguistics
(ACL), 2020. doi: 10.18653/v1/2020.acl-main.747 pp.
8440-8451.

R. Smith, “An overview of the tesseract OCR engine,”
in International Conference on Document Analysis and
Recognition (ICDAR), vol. 2, 2007. doi: 10.1109/IC-
DAR.2007.4376991 pp. 629-633.

Y. Huang, T. Lv, L. Cui, Y. Lu, and F. Wei,
“Layoutlmv3: Pre-training for document ai with unified
text and image masking,” 2022. [Online]. Available:
https://arxiv.org/abs/2204.08387

Text Encoding Initiative Consortium, “TEI P5: Guide-
lines for Electronic Text Encoding and Interchange,”
https://tei-c.org/guidelines/, 2023, version P5.



Communication Papers of the 21% Conference on Computer DOI: 10.15439/2026F3431
Science and Intelligence Systems (FedCSIS) pp. 101-109 ISSN 2300-5963 ACSIS, Vol. 49

Uit

Still Waiting for the Shock: AI’s Limited Impact on
Early-Career Vacancies, Skills and Tasks

Stefan Speckesser
0000-0002-2442-7194
Brighton Business School
University of Brighton
Mithras House
Lewes Road
Brighton, BN2 4AT
United Kingdom
Email: S.S.Speckesser @brighton.ac.uk

Abstract—This analysis of 620,000 UK apprenticeship vacan-
cies suggests that AI is not the primary cause of declining
opportunities, which instead stems from structural labour market
weaknesses. The research utilized DistilRoBERTa to map digital
skills from unstructured text and Google Gemini 1.5 Flash
to dynamically generate an occupation-specific task taxonomy.
Econometric results show no significant impact on overall va-
cancy volumes or technical task density. However, a modest
increase in digital skill requirements was found for higher-level
roles, suggesting AI complements advanced qualifications rather
than displacing them. While intermediate roles have collapsed,
findings attribute this to policy shifts like the Apprenticeship
Levy rather than automation.

Index Terms—Apprenticeships, digital skills, artificial intelli-
gence

I. INTRODUCTION

VER the past seven years, the United Kingdom youth

labour market has experienced profound structural
volatility, exacerbated by the scarring effects of the COVID-
19 pandemic, the cost-of-living crisis, and the rapid integration
of generative artificial intelligence. As of early 2026, approx-
imately 957,000 young people aged 16 to 24 are classified
as not in education, employment, or training, driving the
youth unemployment rate to 16.0 percent (Office for National
Statistics, 2026). Concurrently, the apprenticeship system has
undergone a radical transformation, systematically squeezing
out the traditional youth entry-level market.

Moving beyond speculative discourse, this study utilizes
a novel dataset of 619,629 government apprenticeship va-
cancies to empirically track the evolution of entry-level job
roles before and after artificial intelligence integration. The
methodology integrates advanced natural language processing
and large language model techniques to map occupations to
the European Skills, Competences, Qualifications and Occu-
pations framework. This allows for a granular analysis of task
composition and the identification of digital skill intensity
within specific roles.

The empirical analysis is structured around three central
hypotheses designed to capture different dimensions of artifi-
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cial intelligence induced labor disruption. The first hypothesis
posits that the disruption caused by artificial intelligence
impacts the total volume of job adverts, specifically measured
by a reduced growth rate of vacancies in apprenticeship
standards requiring extensive digital skills. The null hypothesis
posits no such macroeconomic impact on vacancy volumes.
The second hypothesis evaluates skill composition, suggest-
ing that artificial intelligence disruption increases the digital
skills expected in roles, with this shift expected to be more
significant for higher apprenticeships. The null hypothesis
posits no impact on skill composition. The third hypothesis
examines task shifts, suggesting that artificial intelligence
leads to task reductions or significant shifts within standards
defined by extensive digital skills. The null hypothesis asserts
no significant change in the task composition of these roles.

By employing a rigorous difference-in-differences design
with placebo tests, the research ensures the observed trends
are statistically robust, providing a precise technical evaluation
of how artificial intelligence is reshaping the demand for
early-career skills. Preliminary findings indicate that the null
hypotheses for overall vacancy volumes and technical task
shifts cannot be rejected. However, digital skill requirements
have measurably increased for higher-level educational roles.

II. LITERATURE REVIEW AND POLICY BACKGROUND
A. The Youth Labour Market and Apprenticeships

Historically, entry-level roles served as a vital training
ground where young workers performed routine cognitive
tasks to acquire domain expertise. Following the introduction
of the Apprenticeship Levy in 2017, the volume of apprentice-
ship starts contracted sharply, stabilizing at volumes approxi-
mately 30 percent below their pre-Levy peaks (Department for
Education, 2026). The defining trend within this contraction
is the collapse of intermediate Level 2 apprenticeships, which
historically served as the primary onboarding route into basic
administrative and technical roles for school leavers. These
intermediate roles fell from 43 percent of all starts in the 2017
to 2018 academic year to just 18.6 percent in 2024 to 2025.

Thematic Session: Al in Digital Humanities,
Computational Social Sciences and Economics Research
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Conversely, employer demand has migrated toward higher
and degree apprenticeships, which now account for nearly 40
percent of all starts. This pivot reflects a broader training
paradox wherein employers increasingly utilize levy funds to
upskill existing older staff rather than hiring new entry-level
trainees. In the 2024 to 2025 academic year, 51.3 percent of
all apprenticeship starts were undertaken by individuals aged
25 and over (Department for Education, 2026). As routine
cognitive tasks become commoditized by algorithms, employ-
ers are redirecting investments toward higher-level cognitive
management and specialized digital skills, leaving a widening
gap at the entry level.

B. Task Shifts and the Expected Impact of Artificial Intelli-
gence

To understand the distributional consequences of artificial
intelligence, economic scholarship relies on the task-based
approach. Breaking from canonical models of skill-biased
technological change, which viewed technology merely as
factor-augmenting, the task-based framework separates work-
ers’ skills from the discrete tasks they perform [7]. In the
routine-biased technological change era of the late twentieth
century, computer capital acted as a direct substitute for human
workers in performing codifiable, routine tasks, effectively
hollowing out middle-skill administrative and manufacturing
jobs while complementing high-skill abstract reasoning [3].

Generative artificial intelligence, however, disrupts this his-
torical pattern. Exhibiting the traits of a general-purpose
technology, large language models excel at pattern recognition,
implicit rule learning, and contextual synthesis, allowing them
to automate non-routine cognitive tasks such as ideation,
legal analysis, and content creation. Consequently, generative
artificial intelligence poses the greatest task-exposure risk to
high-income, highly educated knowledge workers.

Despite this high theoretical exposure, empirical evidence
suggests artificial intelligence currently functions primarily as
a labour-augmenting tool. By automating specific sub-tasks,
artificial intelligence drives skill compression, disseminating
tacit expertise to novice workers and forcing a realloca-
tion of human labour toward higher-order strategic, decision-
making, and interpersonal functions [8]. Under the theoretical
framework of Acemoglu and Restrepo [4], [5], the aggregate
macroeconomic outcomes of this technology depend on the
balance between the displacement effect of automation and
the reinstatement effect, which requires the continuous gener-
ation of new, labour-intensive tasks in which humans hold a
comparative advantage.

As cognitive tasks become commoditized, educational and
employment pathways are migrating toward the human pre-
mium, encompassing roles requiring high-touch empathy, spe-
cialized producing industries relying on physical craft, and eth-
ical governance requiring human-in-command oversight [10].

COMMUNICATION PAPERS OF THE FEDCSIS. RIGA, LATVIA, 2026

III. DATA AND LLM MODELLING

A. Data Sources and the ESCO Digital Framework

This study utilizes vacancy data from the Department for
Education Find an apprenticeship service. The dataset cap-
tures 619,629 adverts, corresponding to 942,798 individual
apprenticeship jobs, posted between August 2018 and October
2025. The analysis restricts this universe to 492,818 adverts
regulated under current Apprenticeship Standards, enabling the
integration of complete regulatory data regarding occupational
roles and educational levels.

To systematically quantify digital skill demand within these
unstructured vacancies, the methodology integrates the Eu-
ropean Skills, Competences, Qualifications and Occupations
classification (ESCO). Specifically, the study extracts the
digital skills domain, which is grounded in the European
Digital Competence Framework for Citizens. By utilizing
this poly-hierarchical ontology comprising 25 distinct digi-
tal competences rather than an arbitrary keyword list, the
methodology ensures the extraction of statistically validated
concepts, minimizing hallucinatory matching and correcting
for occupational biases.

B. LLM Modelling: Mapping ESCO and Vacancies

To evaluate occupational exposure to artificial intelligence,
unstructured vacancy texts were mapped to the ESCO frame-
work to identify digital skill intensity. A constraint-based
domain association strategy was engineered using Distil-
RoBERTa, a knowledge-distilled encoder model optimizing
the balance between deep linguistic comprehension and com-
putational speed [12], [13].

The raw vacancy descriptions underwent a rigorous natural
language processing pipeline involving HTML stripping, punc-
tuation removal, and Porter stemming. To minimize false pos-
itives, the semantic anchor of each ESCO skill was restricted
exclusively to its alternate, technical labels. An exhaustive
cosine similarity comparison was then executed between the
vector representations of every vacancy and skill signature. A
stringent threshold of 0.45 was applied, converting continuous
similarity scores into binary digital skill intensity metrics for
econometric modelling.

C. Generative Al and Task Extraction Modelling

To evaluate task-level impacts, Google Gemini 1.5 Flash
was utilized to dynamically generate occupation-specific tax-
onomies, producing 30 distinct, three-word technical tasks
for each of the 463 Apprenticeship Standards. Due to severe
computational constraints and API rate limits associated with
processing massive text corpora via cloud-based generative
models, the methodology pivoted to local, deterministic natural
language processing for the extraction phase. The final extrac-
tion algorithm utilized set-based keyword proximity matching
to verify if the discrete words of each generated task appeared
within the aggregated annual vacancy corpus for specific
occupations.
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TABLE I
DIGITAL SKILLS FOUND IN APPRENTICESHIP VACANCY ADVERTS

Digital Skill

Adverts  Vacancies Mean  Std. dev. Min Max

Solve technical problems

Use e-services

Creatively use digital technologies

Evaluate data, information and digital content

Computer programming

Identify digital competence gaps

Collaborate through digital technologies

Protect personal data and privacy

Share through digital technologies

ICT safety

Identify technological needs

Manage data, information and digital content

Digital communication and collaboration

Integrate and re-elaborate digital content

Develop digital content

Digital data processing

Problem-solving with digital tools

Interact through digital technologies

Intellectual property regime of digital content

Manage digital identity

Protect the environment from the impact of digital technolo-
gies

Protect health and well-being while using digital technologies
Protect ICT devices

Browse, search and filter data, information and digital content
Digital content creation

491,148 745,334 0.00 0.06 0.00 1.00
491,148 745334  0.21 0.41 0.00 1.00
491,148 745,334 0.13 0.34 0.00 1.00
491,148 745,334 0.00 0.00 0.00 0.00
491,148 745,334 0.00 0.04 0.00 1.00
491,148 745,334 0.00 0.00 0.00 1.00
491,148 745,334 0.00 0.01 0.00 1.00
491,148 745,334 0.00 0.03 0.00 1.00
491,148 745,334 0.02 0.13 0.00 1.00
491,148 745,334 0.22 0.41 0.00 1.00
491,148 745334 045 0.50 0.00 1.00
491,148 745,334 0.00 0.01 0.00 1.00
491,148 745,334 0.00 0.01 0.00 1.00
491,148 745,334 0.00 0.00 0.00 1.00
491,148 745,334 0.00 0.00 0.00 0.00
491,148 745,334 0.00 0.01 0.00 1.00
491,148 745334 0.16 0.37 0.00 1.00
491,148 745,334 0.09 0.28 0.00 1.00
491,148 745,334 0.00 0.00 0.00 1.00
491,148 745,334 0.00 0.00 0.00 0.00
491,148 745,334 0.00 0.00 0.00 0.00

491,148 745,334 0.08 0.27 0.00 1.00
491,148 745,334 0.02 0.13 0.00 1.00
491,148 745,334 0.00 0.00 0.00 0.00
491,148 745,334 0.00 0.01 0.00 1.00

cccccccccccccccccccccccccccccc

W Agriculture, environmental and animal care m Business and administration
Care services Catering and hospitality

B Construction and the built environment M Creative and design

m Digital W Education and early years

B Engineering and manufacturing W Hair and beauty

W Health and science W Legal, finance and accounting

B Protective services Sales, marketing and procurement
Transport and logistics

Fig. 1. Vacancies advertised on Find an apprenticeship, by quarter of closure
date

D. Data Description

Overall vacancy volumes experienced severe contraction
during the 2020 pandemic onset, followed by robust recovery
peaking in 2022, and a subsequent gradual cooling through
late 2025 (Fig. 1). Intermediate apprenticeships and business
administration roles dominate traditional pathways (Fig. 2).
Demand for the 25 digital skills is highly concentrated (Ta-
ble I). Identifying technological needs appears in 45 percent
of all vacancies, while information and communication tech-

TABLE II
TOTAL DIGITAL SKILLS AND COMPETENCES PER ADVERT BY ROUTE

Average of digital skills mentioned 2020 2022 2024
Agriculture, environmental and animal care 0.55 1.16 0.91
Business and administration 2.05 2.35 2.63
Care services 0.95 0.85 1.13
Catering and hospitality 0.24 0.25 0.24
Construction and the built environment 1.04 1.30 1.56
Creative and design 1.40 129  0.86
Digital 292 3.06 344
Education and early years 023 026 029
Engineering and manufacturing 1.26 1.42 1.58
Hair and beauty 0.25 0.21 0.12
Health and science 1.10  0.71 0.53
Legal, finance and accounting 1.71 2.06 2.16
Protective services 206 214  2.65
Sales, marketing and procurement 1.61 206 239
Transport and logistics 1.34 1.44 1.69

nology safety is explicitly requested in 22 percent. Abstract
digital creation skills exhibit near-zero presence. Digital skill
intensity is compounding in technical sectors, with the digital
route peaking at an average of 3.44 skills per advert in 2024
(Table II). The top five percent of apprenticeship standards
most exposed to digital skills are heavily concentrated at the
advanced, higher, and degree levels (Table III).
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Fig. 2. Annual total vacancies by routes, levels and years

TABLE III
TOP FIVE-PERCENTILE DIGITAL SKILLS APPRENTICESHIPS

Standard Name Level Digital skills mentioned
Artificial intelligence (Al) data specialist Degree 3.00
Assistant technical director (visual effects) Higher 3.50
Broadcast and media systems technician Higher 4.92
Conveyancing technician Higher 3.27
Cyber security technician Advanced 2.97
Cyber security technologist Higher 3.21
Cyber security technologist (2021) Higher 3.22
DevOps engineer Higher 2.95
Education technician Advanced 5.33
Electrical power protection and plant c. engineer Higher 3.67
Electro-mechanical engineer Degree 2.85
Geospatial survey technician Advanced 3.00
IT solutions technician Advanced 3.53
Information communications technician Advanced 3.16
Infrastructure technician Advanced 3.16
Investment operations administrator Intermediate 6.00
Junior management consultant Higher 3.22
Licensed conveyancer Degree 6.00
Mammography associate Higher 3.00
Post graduate engineer Degree 3.00
Project controls professional Degree 4.00
Revenues and welfare benefits practitioner Higher 2.88
Through life engineering services specialist Degree 3.00

Unified communications trouble shooter Higher 3.67
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IV. ECONOMETRIC MODELLING

This study investigates the empirical relationship between
the widespread adoption of generative artificial intelligence
and three key entry-level labour market outcomes: aggregate
apprenticeship vacancy volumes, the intensity of required digi-
tal competencies, and shifts in specific occupational tasks. Uti-
lizing a difference-in-differences strategy, the analysis defines
the post-treatment period as 2023 and onwards, aligning with
the market integration of advanced large language models. The
primary treated group is strictly defined by sectors demanding
a high magnitude of cognitive and digital skills, specifically
the business, digital, protective services, and legal, finance and
accounting routes. Conversely, the control group comprises
vacancies in non-tangible human premium sectors reliant on
physical craft or high-touch care, which are insulated from
immediate algorithmic automation.

The econometric model testing hypotheses 1 and 3 at the
level of occupation is specified as:

)/it = ﬂo-f—ﬁl (POSt_AIt ><Exposedi)—ﬁ—’yXit—ﬁ—(Si—i—Ot—f—eit (1)

where Y;; represents job growth or tasks for occupation ¢ at
time ¢. The interaction term Post_AI; x Exposed; serves as
the difference-in-differences estimator, capturing the shift in
outcomes post-artificial intelligence introduction. The model
includes fixed effects for the standard 0; and time 6;, further
including specific route fixed effects X;;.

The econometric model evaluating Hypothesis 2 (digital
skill intensity) is specified as:

Yit = Bo + B1(Post_Al; X Exposed;) + §; + 0 + e (2)

where Y;; denotes the total number of digital competencies
specified per individual advertisement 7 at time ¢, weighted
by the number of available positions to reflect the true skill
demand per job. To control for unobserved heterogeneity, the
model incorporates time fixed effects (f;) alongside occupa-
tion fixed effects (8;). Estimations are conducted across the
aggregate sample and subsequently stratified by educational
level.

To validate the baseline estimates, two rigorous placebo tests
are incorporated: a pre-artificial intelligence parallel trends
test restricting data to 2021 and earlier, and a randomized
sector assignment test which removes truly exposed sectors
and randomly assigns treatment status to the remaining control
sectors.

V. ARTIFICIAL INTELLIGENCE IMPACTS
A. Impact on Vacancy Volumes (Hypothesis 1)

The initial hypothesis posits that artificial intelligence dis-
ruption negatively impacts the total volume of job adverts in
highly exposed sectors. Consistent with evidence that organi-
zational friction and the delayed redesign of task structures
inhibit immediate macroeconomic productivity shocks, the
empirical results demonstrate no significant aggregate disrup-
tion to entry-level vacancy volumes.

The difference-in-differences estimator for the aggregate
sample is negative but statistically indistinguishable from zero
(Table IV). When stratified by educational level, the magnitude
of the coefficient decreases as qualification requirements rise,
yet none of the estimates achieve statistical significance. Con-
sequently, the null hypothesis of no macroeconomic impact on
the aggregate volume of apprenticeships cannot be rejected.

B. Impact on Digital Skill Requirements (Hypothesis 2)

The second hypothesis evaluates whether artificial intelli-
gence shifts the intensity of digital competencies expected in
entry-level roles. The primary model indicates that artificial
intelligence exposed sectors inherently demand a higher base-
line of digital competencies, and the post-treatment interaction
reveals a statistically significant aggregate increase in total
digital skill requirements (Table V).

However, robustness testing highlights critical nuances. Pre-
period parallel trends tests indicate that intermediate Level 2
and advanced Level 3 apprenticeships exhibited significant
divergence in skill trends well before the 2023 treatment
period, invalidating causal attribution to generative artificial in-
telligence for lower tiers. In contrast, placebo models confirm
the validity of the difference-in-differences estimator for Level
4, Level 5, and Degree Level 6 apprenticeships. The com-
bined evidence credibly rejects the null hypothesis for higher
educational tiers, demonstrating that artificial intelligence has
driven a genuine, modest rise in digital skill requirements for
advanced roles, reflecting skill complementarity rather than a
hollowing-out effect.

C. Impact on Occupational Tasks (Hypothesis 3)

The third hypothesis asserts that artificial intelligence in-
duces a significant shift or reduction in technical task density
within highly exposed roles. Utilizing the deterministically
extracted 30-task matrix, the econometric results fail to find
pervasive evidence of task shifts. Across the majority of
specified models, the interaction term for artificial intelligence
exposure remains statistically insignificant (Table X and Ta-
ble XI).

While isolated point estimates suggest a task shift occurring
within higher Level 4 and 5 apprenticeships, scrutiny via pre-
period robustness tests reveals that these specific occupational
standards fail the parallel trends assumption (Table XII). These
sectors exhibited significant differences in task trends prior
to the advent of generative artificial intelligence, indicating
that observed changes are manifestations of ongoing, long-
term structural digitalization rather than an immediate artificial
intelligence shock. Given the absence of robust coefficients,
the null hypothesis regarding task shifts cannot be rejected.

VI. DISCUSSION AND POLICY IMPLICATIONS

The empirical analysis confirms that generative artificial
intelligence has not precipitated an aggregate macroeconomic
shock within the United Kingdom youth entry-level labour
market. The observable decline in apprenticeship volumes
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TABLE IV

IMPACT ON GROWTH OF APPRENTICESHIP VACANCIES (LOGLINEAR)

(L (2) (3) 4) (5) (6)
All Level 2 Level 3 Level 4-5 Level 6 All
(Sectors)  Intermediate ~ Advanced Higher Degree (High ICT)
Post-Al (time) -0.136 -0.437* -0.0940 0.169 0.155 -0.0817
(0.103) (0.185) (0.169) (0.213) (0.232) (0.0938)
Al Exposed Sector (affected) 0.103 1.584* 0.973%%* 0.272 0.409 -0.426
(0.166) (0.740) (0.281) (0.258) (0.325) (0.346)
DiD (time_affect) -0.108 -1.177 -0.398 -0.312 0.0380 0.314
(0.218) (0.942) (0.372) (0.339) (0.424) (0.468)
Constant 3.643%%* 4. 325%%* 3.899%** 2.688*** D 639%** 3.764%%*
(0.0781) (0.140) (0.128) (0.162) (0.180) (0.0707)
N 2071 528 735 454 354 1937
Note: Standard errors in parentheses. Significance levels: * p < 0.05, ** p < 0.01, *** p < 0.001.
TABLE V
IMPACT ON NUMBER OF DIGITAL SKILLS MENTIONED PER ADVERT
Q)] (2) 3) 4) ) (6) @) ()] (©)] (10)
All All Level 2 Level 2 Level 3 Level 3 Level 4-5  Level 4-5 Level 6 Level 6
(Sectors) (Sectors) Intermediate  Intermediate ~ Advanced  Advanced Higher Higher Degree Degree
Post-Al (time) -0.0198%#*  (,0743%:#* 0.0251 s 0.0827##* -0.106%**  0.0559%**  0.0934%**  (,193%** -0, ]29%%* 0.00808
(0.00512) (0.00480) (0.00666) (0.00593) (0.00837)  (0.00817) (0.0245) (0.0226) (0.0228) (0.0233)
AT Exposed Sector 1.143%%* -5.075 0.886%* 1.888%::* 1.272%3%% 14.52 0.650%#* 0.0170 -0.37 1% 1.679
(0.00642) (4562.7) (0.0195) (0.226) (0.00881) (8678.2) (0.0277) (1.730) (0.0234) (1.409)
DiD (time_affect) 0.434%5%% 0.348%#:#:* 0.4887%% 0.381 %% 0.5987%#% 0.3697%%* 0.392%#3#:* 0.290%#%  (.398%#*  ().3]2%%**
(0.00946) (0.00876) (0.0302) (0.0264) (0.0127) (0.0122) (0.0386) (0.0363) (0.0302) (0.0307)
Constant 0.998 0.729%* 0.944%x 0.728%% 1.044#5 -8.518 1,189 3.49e-11 1.263%#%  -1.20e-09
(0.00353) (0.237) (0.00430) 0.211) (0.00610) (8678.2) (0.0183) (1.412) (0.0181) (1.150)
Standard FE Included Included Included Included Included
N 582824 582824 220125 220125 303918 303918 28935 28935 29846 29846
Note: Standard errors in parentheses. Significance levels: * p < 0.05, ** p < 0.01, *** p < 0.001.
TABLE VI
ROBUSTNESS TEST: PRE-AI PARALLEL TRENDS
(Y] (2) (3) 4) (5) (6) (N (8) ) (10)
All All Level 2 Level 2 Level 3 Level 3 Level 4 Level 4 Level 6 Level 6
Post-Al (time) -0.0726%**  0.0318***  -0.00392  0.0897***  -0.240%**  -0.0714%**  (.4]2%** 0.135* 0.121* 0.179%s#:*
(0.00755) (0.00737)  (0.00902)  (0.00855) (0.0132) (0.0132) (0.0536) (0.0553) (0.0510) (0.0511)
AI Exposed Sector 0.892%#:## -0.943 0.272%%:%% 0.420 0.856%** -1.001 1.005%#* 1.610 -0.350%** -2.939
(0.0107) (1.478) (0.0399) (0.267) (0.0151) (10033.6) (0.0557) (1.581) (0.0524) (1.779)
DiD (time_affect) 0.142%%:%% 0.000564 0.501 %% 0.150%* 0.266%#%* 0.0821%**  -(.453%** -0.0778 0.153* -0.0614
(0.0131) (0.0127) (0.0463) (0.0477) (0.0183) (0.0183) (0.0641) (0.0649) (0.0611) (0.0601)
Constant 1.044 %% 0.910%** 0.918%*%#* 0.877#%%* 1.267%** 3.700 0.749%%*  .3.82e-10 1.098*** 3.821%*
(0.00633) (0.274) (0.00748) (0.246) (0.0111) (15032.7) (0.0488) (1.369) (0.0453) (1.258)
Standard FE Included Included Included Included Included
N 307320 307320 128534 128534 153787 153787 13122 13122 11877 11877

Note: Standard errors in parentheses. Significance levels: * p < 0.05, ** p < 0.01, *** p < 0.001.



STEFAN SPECKESSER, LEI XU: STILL WAITING FOR THE SHOCK: AI'S LIMITED IMPACT ON EARLY-CAREER VACANCIES, SKILLS AND TASKS

TABLE VII
ROBUSTNESS TEST 2: RANDOMIZED SECTORS

1) (2) (3) 4) (5) (6) ) (3) ) (10)
All All Level 2 Level 2 Level 3 Level 3 Level 4 Level 4 Level 6 Level 6
Post-Al (time) -0.0139%*%  0.0682***  (0.0232*%*  0.0615%**  -0.0933***  (0.0657***  (0.125%*%*  (.190***  -0.105%%%* 0.0182
(0.00537) (0.00480)  (0.00784)  (0.00686) (0.00798) (0.00720) (0.0271) (0.0241) (0.0305) (0.0293)
Al Exposed Sector  0.0399%:#: 0.0183%* 0.0285%* 0.00301 0.0507***  0.0399%** 0.0736* -0.00661 0.105%* 0.0897*
(0.00679) (0.00586)  (0.00928)  (0.00797) (0.0107) (0.00926) (0.0366) (0.0317) (0.0442) (0.0391)
DiD (time_affect) -0.0190 0.0216* 0.00838 0.0753%*%* -0.0418%** -0.0327* -0.103* 0.00858 -0.0803 -0.0333
(0.00987) (0.00853) (0.0146) (0.0125) (0.0146) (0.0127) (0.0488) (0.0423) (0.0556) (0.0495)
Constant 0.986%** 0.730%#* 0.936%** 0.730%#* 1.029%#* -0.0399 1.167%** 1.007 1.23]%#%* -0.0745
(0.00372) (0.202) (0.00510) (0.207) (0.00581) (1.197) (0.0203) (1.263) (0.0243) (1.244)
Standard FE Included Included Included Included Included
N 411683 411683 209434 209434 171403 171403 17441 17441 13405 13405
Note: Standard errors in parentheses. Significance levels: * p < 0.05, ** p < 0.01, *** p < 0.001.
TABLE VIII
ROBUSTNESS TEST: PRE-AI PARALLEL TRENDS
(Y] (2) (3) 4) (5) (6) (N (8) ) (10)
All All Level 2 Level 2 Level 3 Level 3 Level 4 Level 4 Level 6 Level 6
Post-Al (time) -0.0726%**  0.0318***  -0.00392  0.0897***  -0.240%**  -0.0714%**  (.4]2%** 0.135* 0.121* 0.179%s#:*
(0.00755) (0.00737)  (0.00902)  (0.00855) (0.0132) (0.0132) (0.0536) (0.0553) (0.0510) (0.0511)
AI Exposed Sector 0.892%#:#% -0.943 0.272%%:%% 0.420 0.8567%** -1.001 1.005%3#* 1.610 -0.3507%#* -2.939
(0.0107) (1.478) (0.0399) (0.267) (0.0151) (10033.6) (0.0557) (1.581) (0.0524) (1.779)
DiD (time_affect) 0.142%%% 0.000564 0.501%%%* 0.150%* 0.266%#%* 0.0821%**  -(0.453%** -0.0778 0.153* -0.0614
(0.0131) (0.0127) (0.0463) (0.0477) (0.0183) (0.0183) (0.0641) (0.0649) (0.0611) (0.0601)
Constant 1.044 %% 0.910%** 0.918%#%* 0.877#%%* 1.267%#%%* 3.700 0.749%%*  .3.82e-10 1.098##%* 3.821%*
(0.00633) (0.274) (0.00748) (0.246) (0.0111) (15032.7) (0.0488) (1.369) (0.0453) (1.258)
Standard FE Included Included Included Included Included
N 307320 307320 128534 128534 153787 153787 13122 13122 11877 11877
Note: Standard errors in parentheses. Significance levels: * p < 0.05, ** p < 0.01, *** p < 0.001.
TABLE IX
ROBUSTNESS TEST 2: RANDOMIZED SECTORS
Y] (2) (3) 4) (5) (6) @) (8) ©) (10)
All All Level 2 Level 2 Level 3 Level 3 Level 4 Level 4 Level 6 Level 6
Post-Al (time) -0.0139%%  0.0682%**  (0.0232%*  (0.0615%**  -0,0933***  (0.0657***  0.125%**  (,190%**  -0.105%** 0.0182
(0.00537) (0.00480)  (0.00784)  (0.00686) (0.00798) (0.00720) (0.0271) (0.0241) (0.0305) (0.0293)
Al Exposed Sector  0.0399%#* 0.0183%** 0.0285%* 0.00301 0.0507***  0.0399%** 0.0736* -0.00661 0.105* 0.0897*
(0.00679) (0.00586)  (0.00928)  (0.00797) (0.0107) (0.00926) (0.0366) (0.0317) (0.0442) (0.0391)
DiD (time_affect) -0.0190 0.0216* 0.00838 0.0753%#* -0.0418%** -0.0327* -0.103* 0.00858 -0.0803 -0.0333
(0.00987) (0.00853) (0.0146) (0.0125) (0.0146) (0.0127) (0.0488) (0.0423) (0.0556) (0.0495)
Constant 0.986%** 0.730%** 0.936%** 0.730%** 1.029%%* -0.0399 1.167%%* 1.007 1.231%#%* -0.0745
(0.00372) (0.202) (0.00510) (0.207) (0.00581) (1.197) (0.0203) (1.263) (0.0243) (1.244)
Standard FE Included Included Included Included Included
N 411683 411683 209434 209434 171403 171403 17441 17441 13405 13405

Note: Standard errors in parentheses. Significance levels: * p < 0.05, ** p < 0.01, *** p < 0.001.
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TABLE X
IMPACT ON TOTAL NUMBER OF JOB TASKS FOUND IN ADVERTS (MODELLED WITH ROUTES AFFECTED)

(1) 2) 3) ) (5) (6) (7 (8) ©) (10)
All All Level 2 Level 2 Level 3 Level 3 Level 4-5  Level 4-5 Level 6 Level 6
Inter. Inter. Adv. Adv. Higher Higher Degree Degree
Post-Al (time) -1.015%* -1.030%:#:* -1.267 =2, 177 -0.997 -0.868%#:* -0.266 0.113 0.349 0.839%*
(0.416) (0.156) (0.714) (0.248) (0.679) (0.251) (1.002) (0.434) (0.783) (0.387)
Al Exposed Sector  5.608%%* 8.698* 7.026%** 1.667 8.1837%#* 0.646 5.275%:%% -1.738 4.125%#* -1.098
(0.616) (3.455) (2.074) (2.643) (0.972) (3.664) (1.097) (3.313) (1.029) (2.873)
DiD (time_affect) 0.757 0.332 4.351 1.249 -0.148 -0.646 0.166 -0.375 1.183 0.0984
(0.886) (0.331) (3.267) (1.144) (1.399) (0.513) (1.532) (0.662) (1.450) (0.703)
Constant 7.244%%% 1 44e-10  8.390%**  -1.30e-12  7.668%** 0.868 5.365%:#* 5.000% 3,259k 1.161
(0.293) (2.434) (0.488) (2.289) (0.478) (2.577) (0.730) (2.316) (0.587) (2.007)
Standard FE Included Included Included Included Included
N 1413 1413 404 404 602 602 234 234 173 173
Note: Standard errors in parentheses. Significance levels: * p < 0.05, ** p < 0.01, *** p < 0.001.
TABLE XI
IMPACT ON TOTAL NUMBER OF JOB TASKS FOUND IN ADVERTS (MODELLED AS STANDARDS AFFECTED)
(1) (2) (3) 4) (5) (6) @) ®) )] (10)
All All Level 2 Level 2 Level 3 Level 3 Level 4-5  Level 4-5 Level 6 Level 6
Inter. Inter. Adv. Adv. Higher Higher Degree Degree
Post-Al (time) -0.849%* -0.800%* -1.059 -1.190 -1.160 -0.957 -0.0413 0.137 0.756 0.592
(0.371) (0.353) (0.698) (0.616) (0.599) (0.553) (0.774) (0.669) (0.669) (0.638)
Al Exposed Sector — 5.974%#%  794]##%  JRO***k  19.08***  7.990%*** 2. 44%k% 5 ABFwokk 4.477 4.67 7% -3.704
(0.445) (0.976) (1.604) (2.875) (0.703) (1.791) (0.775) (3.666) (0.730) (4.425)
DiD (time_affect) 0.0238 -0.889 0 0 3.118 -0.582 -1.818 -3.639* -1.003 -0.0506
(1.340) (1.299) () () (2.157) (2.086) (1.936) (1.688) (1.833) (1.810)
Constant T A61%#%% 4 358%*k% 8 DQ3kkk 5 5QQkkk T ] GHkE 1.837 5.273% %% 0.932 3.080%* 3.704%
(0.277) (0.726) (0.483) (0.867) (0.449) (1.480) (0.643) (3.503) (0.538) (1.698)
Route FE Included Included Included Included Included
N 1413 1413 404 404 602 602 234 234 173 173
Note: Standard errors in parentheses. Significance levels: * p < 0.05, ** p < 0.01, *** p < 0.001.
TABLE XII
ROBUSTNESS TEST FOR STANDARDS AFFECTED: PRE-AI PARALLEL TRENDS
(1) 2) (3) 4) (5) (6) (7N ®) ) (10)
All All Level 2 Level 2 Level 3 Level 3 Level 4-5  Level 4-5 Level 6 Level 6
Inter. Inter. Adv. Adv. Higher Higher Degree Degree
Post-Al (time) 0.829 0.965 0.353 0.825 1.280 1.424 1.237 1.724 0.445 0.108
(0.599) (0.570) (1.121) (1.001) (0.928) (0.861) (1.262) (1.058) (1.037) (1.032)
Al Exposed Sector ~ 5.616%** 7.497* 7.049%: 19.56%#*  7.616%%*  12.97%kx  6,096%** 6.445 4,088 4.833
(0.660) (3.534) (2.181) (3.948) (1.023) (2.517) (1.146) (4.867) (0.990) (2.824)
DiD (time_affect) -0.131 -1.127 0 0 5.346 5.002 -4.906* -7.947%* -0.917 -0.120
(1.728) (1.740) ) () (2.761) (2.952) (2.129) (1.800) (2.984) (3.001)
Constant 6.646% %%k 3RO HE g |3Hkk 5 DDDwkk G T5QuHk 0.730 4.462%%* -1.724 2.972%* 2.595
(0.527) (1.084) (0.967) (1.381) (0.817) (2.111) (1.169) (4.755) (0.933) (2.407)
Route FE Included Included Included Included Included
N 716 716 217 217 306 306 113 113 80 80

Note: Standard errors in parentheses. Significance levels: * p < 0.05, ** p < 0.01, *** p < 0.001.
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stems from compounding structural factors, including shift-
ing minimum wage frameworks, economic stagnation, and
the systemic redirection of levy funding toward incumbent
workers [14]. Rather than evidencing technological displace-
ment or technical task reduction, the data reveals a modest
increase in digital competency requirements exclusively for
higher-tier apprenticeships. This indicates that advanced digital
proficiency operates as a strong complement to artificial intel-
ligence. Consequently, policy interventions should prioritize
repairing collapsed intermediate training pipelines to equip
young entrants with requisite digital literacies, rather than
mitigating immediate algorithmic job destruction.

These null findings align directly with the macroeconomic
productivity paradox associated with artificial intelligence [1],
[2]. While micro-level experiments demonstrate performance
gains in codifiable functions, translating these isolated effi-
ciencies into aggregate macroeconomic shocks requires pro-
found organizational restructuring. Because algorithms execute
specific functions rapidly while organizations adapt slowly,
this inherent friction significantly delays observable entry-level
labour displacement. Furthermore, transitioning from automat-
ing routine functions to hard-to-learn tasks involving tacit
knowledge yields diminishing marginal returns for total factor
productivity [1]. To ensure inclusive economic growth, institu-
tional incentives must steer technological development toward
the reinstatement effect [5]. By prioritizing the creation of new,
human-complementary tasks that demand sophisticated digital
competencies, policymakers can ensure artificial intelligence
functions as a mechanism for robust labour augmentation
rather than widespread occupational substitution [6].
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Abstract—Designing critical IT infrastructures to meet service-
level agreements requires evaluating a combinatorial space of
deployment parameters and workload scenarios that cannot be
exhaustively tested. We present an integrated framework that
operates on qualitative abstractions of measurement data to
produce deterministic, interpretable classification rules transfer-
able across deployments with different hardware dimensioning.
The framework combines Rough Set Theory (RST) with In-
ductive Logic Programming (ILP): RST separates certain from
ambiguous measurement outcomes and directly constrains the
ILP rule learner through an asymmetric cost function reflecting
safety requirements. A monotonicity check validates resource-
scaling assumptions and classifies violations, and when violations
indicate architectural bottlenecks, a structural system model with
causal annotations traces root causes and recommends targeted
measurement extensions. We evaluate the framework on a 5G
UPF scaling testbed.

I. INTRODUCTION

ODERN IT infrastructures must meet user needs while
M efficiently using system resources. To this end, modular
and scalable construction is prevalent, with functional and per-
formance compliance increasingly obtained through modular
composition at installation time. This allows an extremely
large number of final systems to be built from a single
basic set, but the resulting combinatorial explosion prevents
comprehensive testing of the entire system.

For instance, a containerized network service, such as a 5G
Core deployment, is dimensioned using numerous parameters
(e.g., the number and capacity of processing instances, CPU
and memory provisioning, network configuration) that must
meet strict service-level agreements (SLAs) under diverse
designated workloads (varying traffic types and client counts).
Even a modest number of parameters with a few qualitative
levels yields hundreds or thousands of distinct configurations.

Since exhaustive testing is infeasible, the central problem is
prediction by extrapolation from limited benchmark measure-
ments: from a small number of tested configurations, reliably
predict whether an untested combination of deployment pa-
rameters will satisfy SLAs under a given workload. In safety-
critical infrastructures, the answer must be conservative: given
the severe impact of service failures, it is preferable to flag a
viable configuration as potentially failing than to declare a
failing configuration healthy.

©2026, PTI
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Fig. 1. Workflow

Standard machine-learning approaches fall short on three
counts. They are probabilistic classifiers producing confidence
scores rather than the deterministic pass/fail verdicts that
strict SLAs require; their black-box nature prevents operators
from inspecting the reason behind a classification, hindering
root-cause diagnosis; and models trained on absolute metric
values (e.g., CPU utilization) are tied to a specific hardware
dimensioning and are not portable across deployments.

We propose an integrated framework that relies on qual-
itative abstraction to derive a discrete model that preserves
the main phenomena influencing the SLA while eliminating
the scalability and portability problems of the continuous
domain. On this representation it combines Rough Set Theory
(RST), which reasons about the uncertainty and inconsistency
introduced by abstraction and noise without distributional
assumptions, with Inductive Logic Programming (ILP), which
produces human-readable deterministic rules, to extract a gen-
eralized, interpretable, and transferable model for configurable
systems (Section II gives the necessary background).

A. Workflow

The framework operates as a closed-loop pipeline (Fig. 1):
measurement campaigns produce benchmark data; RST-based
uncertainty evaluation separates certain from ambiguous out-
comes; performance characterization synthesizes determinis-
tic rules under RST-derived constraints; a validation stage
checks physical assumptions (e.g., monotonicity under re-

Topical area: Intelligent Software, System,
and Service Engineering
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source scaling) and, where available, a structural system model
to trace inconsistencies; and measurement strategy planning
produces a prioritized list of configurations for the next round.
By expressing the entire pipeline in Answer Set Programming
(ASP), uncertainty evaluation, rule synthesis, and measure-
ment planning reside in a single declarative framework, en-
abling formal verification and seamless integration of domain
knowledge.

The main contributions are:

1) An integrated framework in which RST analysis directly
constrains and parameterizes inductive rule learning:
lower approximations define hard coverage/exclusion
constraints, while the boundary region and outcome
frequencies drive an asymmetric cost function for con-
servative classification under noise.

2) An ASP-encoded checking module that detects physical
constraints (dominance violations under the same work-
load) and classifies their confidence via RST boundary
membership (distinguishing genuine non-monotonicity
from noise-induced inconsistency).

3) A targeted measurement strategy derived from these
analyses, replacing exhaustive or random testing with a
prioritized selection that maximally reduces uncertainty
and validates the assumptions behind the learned rules.

The remainder of the paper reviews background (Section II),

presents the framework and data preparation (Section III),
formalizes the RST uncertainty evaluation (Section IV) and
the one-sided rule learning with an asymmetric cost func-
tion (Section V), details validation (monotonicity checking,
RST integration, system-model root-cause analysis, and the
measurement strategy) (Section VI) and reports a case study
(Section VII).

B. Running Example

Throughout the paper we use, as a running example, the
scaling of a distributed packet-processing microservice de-
ployed in a Kubernetes cluster, treating it as a represen-
tative data-intensive service rather than dwelling on proto-
col details. A custom traffic generator drives a configurable
number of client devices through one or more service in-
stances and measures end-to-end performance, forming a
closed measurement loop. Each experiment is defined by a
workload (a traffic profile and a client count) and a deployment
configuration (CPU allocation and instance count), and is
summarized by application-level metrics (CPU and memory
utilization, packet rates, throughput, packet drops) from which
the HEALTHY/UNHEALTHY outcome is derived. The concrete
testbed and parameter ranges are detailed in the case study
(Section VII).

C. Related work

a) Performance modeling of configurable systems:
Performance-influence models [1] learn the effect of con-
figuration options via stepwise linear regression, with later
work reducing sample size through sampling strategies [2] or
reusing models across environments via transfer learning [3].
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These approaches produce continuous regression outputs (con-
fidence scores or numerical estimates) rather than deterministic
pass/fail verdicts, are opaque about why a configuration fails,
and are tied to a specific hardware dimensioning because
they are trained on absolute metric values. Our framework
addresses all three: qualitative abstraction maps measure-
ments to relative levels (LOW/MEDIUM/HIGH), making rules
hardware-independent by construction; ILP produces deter-
ministic, human-readable rules; and RST-based uncertainty
quantification drives an asymmetric cost function that guar-
antees conservative classification.

b) Rough set methods in cloud and IT systems: Re-
cent work applies rough sets and their derivatives to opera-
tional cloud decisions: three-way decision fusion for elastic
scaling [4] (whose learnability is formally established [5]),
decision-theoretic rough sets for task classification [6], and
RST discernibility [7] for QoS dimensionality reduction before
metaheuristic service composition [8]. These use RST as a
one-shot classifier or a pre-processing reducer. We instead
treat the boundary region as the central analytical object that
(i) drives an asymmetric cost function for conservative rule
learning, (ii) classifies the confidence of monotonicity vio-
lations, and (iii) iteratively guides the measurement strategy.
Moreover, we couple RST with ILP to produce deterministic,
transferable rules, which none of the above do.

II. BACKGROUND
A. Qualitative Modeling

Qualitative modeling [9] represents continuous aspects of
systems symbolically: instead of precise numerical values,
it abstracts quantities into discrete categories capturing the
operationally relevant distinctions. For example, CPU allo-
cations of 500 and 1000 millicore can be represented as
LOW and HIGH relative to the workload’s demand, without
committing to absolute thresholds that differ across hardware.
The abstraction is governed by three principles [9]: discretiza-
tion partitions a continuous domain into qualitative values
defined by context-meaningful thresholds; relevance requires
the chosen categories to capture the distinctions that matter
(here, whether a configuration meets its SLA); and ambiguity
is the inherent cost of abstraction, since values near a threshold
may behave differently despite sharing a qualitative label,
producing inconsistent observations.

In our framework, qualitative modeling serves two purposes.
It enables scale-independent rules that transfer across deploy-
ments with different hardware dimensioning, provided thresh-
olds are defined relative to capacity; and the discretization
yields a finite attribute space directly compatible with RST’s
indiscernibility relation, where the abstraction’s ambiguity is
precisely what the boundary region captures.

B. Rough Set Theory

Rough Set Theory (RST) [10] reasons about uncertainty
and inconsistency in data without requiring prior assumptions
about data distributions, relying solely on the observed data
to separate certain knowledge from ambiguous cases.
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An information system (U, A) consists of a finite set
of objects U and attributes A. A decision table (U, A U
{d}) adds a decision attribute; in our setting, d €
{HEALTHY, UNHEALTHY}. Any subset B C A induces an
indiscernibility relation that groups objects sharing the same
values on all attributes in B into equivalence classes.

Given a decision class X C U, the lower approximation
B(X) contains equivalence classes entirely within X (certain
membership), the upper approximation B(X) contains classes
with any overlap with X (possible membership), and the
boundary region BNDg(X) = B(X)\ B(X) contains classes
that cannot be deterministically classified. The approximation
quality vp(d) measures the fraction of objects outside the
boundary region; v = 1 means fully deterministic classifi-
cation.

C. Answer Set Programming

Answer Set Programming (ASP) [11], [12] is a declarative
formalism for modeling and solving search and optimization
problems, based on the stable model semantics [13].

An ASP program consists of rules of the form:

h - a_1, .., a_n, not b_1, .., not b_m.

where h is the head and the conjunction of literals forms the
body: the head is derived when all positive body literals can be
proven and none of the negated ones can. The operator not
implements negation as failure (NAF): not b holds when there
is no derivation for b, expressing absence of evidence rather
than explicit falsity and giving ASP a non-monotonic, closed-
world semantics. Solutions are answer sets: self-consistent
atom sets satisfying all rules. Solvers additionally support
aggregates (#count, #sum) and optimization (#minimize,
#maximize), making ASP well-suited as the unifying for-
malism across our framework’s uncertainty analysis, rule
learning, and measurement strategy.

D. Inductive learning

Inductive Logic Programming (ILP) [14] aims to find a
set of logical rules, called a hypothesis, that together with
existing background knowledge explains a set of examples.
In this work, we employ ILP in the context of Answer
Set Programming, using the ILASP framework [15] and its
scalable variant FastLAS [16].

A learning task is a tuple T = (B, M, E), where B is
background knowledge (an ASP program), M is a mode
bias defining the rule space, and E is a set of examples.
Each example carries a penalty (the cost of not covering
it), a partial interpretation (inclusions/exclusions), and a per-
instance ASP context; examples with infinite penalty must be
covered, while finite-penalty ones may be left uncovered at
their cost. The learner minimizes a score combining hypothesis
length with the penalties of uncovered examples. FastLAS [16]
generalizes this with domain-specific scoring functions that
decompose over individual rules, improving scalability. This
fits our setting in two ways: finite penalties tolerate noisy
examples proportionally to their frequency, and customiz-
able scoring lets us encode domain-specific preferences (e.g.,

biasing toward conservative classifications) directly into the
optimization criterion.

III. FRAMEWORK OVERVIEW

This section defines the variable groups arising in bench-
mark campaigns, describes how raw data is prepared, and
outlines how the pipeline stages interact; each stage is then
detailed in its own section.

A. Variable Structure

The variables of a benchmark campaign fall into three
groups with distinct roles. (1) Measured metrics (CPU and
memory utilization, throughput, packets per second, dropped
packets, etc.) serve exclusively to derive each run’s binary
HEALTHY/UNHEALTHY outcome against predefined service-
level thresholds. (2) Workload requirements (traffic type, user
equipment count, and further demand-side parameters) char-
acterize the service demand. (3) Deployment configuration
(UPF count, core strength, memory capacity, etc.) describes
the provisioned resources. The learning task operates on
groups (2) and (3): given a workload requirement and a
candidate deployment configuration, the learned rules predict
whether the configuration can support the workload. Group (1)
is consumed during data preparation but does not appear as
an attribute in the learned rules.

B. Data Preparation

Each campaign run produces time-series telemetry from
which the measured metrics (and hence the binary outcome)
are derived, while the workload and deployment variables
are represented as qualitative levels. The same configuration-
workload pair may be measured multiple times; repeated
runs are aggregated per equivalence class while retaining the
frequency of each outcome, which feeds both the uncertainty
evaluation and the cost function of the learning stage (Sec-
tion IV details the construction).

C. Pipeline Stages

The pipeline comprises four stages (Fig. 1), each detailed
later: uncertainty evaluation (Sec. IV) applies RST to the
aggregated decision table, separating the lower approxima-
tions from the boundary region and reporting y; performance
characterization (Sec. V) synthesizes deterministic rules for
one decision class under the RST-derived constraints and
cost function, with the complementary class as the NAF de-
fault; validation (Sec. VI) runs an ASP-encoded monotonicity
check and, when a system model is available, traces persis-
tent inconsistencies to candidate unmeasured variables; and
measurement strategy planning prioritizes the next campaign
(boundary resolution, monotonicity testing, coverage gaps),
closing the loop with analysis-driven selection.

IV. UNCERTAINTY EVALUATION

A. Decision Table Construction

We now detail how the three variable groups enter the de-
cision table. The measured metrics derive the binary decision
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attribute only. Let M = {mq,...,my} be the metrics of a
run, each with a service-level threshold 7; and compliance
condition (e.g., m; < 7; for drop rates, m; > 7; for
throughput). A run is UNHEALTHY if any metric violates its
requirement:

d— {HEALTHY if all metrics satisfy their thresholds

UNHEALTHY otherwise
)]
The workload and deployment variables form the attribute
set. Categorical variables (e.g., traffic type) enter directly;
numerical ones (e.g., UPF count, core strength) are mapped
to qualitative levels for scale independence. For a numerical
variable v with value = and thresholds 6oy, Ohigh:

LOW if < O1ow
q(v,x) = { MEDIUM if Oioy < 2 < Bhighn 2)
HIGH if > Onign

with thresholds defined relative to the deployment’s capacity
range.

The placement of these landmarks directly governs the
boundary region: wider levels merge numerically distinct
configurations into the same class, enlarging the boundary
and lowering v, while tighter levels shrink it but leave fewer
repeated observations per class. The thresholds are therefore an
engineering modeling decision (whether derived from a capac-
ity model or from automated clustering) and must reflect the
underlying system model and analysis goal for the abstraction
to remain meaningful.

Each run r; produces a row in the decision table 7 =
(U, AU {d}), where U = {ry,...,r,} is the set of runs,
A the qualitative attributes, and d the decision. The same
configuration—workload pair may be executed multiple times,
yielding rows with identical attribute vectors but potentially
different decisions; this is the source of inconsistency that RST
captures through the boundary region.

Consider two deployment variables, Core Strength and
UPF Count € {L,M,H}, and one workload variable, Traf-
fic € {mloT,eMBB, std}. Suppose 8 runs cover 6 distinct
configurations, one of which (Core=L, Count=M, eMBB) is
measured twice with contradictory outcomes.

B. Lower Approximations and Boundary Region

Applying the indiscernibility relation IND(A) groups re-
peated runs of the same configuration into shared equivalence
classes. Let Xy, = {r € U | d(r) = UNHEALTHY}; the
resulting classes and their classification (with UH:H outcome
counts) are shown in Table 1.

The lower approximation of UNHEALTHY contains classes
where all runs are unhealthy: A(Xy) = Ey U Ey (certainly
failing). Symmetrically, A(Xy) = F3U E5 U Eg are certainly
healthy, and the boundary region BND = {FE5} holds the sin-
gle mixed-outcome configuration. The approximation quality

at the class level is
yald) = {E1, B3, B4, Es5, Es}| 5

=2~0833, (3
{Er,..., Eg}| 6 ®)
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TABLE I
EQUIVALENCE CLASSES AND THEIR RST CLASSIFICATION
Class | Core Count | Traf. | UH:H | Region
E, L L mloT 2:0 A(Xv)
Eo L M eMBB 1:1 BND
Es M M std 0:1 A(Xw)
Ey M L mloT 1:0 A(Xv)
Es H H eMBB 0:1 A(Xy)
Eg H L std 0:1 A(Xw)

i.e., one of six configurations yields inconsistent results across
repeated runs.

These results directly constrain and parameterize rule learn-
ing. Coverage: rules for UNHEALTHY must fire on all configu-
rations in A(Xy); failing to do so is a false negative, a critical
error in safety-relevant systems. Exclusion: rules must not fire
on A(Xy); firing here is a false positive (overly conservative
but not dangerous). Cost-driven decision: configurations in
BND are classified by an asymmetric cost function penalizing
false negatives (weight o) more than false positives (weight 3),
with the outcome frequencies (Table I) letting the cost reflect
empirical evidence, where a 3:1 UH:H boundary class warrants
a different penalty than a 1:1 split.

C. Interpreting the Boundary Region

The boundary region is not merely a nuisance but an
informative diagnostic signal with three possible causes: (i) en-
vironmental noise: behavior is non-deterministic at the chosen
abstraction level, an irreducible inconsistency the cost function
must tolerate; (ii) too coarse quantization: the thresholds of
Eq. 2 group meaningfully different values, so refining them
may resolve the inconsistency; and (iii) missing variable: an
unobserved variable drives the differing outcomes, in which
case a structural system model can identify candidate vari-
ables architecturally connected to the inconsistent component
(Section VI). A large boundary region with low v thus guides
the evolution of the measurement campaign.

V. PERFORMANCE CHARACTERIZATION

This section describes how inductive learning in ASP syn-
thesizes deterministic classification rules from the decision
table.

A. One-Sided Learning with NAF Default

The framework learns rules for one decision class while
the complementary class serves as the default via NAF: any
configuration not explicitly classified by a learned rule is
assigned the default class. The choice depends on safety re-
quirements. The conservative (safety-first) option learns rules
for HEALTHY with default UNHEALTHY, so a configuration
is acceptable only if a rule explicitly supports it (unclas-
sified configurations are treated as potentially failing). The
permissive option is symmetric (learning UNHEALTHY with
default HEALTHY), appropriate when over-provisioning costs
outweigh under-provisioning risk. In both cases ASP’s closed-
world assumption makes the classification deterministic and
complete. We present the conservative formulation (learning
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HEALTHY), matching our 5G case study; the permissive case
is symmetric.

B. Mapping to an ILP Task

The decision table is mapped to an ILP task T' = (B, M, E).
The background knowledge B encodes the domain: the
observed equivalence classes (as node identifiers) and any
structural information constraining the rule space. The mode
bias M defines the hypothesis space: the head mode declares
the target predicate (e.g., healthy (V) ) and the body modes
declare the qualitative attribute predicates, both positive and

negated, allowing rules of the form:

healthy (ID) :- attr_1(ID, val_l),
not attr_2(ID, val_2),

Negated body literals are essential: they let rules express
conditions such as ‘“healthy if core strength is not low,”
which are more compact and general than enumerating positive
combinations.

Each equivalence class produces weighted examples FE.
For a class F; with nj healthy and n, unhealthy runs, the
conservative formulation (learning HEALTHY) generates: if
ny, > 0, a positive example with inclusion {healthy(7)} and
penalty o< nj-a (o = weight of false negatives, i.e. unnecessary
rejection); if n, > 0, a negative example with exclusion
{healthy(i)} and penalty x n, - 8 (8 = weight of false
positives, i.e. wrongly accepting a failing configuration). The
context encodes the class’s qualitative attribute values as ASP
facts. The asymmetry 8 > « encodes the safety requirement
(wrongly accepting a failing configuration is penalized more
heavily than rejecting a healthy one), and the permissive
formulation uses the opposite ratio. Because penalties scale
with observation counts, a class observed 100 times carries
proportionally more weight than one observed twice.

For lower-approximation classes the asymmetry is irrele-
vant: a class in A(Xy) has n, = 0 (only a positive example,
which must be covered) and one in A(Xy) has np = 0
(only a negative example, which must not be violated). The
asymmetric cost therefore operates primarily on the boundary
region, where both outcomes coexist and the learner decides
by the balance of evidence and the safety-driven penalty
ratio. Beyond example penalties, the scoring function can add
structural preferences via FastLAS rule-level penalties: a fixed
penalty per rule (discouraging complex hypotheses), a per-
literal penalty (preferring shorter rules), and custom domain-
specific penalties.

C. Connecting RST Constraints to the ILP Task

The RST constraints are translated through the penalty
structure. Lower-approximation classes become hard con-
straints via infinite penalties (co) on their positive or negative
examples, forcing coverage or exclusion; boundary-region
classes produce both example types with finite, frequency- and
o/ B-derived penalties, letting the learner resolve the ambiguity
by minimizing total cost. In practice the hard constraints
can instead use very high finite penalties that dominate the
boundary ones, trading a strict guarantee for robustness under

extreme noise. The approximation quality v is a global diag-
nostic: high + means a tightly constrained task with accurate
rules, while low ~ shifts weight onto the cost function, making
rule quality depend more on the o/ ratio and observation
counts.

VI. VALIDATION AND MEASUREMENT STRATEGY

The NAF default implicitly encodes a monotonicity hy-
pothesis: under the same workload requirements, increasing
deployment resources should never degrade system health, so
if a weaker configuration passes, every stronger one should
too. This can be violated for two reasons: environmental noise
(background load fluctuations or scheduling jitter causing
a stronger configuration to occasionally fail) or a missing
variable that interacts with the resource dimensions and pro-
duces genuinely non-monotone behavior. The validation stage
distinguishes the two by integrating the violation analysis with
the RST boundary region classification.

A. Monotonicity Checking

Let W be the workload requirement variables (e.g., traf-
fic type, UE count) and R the deployment configuration
variables representing provisionable resources (e.g., core
strength, UPF count), whose qualitative levels are ordered
(LOW<MEDIUM=<HIGH). Two configurations share the same
workload profile, ¢, ~ ¢, iff they agree on every workload
variable:

Ca ~w Gy = Yw € W: ¢o(w) = cp(w) “4)

Given ¢, ~yWw ¢y, Co resource-dominates ¢, (cq =g cp) if
every resource variable is at least as high and at least one is
strictly higher:

carr e = (VreR:e(r) 2 car)) 5)

A (3r € R:apfr) < ca(r))

A pair with ¢, >r ¢, 1S a monotonicity violation if ¢, is
HEALTHY and ¢, UNHEALTHY: a stronger configuration fails
where a weaker one passes under identical workload.

The check is encoded declaratively in ASP in four layers.
(1) Stratification: measured configurations are partitioned by
workload profile and a componentwise partial order (Eq. 5)
is established over resources, so monotonicity is never evalu-
ated across incomparable workloads. (2) Violation detection:
within each stratum, the encoding finds violating pairs and
records the differing resource dimensions; a single differing
dimension is a strong candidate for investigation. (3) Inter-
mediate generation: for a violation between a stronger c,
and weaker c,, it generates the unmeasured lattice points
{ce | Vr:cw(r) X co(r) = es(r)} \ {cw,cs} as suggested
measurements that narrow the gap between known HEALTHY
and UNHEALTHY regions. (4) Boundary classification: a
direct boundary separates an UNHEALTHY c, and HEALTHY ¢,
with ¢, > ¢, and no measured configuration between them;
a minimal boundary further requires differing in exactly one
dimension by one level, the finest granularity at which the
transition can be localized.
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B. Integration with Rough Set Analysis

A violation’s confidence depends on the RST membership
of the two configurations. If both lie in the lower approxima-
tion of their decision classes, it is confirmed non-monotonicity:
every repeated run agreed, so the contradiction cannot be
measurement variability and the NAF assumption is invalid in
that region. If either lies in the boundary region, the violation is
possibly noise-induced and needs more measurements before
concluding monotonicity fails. In the ASP encoding, the
boundary classification predicate from the uncertainty stage is
imported and each violation annotated accordingly; boundary-
involving violations are flagged and their Layer 3 suggested
measurements receive elevated priority.

C. System Model and Root Cause Analysis

Violations and the boundary region identify where the data
is inconsistent, not why. When violations cluster around a
resource variable, the framework can incorporate a structural
system model encoded in ASP to find the unmeasured factor
causally linked to it. The model represents the architecture as
ASP facts: components and containment (network functions,
bridges, routing daemons and their topology); connections and
data paths (the user-plane path, distinguished from control-
plane connections because bottlenecks typically occur on it);
and observable variables (configurable parameters and metrics
per component, annotated with whether they are currently
measured; the gap defines the candidate missing variables).
Beyond connectivity, the model encodes directed causal in-
fluence relations recording that a resource/workload variable
increases the load on a component, with the mechanism (e.g.,
more UPF instances cause routing overhead on a BGP pod
maintaining iBGP sessions, and more traffic on a shared
bridge). These are verifiable engineering assertions, not sta-
tistically inferred causal claims. The model marks shared re-
sources and derives scaling-sensitive components and potential
bottlenecks (scaling-sensitive, shared, and lacking a measured
capacity variable).

The root cause analysis combines violations with the causal
model in three steps: pattern analysis groups violations by dif-
fering resource variable and identifies the dominant violation
variable; causal trace traverses influence relations from that
variable to downstream components, flagging scaling-sensitive
shared components without a measured capacity variable as
high-confidence root causes (medium if not shared); and
aggregate diagnosis scores each component by the number of
violations tracing to it, yielding the top-ranked root cause. This
produces two recommendation types: extend the learning task,
adding a configurable parameter on the bottleneck as a new
attribute may separate previously indistinguishable boundary
configurations and improve +; or refine the decision attribute,
adding a metric (e.g., routing convergence time alongside
packet drops) that distinguishes failure modes yields cleaner
labels and may shrink the boundary. The operator decides
which interventions are feasible.
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D. Measurement Strategy

The uncertainty evaluation and monotonicity analysis jointly
drive a targeted strategy with three priority tiers: boundary res-
olution (additional runs for violation endpoints in the boundary
region, with extended telemetry when the system model iden-
tifies candidate variables, simultaneously testing the violation
and reducing the boundary); monotonicity testing (intermediate
lattice configurations between known HEALTHY/UNHEALTHY
points, prioritizing those near a direct or minimal boundary);
and coverage gaps (configurations classified solely by NAF,
the lowest priority). This replaces random or exhaustive testing
with a minimal, analysis-driven selection, closing the loop to
the next campaign round.

VII. CASE STUDY

We evaluate the framework on measurement data from
a 5G Core testbed, showing how it guides the expansion
of a measurement campaign and diagnoses the sources of
uncertainty that emerge as the configuration space grows.

A. Dataset preparation

The dataset was built from custom traffic-generator logs
and Prometheus time-series data. Preprocessing normalized
resource measurements and annotated them with traffic and
deployment metadata, then categorized observations into qual-
itative states via K-means clustering combined with rule-based
heuristics (e.g., UNHEALTHY when the packet drop count
exceeds a threshold).

B. Baseline Measurements

The initial campaign covers 9 configurations with core
strength fixed at LOW, varying UPF count, UE count, and traf-
fic type across all three levels. After aggregation, the dataset
has 10 equivalence classes (one configuration appears with
both outcomes) over 1490 runs. The approximation quality is
~ = 0.500: five classes in A(Xy), three in A(Xy), and two
in the boundary region (a single configuration, UPF = HIGH,
UE =L0W, eMBB, observed healthy in 102 runs and unhealthy
in 47). No monotonicity violations are detected: within each
workload stratum, the NAF assumption holds.

The framework produces stable results: eleven of twelve
tested penalty configurations yield the same rules:

healthy (V) :- traffic_type(V, embb),
upf_count (V, high).

healthy (V) :- traffic_type(V, standard).

These state that with LOW core strength, the system is
healthy when the traffic is eMBB with high UPF count,
or when the traffic is standard; all mloT and low-count
eMBB configurations default to UNHEALTHY via NAF. The
framework identifies 18 unmeasured combinations (Priority 3),
including all MEDIUM/HIGH core strength configurations; no
boundary-resolution or monotonicity-testing measurements are
needed. The clear recommendation is to extend the campaign
to stronger deployments.
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C. Expanded Campaign

Following this recommendation, the campaign is extended
with 10 additional configurations covering MEDIUM and HIGH
core strength. Combined with the baseline, the full dataset has
22 equivalence classes over 3724 runs. The approximation
quality drops to v = 0.455. This is not a regression but a
diagnostic signal: the new configurations introduce inconsis-
tencies invisible in the LOW-only baseline. Ten classes are
now in A(Xy) and four in A(Xy) (up from three), but eight
land in the boundary region (up from two). Although the
boundary grows from 20% to 36%, the number of certainly
classified configurations increases in both classes, enabling
more expressive rule learning.

Six monotonicity violations are detected, all classified as
possibly noise-induced (at least one endpoint in the boundary
region). The dominant violation variable is UPF count (4 of
6); core strength accounts for 3. For example, (medium core,
medium count, medium UE, standard) is UNHEALTHY while
the weaker (medium core, LOW count, medium UE, standard)
is HEALTHY. The learned rules now capture interactions across
all four variables:

healthy (V) :- core_strength(V, medium),
upf_count (V, high),
not traffic_type(V, miot).
healthy (V) :- not core_strength(Vv, low),
ue_count (V, medium) .
healthy (V) :- core_strength(V, low),
not ue_count (V, high),
not traffic_type(V, embb).

The third rule is notable: LOW core strength is not inherently
UNHEALTHY, it suffices when UE count is not high and traffic
is not eMBB, a nuance invisible in the first campaign where
core strength was fixed.

The root cause analysis traces the dominant violation vari-
able (UPF count) through the system model, surfacing two
high-confidence potential bottlenecks: the BGP routing pod,
a shared resource servicing all UPF instances whose route-
advertisement overhead grows with UPF count (fixed capacity,
not in the attribute set); and the shared OVS bridge (N6
interface), through which all instances communicate, with
fixed PMD core and queue allocation. The framework thus
recommends (1) adding OVS bridge capacity or BGP session
indicators as new attributes to separate currently indistin-
guishable boundary configurations, and (2) measuring BGP
convergence time and OVS drop rates alongside packet drops
to distinguish routing-induced from capacity-induced failures.
This diagnosis was independently corroborated by domain-
expert analysis, which identified BGP routing overhead as a
likely contributor to the non-monotone behavior.

The framework produces a prioritized plan for the next
round: (1) re-measure the 4 boundary-region configurations
involved in violations with extended BGP/OVS telemetry;
(2) no intermediate configurations are needed (all lattice points
between violation endpoints are already measured); (3) 36
unmeasured combinations, primarily LOW core strength with
uncovered workloads and MEDIUM core strength with mlIoT
traffic.

TABLE II
COMPARISON ACROSS THE THREE ANALYSES

Baseline Expanded Insufficient
Equivalence classes 10 22 28
Approx. quality v 0.500 0.455 0.286
Certainly healthy 3 4 0
Boundary region 2 8 20
Violations 0 6 22
Rule stability stable stable unstable
System model n/a BGP, OVS BGP, OVS

D. Contrast: Insufficient Variable Selection

To illustrate behavior when the attribute set is fundamentally
insufficient, we analyze a third variable selection from the
same data: core strength (LOW/MEDIUM), UPF count (all three
levels), and traffic type, with UE count fixed at 1024. This
yields 28 equivalence classes over 10727 runs. The approxi-
mation quality drops to v = 0.286: no class is in A(Xy) (every
healthy configuration was also observed unhealthy), 20 of 28
classes lie in the boundary, and 22 monotonicity violations are
detected (all noise-induced, UPF count dominant in 18). The
learned rules are highly unstable across penalty settings. With
balanced penalties the learner produces a single rule covering
one class:

healthy (V) :- core_strength(V, medium),

upf_count (V, high),
not traffic_type(V, miot).
With aggressive settings (o:3 = 3:1), broader rules emerge
that cover most boundary-region classes:

healthy (V) :- not core_strength(V, low),
traffic_type(V, embb).

healthy (V) :- not core_strength(V, low),
not upf_count (V, low),
traffic_type(V, standard).

Several configurations produce an empty hypothesis: the
NAF default of UNHEALTHY is optimal because healthy
runs constitute only ~10% of observations. The framework
correctly diagnoses this: the low v signals that the current
variables cannot explain the outcomes, and the system model
points to the same bottlenecks (BGP pod, OVS bridge).
Without UE count as a differentiating variable, configurations
behaving differently under different loads are merged into one
class, inflating the boundary.

E. Discussion

The iteration from baseline to expanded campaign shows
the measurement strategy driving productive data collection:
the baseline’s Priority 3 list motivated adding MEDIUM/HIGH
core strength, revealing new interactions. The drop in ~ from
0.500 to 0.455 illustrates that more data does not automatically
mean better models: the expansion surfaced inconsistencies,
and the root-cause analysis (BGP stack, OVS bridge) gives
a concrete path forward. The contrast (y = 0.286) shows
graceful degradation: rather than silently producing unreliable
rules, the framework flags the problem and guides the operator
toward a better variable selection. Table II summarizes the
three analyses.
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VIII. CONCLUSIONS AND FUTURE WORK

We presented an integrated framework for deterministic,
interpretable diagnostics of highly configurable systems. Op-
erating on qualitative abstractions, the framework combines
RST with ILP in a unified ASP encoding. RST quantifies
measurement uncertainty and constrains the rule learner, a
monotonicity check validates resource-scaling assumptions
with RST-based confidence classification, and a structural
system model traces root causes of violations to architectural
bottlenecks. The case study on a 5G testbed demonstrated
that the framework produces stable rules when the data is
informative, diagnoses the sources of uncertainty when it is
not, and provides actionable recommendations for the next
measurement campaign.

A. Implications

For theory, the framework shows that the rough-set bound-
ary region can serve not only as an uncertainty indicator but
as a first-class parameter shaping learning constraints, confi-
dence classification, and experimental design within a single
formal loop. For practice, it offers operators a deterministic,
auditable classification that remains valid across hardware
changes without retraining, replacing exhaustive testing with a
targeted strategy that reduces campaign cost while maintaining
conservative safety guarantees.

B. Limitations and Threats to Validity

The framework is evaluated on a single 5G UPF testbed,
so the reported rules and ~ values illustrate the methodology
rather than constitute general findings. We address this by
construction: qualitative landmarks are defined relative to each
deployment’s capacity, making rules hardware-independent,
and the pipeline applies to any configurable system with
repeatable benchmarks, though cross-environment transfer re-
mains to be shown empirically. The results depend on the
placement of the quantization landmarks (Eq. 2) and the SLA
thresholds defining the decision attribute, which is precisely
why the framework represents residual noise explicitly rather
than assuming deterministic outcomes. The few equivalence
classes limit independent train/test evaluation, so we report
diagnostic behavior (rule stability, v, boundary growth) rather
than point accuracy.

C. Future Work

Alternative quantization methods (entropy-based, data- or
expert-driven) could improve discretization quality where a
large boundary region stems from poorly calibrated thresholds.
The system model’s causal annotations could be strengthened
toward interventional semantics, enabling predictive reasoning
about adding variables before measuring them. Finally, a
systematic comparison with alternative interpretable classifiers
(decision trees, Boolean Rule Column Generation) would
further establish the framework’s positioning.
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Abstract—Objective. This Systematic Literature Review (SLR)
examines how predictors from established technology acceptance
models influence the adoption of Generative AI (GenAl) in higher
education among students and lecturers. It aims to identify
key acceptance factors, with a particular focus on Software
Engineering education.

Methods. A rigorous literature review process was applied,
including systematic search, selection, and quality assessment of
studies. Clearly defined inclusion, exclusion, and quality criteria
ensured the use of validated findings. Acceptance factors were
synthesized and compared for both students and lecturers.

Results. 31 studies (2020-2025) were analyzed. Performance
Expectancy (PE), Perceived Trust (PT), Habit (HT), and Attitude
Toward Using (ATU) show strong positive effects on Behavioral
Intention (BI), while BI and HT are the strongest predictors of
Use Behavior (UB). Effects of Effort Expectancy (EE), Social
Influence (SI), Facilitating Conditions (FC), and Hedonic Moti-
vation (HM) vary across contexts.

Conclusion. Tailored implementation strategies for GenAl
in higher eductation are essential. Contextual and individual
factors, such as digital competence and perceived ethics, should
be emphasized. Research on acceptance of GenAl in Software
Engineering education remains limited and requires more specific
future studies.

Index Terms—Generative Al, Acceptance, Higher Education,
Software Engineering, Systematic Literature Review

I. INTRODUCTION

RTIFICIAL INTELLIGENCE (Al is transforming daily

work by automating tasks such as writing, summarizing,
and reporting. Generative Al (GenAl), a subset of Artificial
Intelligence (AI), generates new content, while general Al
focuses on analysis and prediction. In this research, we focus
on GenAl. Large Language Models (LLMs) as an example of
GenAl are used in chatbots like ChatGPT. Since ChatGPT’s
release in 2022, GenAl has become widely used, alongside
other LLMs like DeepSeek and Gemini.

GenAl is increasingly used in higher education. A survey
in [1] shows different student usage, with many students
using GenAl at least occasionally. Concerns include accuracy,
transparency, privacy, ethics, overreliance, job risks, and legal
uncertainty [1].

Despite this, perceptions are largely positive and many
students intend continued use due to benefits such as person-
alized learning, content visualization, and support for writing,

©2026, PTI
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brainstorming, and literature analysis [1], [2], [3], [4]. Thus,
GenAl is expected to remain important in academia.

Technology acceptance models identify factors influencing
GenAlI adoption in universities and support effective, respon-
sible use in education [5].

However, Software Engineering (SE) education has not been
specifically addressed in prior GenAl acceptance research.
Existing studies include IT-related samples but do not differ-
entiate results by discipline [6], [7], [8].

This SLR identifies predictors of GenAl acceptance among
students and lecturers in higher education. By synthesizing
prior studies across contexts, it highlights general effects and
research gaps, supporting future studies, especially in SE
education, and informing research and practice.

II. RESEARCH QUESTIONS

Our SLR addresses the following three research questions:

RQI: Which factors and predictors determine the accep-
tance of GenAl in higher education by students and by
lecturers?

The objective is to collect and consolidate findings from
previous acceptance studies on Al in higher education to gain
a comprehensive view of the state of the research in this area.

RQ2: Which acceptance factors for Al in SE education were
addressed?

Based on the results for RQ1, the objective is to report on
acceptance factors and predictors of Al and GenAl relevant to
the field of SE education.

III. BACKGROUND AND RELATED WORK

This section summarizes technology acceptance models
used in prior studies on GenAl in higher education to sup-
port hypothesis development. It introduces key predictors and
dependent variables for explaining and predicting technology
acceptance. Related studies within the scope of this SLR are
summarized, and our study is distinguished from them.

A. Models for explaining the acceptance and use of informa-
tion technology

Acceptance describes how individuals or organizations
adopt and use technologies to achieve goals [9]. This section
outlines key models of technology adoption.

Thematic Session: Al in Digital Humanities,
Computational Social Sciences and Economics Research
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Acceptance models explain and predict intention and usage,
with Behavioral Intention (BI) established as a key predictor
of use [10], [11].

Theory of Planned Behavior (TPB), based on Theory
of Reasoned Action (TRA), predicts behavior in contexts
without full volitional control by adding Perceived Behavioral
Control (PBC). Its core predictors of intention are Attitude
Toward Behavior (ATB), Subjective Norm (SN), and Perceived
Behavioral Control (PBC), which positively influence behavior
[10], [12], [11].

Technology Acceptance Model (TAM) explains accep-
tance using Perceived Usefulness (PU) and Perceived Ease of
Use (PEOU) [13], [14], [15], [16], [17], [18]. PU influences
Behavioral Intention (BI) and Attitude Toward Using (ATU),
while PEOU affects PU and ATU. BI predicts Actual Usage
(AU) [12], [15], [16], [17], [11], [19].

Technology Acceptance Model 2 (TAM2) extends TAM
by adding social (Subjective Norm (SN), Image (IM)) and
instrumental (Job Relevance (JR), Output Quality (OQ), Result
Demonstrability (RD)) factors' and moderators Experience
(EXP) and Voluntariness (VO) [17]. It removes ATU from the
original TAM [13], [14], [15], [17].

Innovation Diffusion Theory (IDT) explains innovation
diffusion in social systems. For acceptance, it includes Relative
Advantage (RA), Compatibility (CB), Complexity (CX), Trial-
ability (TRI), and Observability (OB) as predictors of Attitude
Toward Using (ATU), leading to Behavioral Intention (BI) and
Actual Usage (AU) [20], [21].

Unified Theory of Acceptance and Use of Technology
(UTAUT) integrates models such as TAM, TPB, and IDT
to explain technology use in organizations. It identifies Per-
formance Expectancy (PE), Effort Expectancy (EE), Social
Influence (SI), and Facilitating Conditions (FC) as predictors
of Behavioral Intention (BI), influencing Use Behavior (UB)
[11]. Moderators are also included [15], [21], [17], [11], [19].

UTAUT?2 and UTAUT3 extend UTAUT with Hedonic Mo-
tivation (HM), Price Value (PV), Habit (HT), and Personal
Innovativeness (PI). These influence BI, while HT, FC, and
PI affect UB. These models address consumer contexts and
retain moderators such as age, gender, EXP, and VO [11],
[22], [7], [23].

Some studies also apply Protection Motivation Theory
(PMT), focusing on risk and coping appraisal [24], [25].

B. Related Work

ACOSTA-ENRIQUEZ et al. examined factors influencing
acceptance and use of Al applications in universities using
Unified Theory of Acceptance and Use of Technology 2
(UTAUT?2). They analyzed 50 publications (2018-2023) from
databases such as Scopus, Web of Science, ScienceDirect
(SCIENCE), and ProQuest following PRISMA guidelines.
Results show PE and HM as the strongest predictors of
Behavioral Intention (BI). For students, EE and SI are also

IThe factors IM, JR and RD are not considered in the studies included in
this SLR.
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relevant, while for faculty, PE and FC dominate. Adoption
varies by context: in Science, Technology, Engineering, and
Mathematics (STEM), Al adoption is higher, mainly driven
by PE, whereas in non-STEM fields, SI and FC are more
important. EE is more relevant for undergraduates, while PE
is stronger for graduate students. The authors conclude that
tailored strategies are needed for different groups [26].

Our study extends this work by including literature up to
November 2025 and additional databases such as ACM Digital
Library (ACM) and IEEE Xplore (IEEE) [26]. It focuses on
LLM-based chatbots for students as a subset of GenAl. Unlike
the prior study, which relies on UTAUT?2, this work integrates
multiple models and synthesizes shared constructs [26]. While
limitations of UTAUT? are acknowledged [26], this study uses
UTAUT as a central framework, incorporating models such as
TAM, TPB, and IDT [11]. This enables inclusion of additional
predictors like PT, PI, and Anxiety (ANX). Furthermore, this
study applies quality criteria for hypothesis models to ensure
statistical validity, whereas ACOSTA-ENRIQUEZ et al. mainly
rely on content and formal criteria [26].

IV. RESEARCH METHODOLOGY

Our SLR follows guidelines by KITCHENHAM [27] to
ensure rigor and reduce bias. The process consists of four
steps: (i) initial search, (ii) systematic search with title and
abstract screening, (iii) full-text screening, and (iv) backward
snowballing.

A. Search Strategy and Inclusion Criteria

Three databases are selected: IEEE Xplore (IEEE)?, ACM
Digital Library (ACM)?, and ScienceDirect (SCIENCE)*. An
initial search with the string Acceptance of Al in higher
education verifies sufficient literature and supports keyword
extraction for the systematic search. We selected and combined
generic keywords in order not to narrow the systematic search
too much. The resulting search string was:

(“acceptance” OR “UTAUT” OR “TAM”) AND (“Higher
Education”) AND (“Artificial Intelligence”) AND (“Structural
Equation Modeling” ).

We restrict studies to 2020-2025 and English/German to
ensure relevance. These limits are applied directly in IEEE,
ACM, and SCIENCE. The timeframe also covers the emer-
gence of major LLM-based tools.

Content-related criteria ensure focus on higher education
(ICC1), acceptance (ICC2), and relevant participants (ICC3).
ICC4.1 targets GenAl including LLM-based tools, while
IC(C4.2 includes broader Al-based tools for faculty to increase
coverage. To ensure comparability, studies must use estab-
lished acceptance models (/CC5), enabling synthesis across
models. UTAUT serves as the central framework, integrating
models such as TRA, TPB, TAM, Motivational Model (MM),
Combined TAM and TPB (C-TAM-TPB), Model of PC Uti-
lization (MPCU), IDT, and Social Cognitive Theory (SCT)

Zhttps://ieeexplore.ieee.org, all URLs last visited 2026-04-15
3https://dl.acm.org/
“https://www.sciencedirect.com/
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[11], including extensions like TAM2, UTAUT2, and Unified
Theory of Acceptance and Use of Technology 3 (UTAUT3)
[17], [19]. Some models (e.g., MM, C-TAM-TPB, MPCU)
were not identified in the final sample.

Outcome constructs such as BI and UB are required to as-
sess acceptance [11]. Data collection is typically survey-based
using Likert scales. Finally, Structural Equation Modeling
(SEM), particularly Partial Least Squares Structural Equation
Modeling (PLS-SEM), is required for hypothesis testing and
analysis of relationships between constructs [9].

B. Quality Assessment

Quality measures include convergent validity and reliability,
discriminant validity, and predictive power [28].

Convergent validity and reliability require Composite Reli-
ability (CR), Cronbachs Alpha (CA)>0.70, Factor Loadings
(FLs)>0.70, and Average Variance Extracted (AVE)>0.50
[28], [29]. Items (survey statements on GenAl/Al) measure
constructs via Likert scales. Discriminant validity ensures
constructs remain distinct. It is tested using the Fornell-
Larcker criterion, Heterotrait-Monotrait Ratio of Correlations
(HTMT) (<0.85), and cross-loadings, where item loadings
must exceed cross-loadings [30], [31], [28], [29]. Predictive
power is assessed using R? (>0.10), indicating explanatory
strength. Values above 0.75, 0.5, and 0.25 are classified as
substantial, moderate, and weak [32], [33]. Studies must meet
reliability limits, at least one discriminant validity criterion,
and R? requirements. Studies with missing results or textual
inconsistencies in the results are excluded.

C. Study Selection Process

The SLR was conducted in November 2025; later studies
were not considered.

Using the search string, 876 studies were identified (26
IEEE, 227 ACM, 623 SCIENCE). Limiting SCIENCE and
ACM to the first 100 results reduced this to 226.

After selecting only sources where the full text was available
and asserting the correct article type (journal, conference,
or research paper) and removing duplicates, 126 titles and
abstracts were screened using the remaining criteria. 51 studies
were excluded, based on the first violated criterion.

The remaining 75 studies were assessed in full text using
inclusion, exclusion, and quality criteria. Another 49 studies
were excluded, leaving 26 studies for the next step.

Backward snowballing applied the same criteria to refer-
ences of the 26 studies. Five additional studies from [7] were
included.

In total, 31 studies were identified: 26 on students, 2 on
lecturers, and 3 on both. Of these 31 studies three were
published in 2023, 17 in 2024 and eleven in 2025.

D. Data Extraction

Relevant data were extracted using a template with six sec-
tions: Abstract, Hypotheses, Methodology, Results, Discussion,
and Limitations.

The Abstract summarizes the study. Hypotheses list con-
structs and concepts, enabling synthesis across studies.

Methodology captures timing, sample, and demographics. Re-
sults include measurement model quality and path analysis.

The Discussion ranks predictors by strength and signifi-
cance, explaining results and implications. Limitations report
methodological constraints.

Tags categorize studies by target group (students/lecturers),
country, and technology (e.g., ChatGPT, DeepSeek), enabling
grouping.

V. RESULTS

Of the 31 studies, 29 examine acceptance from the stu-
dents’ perspective, while three of the 31 studies include
both lecturers and students in their sample. Only the study
[6] examines acceptance exclusively from the perspective of
faculty members working in higher education institutions. The
study [29] includes both students and faculty in its sample,
but is considered only for faculty because it violates inclusion
criterion ICC4.1.

Studies were conducted in USA (1), Europe (5), Africa (1),
Western Asia (5), and East Asia (23). The total number is
higher than the number of included papers, as some studies
were conducted in multiple countries. The distribution high-
lights a lack of research on the acceptance of GenAl outside
of Asia.

We observed a terminology mix in various publications:
often, the term Al is used while GenAl or LLMs were in
focus. In addition, lecturers are sometimes called teachers,
instructors, or university staff.

A. Results for Students

This section summarizes the results for acceptance of GenAl
in higher education by students. We synthesized the predictor
effects on ATU, BI, and UB. Considering different cultural and
contextual settings enables assessing generalizability beyond
limitations of sample size and selection [34], [35], [7], [36],
(371, (28], [38], [3], [39], [8], [40], [33], [41], [4].

1) Performance  Expectancy (PE): PE aggregates
performance-related constructs (PU, RA, PE) [12], [11],
[15]. Most studies find a significant positive effect on BI,
often among the strongest predictors [35], [42], [7], [36],
(371, [43], [44], [38], [45], [28], [46], [3], [39], (8], [47],
[40], [33], [41], [4], [34]. PE also affects UB [48]. Some
studies report no effect [2], [49], [50], and results may vary
by country [51]. Effects are significant for both cognitive and
affective appraisal [34].

2) Effort Expectancy (EE): EE aggregates ease-of-use con-
structs [12], [11], [15]. Several studies show a positive effect
on BI, often weak [36], [S0], [45], [47], [40], [33], [41], [2].
Effects vary by subgroup (e.g., STEM) and also influence ATU
[35], [52], [53]. Many studies find no effect [49], [7], [37],
[43], [44], [38], [51], [8], [4]. Overall, results are inconsistent
and context-dependent.

3) Social Influence (SI): SI captures social influence [12],
[11], [17]. Many studies find a positive effect on BI [2], [36],
[44], [46], [53], [8], [47], [40], [33], [4], ranging from strong
to weak. Others find no effect [49], [7], [37], [43], [50], [38],
[51]. Thus, its influence is context-dependent.
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4) Facilitating Conditions (FC): FC reflects external sup-
port factors [12], [11]. Many studies show a positive effect
on BI, sometimes strongest [35], [44], [28], [46], [3]. Others
report weak, no, or negative effects [49], [7], [37], [38], [45],
[51], [8], [40], [47]. Effects on UB are similarly mixed [44],
[38], [40], [4], [7]. Overall, findings are inconclusive.

5) Hedonic Motivation (HM): HM represents enjoyment
[11]. Most studies report a positive effect on BI, often strong
[71, [43], [44], [50], [40], [33]. Some studies find no effect
[49], [371, [38], [46]. Differences may relate to cognitive vs.
affective factors [34].

6) Habit (HT): HT (habit) shows a strong positive effect
on BI, often the strongest predictor [49], [7], [38], [40]. Only
one study reports no effect [50]. Effects on UB are similar but
weaker [7], [38], [40].

7) Price Value (PV): Only two studies examine PV, both
finding positive effects on BI, from weak to strong [49], [40],
likely due to cultural differences.

8) Personal Innovativeness (PI): Most studies find a posi-
tive, usually weak effect of PI on BI [43], [38], [8], [40], [33].
Some report stronger effects [8], while few find none [7], [46].

9) Anxiety (ANX): ANX (technology fear) includes related
constructs like Perceived Risk (PR) and Perceived Severity
(PSEV) [36], [28], [39]. Results range from negative to non-
significant effects on BI [4], [3]. Findings vary across regions
[39], [36], indicating strong contextual influence.

10) Perceived Trust (PT): PT (trust) includes reliability and
privacy [42], [7], [43]. All studies find significant positive
effects on BI or ATU, often strong [42], [7], [43], [46], [53].

11) Attitude Toward Using (ATU): ATU is consistently one
of the strongest predictors of BI [34], [2], [52], [50], [53],
[41], and sometimes affects UB [54], [55]. Both affective and
cognitive components matter [34].

12) Behavioral Intention (BI): The majority, i.e., 14 out
of 15 studies that research the relationship, approve that BI
strongly predicts UB [2], [7], [36], [37], [44], [50], [38], [28],
[3], [39], [47], [40], [33], [4]. Only one study finds no effect
[52].

B. Results for Lecturers

For lecturers, we considered any Al tool rather than focusing
on GenAl and LLMs, due to the limited number of studies on
lecturer acceptance.

The study PANGGABEAN et al. builds on HSU et al. and is
regarded a single study only [39], [28]. Four studies combine
teacher and student perspectives rather than separating them
[28], [511, [39], [29], making the results more reflective of
students, who form the majority of participants.

The results of [51], [28], [39] were presented in subsec-
tion V-A, so only [6] and [29] are summarized here.

Performance Expectancy (PE) and Effort Expectancy (EE)
both show significant positive effects on Bl in [29], [6], though
the strength of EE varies from weakest [6] to second-strongest
[29].

Social Influence (SI) has the weakest significant effect in
[29], and no effect in [6].
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Facilitating Conditions (FC) shows a significant positive
effect on UB in [29] and on BI in [6].

[29] additionally examines data protection and PT. Data
protection negatively affects BI but positively affects UB. PT
shows no effect on UB in both studies, while it positively
affects BI in [29] and moderates the BI-UB relationship in
[6].

[6] further examines HM, HT, and PI. Hedonic Motivation
(HM) and Habit (HT) positively influence BI, with HM
strongest, while PI shows no effect.

Both studies, consistent with subsection V-A, confirm a
strong positive effect of Behavioral Intention (BI) on UB.
In [6], PT is the only additional predictor of UB, with no
significant effect.

VI. DISCUSSION

This section points out and elaborates on the results of
our SLR in relation to the research questions (see section II),
highlighting implications and inconsistencies.

The results for students’ and lecturers’ acceptance factors
of GenAl tools are discussed jointly to answer RQ1.

Performance Expectancy (PE) consistently shows a strong
positive effect on BI for both groups, making it one of the
most important predictors. Adoption of LLM-based chatbots
depends largely on their ability to solve problems and provide
accurate information [52], [6], [7], [36], [37], [28], [3], [8],
(401, [33], [4].

The effect of Effort Expectancy (EE) on BI is inconsis-
tent and mainly influenced by prior experience and cultural
background. Experienced users perceive chatbots as intuitive,
reducing the relevance of EE [49], [7], [43], [44], [53]. In
contrast, less experienced users value ease of use more, leading
to a significant positive effect [6], [36], [50], [45], [51], [29],
[47], [41].

Similarly, the influence of SI varies by culture. It is stronger
in collectivist contexts (e.g., Saudi-Arabia, China, Indonesia)
[2], [44], [46], [47], [4] and weaker in individualistic regions
such as Europe or the USA [2].

The effects of Facilitating Conditions (FC) on BI and UB
depend largely on infrastructure availability. In less developed
regions, access to devices and internet is critical [35], [42],
[44], [50], [28], [53], [39], [29], whereas in developed regions
its influence is reduced [49], [7], [37], [38], [45], [51], [8],
[40], [33]. Training plays a minor role and mainly affects
inexperienced users [49], [7], [37], [38], [45], [51], [8], [40],
[33].

Hedonic Motivation (HM) generally has a positive effect on
BI, as users enjoy human-like interaction [7], [43], [44], [50],
[40], [33]. Lecturers also use it to increase engagement [6].
However, this effect may depend on culture [46] and diminish
over time as functional benefits become more important [49],
[371, [38].

Habit (HT) is among the strongest predictors of both BI
and UB [6], [7], [38], [44], [51], [40], [33]. Familiarity from
everyday use encourages integration into academic workflows
(61, [71, [37], [511, [40], [33].
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PV is rarely studied and likely insignificant, as most chat-
bots offer sufficient free usage plans [49], [40]. Users often do
not perceive differences between paid and free versions [37],
[44], [33].

Personal Innovativeness (PI) is a weak predictor of BI [43],
[38], [8], [40], [33]. Although curiosity exists, it does not
strongly drive usage, though early adopters may influence
others depending on SI [7], [43], [46], [8].

The effects of Anxiety (ANX) range from negative to
insignificant [36], [28], [3], [39], [4]. This variation can be
explained by institutional policies reducing uncertainty [36],
different adoption stages [39], and the dominance of positive
predictors like PE and SI [3], [36].

Perceived Trust (PT) shows a consistently strong positive
influence [42], [7], [43], [46], [53]. It includes reliability and
data privacy [46], which are particularly important for lecturers
evaluating information quality [6], [29]. Trust is therefore a
key prerequisite for adoption [42], [6], [43], [29].

Finally, BI strongly predicts UB, and ATU positively influ-
ences BI, with BI as the central driver of usage [34], [2], [52],
(71, [36], [37], [44], [501, [53], [3], [39], [47], [40], [33], [54],
[41], [55]. Enhancing Bl is therefore crucial, primarily through
PE, HT, PT, HM, and PI, while reducing ANX. Depending
on context, SI and FC may also be important.

In summary, the identified factors and predictors for accep-
tance of GenAl in higher education answer RQI1.

Although we conducted a comprehensive search, our SLR
was not able to answer RQ2 that aimed at specific factors
related to acceptance of GenAl in SE education. This is
due to the reason that previous studies did not address this
specific field, and even the studies with computer science
participants only covered general acceptance factors. Together,
this encourages future context and task specific acceptance
studies in this field.

A. Implications

The included studies build on established acceptance models
such as TAM, UTAUT, UTAUT2, and TPB, extending them
with additional predictors [35], [42], [7], [36], [37], [43], [44],
[38], [45], [28], [46], [51], [3], [39], [8], [47], [40], [33], [41],
[4]. Integrating multiple models enables linking technological
and psychological factors [50], [53], [3]. A key development
is combining UTAUT with PMT to explain tensions between
benefits and risks [28], [39].

Our SLR confirms that core predictors from UTAUT (PE,
EE, SI, FC) and TAM (PU, PEOU) dominate existing research
(351, [421, [71, [361, [37], [43], [44], [38], [45], [28], [46], [51],
[3], [39], [8], [47], [40], [33], [41], [4]. However, they must be
extended with additional variables to fully explain adoption,
including PT, ANX, and education-specific factors such as
Learning Value (LV), Task Efficiency (TE), Empowerment in
Learning (EIL), task characteristics, and further psychological
constructs [35], [42], [7], [36], [48], [43], [51], [53], [3].

Future models should incorporate contextual and individual
factors such as institutional guidelines, perceived ethics, and
digital competence in GenAl use [5], [56], [57], [58], [59].

To better capture contextual differences, multi-group analyses
and moderators (e.g., gender, study level, experience) should
be applied [35], [60], [37], [38], [33], [54], [41], [4].

Finally, transferability is limited, as effects of EE, SI, FC,
and HM vary by context. Less-studied predictors such as ANX
and PT require further investigation across diverse settings to
improve generalizability [35], [49], [6], [7], [36], [37], [43],
[501, [38], [45], [46], [51], [47], [40], [33], [41].

B. Limitations of the included studies

In the context of lecturers, most studies are not exclusively
focused on this group, limiting generalizability [28], [51], [39],
[29]. Additionally, small lecturer sample sizes further restrict
broader conclusions [51], [29].

Cultural and sample-specific constraints reduce generaliz-
ability across contexts [34], [35], [7], [36], [37], [28], [38],
[31, [39], [8], [40], [33], [41], [4]. Limited sample sizes may
not fully represent the wider student population, potentially
introducing bias [7], [36], [37], [8], [40], [33].

All studies use cross-sectional designs, capturing data at
a single point in time [61], [7], [36], [37], [38], [28], [39],
[40], [33], [41], [4]. This limits causal interpretation [61],
[28], [39], [41] and prevents analysis of long-term behavioral
changes during adaptation [7], [36], [4]. Timing is also critical,
as rapid developments in LLLM-based chatbots like ChatGPT
may quickly affect perceptions and usage intentions [7], [37],
[38], [40], [33].

Reliance on self-reported survey data introduces risks such
as social desirability bias and recall errors [52], [28], [46],
[3], [39]. Moreover, the focus on quantitative methods may
overlook important qualitative insights into user experiences
with generative Al tools [7], [36], [50], [46], [3], [29], [4].

VII. THREATS TO VALIDITY

Our SLR follows the methodology in section IV to ensure
accuracy, objectivity, transparency, and reproducibility. Nev-
ertheless, potential limitations remain relevant for assessing
credibility and generalizability [62], [63].

Five validity types are considered: construct validity, re-
liability, internal validity, external validity, and conclusion
validity [62], [63].

a) Construct validity: Construct validity concerns gen-
eralizability to the underlying concept [62]. A key risk is
omitting relevant studies due to search terms or database
selection [63]. To mitigate this, IEEE, ACM, and SCIENCE
were selected for broad, peer-reviewed coverage [64], comple-
mented by a structured search string, keyword selection, and
explicit inclusion/exclusion criteria.

b) Reliability: Reliability refers to repeatability and con-
sistency [63]. This SLR follows KITCHENHAM [27], and all
methodological steps and results are documented to ensure
reproducibility.

¢) Internal Validity: Internal validity risks stem from
potential bias in search design and study selection [63]. Mit-
igation includes predefined inclusion, exclusion, and quality
criteria and a structured methodology. Keyword selection was

123



124

conducted jointly, while screening decisions by one author
were guided by objective criteria to reduce subjectivity.

d) External Validity: External validity concerns gen-
eralizability [62], [63]. The review covers studies from
2020-2025, ensuring timeliness but limiting scope. Results
focus on LLM-based chatbots, restricting transferability to
broader Al tools, and the exclusion of gray literature may
affect representativeness.

e) Conclusion validity: Conclusion validity addresses the
risk of missing relevant studies. Due to the large number
of results, only the first 100 entries from SCIENCE and
ACM were considered, which may omit studies. This risk was
mitigated through backward snowballing.

VIII. CONCLUSION AND FUTURE WORK

This SLR identifies key predictors of GenAl acceptance in
higher education to answer RQ1. Across studies, factors such
as PE, HT, PT and ATU consistently show strong positive
effects on BI, while BI is the strongest predictor of UB. In
contrast, EE, SI, HM and FC show context-dependent effects
influenced by cultural, economic, and experiential factors.
These findings highlight that both functional benefits and
contextual conditions shape the adoption of LLM-based tools.

As LLM-based chatbots evolve, improvements in quality
and risks may change acceptance patterns. Future SLRs should
incorporate new studies to maintain up-to-date insights.

Since existing studies are mainly cross-sectional and survey-
based, future research should include longitudinal designs and
qualitative or mixed methods to capture long-term behavior
and deeper user experiences. Additionally, integrating psycho-
logical and education-specific factors, e.g., Empowerment in
Learning and Learning Value, could extend current models.

Despite a comprehensive literature search was conducted,
the limited findings regarding RQ2 show that acceptance of
GenAl in SE education has largely not been studied. This
underlines the need to conduct acceptance studies with this
specific focus among students and lecturers.

A major research gap also exists regarding lecturers, as only
five of 31 studies of this SLR deal with this group. In addition,
practical implications to increase responsible use of GenAl
in higher education are missing. Future work should address
these gaps, include diverse cultural contexts, and examine
discipline-specific acceptance, to better understand GenAl use
in different academic domains.
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