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Abstract—In this paper we propose a solution to strengthen the 

security  of  Domain  Name  System  (DNS)  servers  associated 

with one or more Top Level Domains (TLD). In this way we in-

tend to be able to reduce the security risk when using major in-

ternet services, based on DNS. The proposed solution has been 

developed and tested at FCCN, the TLD manager for the .PT 

domain. Through the implementation of network sensors that 

monitor the network in real-time, we are capable to dynamical-

ly prevent, detect or limit the scope of attempted intrusions or 

other types of occurrences to the DNS service. The platform re-

lies heavily on cross-correlation allowing data from a particu-

lar sensor to be shared with the others. Administration tasks 

such as setting up alarms or performing statistical analysis are 

made through a web-based interface.

Index Terms—DNS; risk; security; intrusion detection system; 

real-time;monitoring.

I.  INTRODUCTION

BSERVING internet usage and world population statis-
tics [1] updated on March 2011, there are 30.2% inter-

net users – of the estimated world population of 6.8 billion. 
If we take a closer look to Europe this value increase to 58.3 
% (with a growth rate of 353.1% between 2000 and 2011) 
and in North America,  there  are  78.3 % of internet  users 
(growth rate of 151.7% at same period), as shown in Fig. 1.

O

Figure1. Internet penetration (% population)

The DNS service  is  required  to  access  e-mail,  browse 
Web sites, and is needed for normal operation in all major 
services in the Internet (most of them use critical informa-
tion, like e-banking). 

Taking care of the huge number of internet users, and the 
risk associated with the fact that all major applications re-
quires the DNS service, there is a security risk needed to be 
reduced.

DNS servers assume a pivotal role in the regular running 
of IP networks today and any disruption to their normal op-
eration can have a dramatic impact on the service they pro-
vide and on the global Internet.

Although based on a small set of basic rules, stored in 
files,  and  distributed  hierarchically,  the  DNS  service  has 
evolved into a very complex system [2].

According  to  other  recent  studies  [3],  there  are  nearly 
11.7 million public DNS servers available on the Internet. 

It is estimated that 52% of them allow arbitrary queries 
(thus allowing the risks of denial of service attacks or “poi-
soning” of the cache). 

They are still nearly 33% of the cases where the authori-
tative  nameservers  of  an  area  are  on  the  same  network, 
which facilitates the attacks of Denial of Service (DOS). 

Furthermore, the type of attacks targeting the DNS are 
becoming more sophisticated, making them more difficult to 
detect and control on time. 

Examples are the attacks by Fast Flux (ability to quickly 
move the  DNS information  about  the domain  to  delay or 
evade detection) and its recent evolution to Double Flux [4].

A central aspect of a security system is the ability to col-
lect  statistically  useful  information  about  network  traffic. 
This information can be used to monitor the effectiveness of 
the protective actions, to detect trends in the collected data 
that might suggest a new type of attack or simply to record 
important parameters to help improve the performance of the 
service. 

The fact that the DNS is based on an autonomous data-
base, distributed by hierarchy, means that whatever solution 
we use to monitor, it must respect this topology. In this paper 
we propose a distributed system using a network of sensors, 
which operate in conjunction with the DNS servers of one or 
more  TLDs,  monitoring  in  real-time  the  data  that  passes 
through them. 
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