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Abstract—The article concerns the process of developing bio-
metric devices with a view to submit them for certification in
compliance with ISO/IEC 15408 Common Criteria. The author
points at the assurance paradigm which shows that the source
of assurance is a rigorous process of the product development
along with methodical and independent evaluation in an ac-
credited laboratory. The state of the art of certified biometric
devices was discussed. There was some focus put on the issue of
insufficient support that the developers get in this respect. Ba-
sic processes related to the Common Criteria methodology were
described (IT security development, IT product development,
IT product evaluation). These processes were illustrated by the
elements of security specifications of certified biometric de-
vices. The author proposes that development patterns can be
used to prepare evidence material, while specialized devices
supporting development processes — to deal with basic difficul-
ties encountered by the developers of biometric devices.

I. INTRODUCTION

ODAY’S IT applications, especially those used in the

large businesses, banking, e-government and e-health
sectors require dependable identification and authentication.
One of the possible group of solutions used in these applica-
tions is provided by biometrics.

Biometric authentication concerns the automatic identifi-
cation of humans by their intrinsic physiological characteris-
tics (finger images, hand/facial geometry, vascular patterns,
iris, retina, etc.) or behavioural characteristics (hand writing,
keystroke dynamics, etc.).

Biometrics can be used for:

e identification of a person’s identity; the captured
biometric sample is compared with enrolled
templates contained in the database to find the
matching one;

» verification of a person’s identity; the captured
biometric sample of the person claiming the given
identity is compared with the enrolled template
associated with the claimed identity and stored in
the database.

Both processes, identification and verification, should be
supported by the enrolment process, responsible for captur-
ing biometric samples and storing them in a secure way. Pro-
viding mechanisms to associate an identity with a person,
biometric devices are often used when quick, secure and
positive authentication is needed.

Biometric devices implement the best matching technolo-
gies for the given application domains. These devices en-
compass hardware and software parts. The implementation
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of these parts is important, as it is always critical for the en-
tire security system in which these devices work.

IT users require trustworthy biometric devices because
these devices usually secure their critical applications in
high risk environments. The Common Criteria (CC) [1]
methodology can be used to develop trustworthy biometric
devices.

The developers of biometric devices should be familiar
with the Common Criteria methodology because they should
be able to perform different CC-related security analyses
and tests in order to prepare biometric IT products for
evaluation, to elaborate evaluation evidences and to assist
the evaluation process. Most of IT developers, not only
biometric technology developers, have difficulties to
successfully perform these tasks. For this reason some
Common Criteria supporting documents and guidances (e.g.
[2]) have been elaborated and consulting services are
offered. One of the Common Criteria-based methodologies
supporting the IT security developers in their works will be
presented in this paper. It was elaborated during the CC-
MODE (Common Criteria compliant, Modular, Open IT se-
curity Development Environment) R&D project [3], co-fi-
nanced by the EU within the European Fund of Regional
Development. The objective of this project was to elaborate
a CC-compliant methodology and tools to develop and man-
age development environments of IT security-enhanced
products and systems for the purposes of their future certifi-
cation. The CCMODE project resulted in the following
products: knowledge, patterns (including documentation,
procedures, evidences, specification means, etc.), methodol-
ogy and tools which can be used by different organizations
to create and manage IT development environments [4]-[5].
The contribution of this paper is to provide developers of
biometric devices with the new patterns-based and soft-
ware-supported assurance methodology to make this devel-
opment process easier. The paper shows how the general
purpose patterns and tools elaborated in the CCMODE
project can be adopted for biometric devices. The paper also
discusses the state of the art of the certified biometric de-
vices pointing out sources of knowledge useful for develop-
ers.

The paper presents a short primer for the CC methodol-
ogy, a range of the CC-related support offered for biometric
technology developers, a review of the development process
of biometric devices in the CCMODE development environ-
ment, and conclusions.
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II. CommON CRITERIA METHODOLOGY — A PRIMER

The ISO/IEC 15408 standard Common Criteria [1] as-
sumes that the reliability of security measures depends on
how much accuracy and rigour is put into the development,
testing, verification, documenting etc. of IT products. The
more rigorous is this process, the more precise are the used
good engineering practices, the better is the organization of
the development /production /maintenance environment —
the more reliable, trustworthy is the IT product. In the
nomenclature of the standard, the commonly understood re-
liability was replaced by a more precise term — assurance.
The assurance can be measured by means of Evaluation As-
surance Levels (EAL) in the range from EAL1 (minimal
value) to EAL7 (maximal value). The applied degree of
rigour affects the cost of the product development, manufac-
turing and maintenance, therefore when the EAL is declared,
the developer has to compromise between the product costs
and the assurance level. In practice, among already evalu-
ated 1,200 IT products, the biggest number are those on lev-
els EAL3 and EAL4 [6]. An IT product in the CC nomencla-
ture is called TOE — Target of Evaluation.

The Common Criteria methodology comprises three basic
processes:

* IT security development based on different types of
security analyses; a special document is worked
out, called Security Target (ST), which is a set of
security requirements — functional requirements
describing how security measures should work and
assurance requirements describing how reliable the
developed products are;

e TOE development, including its documentation;
this documentation, being an extension to the above
mentioned ST, is evidence material prepared for the
sake of the third process — security evaluation;

e IT security evaluation, carried out in
independent, accredited laboratory [6].

The standard has a wide application range as it is difficult
to find an IT product without any security measures of its
functions. Rigorous regulations related to the product devel-
opment, along with independent evaluation, are the source
of assurance for such a product.

Biometric products are security-related products requiring
assurance.

an

III. CommoN CRITERIA SUPPORT FOR THE BioMETRIC DEVICES
DEVELOPERS

The developers of biometric devices can use the BSI
guide [2] which is about the preparation of evidence mate-
rial. The guide has a general character (concerns any IT
products) and does not give any patterns to prepare the ma-
terial. Therefore the developers have to use consulting ser-
vices in this respect. There are few software tools which
support the development of evidence material. One of them
was described in [7]. The tool allows to generate a Security
Target pattern which is one of over a dozen documents
needed in the whole process. Some valuable practical hints
about the evidence preparation and the certification itself are
available in [8].
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The developers of biometric devices can get some assis-
tance from the so called Protection Profiles. These are evalu-
ated sets of requirements for a certain class of IT products.
For biometric devices only two Protection Profiles have
been developed so far.

The [9] profile presents a biometric verification system in
terms of [1] and defines functional and assurance require-
ments for such a system. Two other biometric systems, i.e.
enrollment- and identification systems, are not considered in
this profile. The profile focuses on the stand-alone version
of the biometric device. Moreover, it does not discuss the
biometric modality and related hardware. For this reason,
the [9] focuses only on a software solution. This PP has
EAL2 claimed. Testing is not considered (thresholds). This
profile is of basic significance for the developers of biomet-
ric devices. The second PP [10] provides fingerprint spoof
detection.

Up until now only three biometric devices have success-
fully passed the certification process [6]. The Security Target
[11] presents the functionality of the Palm Secure biometric
verification system, based on the structure of the veins in the
palm as a unique characteristic of a human body. The Secu-
rity Target [12] specifies a system that provides fingerprint
spoof detection as part of a biometric system for fingerprint
recognition. The ST [13] (EAL2+) specifies a distributed
(server-based) authentication system based on biometric
data.

IV. DEvELOPMENT PRrOCESS OF BioMETRIC DEVICES IN THE
CCMODE DEevVELOPMENT ENVIRONMENT

In order to obtain a certificate for an IT product, including
a biometric product, it is necessary to carry out the three ba-
sic processes mentioned in section 2.

4.1 IT security development process

This process encompasses activities aiming at the elabora-
tion of the TOE security functions (TSF) meeting security
functional requirements (SFR), to be implemented at the
claimed EAL during the next process — TOE development.
The IT security development process includes (key parts):

1. Preparation of the ST introduction.

The developer should assign the TOE type (i.e. biometric
device) and provide a concise but precise description of the
TOE, which can be an entire biometric device or its part
only. The TOE can encompass software, hardware or both. It
should be described in the ST introduction what the TOE is
and what the TOE operational environment is, including the
required non-TOE hardware/software/firmware in this envi-
ronment. In the TOE description physical and logical scope
of the TOE should be specified. The ST introduction should
present the TOE usage and its major security features.

2. Conformance claims.

They specify conformance with the used CC standard ver-
sion (e.g. v.3.1), with protection profiles (if applied) and
with assurance packages expressing the EAL level.

3. Security problem definition (SPD).

The security problem can be expressed as the assets pro-

tection against threats (this method is recommended to apply
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more reliable technical measures) or as OSP (Organizational
Security Policy) rules to be fulfilled to avoid incidents (orga-
nizational measures are less appreciated than the technical
ones). A good practice is to start with the identification of
the TOE protected assets (they can be inside or outside the
biometric TOE) and external entities interacting with the
TOE (sometimes called subjects). The biometric TOE pro-
tects usually the users’ assets placed outside the TOE (e.g.
on servers), called primary assets. To protect these assets, it
is vital to protect the TOE internal assets, e.g.: biometric ref-
erence and life records, claimed identity, configuration data,
etc., (sometimes called secondary assets). The external enti-
ties can be authorized or not, can be humans or processes.
Usually, the main “actors” are: administrator, user, attacker.
Specifying threats, OSPs or both, some assumptions for the
operational environment concerning connectivity-, personal-
or organizational aspects can be added. Examples of threats
are: “Using the identity of another user, an attacker may per-
form a brute force attack to be positively verified by the
TOE.”, “An attacker modifies biometric references or other
security-relevant system configuration data.”. An example of
OSP is: “The TOE shall meet recognized national and/or in-
ternational criteria for its security relevant error rates like:
False Accept Rate (FAR) and False Rejection Rate (FRR).”
More examples are included in [9]. The elementary items of
the SPD (as well as SO, TSF) are specified by mnemonic
names called generics.

4. Solution of this problem by setting the security ob-
jectives (SO) — for the TOE and its operational en-
vironment.

The security objectives are concise statements of the in-
tended solution to the given SPD problem (i.e. threat, OSP,
assumption solutions). The security problem can be solved
partially by the TOE (specifying the TOE security objectives
countering threats or enforcing OSPs) and partially by its
environment (specifying the security objectives for the oper-
ational environment countering threats, enforcing OSPs or
satisfying assumptions). The first case expresses the elemen-
tary TOE responsibility for security, e.g.: “The TOE shall
ensure that all users can be held accountable for their secu-
rity relevant actions.” [9]. The second one expresses the ele-
mentary TOE operational environment responsibility for se-
curity, e.g.: “The TOE operating equipment and adequate in-
frastructure shall be available (e.g.: operating system, data-
base, LAN, public telephone, and guardian).” [9]. The de-
veloper should provide a rationale that security objectives
really solve the problem and are necessary. Security objec-
tives represent an elementary security measure.

5. Working out the security requirements.

The security functional requirements specification (SFRs)
is elaborated on the basis of TOE security objectives, while
the security assurance requirements specification (SARs) is
derived mainly from the declared EAL (please note: EALSs
are predefined packages of SARs). The SFRs are expressed
with the use of the functional components from Part 2 of the
standard [1], while the SARs are expressed by the assurance
components from Part 3. Both kinds of components are
grouped in families and the families — in classes representing

ordered security issues. The components can be considered
the semiformal specification language of Common Criteria.
The informally expressed TOE security objectives are trans-
lated to the SFR components and they will be implemented
in the TOE security functions. For example, the
“FAU_GEN.1 Audit data generation.” component presents
requirements how the audit records should be created and
what they should contain. The security objectives for the
TOE operational environment are not translated to the com-
ponents and will be expressed in technical and operational
documentation of the biometric system. The set of SARs im-
plied by the claimed EAL can be modified by adding extra
components or replacing components existing in the EAL by
more rigorous ones (this is expressed by EAL+). The SARs
will determine the range and details of the TOE develop-
ment and the TOE evaluation processes. The security re-
quirements elaboration is finalized by their rationale. An ex-
ample of SAR is “ADV_TDS.3 Basic modular design.” de-
scribing the TOE decomposition into subsystems and mod-
ules.

6. Preparation of the TOE summary specification

(TSS).

The TSS contains the TOE security functions (TSF) de-
rived from the SFRs, functions which should be imple-
mented in the considered IT product or system during the
next step — the TOE development process. The best practice
is to group the SFRs around the specific security functional-
ity and assign them to the defined TSF which implements
this group. The TOE summary specification provides poten-
tial consumers of the TOE with a description how the TOE
satisfies all the SFRs (presenting details concerning the
SFRs implementation). Examples of TSFs expressed by
generics (short mnemonics) [12] are: “TSF_FFD Detecting
if a finger presented on the sensor is a fake or not.”, the
“TSF_AUDIT Producing an audit record for every use of
the security functions of the TOE.”.

The IT security development process provides a set of
TOE security functions, which should be implemented, at
the claimed EAL. This process can be facilitated by the use
of the ST pattern elaborated in the CCMODE project.

Fig. 1 presents the CCMODE Tools — documents genera-
tor window with the security target pattern. On the left side
the pattern structure is shown, while the right side presents
some fields to be filled in by the IT product related data.
Some fields are automatically filled in by data from the
project knowledge base. On the bottom part some users
functions and knowledge access points are available.

Using patterns the developer focuses on the TOE security
issues only, not on composing the evidence documentation
compliant with Common Criteria. During this work he/she is
guided by the advanced help system.

4.2 TOE development process

The TOE development process encompasses the elabora-
tion of the evidences documentation implied by SAR com-
ponents of the claimed EAL (please note Table 1 placed on
page 31 in the third part of the standard [1]).

The evidence material can have different forms:
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documentation, for example: configuration
management plan, manuals for the maintenance
personnel or for the administrator, security policy

of an institution that develops the product,
configuration list, procedure of the system
installation, delivery procedure, testing

documentation, plan of penetration tests, and many
other documents of that type which, with respect to
their contents, always resulting from proper SAR
requirements;

documented results of independent research or
observations conducted by the evaluators, e.g. a
report concerning the analysis of the TOE
vulnerability and TOE development environment,
report from independent testing of the TOE, report
from the inspection of the TOE development
environment, or a ranking list of risk cases
identified in the development environment;
behaviour or activities of people who play certain
roles in the TOE life cycle, for example the roles
resulting from a certain procedure (accepting the
product of system before it is delivered to the
client, etc.); an example of such evidence can be a
protocol, note or the so called records, i.e. traces of
different operations (activity reports, logs — either
electronic or not) recorded in the management
system.

security target or protection profile.

This process of the TOE development includes:

gendoc - Ubuntul0 for people - ST - Security Target -

4.

5.
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Preparation of the ADV (Development) assurance
class evidences (architecture, interfaces, design,
implementation).

Preparation of the ALC (Life cycle support) assur-
ance class evidences (configuration management,
product delivery, development process security,
used tools).

Working out the test documentation (ATE class),
including tests specification, their depth and cover-
age.

Working out the TOE guidance documents (AGD
class), i.e. manuals and procedures.

Vulnerability analysis support (AVA class).

The result of this process are evaluation evidences for the
given IT product and the EAL claimed for it.

4.3 IT security evaluation process

The IT security evaluation is performed by an indepen-
dent security lab accredited according to the existing na-
tional evaluation scheme. The basic tool is the security eval-
uation methodology CEM [14]. The certificates are pub-
lished in the Common Criteria portal [6].

IT security development and TOE development processes
can be conducted in a traditional way — from the basics with
the help of consultants, or they can be carried out on the
basis of patterns and supporting tools. The developed
evidence material prepared with the use of tools is more
coherent — thanks to that there are fewer problems during
the evaluation.
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Fig. 1. Security target pattern implemented in the CCMODE Tools
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V. COMPUTER AIDED DEVELOPMENT OF IT PRODUCTS

IT developers, including biometric devices developers,
are focused on their products, use technology-specific
language and have difficulties to express the results of their
work in the Common Criteria specific terms. This standard
specifies a set of detailed requirements (SARs) and the
developers have troubles how to produce evidences meeting
these SARs. They expect assistance by experts or patterns of
evidences. Thanks to these patterns they focus only on the
product-related issues, not on composing the evidences.
Within the CCMODE project such patterns were elaborated
as Microsoft Word templates for all assurance components
[3]1-[4], [15]-[16]. Additional advantages were achieved
thanks to the software support of the Common Criteria
related processes. The CCMODE Tools for developers [5]
was elaborated as a result of the CCMODE project. The
Tools encompass:

* project manager module, responsible for initializa-
tion of projects and their management in the
life-cycle models,

e configuration management module, responsible for
the configuration management according to the CC
requirements on different EALs,

*  Microsoft Word-based GENDOC module designed
to work out evidences,

* Sparx System Enterprise Architect (EA)-based
module for security analyses and the ST/PP elabo-
ration,

*  Subversion (SV)-based module responsible for ver-
sioning the project artifacts (including evidences),

*  Redmine-based module for TOE design bug track-
ing and the ALC_FLR implementation,

e Testlink-based module for test development and
management (ATE),

*  project self-assessment module (CEM compatible),

* auditing module allowing to assess the confor-
mance with different standards,

* knowledge base module for the project manage-
ment,

» standard-related knowledge.

CCMODE Tools support traditional CC-related projects
as well as the site certification concept [17].

VI. CoNcLUSIONS

The paper presents general guidance for the biometric
technology developers with respect to the Common Criteria
standard requirements. This standard allows to develop
biometric devices with the claimed measurable assurance.
The assurance is based on the rigorous methodical
development and independent evaluation by an accredited
body. The paper provides biometric technology developers
with concise information about three basic Common Criteria
processes.

The paper draws the readers’ attention to certain barriers
in the dissemination of certified products, including biomet-
ric products. The major barriers are the lack of knowledge
and skills among the developers in the use of the Common
Criteria standard, high costs of the products development,

lack of supporting tools and patterns that would facilitate the
use of the CC methodology. The barriers result in the fact
that in some IT domains the number of certified products is
low. This concerns biometric technologies too.

In the huge number of certified IT products (more than
1,200) only 3 are biometric devices and only 2 protection
profiles of biometric products were elaborated and evalu-
ated. The developers point at difficulties in the preparation
of evidence material [8]. To help IT developers in this activ-
ity, a set of evidence patterns was elaborated and all CC-re-
lated development and evaluation processes were computer
supported (CCMODE Tools). It is extremely important to
have access to knowledge which enables to carry out
projects. Therefore the set of tools is supported by an exten-
sive knowledge base.

The CCMODE project focused on the computer support
of the CC-related projects management, CC-related security
analyses, and pattern-based development of the evaluation
evidences. More information about using this tool is placed
in [5], [18]. The developers of biometric products who are
free from going deep into the nuances of the Common Crite-
ria standard and do not have to prepare the structure and lay-
out of their evidence material from the basics, would be cer-
tain to say that their work is easier.

Computer support of the security development process ac-
cording to the Common Criteria standard is the value pro-
vided by the CCMODE project. This is particularly due to
the following:

*  central management of the project with respect to:
roles, development tools (UML, SDK, calibration
tools, personalization tools, CAE/CAD, etc.), life
cycle models,

e providing CCMODE Tools with the tools to
manage the versions and configuration of the
product, documentation, faults, tests, security
measures of the development environment, and
with the tools to conduct analyses, make security
models, and carry out audits for compliance and
security evaluation,

* providing the developers with proper-structure
patterns supported by precise guidelines from the
data base about what kind of information should be
put in particular fields; these fields are partially
filled in automatically with data from the project
knowledge base.

These activities are undertaken to facilitiate the develop-
ers’ work, lower the cost and shorten the time of new prod-
ucts development. This is particularly important in
niche-market domains of the standard application, where
there are not many products developed. Biometric technol-
ogy is such a domain.

CCMODE Tools and the accompanying patterns were val-
idated on the basis of several projects concerning software
systems and intelligent sensors [4]-[5], [19]-[22]. The paper
is an encouragement to take up validation in the field of bio-
metrics. This work should start with the extension of the
data base with a subset of generics describing assets, sub-
jects, threats, OSPs, assumptions, security objectives, and
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functions that would allow to make and analyze security
models of biometric devices.
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