
Abstract—In this paper,  a novel quantum encryption algo-

rithm for color image is proposed based on multiple discrete

chaotic systems. The proposed quantum image encryption algo-

rithm utilize the quantum controlled-NOT image generated by

chaotic logistic map, asymmetric tent map and logistic Cheby-

shev  map  to  control  the  XOR  operation  in  the  encryption

process.  Experiment  results  and analysis  show that  the  pro-

posed algorithm has high efficiency and security against differ-

ential and statistical attacks.

I. INTRODUCTION

UANTUM information processing is a great of current

interest for computer, mathematics, and physical scien-

tists. It is a discipline devoted to the development of novel

quantum  protocols/algorithms  for  storing,  processing,  and

retrieving visual information [1]. It will likely lead to a new

way of technological innovations in computation, communi-

cation, image processing and cryptography since the quan-

tum computation could overcome the inefficiency on classi-

cal computers [2].

Q

The feature of quantum parallelism is utilized in quantum

image processing to speed up various processing tasks such

as  quantum  image  encryption  [3-11],  quantum  image

steganography [12, 13], quantum image watermarking [14]

and so on. Quantum image encryption is widely used to as-

sure  security  in  the information  hidden into those  images

[3]. The algorithms for quantum image encryption could be

mainly  classified  into  three  types:  quantum  scrambling,

quantum diffusion and combination between them. The first

task of quantum image processing is to capture and store the

image on quantum computers. Quantum image can be repre-

sented  for  flexible  processing  by  several  methods  like

NEQR, FRQI, NCQI, etc. [15, 16].

In 2013, a quantum image encryption algorithm based on

quantum  Fourier  transform  and  double  random-phase  en-

coding is proposed in Yang et al.’s work [4]. In 2014, based

on color and restricted geometric transformations,  Song et

al.  [3]  presented  a  new  quantum  image  encryption  algo-

rithm. One year later, based on double random-phase encod-

ing and generalized Arnold transform, a quantum image en-

cryption algorithm is proposed by Zhou et al. [8]. In 2016,

based on image XOR operations, Gong et al. [9] designed a

quantum image encryption algorithm in which Chen’s hy-

per-chaotic  system is  used  to  control  the  controlled-NOT

operation. Also in the same year, Liang et al. [7] proposed a

quantum image encryption algorithm based on generalized

affine transform and image XOR operations controlled by

logistic map. In 2017, by using iterative Arnold transforms

and a hyper-chaotic system to control image cycle shift op-

erations, a quantum image encryption algorithm is presented

in Zhou et al.’s work [10]. However all quantum image en-

cryption algorithms mentioned above used to encrypt only

quantum gray-level  images  not  quantum color  images.  In

2016,  based  on  Chen’s  hyper-chaotic  system,  a  quantum

color image encryption algorithm is proposed in Tan et al.’s

work  [11].  To  the  best  of  our  knowledge,  in  the  earlier

works,  there  is  no  quantum  image  encryption  algorithm

based  on  multiple  discrete  chaotic  systems  (e.g.  logistic

Chebyshev map and asymmetric tent map) for color images

to increase the security of the encryption algorithm. So, the

study of utilizing multiple discrete chaotic systems in quan-

tum color image encryption algorithms is required.

In this paper, a novel quantum color image encryption al-

gorithm  is  proposed  based  on  multiple  discrete  chaotic

maps.  The  proposed  algorithm  utilized  the  quantum  con-

trolled not image generated by logistic map, asymmetric tent

map and logistic Chebyshev map.  The quantum circuit  of

the  proposed  algorithm  is  devised  based  on  NCQI  [16]

quantum color image representation. Based on simulations

results and numerical analyses, the proposed quantum color

image algorithm demonstrates the efficiency as well as secu-

rity against differential and statistical attacks.

II. BASIC RECALLS AND PRELIMINARY KNOWLEDGE

A.  Quantum color image representation

In  this  section,  we  give  a  brief  overview of  the  novel

quantum  representation  for  color  images  (NCQI)  [16],

which is the basis of the proposed algorithm. For each pixel

in  an  image,  the  NCQI  model  consists  of  color

Quantum color image encryption based on

multiple discrete chaotic systems

Li Li
Shenzhen Institute of

Information Technology,

Shenzhen, 518172, China

Email:

lili_sziit2014@163.com

Bassem Abd-El-Atty,

Ahmed A. Abd El-Latif
Mathematics Department, 

Faculty of Science, Menoufia

University, Shebin El-Koom 

32511, Egypt

Email: {bassimeldeeb,

a.rahiem}@gmail.com

 Ahmed Ghoneim
Mathematics Department, 

Faculty of Science, Menoufia

University, Shebin El-Koom

32511, Egypt

Email:

amghoneim@googlemail.com

Proceedings of the Federated Conference on

Computer Science and Information Systems pp. 555–559

DOI: 10.15439/2017F163

ISSN 2300-5963 ACSIS, Vol. 11

IEEE Catalog Number: CFP1785N-ART c©2017, PTI 555



 

 

2 

 

 

information | ic 〉 and its corresponding position information 

| i〉 . The representative expression of a quantum color image 

can be expressed as follows. 
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For more details about NCQI representation see [16]. 

B. Chaotic systems 

1) The logistic map 

The definition of the logistic map can be seen as in Eq (2). 

( )1 1i i ix x xδ+ = −                                

(2) 

where
0 (0,1)x ∈  and ( )0,4δ ∈  are the initial value and 

control parameter respectively. 

2) The asymmetric tent map 

The definition of the asymmetric tent map can be seen in 

Eq.(3) which is the enhanced version ofthe tent map.  
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where ( )0,1β ∈ and 
0 (0,1)y ∈  are the control 

parameter and initial value in the map respectively [17]. 

 

3) The logistic Chebyshev map 

The definition of the logistic Chebyshev map [18] can be 

seen in Eq(4). 

( )1

(4 )cos( arccos( ))
1 mod1

4

i
i i i

a z
z z z

α
α+

− × = − +  
      (4) 

where 
0 (0,1)z ∈  is the initial value and ( )0,4α ∈  is a 

control parameter. a N∈  refers to the degree of the 

Chebyshev map.  

III. PROPOSED QUANTUM IMAGE ENCRYPTION ALGORITHM 

In this section, we introduce a quantum color image 

encryption algorithm utilizing quantum controlled not image 

which is obtained by the multiple discrete chaotic systems. In 

the proposed algorithm, multiple chaotic maps are used to 

generate the controlled not image, such as chaotic logistic 

map, asymmetric tent map and logistic Chebyshev map. Fig.1 

shows the quantum circuit of the proposed encryption 

algorithm.  

The encryption procedures of the proposed algorithm are 

illustrated as following: 

Step 1: select initial value for ix and value for δ 

where 0 (0,1)x ∈ , 3.85 4δ≤ ≤ as a secrete keys in 

the Logistic map. 

( )1 1i i ix x xδ+ = − , where i= 0, 1, 2, ……., 2
2n

 , ( 2
2n

 is 

the image size). 

Step 2: select initial value for iy and value for β 

where 0 (0,1)y ∈ , (0,1)β ∈ as a secrete keys in the 

asymmetric tent map. 
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where i= 0, 1, 2, ……., 2
2n

 , ( 2
2n

 is the image size). 

Step 3: select initial value for iz and value for α 

where 0 (0,1)z ∈ , ( )0,4α ∈  as a secrete key in the 

logistic Chebyshev map. 

( )1

(4 )cos( cos( ))
1 mod1

4

i
i i i

a a z
z z z

α
α+

− × = − +  
 

where i= 0, 1, 2, ……., 2
2n

 , ( 2
2n

 is the image size). 

Step 4: transform the three sequences { ix }, { iy } and { iz } 

that generated from chaotic maps into integer 

sequences as follows: 
* 14(   256( ( )) 10i i ifixx x xfix mod=| − × ) |  

* 14(   256( ( )) 10i i ifixy y yfix mod=| − × ) |  

* 14(   256( ( )) 10i i ifixz z zfix mod=| − × ) |  

Step 5: generate the three layers of controlled color image 

using the three sequences {
*

ix }, {
*

iy } and {
*

iz } then 

transformation it to quantum color image. 
22 1

23 1 0

0

1
| | | ,| | .... , 0,1}

2
{

n

k

j j j j j jn
j

J c j c c c c c
−

=

〉 = 〉⊗ 〉 〉 ∈= 〉∑  

Step 6: Transform the original image into quantum form as 

follows: 
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Step 7: The quantum color image I| 〉 encrypted by 

applying the controlled-not operations controlled by 

the quantum color image | J 〉  as shown in Fig. 1. 
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IV. NUMERICAL RESULTS 

To simulate the proposed quantum color image algorithm, 

a personal computer with Intel Core™ 2Duo CPU 3.00 GHz 

and 4 GB RAM equipped with software MATLAB R2009b 

(version 7.9.0.529) are used to perform operations on 

quantum images. Lena and baboon images of size 

(256 256)×  are used as the test images (see Figure 2). The 

simulation parameters as a secret keys used in logistic map 

are 
0 0.321x =  and 3.9842δ = , in asymmetric tent map

 

0 0.5678y = and 0.7β =  and in logistic Chebyshev map 

0 0.345z =  , 222a =  and 3.2α = . 

A. Correlation of adjacent pixels  

In ordinary images each two pixels are highly correlated 

with each other, so correlation coefficients in each direction 

(vertical, horizontal and diagonal) close to 1 while in 

encrypted images using a good encryption algorithm close to 

0. Table 1 stated the correlation coefficients between 

adjacent two pixels in each direction for the encrypted 

images and their corresponding original images. Figs 3, 4 

and 5 show the correlations of two neighboring horizontal, 

vertical and diagonal pixels in red, green and blue values, 

respectively for Lena image. It is obviously that the 

correlations coefficients for the encrypted images are close to 

0. So that, there is no information obtained about the original 

image by analysis the correlations of neighborhood pixels for 

encrypted image. 

B. Histogram analysis 

Image histogram is an essential tool to assess the 

performance of any image encryption algorithm. It 

demonstrates the frequency distribution of pixel values in 

one image. The good secure encryption algorithm should 

resist against various brute force attacks by ensuring the 

uniform histograms in different encrypted images. The 

histograms of RGB pixel values for image Lena before and 

after encryption process are shown in Fig. 6. It can be seen 

from Fig. 6, the histograms of RGB pixel values for original 

image are completely different from the histograms of their 

corresponding encrypted image and the histograms that 

belong to encrypted image are very similar with each other. 

So we can conclude that the histogram analysis attacks can 

be resisted in the proposed quantum color image algorithm. 

C. Key space analysis 

Key space is the space of several keys that can be used in 

attack process. Large key space to resist the brute-force 

attack is an another tool to evaluate the security for a good 

image encryption algorithm. The proposed algorithm has six 

initial values that have infinite decimals points 

for
ox ,

oy ,
oz , δ, β and α in addition to a as a secret keys. 

The key space of ox  only is
1410 . Also 

oy and 
oz each of 

them have key space
1410 . Thus the total key space for the 

proposed algorithm is
4210 , in addition the key spaces of δ, α 

and β. 
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Fig. 1: the quantum circuit for the quantum color image encryption 

algorithm 
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Original (baboon) 
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Fig. 2: Test results of images 
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Fig. 3: Correlations of two neighboring horizontal, vertical and diagonal 

pixels for Lena image in red color. 
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Fig. 4: Correlations of two neighboring horizontal, vertical and diagonal 

pixels for Lena image in green color. 
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Fig. 5: Correlations of two neighboring horizontal, vertical and 

diagonal pixels for Lena image in blue color. 
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Fig. 6: Histograms of original and encrypted image Lena. 

Fig. 7: Decrypted image Lena with several keys 
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D. Key sensitivity analysis  

Key sensitivity is known as the sensitivity of the secret 

key to decrypt effect which is the essential property for good 

image encryption algorithm. To ensure the key sensitivity in 

the proposed algorithm, the following tests were carried out 

with several keys as shown in Fig. 7. 

V. CONCLUDING REMARKS 

This paper has presented a quantum color image 

encryption algorithm by utilizing multiple discrete chaotic 

maps. It used the quantum controlled not image generated by 

multiple maps. Based on NCQI quantum color image 

representation, the quantum circuit of the proposed quantum 

encryption algorithm for color image is devised. The 

simulations results and numerical analyses show that the 

proposed algorithm has high efficiency and security against 

several attacks.  
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TABLE I. 

 CORRELATION COEFFICIENTS OF ADJACENT PIXELS 

image 

direction 

Vertical Horizontal Diagonal 

R G B R G B R G B 

Original (Lena) 0.9512 0.9496 0.9408 0.9796 0.9639 0.9649 0.9279 0.9179 0.9190 

Encrypted (Lena) 0.0282 0.0035 -0.0137 -0.0348 0.0207 -0.0357 0.0212 -0.0464 -0.0422 

Original (baboon) 0.9460 0.8634 0.9281 0.9089 0.8582 0.9203 0.9011 0.7992 0.8876 

Encrypted (baboon) -0.0088 -0.0206 0.0215 0.0305 0.0296 0.0101 -0.0128 -0.0279 0.0146 
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