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Abstract—Knowledge is considered the most valuable asset
in the modern digital economy, and its dissemination is recog-
nised as the backbone of successful enonomies. The dissemina-
tion of knowledge is widely recognised as a fundamental prac-
tise in any successful organization, including higher education
institutes. This practise enables institutions to generate and
maintain knowledge. Organizations that foster a culture of
knowledge sharing are able to gain a competitive advantage
and drive innovation. These organisations contribute to the en-
hancement of the economy. The Kingdom of Saudi Arabia has
implemented strategies to incorporate knowledge-sharing ini-
tiatives within its organisations. The primary objective of this
paper is to identify the key factors that impact knowledge shar-
ing in both developed and developing nations, with a particular
focus on Saudi Arabia, and to present our future work on how
to deploy cloud computing for knowledge sharing in Saudi Ara-
bia’s HEIs.

Index Terms—knowledge
countries, Saudi Arabia.

sharing, developed/developing

I. INTRODUCTION

N TODAY'S interconnected world, data, information, and

knowledge play an increasingly important role in the de-
velopment and progression of civilizations. Information is
the form of data that has been organized, interpreted, and
given meaning. As opposed to mere facts, knowledge incor-
porates comprehension, insights, and the ability to utilise in-
formation effectively [7]. Knowledge is essential for em-
powering individuals, organizations, and nations to make
prudent decisions, foster innovation, and advance society
[1]T-3]. It serves as a catalyst for social progress, economic
growth, and general prosperity.

Knowledge is seen as an advantage in both developed and
developing countries [4], [5]. The developed countries have
institutions and programmes in place to facilitate collabora-
tion, information sharing, and knowledge [55]. It is impor-
tant to highlight factors of knowledge sharing that can be
adopted by organisations in developing nations like Saudi
Arabia. Saudi Arabia is among the fastest-developing na-
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tions. The core of its ambitious vision 2030 is to develop in-
frastructure to reduce dependence on an oil economy and
move into a knowledge economy. In this regard, it is impor-
tant for Saudi Arabia to nurture an environment and culture
of knowledge sharing. Both public and private organisations
encourage their employees to share their knowledge and ex-
pertise [59]. However, an understanding of knowledge shar-
ing from the Saudi perspective is lacking. Thus, the research
paper conducts a systematic literature review to identify the
key factors associated with knowledge sharing in developing
and developed countries.

II. METHODOLOGY

To answer the above research aim, this paper adopted a
systematic literature review to highlight the significant fac-
tors of knowledge sharing. First, we defined our main re-
search question, which is:

What are the key factors associated with
knowledge-based economies?

To answer these research questions, we studied the litera-
ture focused on four key areas:

*  Data versuse Information versus Knowledge

*  Knowledge sharing

* Knowledge sharing
countries

*  Knowledge sharing in Saudi Arabia

This is discussed in more detail in the associated sections
below. In each of these sections, we implement tables that
summarise the key factors discovered in the literature re-
view.

successful

in developed/developing

I1I.

Knowledge is the most valuable asset of any industrial
business or academic institution [6]. The information era was
recognised by the growth of information technology and the
digital era due to the development of technology, particularly
the Internet [7]. Some scholars [8]-[10] have long maintained

DATA VS INFORMATION VS KNOWLEDGE
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the view that knowledge is power. Knowledge comes through
interpreting information, and that information comes from the
attribution of meaning to data [11], [12].

Despite numerous definitions, it seems that there is still a
lack of clarity around what data, information, and knowledge
are and the way they relate to one another [12], [13]. Based
on the Critical Delphi project [12], which used a qualitative
research approach to facilitate dialogues among 57 experts
from 16 different nations. They came to the conclusion that
knowledge, information, and data all have a certain order.
Data can only be used to generate information, and
knowledge can only be used to create information [11], [12].
During their studies, they rely on the definitions of data,
information, and knowledge rather than other notions such as
correctness, adequacy, and definition coherence. Based on
[12], Table I and Appendix A show some of the key
definitions of data, information, and knowledge.

TABLE 1.
KEY DEFINITION OF DATA, INFORMATION AND KNOWLEDGE

raw material of information, facts, symbols, and
Data basic individual items, numeric, unprocessed,
eligible to be processed to produce knowledge,

without context and interpretation.

has meaning, is able to be analysed and
interpreted, has  purpose, has  been
communicated, has been categorized, and has
the ability to create knowledge.

Information

Accumulated information, tempered by
experience, meaningful, information with more
context, make a difference in an enterprises,
emerges from analysis.

Knowledge

The systematic literature study helps to conclude that data
are the basic forms or fundamental units of numbers,
characters, symbols, and signal readings, as well as other
information such as audio, video, and text, that have been
acquired by observation but are meaningless on their own.
While information is described as facts, implication meaning,
input, and other sorts of meaningful representations that,
when encountered or provided to a human person, are used to
increase his or her understanding of a subject or associated
concerns, aid in decision-making, or solve problems, On the
other hand, knowledge [14] is the capacity to act (know-how),
recognise (know-what), and comprehend (know-why), and it
is anything that exists or is stored in the mind or brain in order
to better our lives and add value.
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IV. KNOWLEDGE SHARING

According to Peter Drucker [15], knowledge rather than
money, capital, or even technology forms the basis of the
twenty-first century corporation. The knowledge has to be
shared in order to produce value [15]-[17]. The definition of
"knowledge sharing" has been attempted several times [16],
[18], and [19], but depending on the context and point of
view, it is still widely discussed among academics and
practitioners [19]. An analysis of many knowledge sharing
definitions according to [16], [18], and [19] shows a
commonality in their wording that it is an activity that
includes the interchange of information and knowledge across
people, businesses, and communities. There are two basic
types of knowledge sharing: explicit and tacit [20], [21].
According to [20], explicit knowledge could be expressed
verbally, written down, represented numerically, or
represented visually. Contrarily, tacit knowledge is defined as
"information that cannot be readily expressed in words and is
not readily comprehensible."

Some scholars [1], [16], and [17] found that sharing
information inside businesses had several advantages. It may
enhance decision-making, reduce redundancies, boost
innovation, and make operations more efficient. Additionally,
it enables the exchange of best practices, which may help
firms retain their competitiveness by upholding the highest
levels of quality. Additionally, information sharing among
staff members in a company may foster a sense of teamwork,
which can boost morale and increase job satisfaction. In
general, information sharing is a critical element for the
success of organizations.

V. KNOWLEDGE SHARING IN DEVELOPED/DEVELOPING
COUNTRIES

Knowledge sharing is becoming highly significant in
developed countries as organisations attempt to remain
competitive and encourage innovation [4], [5]. In developed
countries, knowledge can be shared through various
techniques, including conferences, webinars, formal and
informal networks, and other digital platform technologies
[7]. whereas it is well known that businesses situated in some
developing countries lack managerial acumen skills, technical
tools, and other financial resources [22], [23].

Knowledge sharing in developed or developing countries
may be affected by various elements either positively or
negatively [16], [23], [24]. Many factors contributing to
knowledge sharing behaviour have been recognised and
clarified by various researchers, for example, top
management support [25], [26], individual willingness [27],
reward systems and motivation [28], and information
technology adoption [29], including emails, websites, and
online discussion forums [30]. Companies in the US use
collaboration technologies like Slack and Zoom to encourage
knowledge exchange among their staff members.
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Professionals can communicate with one another and discuss
best practises through professional networks like LinkedIn.
Universities and other educational institutions frequently
organise seminars and workshops to exchange information
with their faculty and students.

Conversely, there is hardly much knowledge exchange in
poor nations [31]. A number of reasons were reported, such
as inadequate infrastructure, restricted access to technology
[22], [23], and a dearth of institutions for education and
research. As a result, there is frequently a restriction on the
flow of knowledge between people and organizations. The
capacity of people and organisations to communicate
knowledge is also constrained by a lack of technology and
resources. For instance, it can be challenging for people to
exchange knowledge and work together when there is little
access to the internet and other kinds of communication in
some rural regions [31]. Studying the literature has helped to
provide Table II, which lists the most common factors of
knowledge sharing in developed and developing countries.

TABLE II.

COMMON FACTORS IN DEVELOPED/DEVELOPING COUNTRIES

Factor Country Author
Trust, security and | USA, China, [32], [33]
privacy concerns Taiwan, Sweden,

Openness to Saudi Arabia, [34], [35]
change Brazil
Individual’s USA, Dutch, [32], [36], [37]
willingness Europe, Asia,

Australia
Information China, Canada & [38]-[43]
Technology & Australia, Iran,
social media Taiwan, Hong

Kong
Resource Australia, Sub- [44]-[46]
constraints Saharan Africa
cultural norms, Finland, Saudi [34], [47]
Organisational Arabia
culture
Top management Italy [25], [48]
organizational China [49]-[51]
commitment
Incentives and Finland, Taiwan, [471, [52], [53]
reward system Malaysia
Numerous actions are being taken to encourage

information exchange in both developed and developing
countries. A programme called "knowledge sharing" has been
established by the National Science Foundation [54] in the US
to support research initiatives that foster information
exchange between US scientists and their international
colleagues. The initiative offers funding for global
partnerships, workshops, and conferences that advance

international scientific knowledge exchange. The NSF has
also provided funding for research projects that examine how
technology might be used to improve knowledge exchange in
developed nations. For instance, the NSF provided funding
for a project that created a platform for scientists to work
together on research initiatives and successfully communicate
their findings to other scientists.

A multinational network of people and organisations
known as the Knowledge Sharing Alliance (KSA) has
gathered to exchange resources and best practises in order to
promote knowledge-based economies. For the purpose of
fostering a more dynamic and competitive global economy,
KSA encourages its members to share and exchange
knowledge, concepts, and experiences. As an illustration,
KSA members can work together to create novel solutions to
problems affecting the knowledge economy between nations
with advanced technological infrastructure and those without
it. KSA also gives users and governments access to a platform
where they can get current data and resources on subjects
relating to knowledge sharing, including water security,
policy frameworks for investment, urban developments, and
others [55].

VI. KNOWLEDGE SHARING IN SAUDI ARABIA

Saudi Arabia has the largest economy in the Middle East
and the Arab world and is among the top twenty economies
in the world. It is dominated by the oil industry, which
generates around 87% of budgetary income, 90% of export
revenue, and 42% of GDP [56]. The greatest petroleum
exporter in the world and a superpower in the energy sector is
the Kingdom of Saudi Arabia [57], [58].

To expand the nation's ability to produce goods and
conduct business, the government has built a number of
economic and industrial cities [59]. Additionally, it has
created a number of free trade zones that are intended to
promote international investment. Saudi Arabia is a popular
location for international direct investment, and the
government has worked hard to draw in outside capital.

Knowledge sharing in Saudi Arabia is becoming
increasingly important as the nation strives to become a global
leader in various industries, including technology and energy.
To facilitate knowledge sharing, the government has
implemented several initiatives to promote collaboration,
such as creating a legal framework to protect intellectual
property rights and encouraging the formation of research and
development centers. Additionally, universities and
educational institutions are trying to develop innovative
methods to facilitate the exchange [60].

On June 30, 2009, the Saudi Corporation for Electronic
Information Exchange [61] was created with the goal of
investing in communication and information technology
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projects as well as knowledge-based businesses. The
company's business field is to develop apps and e-transaction
solutions for a new concept of electronic data interchange and
transmission between the Customs Authority and other
pertinent private and public entities in the exports and imports
industry that have never been covered. Tabadul has created
the Fasah platform, which simplifies import and export
processes and provides a range of services that promote global
trade by connecting with the appropriate authorities, tracking
shipments, scheduling appointments, and offering online
payment options.

Several variables, including the availability of technology
[62], [63], cultural values [17], [58], the desire of individuals
to share knowledge [58], and the availability of trustworthy
and accurate information [64], [65], can either promote or
inhibit knowledge sharing in Saudi Arabia. Many studies
about factors that enable or hinder knowledge sharing in
Saudi Arabia from different sectors have been reviewed; see
Table III.

TABLE 111

COMMON FACTORS THAT AFFECT KNOWLEDGE SHARING IN SAUDI

ARABIA
Factor Sectors Author

Demographics Private companies, [58]

of varied size
Openness in Education, Saudi [17], [65]
communication Arabian

organisations
Interpersonal Educationm, Health [64], [65]
trust, trust,
privacy
Perceived Education, Health [64], [65]

usefulness and Information

perceived ease of

use
Motivation and Education, Saudi [17], [34], [63],
reward system Arabia [65]

Organization,

eLearning Virtual

Communities, Saudi

Telecom STC
Management Telecommunications | [17]
support
Nature of Universities [60]
knowledge
Information and Industrial and [62], [63]
communication commercial sectors
technology

VII. CONCLUSIONS

This research concludes and highlights that knowledge is
an important asset for developing the economies of
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developing nations like Saudi Arabia. The paper provides
clear definitions of important terms: data, information,
knowledge, and knowledge sharing (see Table I). The paper
has carried out a systematic investigation of the literature to
highlight the factors that impact knowledge sharing in
developing and developed nations. Table II provides a list of
these knowledge-sharing factors. The paper has also
contributed a list of factors that are considered significant to
the sharing of knowledge in Saudi Arabia; see Table III.

Overall, Sections III, IV, V, and VI articulated the
differences and similarities between existing literature on
knowledge sharing in developed and developing economies.
Practitioners of knowledge management can use the factors
outlined in Tables I, II, and III to assess their knowledge
sharing plans. In our case, we plan to build a new knowledge-
sharing cloud-based platform.

While this research paper answers our basic research
question, "What are the key factors associated with successful
knowledge-based economies?" Tables II and III contrast
factors within Saudi Arabia as a developing nation and other
developed and developing economies. It is important to note
that the research paper has limitations. The factors highlighted
have strong roots in the literature, which needs to be validated
by building a new framework based on Knowledge Sharing
Software-Based Cloud (KSSbC); see future work.

VIIL

According to [20], [66], knowledge is currently considered
to be one of an organization's key assets, alongside labor,
land, and money, since it gives organisations a competitive
advantage. Organizations have recognised the value of
information and the benefits of managing it well, including
enhancing performance, boosting productivity, and
increasing profitability [1]-[3]. However, Arab countries,
especially Saudi Arabia, are failing to share their knowledge.
Furthermore, some scholars believe that information
exchange inside Saudi Arabia's Higher Education Institute is
required [67].

FUTURE WORK

Due to the characteristics of cloud computing, numerous
universities expressed interest in integrating cloud computing
into their educational systems [68]. In order for HEIs to adopt
cloud services, a clear cloud strategy that supports CC
capabilities is necessary. In order to implement the cloud
services plan, a new framework must be developed that meets
the needs of key stakeholders, including academics, students,
and HEI board directors. To have a successful cloud strategy,
the key stakeholder should be involved in defining the HEI's
cloud strategy, which tackles its opportunities, problems, and
concerns specific to HEIs, as well as the need for the cloud
strategy to be in line with the HEI's plan [69].
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The research aims to enhance knowledge sharing practises
among beneficiaries in Saudi universities by addressing the
gap between knowledge sharing contexts and cloud
computing. Therefore, we are intending to design a prototype
platform named Knowledge Sharing Software-based Cloud
(KSSbC) using software engineering methodologies. Based
on that, a new framework will be built, tested, and validated,
with key factors affecting it either positively or negatively.

APPENDIX
APPENDIX A.

DATA, INFORMATION, AND KNOWLEDGE DEFINITIONS.

Author Definition

[70] Data: "Data are the basic individual items of numeric or
other information, garnered through observation; but in
themselves, without context, they are devoid of
information."

Information: "Information is that which is conveyed, and
possibly amenable to analysis and interpretation, through
data and the context in which the data are assembled."
Knowledge: "Knowledge is the general understanding and
awareness garnered from accumulated information,
tempered by experience, enabling new contexts to be
envisaged."

[71] Data: "Data are a string of symbols."

Information: "Information is data that is communicated,
has meaning, has an effect, has a goal."

Knowledge: "Knowledge is a personal/cognitive
framework that makes it possible for humans to use
information."

[72] Data: "Data are the raw observations about the world
collected by scientists and others, with a minimum of
contextual interpretation. "

Information: "Information is the aggregation of data to
make coherent observations about the world. "
Knowledge: "Knowledge is the rules and organizing
principles gleaned from data to aggregate it into
information. "

[73] Data: "Data are raw material of information, typically
numeric. "

Information: "Information is data which is collected
together with commentary, context and analysis so as to be
meaningful to others. "

Knowledge: "Knowledge is a combination of information
and a person’s experience, intuition and expertise. "

[74] Data: "Data are raw evidence, unprocessed, eligible to be
processed to produce knowledge."

Information: "Information is the process of becoming
informed; it is dependent on knowledge, which is processed
data. Knowledge perceived, becomes information. "
Knowledge: "Knowledge is what is known, more than
data, but not yet information. Recorded knowledge may be
accessed in formal ways. Unrecorded knowledge is
accessible in only chaotic ways. "

[75] Data: "Data are representations of facts and raw material of
information. "

Information: "Information is data organized to produce
meaning. "

Knowledge: "Knowledge is meaningful content
assimilated for use. The three entities can be viewed as
hierarchical in terms of complexity, data being the simplest
and knowledge, the most complex of the three. Knowledge
is the product of a synthesis in our mind that can be

conveyed by information, as one of many forms of its
externalization and socialization. "

[76]

Data: "Data are facts and statistics that can be quantified,
measured, counted, and stored. "

Information: "Information is data that has been
categorized, counted, and thus given meaning, relevance, or
purpose. "

Knowledge: "Knowledge is information that has been
given meaning and taken to a higher level. Knowledge
emerges from analysis, reflection upon, and synthesis of
information. It is used to make a difference in an enterprise,
learn a lesson, or solve a problem. "

[77]

Data: "Data are atomic facts, basic elements of “truth,”
without interpretation or greater context. It is related to
things we sense. "

Information: "Information is a set of facts with processing
capability added, such as context, relationships to other
facts about the same or related objects, implying an
increased usefulness. Information provides meaning to
data. "

Knowledge: "Knowledge is information with more context
and understanding, perhaps with the addition of rules to
extend definitions and allow inference. "

[78]

Data: "Data is a symbol set that is quantified and/or
qualified. "

Information: "Information is a set of significant signs that
has the ability to create knowledge . . . The essence of the
information phenomenon has been characterized as the
occurrence of a communication process that takes place
between the sender and the recipient of the message. Thus,
the various concepts of information tend to concentrate on
the origin and the end point of this communication process.
Knowledge: "Knowledge is information that has been
appropriate by the user. When information is adequately
assimilated, it produces knowledge, modifies the
individual’s mental store of information and benefits his
development and that of the society in which he lives.
Thus, as the mediating agent in the production of
knowledge, the information, qualifies itself, in form and
substance, as significant structures able to generate
knowledge for the individual and his group. "

(1]

(2]

(3]

(4]
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