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Abstract—The evolution of 5G technology has revolutionized
the communication landscape, enabling faster speeds, low la-
tency, and increased capacity. The integration of 5G technology
and the emergence of the 5G-enabled V2X communication net-
work are driving the transformation of the automotive indus-
try. Connected cars and the software-defined vehicle concept
enable new business models and enhanced safety measures.
However, ensuring the security of the 5G-enabled V2X commu-
nication network is crucial to mitigate potential attacks and
protect the integrity of the ecosystem. To identify this potential
attack, we have proposed a novel deep learning-based attack
detection model (ADM) for detecting attack in 5G-enabled V2X
communication network. In this we have used correlation coef-
ficient as the feature selection method and used the deep learn-
ing-based stacked LSTM model for attack detection. The per-
formance metrices are detection rate, accuracy, precision and
F1-score.

Index Terms—5G, V2X Communication Network, Stacked
LSTM, ADM.

I. INTRODUCTION

THE AUTOMOTIVE industry is undergoing a profound
transformation, driven by the integration of 5G technol-
ogy and connected cars. 5G has become a pivotal component
in revolutionizing how automotive OEMs (original equip-
ment manufacturers) design, build, and operate their vehi-
cles, as well as how customers interact with them [1]. This
evolution is not limited to hardware advancements but ex-
tends to the software-defined vehicle concept, where a signif-
icant portion of a vehicle's functionalities are implemented
through software that can be updated or even upgraded over
time. This paradigm shift allows automotive OEMs to em-
brace new business models, such as subscription-based or
on-demand "as-a-service" offerings, and opens up opportuni-
ties for monetization.

A key enabler of this transformative journey is the 5G-en-
abled Vehicle-to-everything (V2X) communication network.
V2X leverages the power of 5G to create a highly connected
ecosystem where vehicles can communicate not only with
other vehicles but also with various entities, including infra-
structure, pedestrians, and smart city systems. This connec-
tivity enables the real-time exchange of critical information,
leading to enhanced road safety, improved traffic manage-
ment, and a more efficient use of resources. There are several
types of 5G-enabled V2X communication networks [2] that
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relate to different aspects of V2X connectivity and some of
them are as follow:

* Vehicle-to-Vehicle (V2V): It enables direct communica-
tion between vehicles. This allows vehicles to share informa-
tion such as speed, position, acceleration, and braking, foster-
ing cooperative behaviour, enhancing safety on the road, and
also providing the necessary updates on collisions, etc.

* Vehicle-to-Infrastructure (V2I): V2I communication net-
works involve the exchange of information between vehicles
and infrastructure components such as traffic lights, road
signs, and toll booths and receive real-time traffic updates,
traffic signal timing information, and road condition alerts,
optimizing traffic flow and improving overall efficiency.

* Vehicle-to-Pedestrian (V2P): V2P communication net-
works focus on the interaction between vehicles and pedestri-
ans. These networks allow vehicles to detect the presence of
pedestrians and provide warnings to both the driver and the
pedestrian, reducing the risk of accidents and enhancing
pedestrian safety.

* Vehicle-to-Network (V2N): V2N communication net-
works involve the interaction between vehicles and the cellu-
lar network infrastructure. Vehicles can access cloud-based
services, download software updates, and leverage network
resources to enhance their functionalities and performance.

* Vehicle-to-Device (V2D): V2D communication net-
works encompass the connectivity between vehicles and ex-
ternal devices, such as smartphones, wearables, or smart
home systems.

However, as with any connected system, the 5G-enabled
V2X communication network faces potential security threats
and attacks. V2X communication networks are susceptible
to various types of attacks due to their interconnected and
wireless nature. Adversaries may exploit vulnerabilities in
the network infrastructure, software, or hardware compo-
nents to launch attacks with malicious intent. Some common
attack on V2X communication networks include: Man-in-
the-Middle (MitM) attack, DoS, Distributed Denial of Ser-
vice (DDoS), Spoofing attack, etc [3]. These attacks can
have severe consequences, including compromised vehicle
control, privacy breaches, and even physical harm to road
users. Therefore, it is imperative to address the security
challenges and implement effective prevention techniques to
ensure the integrity and reliability of the 5G-enabled V2X
communication network [4]. To handle these issues in this
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paper we have presented the novel ADM based on deep
learning techniques which uses correlation coefficient-based
feature selection method as its core and stacked Long Short-
Term Memory (LSTM) based attack detection model. The
model is tested with newly release dataset.

The remaining portions of this paper are organised as
follows: In Section II, we provide a brief overview of
related work. In Section III, we discuss occurrences of
attack on 5G enabled V2X communication network. In
Section IV, we illustrated the architecture of the proposed
attack detection model is described. In Section V, the
effectiveness of the proposed detection model is evaluated
using AloT-SoL dataset. In section VI of the paper served as
its conclusion.

II. LITERATURE SURVEY

Many researchers have been interested in V2X
communication network and 5G network security in the
past, and many researchers are working on different parts of
5G technology right now. Many studies on 5G network
attack detection have been conducted. There are various
feature selection and reduction methodologies discussed in
the literature for attack detection. The author [5] proposed
an IDS for connected vehicles for smart cities environment.
In this Deep Belief Network is used as the dimension
reduction method and uses Decision Tree as the classifier
for attack detection model. The dataset used are NSL-KDD
and NS-3 Network simulator for model evaluation.

The author [6] proposed the anomalous event detection
for intelligent transportation systems. They proposed an
LSTM-based Autoencoder. Here they have extracted the
feature in two phase such as Feature extraction phase (FEP)
and Statistical FEP and then train using the LSTM
autoencoder. The dataset used are car hacking dataset and
UNSW-NBI15. The author [7] proposed an IDS for IoV. The
hybrid deep learning method consist of LSTM and GRU
(Gated Recurrent Unit) layers are developed. They
combined the DDoS dataset which is the combination of
CIC_DoS 2016, CIC_IDS 2017, and CSE-CIC_IDS 2018
and make the binary label dataset consist of normal and
attack labels. The car attack dataset is also used which
shows higher performance.

The author [8] proposed an intrusion detection approach
to early detect the cyber—physical attacks targeting Fast
Charging Station (FCS) considering Vehicle-to-Grid (V2G)
operation. In this discreate power samples data is used and
use the Gini index for calculation of power mid-point and
then use the DT for the detection of DoS attack. They create
their own test environment with 3 DoS attack profile and
generate data for 4 Scenario and the major feature is power
which help in identification of attack on FCS. Author [9]
work on in-vehicle network to proposed the IDS based on
DCNN (Deep Convolution Neural Network) to protect CAN
bus of the vehicle. The DCNN is built by removing the
unwanted layer from the ResNet architecture and reducing
the model complexity. The dataset is self-generated which
consist of five types of DoS attack label.
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The authors of [10] proposed tree-based ensemble
intrusion  detection using the stacking ensemble
methodology. They used the selectkbest feature selection
method and selected the top 20 significant features from
NSLKDD and UNSW-NBI15. The dataset consists of binary
classes. The author [11] suggested a software-defined
network with an IDS that is smart for the 5G network.
Firstly, we performed feature importance to select the
significance feature using random forest. Then we used k-
means clustering to divide the traffic into five clusters, i.e.,
normal and attacking clusters, and used Adaboost as a
classifier. For the evaluation, they used the KDD Cup 1999
dataset. There are many cases discussed by different
researchers [12] that the KDDCup1999 is biased towards
eliminating redundancies, which helps all of them achieve
higher accuracy.

III. OCCURANCE OF ATTACK OVER THE 5G-ENABLED V2X
COMMUNICATION NETWORK SCENRIO

The 5G-enabled V2X communication network is a
promising technology that has the potential to revolutionize
automobile industry and many other services. The transition
to 5G technology brings both opportunities and challenges.
With increased bandwidth, lower latency, and improved
connectivity, 5G enables faster and more efficient
communication between vehicles and the surrounding
infrastructure. To protect the integrity, privacy, and security
of the v2X communication ecosystems, new security issues
are also raised that must be resolved.

5G-enabled V2X communication networks are
vulnerable to a variety of attacks. These attacks can be
carried out by malicious individuals or organizations, and
they can have a significant impact on the safety and security
of vehicles and infrastructure. Some of the most common
attacks that can be carried out on 5G-enabled V2X
communication networks include [13]:

e Denial of Service (DoS) and Distributed Denial of
Service (DDoS) Attack: These attacks aim to disrupt
the availability and performance of the V2X network
by overwhelming it with a flood of illegitimate
requests or malicious traffic. By overloading the
network resources or specific V2X components,
attackers can prevent legitimate communication and
potentially cause safety risks on the road.

e  Man-in-the-Middle (MitM) Attack: In this type of
attack, an unauthorized entity intercepts and alters
the communication between two legitimate parties.
In the context of a 5G-enabled V2X network, an
attacker could position themselves between a vehicle
and another vehicle, infrastructure, or device, and
manipulate the information being exchanged. This
could lead to unauthorized access, data tampering, or
the injection of malicious commands.

e Spoofing Attacks: In a spoofing attack, an attacker
impersonates a legitimate entity or device to deceive
other participants in the V2X network. This could
involve forging the identity of a vehicle, an
infrastructure unit, or even a traffic management
system, leading to unauthorized access or the
manipulation of information. For example, an
attacker could send false traffic information or alter



the location of a vehicle, causing confusion or
accidents.

Eavesdropping Attacks: As V2X communication
transmits sensitive information, such as location data
or personal details, eavesdropping attacks pose a
significant threat. Attackers may attempt to intercept
and capture this information to gain insights into
driver behaviour, track vehicle movements, or
conduct targeted attacks based on the obtained data.

Malware and Code Injection: Attackers could
develop and deploy malware specifically designed to
exploit vulnerabilities in the software or firmware of
V2X components. Once compromised, the attacker
can take control of these devices, potentially
enabling unauthorised access, data theft, or further
network exploitation.

Sybil Attacks: It occurs when an attacker generates
multiple fake identities or vehicles in the V2X
network, effectively multiplying their influence and
capabilities. This can lead to malicious activities
such as flooding the network with false information,
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manipulating traffic patterns, or disrupting the
overall operation of the system.

e  Physical Attacks: In addition to cyber threats,
physical attacks on the infrastructure supporting the
5G-enabled V2X network could also disrupt its
functionality. For example, an attacker could
physically damage communication equipment,
power sources, or sensor arrays, leading to
communication failures, misdirection, or safety
hazards.

IV. PROPOSED METHODOLOGY

In this section, Fig. 2 shows a detailed description of the
proposed framework. It is also showing a detailed
description of an attack detection model (ADM) for V2X
communication network environment with 5G-enabled
network. This ADM used the correlation-based feature
selection for removal of highly correlated features which
will help in improving the performance and reducing the
computational cost. The phases and the functional
component of this framework include data pre-processing of
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Fig. 1. Working architecture of proposed framework for an ADM for 5G-enabled V2X communication network using the Stacked LSTM
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incoming V2X communication network traffic and used
correlation coefficient-based feature selection method. Then
the selected features are used optimal feature set to train the
deep learning based Stacked LSTM-based attack
classification model to identify the attack in a 5G-enabled
V2X communication network. Each phase of the proposed
model contributes significantly to the improvement of the
overall performance. Following is a concise description of
each phase of the proposed work:

A. Data Preprocessing Phase

This section describes in detail the data preparation steps
for the proposed ADM. Due to the fact that V2X
communication network traffic is generated by various
smart sensors and smart vehicles in the 5G-enabled V2X
communication environment, it includes both categorical
and numeric values. It is necessary to pre-process this traffic
in order to design an effective and robust ADM. Following
is a brief summary of the discussion:

1) Checking Missing Values: The incoming network
traffic data is missing a few values. These missing values
should be handled correctly, as they will affect the model's
overall performance. There are numerous methods for
dealing with missing values. In the proposed detection
system, missing values are substituted with the mean of the
specific characteristics present in the dataset. Imputing these
values will improve the quality of the data and increase the
classifier's predictive ability.

2) Feature = Mapping:  The  5G-enabled V2X
communication network traffic may frequently include
various categorical variables. Some components of the ML
and DL model are incompatible with categorical variables.
As a solution, one must convert these categorical values to
numeric values, we have used one-hot encoder techniques.
This method will make the dataset sparser and increase the
number of features to match the number of distinct
categorical values present in each categorical feature.

3) Feature Normalization: It is observed in the network
traffic data that attributes have drastically different scales,
which will result in slow data-driven learning. By
comparing the characteristics of each data point, a number
of machine learning algorithms attempt to discover patterns
hidden in the data. Different scales can result in increased
processing and resource consumption. MinMaxScaler
normalization techniques are employed in the proposed
attack-detection model in order to discover hidden patterns,
reduce training time, and enhance convergence. The
MinMaxScaler techniques transform all dataset values by
scaling each feature to a given range, in this case, 0 to 1.
The following formula, as shown in equation 1, is utilized.

.f _ i~ Jmin
" f max — f min (1)
Where f; is the feature to scaled down, f, is the minimum
value and f... is the maximun value for a particular feature
present in the dataset and f;, is the new value.

B. Feature Selection Phase

Feature selection is the process of identifying and selecting
the best subset of features from a dataset. For a machine
learning and deep learning model to function well and have
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a quicker predictive power, these features are essential.
Since the V2X communication network traffic contains a
variety and a very large number of features, processing this
data would require a significant amount of power and time if
all features were used. The issue is resolved by using feature
selection techniques to decrease the power and time without
significantly affecting the classifier's predictive ability.
Processing time and testing are also reliable, and feature
selection aids in reducing the size of the training dataset.
Numerous studies were compared and showed that data with
repetitive and irrelevant features had an adverse effect on
the accuracy of the learning model.

Correlation Coefficient: In next step correlation coefficient-
based feature selection techniques is used. Most of the
incoming V2X communication network traffic contains
different features which are irrelevant and have same pattern
of values. The independent features which are uncorrelated
with the target attribute are the best candidate to be
removed. In addition, if two independent features are highly
correlated with each other than using both of them will not
increase the performance but will make detection model
more complex and will increase the computation time.
Therefore, the proposed model removes all the features from
the raw dataset and provides a simpler model for easy and
efficient detection of attacks. In this model, PCC (Pearson
Correlation Coefficient) is used. It works on the principle
that tries to calculate the linear dependencies of two
features. If the features are independent, then PCC value
will be 0 and if features are dependent then the PCC value
will be £ 1. So, it tries to calculate the covariance of the two
features divided by the product of their standard deviation,
the representation is given in equation 2.

cov(f,t
p (f %t) = ﬁ
O'f * Ot 2)

where p is PCC, f e {F;, F», F3 F4 .. F,}, t target variable,
cov is the covariance between the features f and ¢ and oy, of
is the standard deviation of features and target variable.
The covariance between the features and the target is
computed using equation 3, standard deviation oy, g, can be
calculated using equation 4. and the mean pr , . of feature
and target is calculated in equation 5.

1N
cov(f,t) = - D (fi = )t — o)
i=1

1 N
o = \/var(cri) = Z (f; — ,Uk)2
i1 )

E;L val;  (valy + valy + vals + - - - + valy)

N N 5)
Where k € (f;¢) for feature and target, N is the total number
of values present in each feature, var(cy?) is the variance and
val; is the values for the corresponding features in the
dataset.

Above all the equation are used as a function to rank and to
obtain the optimal feature set.

3)

p =

C. Attack Detection using Deep Learning Techniques

The proposed V2X communication network AMD uses
the deep learning based Stacked LSTM techniques. It is the
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type of recurrent neural network (RNN) that has multiple
LSTM layers which allows the model to learn increasingly
complex pattern and representation. The advantages of using
a Stacked LSTM model are that improved the performance
and can able to handle complex data and pattern. Second it
learns multiple level of abstraction from input data which
lead to better feature representation and improved detection
power and has more efficient than training than CNN and
other deep learning method. The Stacked LSTM are less
prone to overfitting than other deep learning architectures
because of their ability to learn multiple levels of abstraction
from the input data.

In the proposed deep learning architecture, we have used
the combination of LSTM and Dropout layers. Four LSTM
layers are configured to return sequences, meaning they pass
their outputs to then next LSTM layers. The input shape of
the first LSTM layer is specified based on the shape of the
training data. Each LSTM layer consists of 64 units, which
represent the number of hidden units or memory cells in the
layer. After each LSTM layer, a dropout layer is added.
Dropout is a regularization technique that randomly sets a
fraction of the input units to zero during training, preventing
overfitting by reducing interdependencies between neurons.
Following the LSTM Ilayers, two dense layers are added.
Dense layers are fully connected layers where each neuron
is connected to every neuron in the previous layer. The first
dense layer has 32 units and uses the ReLU activation
function, which introduces non-linearity into the model. A
dropout layer is added after the first dense layer to further
prevent overfitting. The second dense layer has 16 units
with the ReLU activation function. Finally, a dense layer
with five units and the softmax activation function are
added. The softmax function converts the model's outputs
into probabilities, indicating the likelihood of each class.
The model is trained using the categorical cross-entropy loss
function, which is suitable for multi-class classification
problems. The model is compiled with the Adam optimizer,
which is an efficient optimizer for gradient-based
optimization algorithms. During training, the model's
performance is evaluated using accuracy as a metric.

V. EXPERIMENT RESULT

This section presents a brief discussion about the AloT-SoL.
dataset used with the proposed work. The proposed
experiment is conducted using the Python programming
language, and the system configuration is described in Table
L.

TABLE L SYSTEM CONFIGRATION DESCRIPTION
System Configuration
Processor Intel(R) Xeon(R) CPU E3-1240v6 @
3.70GHZ
RAM 16 GB
GPU NVIDIA Quadro P1000 4 GB
Operating System Window 10

Programming Language Python 3.9.12

A. Dataset Description

AloT-SoL Dataset: For constructing the proposed attack
detection model, we have used the AloT-SoL dataset. The
authors [14] created this new dataset because they noticed
that the existing data does not more closely relate to web-
and IoT-specific attacks. However, they have released the
AloT-SoL dataset, which contains a greater variety of attack
types than others but does not include botnet attacks because
they are available in the existing dataset. Some of the attack
types may overlap with the existing ones, but they crafted a
more realistic and comprehensive attack scenario for data
generation. The dataset is generated from the testbed, which
consists of various IoT devices, vulnerable applications as
victim machines, MQTT components, and different software
to connect the testbed. They generated both benign and
attack traffic. The attack traffic consists of 16 types of
attacks, which are discussed in Table II. These 16 attacks
are classified into 4 categories: web, denial of service,
network, and web IoT Message Protocol attacks. They have
used CIC FlowMeter [14] for extracting features from the
pcap file and generating them into the csv file

TABLE I THE AIOT-SOL DASET ATTACK TYPE CATEGORIZATION

Sub-
Categorical
Categories

Binary Instance

Categories

Categorical
Categories

Benign Benign Benign 2403450

SSL
Regression
Attack

10454

Denial of
Service
Attack

SYN Flood
Attack

1000000

SSDP
Flood
Attack

970418

ARP MITM
Attack

2307

Network
Attack

Network 44915
Logan
Bruteforce
Anomaly

Network 105417

Scanning

Cross- site 5117
Request

Forgery

Cross-site 2676

Scripting

XML
External
Entity

Web attack 47459

Open 1237

Redirect

Directory 4998

Traversal
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Server-side 1756
Request
Forgery

Command 12894

Injection

SQL 16046
Injection

Web 23031
Directory
Bruteforce

Web IoT

Message

Protocol
Attack

MQTT
Bruteforce

482558

The AloT-SoL dataset is publicly available at GitHub [16].
The size of the dataset is 1.82 GB in a csv file, and it
consists of 85 attributes and 5134728 instances, with
2403450 benign instances and 2731278 attack instances.
The label attributes consist of 5 different types of categories,
such as Benign, DoS Attack, Network Attack, Web Attack
and Web IoT Message Protocol Attack.

In the proposed work, we have only considered categorical
category data because for sub-categorical dataset is
imbalance in nature. So, we try to evaluate our proposed
attack detection model on a five categorical data
respectively. We have not chosen binary categories as more
work has been done on binary attack detection.

B. Description of Evaluation Metrics

The most commonly used evaluation metrics for attack
detection are accuracy, precision, detection rate, and F1-
Score For computing these metrics, various parameters are
required and used, which are given as follows:

e True Positive (Tp): It calculates the number of
attack instances in the MassiveloT network traffic
that are correctly classified as attacks by the
detection model.

e True Negative (Ty): It calculates the number of
benign instances in the MassiveloT network traffic
that are correctly classified as benign by the
detection model.

e False Positive (Fp): It calculates the number of
benign instances in the MassiveloT network traffic
that are incorrectly classified as attacks by the
detection model.

e False Negative (Fy): It calculates the number of
attack instances in the MassiveloT network traffic
that are incorrectly classified as benign by the
detection model.

From the above discussed parameter, we can evaluate the
detection model through various metrics. These metrics are
discussed below:

Accuracy: It calculates the ratio of correctly classified
instances by the detection model to the total number of

COMMUNICATION PAPERS OF THE FEDCSIS. WARSAW, POLAND, 2023

instances present in the test set. It takes both into account
when calculating the accuracy of the model.

Tp+ TN
Tp+Tn+ Fp+ Fy 7
Precision: It calculates the number of attack activities

detected by the detection model divided by the total number
of instances detected as attacks by the detection model.

Tp
Tp+ Fp (8)

Detection Rate: It calculates the number of attack activities
detected by the detection model divided by the total number
of activities present in the test set and is also known as
recall.

Accuracy =

Precision =

Tp
Tp + Fy )
F1-Score: Tt calculates the weighted average of precision
and recall. It is primarily used when the class distribution is

imbalanced and is more useful than accuracy as it takes
decision-making into account.

Detection Rate =

( Precision * Recall )

F18 =2
core * (Presion + Recall)

C. Result Analysis

For performance evaluation of the Stacked LSTM classifier,
we split the AIoT-SoL into two parts in the ratio of 70:30
which is known as 70 for training and 30 for testing. Again,
we use the 70 percent training data and spit it into the ratio
of 80: 20 for generating the validation set for deep learning
model training. The size of training data contains 2846748
rows, validation data contain711688 rows and testing data
contain 1525044 rows. In Table III we have shown the
performance evaluation of proposed work with validation
and testing set. In Table IV we have shown the class-wise
detection rate, precision, and F1-Score of validation and
testing set. In Table V we have shown the comparison of
proposed work with other existing work. Figures 2 and 3
represent the training and validation loss and accuracy for
Stacked LSTM model. In Figs. 4 and 5 we have shown the
confusion matrix of testing set and validation set. Our
proposed model work well and have a good detection rate to
detect the attack.

TABLE IIL PERFORMANCE OF PROPSED WORK WITH AIOT-SOL
VALIDATION SET AND TESTING SET DATA
Evaluation | Accuracy | Precision | Detection | F1-Score
Set Rate
Validation 99.8 99.1 99.1 99.1
Testing 99.8 99.2 99.2 99.1
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Model Train vs Validation Loss for Stack-LSTM Classifier
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Fig. 3. Training and validation accuracy of the Stacked LSTM model

TABLEIV. PERFORMANCE OF PROPSED WORK WITH TESTING SET
CLASS-WISE PRECISON, DETECTION RATE AND F1-SCORE
Evaluation Attack Precision Detection F1-Score
set rate

Testing 0 99.83 1.00 99.91

set 1 99.51 96.80 98.14

2 99.94 99.90 99.92

3 97.19 99.25 98.20

4 99.90 99.64 99.76

Validation 0 99.83 1.00 99.91

set 1 99.51 96.70 98.08

2 99.94 99.89 99.91

3 96.79 99.32 98.03

4 99.80 99.61 99.70

TABLE V. PERFORMANCE COMPARISION OF PROPSED WORK WITH
OTHER EXISTING WORK
Author Model Dataset Feature | Target | Detection
selection | label Rate
proposed Stacked AloT- Yes 5 99.2
LSTM SoL
[5] DBN and NSL- Yes 5 96
DT, RF, KDD
[6] Autoencoder | UNSW- N.A. 9 97
LSTM NB15
[17] Stacking CIC- Yes 7 99.05
Ensemble IDS2017

VI. CONCLUSION

This paper proposes a novel ADM for 5G-enabled V2X
communication network using DL techniques for smart
vehicles. A feature selection method is used to find the
optimal feature, which is the core of the proposed ADM.
The proposed framework works at different stages. In the
first stage, various pre-processing methods are used to
convert the categorical values to numerical form and to
scale the network traffic within a specific range. In the
second stage, feature selection is applied, which consists of
correlation coefficient-based feature selection methods to
get the optimal feature set. Now we get the optimal feature
set, which is used as the reduced feature set from the
original data. In the last stage, Stacked LSTM-Based DL
techniques are deployed as a detection tool that enables
quick and effective decision-making in massively connected
V2X communication networks in order to analyze large
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amounts of data and ensure a secure and reliable V2X
environment. The performance of the proposed novel ADS
framework is compared and evaluated with some of the
recent state-of-the-art frameworks using the recently
published AloT-SoL dataset. The proposed framework
outperforms the current state-of-the-art detection framework
in terms of detection rate, accuracy, precision, and F1
scores, according to extensive result analysis. We intend to
expand the suggested framework in the future by utilizing
large real-time 5G-V2X Communication network data.

ABBREVIATIONS

ADM Attack Detection Model
5G Fifth Generation

V2X Vehicle-to-everything

LSTM Long Short-Term Memory
IDS Intrusion Detection System
IoV Internet of Vehicles

CNN Convolutional Neural Network

DT Decision Tree

V2s Vehicle-to-Satellite

v2C Vehicle-to-Cloud

V2I Vehicle-to-Infrastructure
V2SH Vehicle-to-Smart Home
V2v Vehicle-to-Vehicle
V2IoT Vehicle-to-IoT

V2N Vehicle-to-Network

V2P Vehicle-to-Person
V2UAV Vehicle-to-UAV

UAV Unmanned Aerial Vehicle

IoT Internet of Thing
CAN Controller Area Network
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