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Abstract—Electronic devices in the 21st century have numerous
network components, including wireless or wired Internet access
modules. Connecting devices to networks and cloud services
enables them to access new functionalities and unlock system
updates and device security enhancements. The article presents
the concept of an intelligent laundry management system based
on RFID and cloud computing. The Internet connection not
only unlocks additional features of the washing machine, such
as different washing modes, but also allows for selecting the
appropriate detergent level and washing parameters based on the
textile material being washed. Additionally, the paper presents
the solution and measurement studies on the accuracy of textile
identification.

I. INTRODUCTION

Technological development can be observed in many aspects
of human life. Modern solutions can be seen all around,
for example, controlling home facilities from a smartphone
[1], shopping online using a phone, computer, or even au-
tonomously by a refrigerator. The use of technology facilitates
work, life, and provides more opportunities for self-focus.
Solutions based on the Internet of Things (IoT) are gaining
significant popularity, as well as the increasingly popular idea
of the Internet of Everything (IoE) [2]. The concept of IoT
devices is to establish a stable connection to both home and
public computer networks, as well as the cloud, which enables
remote administration of the device, whether it’s a refrigerator,
car, or a home automation system. The wide availability of
services and possibilities can influence living conditions if
one knows how to use them physically and safely. However,
in many cases, the solutions proposed by manufacturers are
unsafe [3], [4]. [oT security measures are often minimal, lim-
ited to simple mechanisms. Such solutions provide significant
opportunities for hackers who can, for example, gain access
to a building by attacking a home appliance, thus gaining
entry to the main home network. The analysis of IoT devices
from a cybersecurity perspective is particularly emphasized in
the era of a very large number of IoT devices in residential
buildings. Research allows for the detection of new methods

IEEE Catalog Number: CFP2385N-ART ©2023, PTI

1125

of authentication and security measures used in various IoT
device [5],[6].

IoT devices are most commonly equipped with WiFi mod-
ules or, in the case of specialized devices, Ethernet modules,
which, when connected to the global network, unlock ad-
ditional functionalities. These devices can be based on less
advanced controllers such as NodeMCU [7],[8], ESP [9],[10],
Raspberry Pi [11], as well as more advanced modules like
PLC controllers [12]. Such solutions can utilize artificial intel-
ligence algorithms for efficient management of electricity con-
sumption [13],[14] and [15], or heating systems [16],[17],[18],
not only in individual buildings but also in a cluster of
buildings managed from the cloud [19],[20] and [21]. Due
to the availability of components and a substantial base of
online tutorials, it is possible to build custom Smart Home
solutions using popular microcontrollers such as Arduino, ESP,
etc. However, a key element is securing the entire system
against external attacks.

As mentioned, IoT devices unlock most of their function-
ality through connection to the cloud computing. Devices
equipped with a series of cameras can analyze their content
and react accordingly, for example, by notifying the user that
it’s time to go shopping. Cars equipped with temperature
sensors can inform the user through a push notification on
their phone, via a dedicated application, that the car is heated
or cooled and ready to drive. The amount of data required for
processing and the memory needed to store the database is
often so large that it is impossible to store all the requested
information locally. Thus, in the case of many devices working
together, the communication requires a connection to the cloud
computing in order to properly manage the data exchange.

An example of such a solution can be a system of intelligent
washing devices currently under development, as presented in
this paper. It is assumed here, that the washing appliances have
additional modules that allow for management and adjustment
of washing parameters for textile materials using an RFID
system. The concept of integrating washing devices with the
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cloud computing is demonstrated using the example of the
Microsoft Azure IoT Hub service and its services, RFID sys-
tem, and proprietary laundry management software. Research INTELIGENT

on information reading in washing devices is also presented. WASHING MACHINE
The last section summarizes the research results and presents
potential paths for the project’s development.

II. SMART LAUNDRY IN THE ERA OF I0T AND CLOUD
COMPUTING

Despite the large access to household washing machines,
laundries are still popular and used not only for traditional
everyday clothes, but especially for textiles that require spe-
cialized treatments. Each fabric requires appropriate washing
agents to be used without damaging the material. Some clothes
require more specific measures, while for others they can be
more universal. The idea of an intelligent laundry system is to
adapt the chemical agents, their dosage, and grouping based
on the fabric inserted into the washing machine. INTERNET

Considering the wide range of laundry detergents available (CLouD)
and the constant emergence of new liquids and powders,
storing their information along with the clothing would be
an outdated solution. This means that whenever new products
appear, the information for each garment would require up-
dating. A much flexible and future-proof solution is to store
the data in the cloud, where the database can be updated at
any time. This allows for the utilization of products that have
recently entered the market in a very short time.

The idea of operation of an intelligent cluster of washing
devices is presented in Fig. 1

As seen, each device is equipped with an Ethernet module
or a WiFi module for communication with the network. When
a washing machine connects to the Internet, it immediately
unlocks the connection to the cloud by retrieving necessary
data, such as pending software updates, new washing pro-
grams. The device may also send data to the manufacturer
regarding the current status of the machine or informing the
operator about the current washing process. An offline mode
must be provided in case of a network connection problem.
However, when appropriate fabrics are detected, the offline Buttons Cloth_code
data is overwritten with information obtained from the cloud.

The RFID (Radio Frequency IDentification) system was
used to recognize the textiles. They contain RFID tags with
information about the product [22].Typical data is shown in
Fig. 2. Type

The RFID identifier has security keys and a write-lock
feature, preventing the introduction of incorrect materi- RFID
als/components into the washing device, thus avoiding dam- Transponder
age. An important element is the Cloth_code - a special
string of characters assigned, for example, by manufacturers Material Color
during production, confirming that it is a suitable material for
washing. This key is verified against a database to confirm $
the material after reading its content. The UUID serves as ( Color1,Color2,Color3,Colord,... ColorX )
a unique product identification number. It can be checked in
the database for existence and based on it, the ideal washing Fig. 2. Data structure in the memory of the RFID identifier
conditions can be selected, taking into account the manufac-
turer’s recommendations available in the cloud database. In
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Fig. 1. A cluster of intelligent washing devices
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Fig. 3. Diagram of connections and communication between electronic
components

the absence of records associated with a particular material,
other parameters such as type, fabric, and color are taken into
consideration.

To conduct the tests, a device was developed that contains
3 FEIG RFID read/write readers (RWDs). The entire device
is controlled using an STM32 microcontroller embedded in
the Nucleo board, which features a 32-bit M4 processor with
512KB flash memory and 128KB RAM. The Nucleo board
is connected to a touch LCD display, FEIG reading/writing
devices, and DC motors for drum rotation control. Since
the Nucleo board does not have wireless or wired network
modules for internet communication, the Raspberry Pi 4
microcomputer was used. It runs Raspberry Pi OS Lite, which
does not have a graphical interface. The Raspberry Pi is
connected to the STM microcontroller via the UART interface.
The functional diagram is presented in Fig. 3.

After placing clothes equipped with RFID identifiers, the
drum rotates to read the data from memory using RWD. In
the next step, the information is retrieved and aggregated by
a dedicated Python script running on the Raspberry Pi. The
data is adjusted accordingly and transmitted to the Azure
cloud using Raspberry Pi’s wireless (WiFi) or wired (Ethernet)
modules.

The project utilized the Azure IoT Hub service, which
provides the necessary sub-services to fully leverage the
potential of the intelligent cluster of washing machines. In
the cloud, the uploaded data is compared with the records
in the database, and after successful verification, the device
receives instructions on the specific washing parameters for the
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Data transmission between a washing machine and a computing

given fabric. Each incoming data originates from a dedicated
device identified by a unique identifier assigned by Azure.
This enables the aggregation and processing of a large volume
of data from multiple devices simultaneously. When sending
data to the cloud, the device must authenticate itself in the
service before transmitting any information to the database. To
authenticate a device in the cloud, it is necessary to include
it in the Azure IoT Hub settings, which will generate the
required connection string along with login credentials. Each
device is provided with access keys and individual character
string, allowing for its identification in the cloud. All steps are
presented in the diagram shown in Fig. 4.

The data obtained from the cloud computing (Azure IoT
service) is transmitted to Raspberry Pi, which modifies the in-
coming information accordingly. It then sends the information
via the UART interface to the STM32 microcontroller, along
with laundry-related details such as detergent dosing, drum
rotation settings, and the amount of powder to be dispensed.
Additionally, the LCD screen displays information related to
the recommended detergent and laundry powder provided by
the manufacturer.
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III. READING TEXTILE DATA

As part of the research work, accuracy analyses were
conducted on the detected objects in the smart washing device.
For this purpose, 30 RFID identifiers simulating clothes were
used to determine the number of scans required to correctly
read all the identifiers inside the washing machine. The results
are presented in Figure 5, divided into the number of scans as
1-3 and 4-6, respectively.

As can be observed in Fig. 5 on the left chart, during a single
full drum rotation with the identifier scanning, the accuracy
of reading individual identifiers decreases as the number of
clothes in the drum increases. In the case of a small quantity
of 1-2 clothes, a 100% reading accuracy can be determined.
In the range of 3 to 15 identifiers (clothes), the success rate
of scanning ranges from 93% to 97%, which seems a pretty
good result for a single rotation. Unfortunately, with a larger
quantity of clothes, the level of accuracy decreases. This is due
errors in reading data from the identifiers or a lack of power
supplied to the identifier memory during a single rotation. It
is worth noting that the device is equipped with 3 antennas
for reading identifiers, which are activated during one rotation,
resulting in good reading accuracy even with a large number
of clothes.

In the case of two full drum rotations, a significant improve-
ment in reading the fabric information can be observed. The
reading accuracy is 100% for a range of 1 to 16 clothes inside
the washing machine. The accuracy starts to decrease from
17 clothes, but within the range of 17 to 21 identifiers, the
accuracy level still remains above 90%, which is a satisfactory
result. The lowest value, 60%, appears only at 30 clothes,
whereas in the case of a single rotation, the lowest value
appeared at 29 clothes and was 44%.

Another measurement was conducted by performing 3
scans, which means 3 full drum rotations. As can be seen,
the measurement accuracy increased for a larger number of
clothes. The scanning achieved a 100% value even for 21
RFID identifiers. The accuracy level remained above 90% for
22 and 24 identifiers. In the case of measuring 23 identifiers,
the value reached 88%. This may be related to a lack of power
supplied to the memory of the RFID identifiers, which reduced
the accuracy measurement results. It is worth noting that even
for 30 clothes inside the washer, the reading accuracy level
was above 70%.

The right chart of figure 5 presents measurements conducted
for 4 to 6 drum rotations to verify the influence of rotations
on reading accuracy. Although the previous results showed
a significant increase in accuracy level, the readings were
still below 80% in the most challenging case. As can be
observed, the accuracy level for 4 drum rotations, up to 21
clothes, does not deviate from the results presented on the
left chart. In the case of values 20-21, there is a slight
decrease to approximately 99%. However, it is worth noting
the change in reading results for the range of 27-30 clothes.
The reading accuracy significantly improved for 4 rotations,
resulting in over 80% accuracy for 30 RFID identifiers. For
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further analysis, two additional scans were conducted, namely
5 and 6 drum rotations. For the 5 scans (5 rotations), another
accuracy leap can be observed for the final values. In the
case of 30 clothes inside the intelligent washing device, the
accuracy level reached over 90%, as well as for all the
remaining cases. However, it can be noticed that an increase
in the number of drum rotations did not significantly affect the
values in the range of 23-26 RFID identifiers. To validate the
results, a 6-fold drum rotation was performed, and the results
are presented in Fig. 5. It can be observed that the accuracy
for 30 clothes did not change significantly, with only a 1%
increase. However, the reading levels for the range of 23-28
RFID identifiers slightly improved. The last two scans show
that the accuracy level stabilized, and subsequent rotations do
not significantly affect the data readings from the memory of
the identifiers inside the drum of the device. Additional scans
may cause changes at a maximum of 1-2%, which does not
bring significant changes considering the lowest value of 92%.

For each identified textile, parameters stored in the Mi-
crosoft Azure cloud database are analyzed. Dedicated washing
parameters for individual materials are retrieved. Then the data
is processed to select the best possible washing agents and
recommendations. In the case of a different fabrics inside the
washing machine, averaged washing conditions are selected to
avoid damaging any of the materials.

IV. CONCLUSION

The presented paper showcases a prototype of an intelligent
laundry management system connected to the cloud. Parame-
ters and washing configurations are retrieved from the database
in the Microsoft Azure service. As part of the research, an
analysis of textile recognition accuracy was conducted. This is
crucial for washing automation, especially in public laundries,
where each fabric should be correctly identified. The analyses
demonstrated high accuracy in reading data from the identifiers
after performing 5 and 6 scans, which correspond to full drum
rotations, at a level exceeding 90%.

In further work, the authors aim to examine the selection of
washing parameters for incompatible materials and introduce
the ability to adjust material information in the washing
machine before starting the washing process. Additionally,
they plan to develop a mobile application that allows managing
the washing machine, including reading the current materials
inside the device. The development of the application will en-
able further advancement of the project towards an intelligent
virtual wardrobe with enhanced material control and storage
capabilities.
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