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Abstract—As cyber-attacks become more and more sophisti-
cated, sharing information that helps organizations design and
implement efficient defense measures, is of critical importance.
Such information can be shared using any service available,
such as plain-old mailing lists, forums, etc. More mature sys-
tems use standards that facilitate the structural and semantic
organization of information about cyber threats, which enables
both automated processing and interpretation of such info,
such as indexing, cross-referencing, updating, and more. How-
ever, even systems sharing cyber-attack info are themselves
vulnerable, not only to typical and easily detectable attacks
such as DoS, but also to content poisoning. Implementing such
systems using decentralized architectures such as Blockchain,
could overcome many deficits of centralized cyber-threat-info
sharing systems. This paper presents the specification, design
and implementation of such a decentralized system using two
popular standards for cyber threat intelligence sharing, namely
STIX for representing and TAXII for sharing such info using a
REST API. The system, implemented on Hyperledger Fabric,
faces the challenge of adhering to standards designed for a cen-
tralized world, and offering a transparent way for implement-
ing all the backend, on a Blockchain.

Index Terms— Blockchain, Cyber Threat Intelligence, Cyber
defense, TAXII

1. INTRODUCTION

N THE field of cybersecurity, attackers and defenders are

in a constant battle to outdo each other. Obtaining data
about attackers’ methods, tools, targeted vulnerabilities etc.,
support defenders in predicting attack targets and patterns,
which is critical to proactively adjusting defenses, develop-
ing awareness and even preventing future attacks. Cyberse-
curity threat intelligence is the process of collecting appro-
priate cybersecurity data, evaluating it in the general context
of its source and reliability, and analyzing it with methodical
and structured techniques by specialized personnel, in the
context of each organization. Collecting Cybersecurity
Threat Intelligence (CTI) is a cyclical continuous process
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that employs several techniques, such as automation to ex-
tract only relevant information from data sources, human in-
tervention by experts to understand and analyze information
about threats and attack patterns, as well as integration with
existing cybersecurity systems [1]. Considering that CTI is
of great value, it is itself critical and must be trusted and de-
pendable. To support this process and facilitate secure CTI
exchange, two standards have been introduced: Structured
Threat Information Expression (STIX) is a language and se-
rialization format used to represent CTI data elements [2];
Trusted Automated Exchange of Intelligence Information
(TAXII) is an application protocol for securely exchanging
CTI over HTTPS. TAXII defines a RESTful API (a set of
web services and message exchange services) and a set of
requirements for TAXII Clients and Servers [3]. Even
though it is expected CTI-sharing services to be offered over
high-security infrastructures, it remains true that centralized
implementations of such services, whose security is based on
traditional centralized concepts, suffer themselves from vul-
nerabilities inherent to all centralized systems. Motivated by
the challenge to further improve the security of CTI-sharing
services, in this paper we investigate the benefits of provid-
ing CTI over a decentralized Blockchain infrastructure. We
propose an architecture of a Threat Intelligence sharing ser-
vice that implements the STIX/TAXII standards over a pri-
vate permissioned Blockchain running on the Hyperledger
Fabric network, instead of a centralized client-server model,
to exploit the advantages of decentralized peer-to-peer trust
models. Using a private Blockchain network such as Hyper-
ledger Fabric can provide several advantages in a cybersecu-
rity application as critical as sharing CTI. It can improve
confidentiality by ensuring that only parties authorized by
their trusted peers have access to the data; it also improves
integrity by providing a tamper-proof record of all CTI pro-
ducing and consuming transactions, availability by ensuring
that time-critical access to CTI data does not de-
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pend on the availability of a central by-definition-trusted ser-
vice, as well as non-repudiation by eliminating the possibility
of denial of executed actions finally, it enhances auditability
by providing a complete and transparent record of all in- and
outbound CTI exchange transactions. We also present an im-
plementation of the STIX/TAXII on Hyperledger Fabric and
discuss observed advantages, issues and assumptions.

II. RELATED WORK

Aiming to support collaboration against threats, and in-line
with EU legislation on information security, researchers have
created a threat sharing system [12] using Hyperledger Fab-
ric; the primary focus was towards addressing authorization
concerns related to threat information. Authorization is ac-
complished using the native STIX traffic light protocol [13].
In other works [14], a threat sharing application was devel-
oped, motivated by the security properties offered by private
blockchain and Hyperledger Fabric. The application was in-
tegrated with an SDN (Software-Defined Networking) Con-
troller to exploit the synergy of threat intelligence and auto-
mation. Its primary objective was to enable seamless collabo-
ration among organizations during distributed denial of ser-
vice attacks and blacklist potentially malicious IP addresses
during the flood, based on collective threat intelligence. In
their study [15], the authors developed a CTI sharing platform
tailored to the requirements of real-time threat intelligence in
electrical power and energy systems. The platform comprised
a generalized publish-subscribe middleware, which commu-
nicated with a Hyperledger Fabric network. Subsequently, the
research was expanded [16] to tackle privacy concerns stipu-
lated by GDPR (General Data Protection Regulation) and the
performance overhead of storing large volumes of data on-
chain. To accommodate this known issue in all Blockchains,
they only stored the hash values of STIX objects on the Fabric
Network, while storing the actual data on a separate database.
Furthermore, the authors conducted both quantitative and
qualitative analysis of the network's performance concerning
various types of attacks. This work, although focused on
threats in Energy systems, which is undoubtedly a critical do-
main, highlights the significance of strengthening cybersecu-
rity and the growing interest in the development of advanced
threat info sharing systems, leveraging technologies like Hy-
perledger Fabric and private permissioned Blockchains.

III. CTI SHARING ON BLOCKCHAINS: REQUIREMENTS,

CHALLENGES AND ADVANTAGES

Cyber Threat Intelligence is a challenging field, particu-
larly in the context of multi-party collaboration, which clearly
makes a lot of sense for both corporate and public sector cyber
defense. Considering that CTI itself needs to be trusted and
protected from malicious infections and alterations, the shar-
ing of CTI among multiple organizations requires overcom-
ing several challenges; the heterogeneity of data sources, the
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trustworthiness of data, the timely delivery of information, the
need for privacy and confidentiality, as well as the availability
of data even without network connections, are some of these
challenges. Moreover, the accuracy and relevance of CTI are
crucial for proactive defense against cyber threats, and is also
very critical to be left upon centralized services, vulnerable or
even malicious themselves. It is not uncommon CTI to shared
within networks that, even if they are private, they still engage
a centralized trust model. Therefore, establishing a zero-trust
framework for collecting, analyzing, and sharing CTI among
multiple parties is worth investigating. This framework
should address both the technical and operational challenges
of CTI sharing, while ensuring the protection of sensitive in-
formation and privacy, even from entities which are normally
taken for trusted. Although standardization itself is a signifi-
cant aspect of designing and developing information systems,
this paper does not discuss the advantages of standardizing
CTT sharing using STIX and TAXII. The focus is on the in-
vestigation of the benefits of utilizing a blockchain system to
improve the security of organizations that are willing or are
already a part of a Cyber Threat Intelligence (CTI) sharing
network.

As several technology options for satisfying the above re-
quirements may exist, in the sequel we will discuss the secu-
rity properties that acted as selection criteria for a blockchain
platform and how they are implemented using the Hy-
perledger Fabric mechanism.

e  Organization level privacy: The TAXII standard re-
quires confidentiality in STIX object collections,
ensuring that only authorized organizations have
read access to them. We address this requirement
by utilizing private data collections on Hyperledger
Fabric where actual transaction data is stored only
in the nodes of organizations that have the required
access, while others only receive metadata and
hashes for the transaction [4].

e Organization level access control: The TAXII
standard restricts the ability to write data to author-
ized organizations only, which is also satisfied by
the Private Data Collections mechanism of Hy-
perledger Fabric [4]. However, within a conven-
tional centralized client-server implementation of a
TAXII Server, one single hosting organization has
complete write authorization on all data stored in
the database; this alone can be a deal-breaker for
the participation of critical-mission strategic organ-
izations (e.g. defense and civil protection bodies) in
CTI sharing networks.

e Data Integrity: The TAXII standard does not im-
pose a strong requirement or mechanism for verify-
ing the integrity of the data, as this is out-of-scope
of the standard. Nevertheless, it is considered nec-
essary for any application in the field of cyber se-
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curity to have a mechanism for data integrity veri-
fication. One can argue that organizations partici-
pating in a CTI sharing network generally rely on
the information provided by other peers of the net-
work, as they share a common goal; still, data in-
tegrity checks must be performed, since data tam-
pering on the TAXII Server by malicious actors
may lead to infected security information reaching
all CTI consumers; thus, the integrity of shared CTI
data constitutes a central point of failure. Being a
central element of the nature of the Blockchain phi-
losophy, this requirement is satisfied by all block-
chain ecosystems, as data integrity needs to be ver-
ified and signed by all peers holding the infor-
mation. [5]

e High Availability: For a CTI sharing application, it
is crucial to ensure high availability. However,
managing the TAXII Server, even within a single
corporate network protected by firewalls, employ-
ing replicas etc, the single logical TAXII server is
also a single point of failure. Malicious actors can
launch various types of denial-of-service attacks
that could render the server non-functional during
critical times, such as attack campaign timeframes.
Hyperledger Fabric offers a solution to this chal-
lenge by enabling organizations to manage multiple
peers that provide redundancy of data and services
at the organizational level, while still satisfying the
data control and integrity requirements. The nodes
of all organizations that participate in the network
maintain a copy of the distributed ledger at all times
[5]- This ensures that access of other peers to CTI
can be provided, even if all nodes of one organiza-
tion become for any reason unavailable.

e Non Repudiation and Auditability: Injection of in-
correct or even malicious cybersecurity infor-
mation from one member to the CTI sharing net-
work, can have catastrophic implications for other
members. In such a case, in centralized systems
governed by one single entity, it cannot be guaran-
teed that the information producer will be charged
for its erroneous or malicious activities so as to be
rendered responsible. However, the TAXII Server
administrator(s) should not be able to take any ac-
tion that protect any peer from taking the responsi-
bility of its mistakes or malicious activities. The in-
herent feature of decentralized transaction write-
only transaction ledgers been maintained by all
Blockchain nodes of all organizations, typically
satisfies the non-repudiation and auditability re-
quirement.

Beyond the security properties achieved by migrating
from a client server model to a blockchain platform there
are significant platform specific advantages in Hy-
perledger Fabric compared to other blockchain networks.
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e Hyperledger Fabric is a permissioned blockchain
network. Compared to public blockchain net-
works such as Ethereum access of new members
is strictly controlled and must be first approved by
other participants [6]. We believe that this model
serves better the purpose of threat intelligence
sharing.

e Hyperledger Fabric offers feature-rich ways of in-
teracting with the network using the Fabric SDK
using general purpose programming languages
and is designed with organization level decentral-
ization in mind while public blockchains are de-
signed for censorship resistance first. While these
concepts mays seem similar at first, they are dif-
ferent.

As a conclusion, it is apparent that the development of a
multiparty CTI sharing application on Hyperledger Fabric can
potentially resolve several issues inherent in the traditional
client-server model.

The primary challenge encountered by this paper is the
commitment to adhere strictly to a STIX/TAXII standards im-
plementation on a blockchain ecosystem. As these standards
were originally designed to function on a RESTful API, the
challenge arises from the need to translate them into an equiv-
alent decentralized version. This means that to comply with
the standard, HTTP requests must be used, and a REST API
server must be integrated into the blockchain network. As
mentioned above, all collaborating organizations will partici-
pate in the Blockchain network, each with at least one node;
clients coming from each organization will be connected to
their organization's node(s), as shown in Figure 1 below.

“1 Node |« K.b

Tl OrgK.___.---" .

" Blockchain

Figure 1. A Blockchain architecture for CTI sharing.




To address this, we need to enhance Hyperledger Fabric
with a REST API server that acts as an intermediary to for-
ward requests from the organization's clients to the block-
chain network. This is not a bypass to the decentralized nature
of the network, considering that it only acts as a relay or sec-
ondary client to the blockchain network; furthermore, in this
architecture Hyperledger Fabric is decentralized only in the
organization level, in contrast with Ethereum or other public
blockchains that provide user level decentralization. The na-
ture of this application allows organization-level decentrali-
zation, although user-level decentralization can still be possi-
ble in specific environments and applications.

Regarding the adherence to the STIX standard, a validator
has been developed to verify STIX compliance; implemented
as a proof of concept, it currently operates on the API server
and is intended to be deployed as Fabric chaincode. This task
was comparatively less challenging than integrating the
TAXII server into the network, due to two reasons: Firstly,
Fabric's data layer is based on a key-value store [7] (either
LevelDB or CouchDB) that is inherently similar to JSON ob-
jects. Secondly, the validator can be tested off-chain and then
effortlessly moved on-chain as it requires minimal or no ad-
ditional blockchain-metadata to function properly. The work
described in this paper encountered a final difficulty in select-
ing a scope for the API specification to design, implement,
and document [8]. The TAXII standard is highly extensible
[8], which made it challenging to identify the essential fea-
tures that offer the basic functionality of threat intelligence
sharing and facilitate system management, especially in sce-
narios involving multiple parties. The process of designing
and implementing REST API endpoints that comply with the
TAXII standard has been fully documented at various levels,
using UML diagrams.

IV. SYSTEM DESIGN

As we mentioned above, the basic TAXII specification
consists of a series of REST API endpoints [8]. The first step
in order to design the system is to select a subset use cases to
implement at the REST API level. These endpoints are di-
vided into two categories, those that facilitate interaction with
the blockchain that are completely custom, and those that pro-
vide the functionality required by the TAXII server standard;
the API consumers should observe behavior identical to their
client/server equivalent. This is shown as a use-case diagram
in Figure 2.

PROCEEDINGS OF THE FEDCSIS. WARSAW, POLAND, 2023

Information
discovery
i <

Get API Root
Organization Admin
\ Post Envelope

Get Collections
Get Objects
Register User @
Get Objects
Get Object
Versions
Figure 2. Roles and access to services offered.
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In summary, based on the use case diagram, organization ad-
ministrators are responsible for enrolling and registering users
on the fabric-network [9]. Organization users can interact
with every endpoint specified by the TAXII standard, with
one critical exception: the ability to delete a STIX object from
a collection. This is because blockchain transactions result in
an immutable record of assets being transferred from nodes -
CTI producers to other nodes. Thus, the best approach is to
restrict access to assets beforehand using private data collec-
tions and access control. Once an asset reaches an organiza-
tion's blockchain, it cannot be removed; this is a required be-
havior that allows the identification of the origin of false CTI
coming from compromised or malevolent organizations.

The next step is to create an architecture containing an
overview of the software components needed to implement
the required functionalities. The UML component diagram
below represents these components as containers or processes
that live inside an organization's node; further details about
their physical deployment will be discussed later. It is im-
portant to emphasize that this architecture needs to be imple-
mented inside every single organization participating in the
CTI-sharing Blockchain. Therefore, organizations may im-
plement customized versions of this architecture in their pro-
duction systems, such as fewer or more peer nodes, as dis-
cussed earlier; another parameter is whether one organization
will be participating in the ordering service or not. Without
compromising the principles of the proposed decentralized
approach, we assume that every organization implements an
identical infrastructure to standardize and simplify aspects of
the blockchain layer that will be presented. Such an architec-
ture is shown in Figure 3 below.
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Figure 3. Component-level architecture of Blockchain nodes in
organizations.

In the sequel we briefly discuss the system architecture
shown in the above UML component diagram. The frontend
component can be any implementation of a Ul using typical
web technologies (Apache, js), or a custom smart client that
provides services such as event triggering upon incoming CTI
etc.. In both cases, the frontend consumes the TAXII Rest
API. The frontend needs not to be aware that the TAXII API
offering is really based on a decentralized application. This
allows even third-party TAXII clients to be used.

The Organization API Gateway is responsible for three
main tasks: First, it validates the compliance of incoming re-
quests with the TAXII standard, by checking HTTP headers,
methods, and body parameters. It rejects any input that does
not conform with the TAXII standard, without any further in-
teraction with the blockchain backend. Second, it provides
user authentication and authorization, by utilizing the organi-
zation's certification service(s). The API Gateway receives a
token from the client and checks the organization's database
for a corresponding certificate stored on behalf of this client.
If the certificate exists, it is retrieved, and the request is re-
layed to the network with that certificate. If an authentication
error occurs, the user is informed accordingly.

The third and most important function of the API Gateway

is to submit to the blockchain-based backend, transactions on
behalf of the organization's clients. These are the core of the
TAXII server as they implement the main application busi-
ness logic and ensure threat intelligence sharing functionality
that benefits from the immutability of the blockchain. It is im-
portant to note that the transactions are not being run on the
API Gateway itself: instead, they are submitted to the Hy-
perledger Fabric network to be executed on the Blockchain.
The results are then received and forwarded to the actual cli-
ents. Further discussion on the smarts contracts will follow in
the next section.
Consistent to the diagram of the software components, we
present a UML deployment diagram to show the assignment
of components to execution nodes. This deployment, shown
in Figure 4, refers to a specific organization, and seems rea-
sonable enough for production, as it physically isolates the
REST API, the Fabric Infrastructure and the ordering service
which are in fact very different in business functions.
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Device
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End User
Device
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STIX/TAXII Front-End and Back-End Host

TAXII
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<<component>> |
<<blockchain element>>
Hyperledger ordering service

Figure 4. Deployment of the CTI Blockchain architecture.

Notably, a possible option for deploying the system is to com-
bine the REST API and the fabric organization infrastructure
into a single physical host. This approach may be beneficial
for smaller organizations that want to conserve resources.
However, it is advised to deploy the ordering nodes in sepa-
rate physical hosts to improve security and performance. Fur-
thermore, as mentioned earlier, it is possible that each organ-
ization maintains more than one blockchain node and order-
ing service, as shown in Figure 5 below.
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Hyperledger Fabric
Infrastructure Host

<<device>>
Hyperledger Fabric
Infrastructure Host

<<device>>
End User
Device
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STIXITAXII
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<<device>>
Hyperledger Fabric
Infrastructure Host

<<device>>
End User
Device

<<device>>
End User
Device

<<device>>
Hyperledger Fabric
Infrastructure Host

Figure 5. Alternative CTI Blockchain deployment for smaller
organizations.

V.TECHNICAL IMPLEMENTATION

The main components that implement the blockchain are
the peer nodes, which are the fundamental building blocks of
the Hyperledger Fabric. These nodes serve two essential func-
tions that comprise the blockchain network: ledger and trans-
action management. In the context of this paper, it is im-
portant to note that the peers serve as the hosting component
for chaincode, which is a collection of smart contracts that are
the main mechanism for interacting with the network [10].
Each peer node implements a number of smart contracts as
shown in the UML class diagram in Figure 6 below.
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Figure 6. Smartc contracts implemented in peer nodes.

The diagram depicts a chaincode called Hyperledger TAXII
Chaincode, which is installed on the file system of the organ-
ization's peer node. This chaincode implements three smart
contracts: bootstrap, data_contract, and collection. The boot-
strap and data_contract contracts are standard patterns used to
initialize the ledger and perform some administrative tasks
that are later removed in production. It is the collection con-
tract that handles the core application logic of the TAXII
server and is responsible for every task related to TAXII ter-
minology, from API Root information to STIX object reads
and writes. In Figure 7 below we list an example of the most
basic REST API call in javascript code at HTTP server detail:

// API Root Information
router.get('/', async (req, res) => {
try {
// Create Gateway and Network Connections
const [gateway, network] = await createConnections(req);
// Get the contract from the network.
const contract = network.getContract('HyperledgerTaxii', 'Bootstrap');
const api_root_info = await contract.evaluateTransaction('fetchAPIRoot');
// Disconnect from the gateway.
await gateway.disconnect();

res.send (JSON.parse (api_root_info.toString(), null, 4))
}
catch (error) {

console.log(error)

res.status (400) .send (error.toString())

Figure 7. JS code to implement a typical API call.

And at smart contract transaction level:

async fetchAPIRoot (ctx) {
const apiRootAsBytes= await ctx.stub.getState('api_root_info');
if ('apiRootAsBytes|| apiRootAsBytes.length === 0) {
throw new Error(LAPI Root does not existj);

}
return apiRootAsBytes.toString();

Figure 8. JS code to implement a transaction.

The remaining three components to implement an instance
of the system are the state database, certificate authority node,
and ordering service. For the purposes of this work, the cer-
tificate authority node and ordering service remain unaltered
from their default roles in Fabric. The state database serves as
a cache for the current key-value pairs, known as the world
state, in Hyperledger Fabric [7]. Past values are stored in the
ledger. The state database was changed from Hyperledger's
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default levelDB, to couchDB for rich querying support and
improved performance and management. It also stores certif-
icates for organization users and CTI compliant data in STIX
language [11] where a key of <ObjectType>-<ID> or <ID>
format is used to quickly retrieve the STIX payload along
with a custom field <docType>. In some cases a <collec-
tion_id> field is added and then stripped away before display-
ing to the user to identify the collection an object belongs to.
These are standard best practices provided by fabric code ex-
amples. An object of type malware is stored inside the world
state database in the format shown in Figure 9

Key: malware--17099£03-5ec8-456d-a2de-968aebaafc78
Value: {
"type": "malware",
"spec_version": "2.1",
"is_family": true,
"id": "malware--17099f03-5ec8-456d-a2de-968aebaafc78",
"created": "2015-05-15T09:12:16.4322",
"modified": "2015-05-15T09:12:16.4322z",
"name": "PIVY Variant (bldeff736b6dl12b8d98b485e20d318ea)",
"description": "The sample bldeff736b6d12b8d98b485e20d318ea
connected to autuo.xicp.net with the password
keaidestone.",
"malware_types": [ "remote-access-trojan" ]

}

Additional Fields:
"docType": "object",
"collection_id": "82a7b528-80eb-42ed-a74d-c6fbd5a26155"

Figure 9. JSON representation for a STIX "malware" object.

The data flow within the system initiates with the API con-
sumers who are permitted to access the system either via a
web browser or by directly making requests to the REST API.
The REST API server carries out authentication checks to ver-
ify the user's authorization to participate in the blockchain
network. After the authentication is confirmed, the API server
retrieves the user certificate and functions as a client of the
blockchain network, submitting transactions on behalf of the
user. In Figure 10 we demonstrate the UML sequence dia-
gram that corresponds to GET API Root endpoint code above.

Organization Organization API ‘ Organization Peer ‘ ‘ CouchDB ‘
User Gateway
1 o
} 1: Request API }

1 Rootinformation ) H

ref, ‘

Middleware and Authentication Sequence

2: read mappings and
:l enrich identities with

attributes

3: evaluate fetchAPIRoot
transaction

4: await
P | ctx.stub.getState(‘api_root_info');

5: retum

6: seriali nd retu . .
serialize and return api_root_info bytes

7: Deserialize
bytes as string

Parse JSON and
return response

Figure 10. A sequence diagram for the "GET API Root" endpoint.

In certain cases, an endpoint might require the submission of
multiple transactions. However, submitting multiple transac-
tions is not a recommended practice due to the potential in-
consistencies and interruptions that may occur during the
code execution. A more effective approach is to map each
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REST API endpoint directly to a distinct Hyperledger Fabric
transaction. This ensures that the transaction is not only
clearly defined but can also be further expanded into sub-
transactions as necessary. It is important to note, however,
that the implementation of this principle is out of scope of this
work, as it serves as a proof of concept.

VI. CONCLUSION

We introduce an architecture for implementing a decen-
tralized Threat Intelligence sharing system utilizing the
STIX/TAXII standard, over a Hyperledger Fabric network.
The proposed system leverages blockchain technology to en-
hance security in existing threat sharing systems and stand-
ards. By implementing a private permissioned blockchain net-
work like Hyperledger Fabric, the proposed system provides
arange of advantages such as improved confidentiality, integ-
rity, availability, non-repudiation, and auditability. The
blockchain network ensures that only authorized parties have
access to data, maintains a tamper-proof record of all transac-
tions, guarantees that data is always accessible, prevents the
denial of service, and provides a transparent and complete im-
mutable record of all transactions. The proposed system uses
a decentralized architecture, in which several components
work together to provide seamless threat intelligence sharing
functionality. These components include the front-end, organ-
ization API gateway, peer nodes, state database, certificate
authority node, and ordering service. The decentralized archi-
tecture is designed to ensure that decentralization does not
hinder the system's overall functionality. The proposed sys-
tem employs REST APIs to facilitate end-users', including
third-party TAXII clients interaction with the system, and
smart contracts to execute transactions on the blockchain net-
work. The results of this research demonstrate the feasibility
and effectiveness of the proposed architecture for threat intel-
ligence sharing systems.

Some future improvements to the functionality, security
and performance of the overall system are as follows:

e  More robust authentication scheme: In the context of
security applications, the basic TAXII standard au-
thentication method that employs the Authentication
Basic scheme poses potential risks due to its simplic-
ity. To mitigate these risks, we suggest as a future
improvement using a more secure authentication
scheme that combines Basic Authentication with
Multi Factor Authentication to generate a new cer-
tificate. This approach significantly reduces the risk
of unauthorized access, especially in cases where an
attacker has the enrollmentID and enrollmentSecret
elements. Using certificates instead of enrollmen-
tID/enrollmentSecret pairs offers two significant ad-
vantages: it minimizes user credential exposure over
the channel, even if encrypted with TLS, and the cre-
dentials are short-lived, which means they can be
easily revoked through the Certificate Authority
(CA) authority node if exposed to a malicious actor.

e  Writing the STIX validator on chain: One way to en-
sure a common data format is to validate the STIX
data using the validator before storing it in the
TAXII Server. Currently, this validation is per-
formed at the API Gateway level and at a basic level.
However, this approach may allow organizations to
deviate from the STIX standard after processing the
Gateway code, which is off-chain. To address this,
data validation can be performed at the peer nodes of
the Hyperledger Fabric through Chaincode transac-
tions, for more multi-party trust. This would solve
the problem of organizations agreeing on a common
data validation logic as the code would be common
and visible to all. Additionally, the Fabric Chaincode
Lifecycle process can change this code at any time
in a manner that is agreed upon and approved by all
organizations.

e Implementing voting functionality: In CTI systems,
the anonymous exchange of threat intelligence often
includes a reputation mechanism to incentivize shar-
ing sensitive data with other analysts. However, in
our proposed system, which is designed for smaller
to medium-sized consortiums, such a mechanism is
not necessary since it is not open to the public. How-
ever, a voting and/or ban mechanism implemented
on the Blockchain may still be useful if the network
grows beyond a certain size, to further prevent mali-
cious activities such as data poisoning.
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