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Abstract—Every year in the U.S., 40,000 jobs for informa-

tion security analysts go unfilled, and employers are strug-

gling to fill  200,000 other cybersecurity-related roles.  Col-

leges and universities have created certificates, undergradu-

ate and graduate programs to train professionals  in these

job roles. The challenge of meeting the cybersecurity work-

force shortage through degree programs is intensified by the

reality of the limited number of cybersecurity and engineer-

ing faculty at colleges and universities. This paper explores

the essential need to develop more doctorate faculty in tech-

nology-related areas. It explains some unique and non-tradi-

tional paths to doctoral completion that allow professionals

with significant real-world work experience to complete a

doctorate without career interruption and relocation from

highly  respected  and  established  universities  in  the  U.K.,

USA, and Australia. 

Index Terms—Doctoral studies, cybersecurity doctorates,

faculty development, Engineering doctorate, on-line doctor-

ate.

I. INTRODUCTION

CCORDING to Newman (2016), the cybersecurity

threat landscape is continually evolving as malicious

cyber actors pursue new vectors to target and capitalize

on newly discovered or known vulnerabilities. In 2017 a

hacking group known as the Shadow Brokers, claiming to

have  breached  the  NSA-linked  operation  known as  the

Equation Group. The Shadow Brokers provided samples

of the stolen data and attempted to auction off other stolen

data (Newman, 2017).

A

The  global  cybersecurity  workforce  will  have  more

than 1.5 million unfilled positions by 2020 (Van- Zadel-

hoff, 2016). Every year in the U.S., 40,000 jobs for infor-

mation security  analysts go unfilled,  and employers  are

struggling  to  fill  200,000  other  cyber-security  related

roles  (Kauflin,  2017).  Threats  of  cyber-attacks  have

spurred global interest in protecting digital property from

external intrusions. The identified risks to American pri-

vate and public entities were part of an ongoing scenario

that  emphasized  secure,  internal,  cyber  information

(Pierce,  2016;  Stevenson,  2017).  This  importance  came

about because many in the business market had echoed

the need for a skilled workforce within cybersecurity, and

numerous  efforts  were  made to  address  those  concerns

(Pierce, 2016; Stevenson, 2017).

II. THE REVIEW OF THE LITERATURE

The onslaught  of cyber-attacks  enhanced  the need to

fill positions focused on preventing data breaches (Pierce,

2016; Stevenson, 2017). 

Besides,  the shortage of  skilled personnel  provided a

new dynamic to finding qualified workers that understood

the  complexities  of  cybersecurity,  contributing  signifi-

cantly  to  the  company's  overall  needs  (Pierce,  2016;

Stevenson, 2017).

Technologies  have also led  to  significant  changes  in

how our society communicates and even completes a col-

lege  degree  (Rahim,  Burrell,  Duncan,  &  Finch,  2020).

Emerging technologies have allowed the pursuit of aca-

demic scholarship to take on new forms and new multi-

modal ways (Rahim, Burrell, Duncan, & Finch, 2020).

More importantly, they can provide students with mul-

timodal ways to consume information and ultimately pro-

mote learning (Rahim, Burrell, Duncan, & Finch, 2020).

That is also true for graduate education, specifically doc-

toral capstone projects. In many academic fields of study,

newer forms of media have yet to be used as a tool for ex-

pressing  and  communicating  academic  content.  Educa-

tional institutions still retain the dissertation's traditional

form as  the demonstrative  tool  of  academic  knowledge

and doctoral experience.

Fell, Flint & Haines (2011) have added practice-based

rather than discipline dependent research. They also high-

lighted  that  professional  doctorates  are  embraced  by

working people with vast professional experience. Simul-

taneously, they are customarily undertaken within the stu-

dent's work environment to produce practical knowledge

for professional practice and the profession, leading even-

tually  to  professional  and  organizational  change).  Fell,

Flint & Haines 2011). The Council of Graduate Schools

developed a publication titled The role and nature of the

doctoral  dissertation:  a  policy statement contends  that

"dissertation research should provide students with hands-

on, directed experience in the primary research methods

of the discipline, and should prepare students for the types

of research/scholarship that will be expected of them after

they receive their Ph.D. degree" (Hancock, 1991, p. 3).

The emergence  of  on-line  and non-traditional  educa-

tional programs has created new innovative solutions for
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addressing workforce development shortages by allowing

professionals must work to be still able to pursue educa-

tion and professional development opportunities (Rahim,

Burrell, Duncan, & Finch, 2020). Universities are creating

new degree programs and new approaches to learning that

facilitate the innovative expression of academic scholar-

ship (Rahim, Burrell, Duncan, & Finch, 2020).

These innovations have also included changes and new

approaches  to  doctoral  education. Perry  & Imig  (2008)

outline, "as a result of these conversations, new forms of

the capstone project are emerging. For example, the Uni-

versity  of  Southern  California  program  has  introduced

thematic dissertations, wherein students conduct individ-

ual  investigations  of  field-based  problems  as  part  of  a

group organized  around a  set  of  related  problems.  The

University of Houston has put together a candidacy paper

task  force,  which  considers  capstone  models  such  as  a

needs  analysis  for  educational  institutions,  the develop-

ment of institutional-change plans, and a critical analysis

of a district  program. Both the University of Missouri–

Columbia and the University of Florida are considering

the role that solving "real-world" problems might play in

a capstone piece. As a result of the focus on problems of

practice, some institutions have suggested that the disser-

tation committee should include professional  as well  as

academic members."

III. THE DEVELOPMENT OF NON-TRADITIONAL

DOCTORAL PROGRAMS

Several  accredited U.S. universities have successfully

developed  non-traditional  doctoral  programs  that  offer

limited face to face teaching residencies and on-line learn-

ing.  These  programs  allow  students  from  all  over  the

world to complete a doctoral degree in Information Tech-

nology,  Engineering,  and  Cybersecurity  while  working

full time and not moving or relocating to complete their

degrees.  These are all brick and mortar universities that

are leveraging their campus resources to engage profes-

sionals  with  significant  work  experience  in  the  field,

which could become effective faculty members in the fu-

ture with a doctorate degree. These programs have several

similar characteristics, like either on-line or limited resi-

dency offerings. These programs have coursework com-

bined with dissertation research. These schools include:

1. The  George  Washington  University  in  Ashburn

VA,  USA offers  an  on-line  Doctor  of  Engineering

that  can  be finished  remotely in  Cybersecurity  and

Technology Management 

2. Old Dominion University in Norfolk, VA, U.S. of-

fers an on-line Ph.D. in engineering management and

systems engineering. 

3. Dakota  State  University  in  Madison,  South

Dakota,  USA,  has  an  on-line  Ph.D.  in  Information

Security.

4. The University of the Cumberlands in Williams-

burg, KY, USA, has an on-line Ph.D. in Information

Technology with options to study Blockchain Tech-

nology at the graduate level on-line. 

5. Mississippi  State  University  in  Starkville,  MS,

USA has an on-line Ph.D. in Systems and Industrial

Engineering.

IV. U.S. RESEARCH ONLY PH.D. PROGRAM

Usually, the U.S. approach to doctoral study includes

academic coursework and then dissertation research. Still,

one university  in  the U.S.,  Capitol  Technology Univer-

sity, in Laurel, Maryland, USA, has a doctoral approach

like many European Universities where students engage

in their independent research.  This program also allows

students who have completed doctoral credits at other uni-

versities but failed to achieve their doctorate to transfer

their credits and complete their doctorate in an accelerated

format.  They offer  Ph.D.  programs in Artificial  Intelli-

gence, Emergency and Protective Services, Human Fac-

tors, Unmanned Systems Applications, and Technology. 

V. PH.D. BY PUBLISHED RESEARCH OR PH.D. BY

PUBLICATION

The  Ph.D.  by  Published  Research  or  Ph.D.  by  Pub-

lished Works emerged as an option in 1966 at Cambridge

University in the U.K. and has grown to become a viable

path for doctoral degree completion in the U.K. and Aus-

tralia (Peacock, 2017). The Ph.D. by published works was

initially conceived to allow practitioners such as creative

writers, artists, and accomplished executive to obtain an

earned doctorate that would afford them the ability to take

their knowledge, experiences, and accomplishments along

with a doctorate degree in the university classroom (Pea-

cock, 2017). 

The Ph.D. by published works program works by the

students  submitting  a  collection  of  prior  peer-reviewed

published research and works all from the matching field

for examination (Peacock,  2017).  The portfolio submis-

sion can include peer-reviewed full paper conference pro-

ceedings,  peer-reviewed  academic  articles,  and  peer-re-

viewed  book  chapters.  The  submission  of  published

works is critical content analysis as an evaluated equiva-

lent to fulfilling requirements for a doctoral degree (Pea-

cock, 2017). The critical content analysis explains the rel-

evance, impact, and unifying significance of the publica-

tions in the academic field (Peacock, 2017).  Universities

offering these programs include: 

Middlesex University  in  the  U.K.  offers  a  Doctor  of

Professional Studies by published works.

London Metropolitan University  in  the U.K.  offers  a

Ph.D. by Published Works. 

These universities offer flexible doctoral programs that

are a perfect  fit  for  working professionals  of those that

want to be able to work full time while they pursue a doc-

torate. These programs also offer organizations new op-

tions support high potential employees with professional
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development funding support for these employees to pur-

sue  doctoral  level  professional  development.  Each  pro-

gram is geared towards working professionals and execu-

tives  in  the  Cybersecurity,  Engineering,  and  fields  to

bring their expertise to universities that are challenged to

meet new workforce demands in Technology, Engineer-

ing, and Cybersecurity.
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